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Introduction

IT Shop Resource Access requests
overview

Governing unstructured data allows you to manage data access, preserve data
integrity, and provide content owners with the tools and workflows required to manage

their own data.

By publishing a resource to the IT Shop, the resource is placed under governance and is
then available for users to request access to it. You can publish and request access to NTFS
shares, files and folders, and SharePoint objects from the site level and below. Beginning
with Data Governance Edition version 7.0.1, you can request to have a file system share
created that can then be made available to others through the IT Shop.

Table 1: Who uses the IT Shop for self-service resource access requests

User Tasks
Data Data Governance Administrators must be assigned to the Data
Governance Governance | Administrators application role. They must also be

Administrator assigned to the Request & Fulfillment | IT Shop | Product
Owners application role or an application role under the Product
Owners role to approve IT Shop requests.

The Data Governance Administrator uses the Manager to ensure self-
service resource access requests are available in the IT Shop. For
more details on setting up the IT Shop, see Setting up resource access
requests on page 10 and Setting up share creation requests on page
36.

The Data Governance Administrator uses the web portal to perform
the following tasks after a file share creation request is submitted:

e Select the server for creating the file system share.
» Define the groups created to access the file system share.

* Approve or deny requests for creating file system shares.

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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User Tasks

¢ Review approvals made in the past.

For more information, see Approving share creation requests on page
44,

Employee/end-  The Resource Access shelf is available through the Identity & Access

user Lifecycle shop, which is included by default with the One Identity
Manager installation. All active employees are automatically members
of this shop and can therefore make requests.

End-users or resource consumers use the web portal to perform the
following tasks:

» Make IT Shop requests to gain access to resources or create file
system shares.

» Track the status of requests and answer inquires about
requests.

¢ Renew a request that is about to expire.

For more details on making resource access requests, see Requesting
access to a governed resource on page 16 and Requesting the creation
of a file system share on page 43.

Business owner  Business owners must be assigned to the Data Governance | Direct
Owners application role, which is automatically assigned when
ownership is set. They must also be assigned to the Request &
Fulfillment | IT Shop | Product Owners application role or an
application role under the Product Owners role to approve IT Shop
requests.

The business owner of a resource uses the web portal to perform the
following tasks:

« Approve or deny requests for resource access.
¢ Request access on behalf of others, such as new employees.

* Review approvals made in the past.

For more information, see Approving resource access requests on
page 20.

Business owners who have both the Data Governance |
Administrators and Data Governance | Direct Owners
application roles assigned, can also use the web portal to define who
can see and access owned resources. For more information, see
Restricting access to self-service resource access requests on page

13.
Employee Employee managers must be assigned to the Request & Fulfillment
manager | IT Shop | Product Owners application role or an application role
X Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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User Tasks

under the Product Owners role to approve IT Shop requests.

An employee's manager uses the web portal to perform the following
tasks after a file system share creation request is submitted:

* Approve or deny requests for creating file system shares.
* Review approvals made in the past.

For more information, see Approving share creation requests on page
44,

About this guide

The One Identity Manager Data Governance Edition IT Shop Resource Access Requests
User Guide is intended for employees interested in learning more about the IT Shop
resource access and share creation request process. For Data Governance Administrators,
it provides the setup instructions required to make self-service requests available to
employees in the IT Shop. For employees, it explains how to initiate a request through the
IT Shop and the approval processes used for each type of request. For business owners,
group owners and managers, it explains how to approve or deny a request. For Data
Governance Administrators, it explains how to select the server to host the new file system
share and define the groups that will have permissions to the new file system share. It also
provides troubleshooting tips and customization instructions for administrators who are
interested in modifying the default configuration and processes used.

For more information on how to use the web portal or set up the IT Shop for governed data,
see the following documents:

e One Identity Manager Web Portal User Guide
e One Identity Manager IT Shop Administration Guide

e One Identity Manager Data Governance Edition User Guide

NOTE: This document does not cover all types of product requests that can be made
through the web portal. It covers resource access requests for resources placed under
governance and file system share creation requests. See the documents listed above for
more information about the other features available through the One Identity Manager
web portal and IT Shop.
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Resource access requests

Using the web portal IT Shop, employees can request access to resources that are
governed and published to the IT Shop. When a resource access self-service request is
successfully processed and approved, the employee is added to the specified group and
access is granted through this group membership.

For more details on setting up the IT Shop, requesting and approving resource access
requests, troubleshooting issues, or customizing the default process, see:

Setting up resource access requests
Requesting access to a governed resource
Approving resource access requests
Troubleshooting resource access requests

Customizing resource access requests

Setting up resource access requests

As the Data Governance Administrator, use the Manager to perform the following tasks to
enable self-service resource access requests within the One Identity Manager IT Shop:

Identify and assign the business owner for data. For more information, see Managing
business ownership for governed resource in the One Identity Manager Data
Governance Edition User Guide.

Publish a resource (folder or share) to the IT Shop. For more information, see
Publishing resources to the IT Shop on page 11.

(Optional) Define who can see the resource within the IT Shop. For more information,
see Restricting access to self-service resource access requests on page 13.

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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Publishing resources to the IT Shop

Publishing a resource to the IT Shop makes it available for users to request access to it. It
also places the resource under governance if it is not already governed.

NOTE: In order for a DFS link, target share path or folder to be placed under governance
or published to the IT Shop, both the DFS server hosting the DFS hamespace and the
share server where the DFS link is pointing to must be added as managed hosts. If the
required servers (those that contain DFS security details) are not already managed, a
message box appears listing the servers that need to be added as managed hosts. Click
the Add managed hosts with default options button to deploy a local agent to the
servers listed in the message box and complete the selected operation. Click Cancel to
cancel the selected operation and manually add the servers as managed hosts.

Each request is processed by a policy-based approval process, which determines whether
access to the data can be assigned or not. Authorized persons, in this case the business
owner and group owner, can approve or deny IT Shop requests. The request history also
makes it possible to follow who requested what resource and when it was requested,
renewed or canceled.

You can quickly see all the resources that have been placed under governance and manage
(add and remove) resources in the IT Shop from the Resource browser or Governed data
view in the Manager.

You can publish NTFS shares and folders, and SharePoint objects from the site level
and below.

| NOTE: This functionality is not available for NFS managed hosts.

| NOTE: This functionality is not available for Cloud managed hosts.

To place a resource under governance and publish it to the IT Shop

1. Inthe Manager, navigate to the required resource.
For example, to use the Resource browser:
a. Select the required managed host from the Managed hosts view.
b. Double-click to display the Resource browser.
c. Double-click through the resources to locate the required resource.

2. Select the required resource and then select the Publish to IT Shop task or right-
click command.

3. Inthe Publish to IT Shop confirmation dialog, confirm the display name of the
selected resource and click Publish Resources.

When placing a share under governance, you can use the backing folder security or
share permissions for self-service resource access requests in the web portal. The
Use backing folder security for self-service option is selected by default and
uses the backing folder security for the share. Clear this option to use the share
permissions for the share.

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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When placing a DFS namespace under governance, select the type of security
to be used:

e Use Folder Security: This option is selected by default and uses the backing

folder security for self-service resource access requests to this governed
resource. The backing folder should be accessible to the Data Governance
service and the Data Governance agent service.

Use Share Security: Select this option to use the share permissions for self-
service resource access requests to this governed resource.

Use DFS Security: Select this option to use the DFS access-based
enumeration security for self-service resource access requests to this
governed resource.

4. If the resource has not been assigned a business owner, the Business Owner
wizard appears allowing you to assign ownership.

a.

b.

On the Set Business Owner page, select to assign an application role or
employee as the owner, optionally enter a justification for the ownership, and
click Next.

Click Finish to close the wizard.

Back in the Resource browser, "True" appears in both the Governed Resource and
Published to IT Shop columns. The assigned business owner is also added to the
Business Owner column. The governed resource is also added to the Governed data view.

Users are now able to request access to the resource from within the web portal and set in
motion the request workflow.

To publish a governed resource to the IT Shop

1. Inthe Manager, navigate to the governed resource.

For example, to use the Resource browser:

a.
b.

C.

Select the required managed host from the Managed hosts view.
Double-click to display the Resource browser.

Double-click through the resources to locate the required resource.

For example, to use the Governed data view.

a.
b.

In the Data Governance navigation view, select Governed data.

Locate the required resource.

2. Locate and select the governed resource and select the Publish to IT Shop task or
right-click command.

3. Inthe Publish to IT Shop confirmation dialog, click Yes.

If the resource has not been assigned a business owner, the Business Owner
wizard appears allowing you to assign ownership.

a.

On the Set Business Owner page, select to assign an application role or
employee as the owner, optionally enter a justification for the ownership, and
click Next.

Click Finish to close the wizard.

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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Back in the Resource browser and Governed data view, "True" appears in
Published to IT Shop column. The assigned business owner is also added to the
Business Owner column.

To remove a resource from the IT Shop

Removing a resource from the IT Shop, does not remove the item from governance.
However, removing a resource from governance removes it from the IT Shop.

1. Open the Resource browser or Governed data view.

2. Locate and select the required resource and then select the Unpublish from IT
Shop task or right-click command.

3. Click Yes on the confirmation dialog.

Restricting access to self-service resource
access requests

There are various ways of restricting who can see (and consequentially request access to)
governed data that has been published to the IT Shop. These include:

e Defining a restriction list based on organizational structure (department, location or
cost center).

e Explicitly marking groups for exclusion.

o If the Business Roles module is purchased and installed, defining a restriction list
based on business roles.

NOTE: Ask your Data Governance Administrator to set up a restriction list or mark groups
to restrict access to your governed data.

Restriction list based on organizational structure

By defining a restriction list, only those employees who are in the specified departments,
cost centers or geographical locations are able to see (and request access to) a
governed resource.

NOTE: Organizational inheritance is not supported. Each required level of an
organizational structure must be added to the restriction list.

To restrict access to a resource in the IT Shop (Data Governance Administrator)

1. In the Manager, open the Governed data view.
e From the Data Governance navigation view, select Governed data.

e From the Managed hosts view, navigate to the required managed host, select
Governed data from the Tasks view or right-click menu.

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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2. Select the required resource and select Change governed resource master data
in the Tasks view or right-click menu.

3. Select Assign organizations in the Tasks view or right-click menu.

The Organizations assignment page appears, which consists of three tabbed
pages (Departments, Locations, and Cost centers) allowing you to select from a list of
previously defined organizational assignments.

4. Use the different tabs to define who can see (and request access to) the selected
resource. In the lower pane of the tabbed pages, double-click the departments,
locations or cost centers to be assigned to the resource. The employees not assigned
through the assignment page are restricted from seeing or accessing the resource
through the IT Shop.

5. When finished with the assignments, click the Save toolbar button.
To restrict access to an owned resource in the IT Shop (Only for Business
Owners who also have Data Governance Administrator role)

NOTE: Business owners who have both the Data Governance | Administrators and
Data Governance | Direct Owners application roles assigned, can use the web portal
to define who can see and access owned resources.

Log on to the One Identity Manager web portal.

From the menu bar, select Responsibilities | My Responsibilities.
On the My Responsibilities view, select the Governed Data tile.
On the Governed data view, select a governed resource.

Click the Master data tab.

At the bottom of the properties page, click the Assign button to the right of
Departments, Locations, or Cost centers.

A A

NOTE: You can also restrict access based on Business Roles or One Identity
Manager application roles.

7. Inthe Assign dialog, use the left pane to select the organizational assignment to be
assigned to the selected resource.

Once selected, the assignment appears in the Assigned pane (right pane) and the
icon to the left of the assignment changes to a check mark. To remove an
assignment, select the assignment in the Assigned pane. The icon to the left of the
assignment changes back to an X and is removed from the Assigned pane.

Click OK to save your selections and close the Assign dialog.

8. When finished with the assignments, click the Save button.

Explicit exclusion of groups

You may want to mark certain groups as being ineligible for self-service requests,
especially when Data Governance Edition is configured to allow for non-published groups to

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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be presented. In this case, it is possible to mark either specific groups, or all groups within
a particular Active Directory container as being ineligible for access requests.
To explicitly exclude groups

NOTE: Modifying the registry can cause serious issues. Ensure that when making these
changes, only the described keys are modified.

1. On the Data Governance server, navigate to the following registry key using
regedit.exe:

HKEY_LOCAL_MACHINE\Software\One
Identity\Broadway\Server\DeploymentData\SelfService\ExclusionByDN

NOTE: The "DeploymentData" and "SelfService" subkeys may not exist. If these
keys are not present, they should be created.

2. Beneath the ExclusionByDN key, create string values whose names match the
distinguished name of the groups that are to be excluded.

To exclude an entire container of groups, specify the distinguished name of the
container, with an asterisk ("*") prefix. For example to exclude all groups in the
Users container of example.com, use the following syntax:
"*CN=Users,DC=example,DC=com".

Restriction list based on business role

The Business Role module is an optional module that can be purchased with One Identity
Manager. If this module is installed (selected on the Module selection page of the Setup
wizard), you can restrict employees from seeing (and consequentially requesting access to)
governed data that has been published to the IT Shop based on their business role
assignments.

By defining a business role restriction list, only those employees who are assigned the
selected business roles are able to see and request access to a governed resource.

To restrict access to a resource in the IT Shop (Data Governance Administrator)

1. In the Manager, open the Governed data view.
 From the Data Governance navigation view, select Governed data.

e From the Managed hosts view, navigate to the required managed host, select
Governed data from the Tasks view or right-click menu.

2. Select the required resource and then select Change governed resource master
data in the Tasks view or right-click menu.

3. Select Assign business roles in the Tasks view or right-click menu.

The Business Roles assignment page appears allowing you to select from a list of
business roles.

4. 1Inthe lower pane, double-click the business roles to be assigned to the resource.

5. When finished with the assignments, click the Save toolbar button.

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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To restrict access to an owned resource in the IT Shop (Only for Business
Owners who also have Data Governance Administrator role)

NOTE: Business owners who have both the Data Governance | Administrators and
Data Governance | Direct Owners application roles assigned, can use the web portal
to define who can see and access owned resources.

Log on to the One Identity Manager web portal.

From the menu bar, select Responsibilities | My Responsibilities.
On the My Responsibilities view, select the Governed Data tile.
On the Governed data view, select a governed resource.

Click the Master data tab.

Click the Assign button to the right of Business Roles.

Nou s L e

In the Assign dialog, use the left pane to select the business roles to be assigned to
the selected resource.

Once selected, the business role appears in the Assigned pane (right pane) and the
icon to the left of the business role changes to a check mark. To remove a business
role, select the business role from the Assigned pane. The icon to the left of the
business role changes back to an X and is removed from the Assigned pane.

Click OK to save your selections and close the Assign dialog.

8. When finished with the assignments, click the Save button.

Requesting access to a governed
resource

All active employees automatically become members of the Identity & Access Lifestyle
shop, which is installed by default, and can therefore make requests, including access
requests to governed resources.

File system and SharePoint resources placed under governance and published to the IT
Shop are available for self-service requests through the Resource Access service category
in the web portal. Selecting the Resource Access service category on the Request page
displays a Request page allowing you to request access to governed file system resources
or SharePoint resources.

For detailed instructions on how to create resource access requests, see:
« Requesting access to a file system resource

e Requesting access to SharePoint resources

Requesting access to a file system resource

Using the IT Shop, you can request access to the following types of file system resources:

Data Governance Edition 8.2.1 IT Shop Resource Access Requests
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e Windows Computer\Share
o NTFS\Folder
e DFS paths

To request access to a file system resource

Log on to the One Identity Manager web portal.
2. From the Home (Welcome) page, click Start a new request.

The Request view appears, which displays the service categories available.
3. Select the Resource Access service category.

NOTE: By default, the recipient is the employee currently logged into the web
portal. To change the recipient list, click Change to the right of the Recipient field.
In the Recipient dialog, select the employees to be added to the recipient list. To
remove an employee from the recipient list, select their name from the Selected
pane at the bottom of the Recipient dialog.

4. Click Request in the Request column to the right of the File system access
product.

TIP: You can also select the check box to the left of File system access and click
Submit request now button located in the lower right corner of the page..

The Requesting file system access dialog appears, which lists the file
system resources that are published to the IT Shop and available for self-
service access requests.

By default, the resources appear in a hierarchical tree view. Click the arrow to the left
of a folder to expand it and display the resources available. Click the IEM Grid view

button to display a list instead of the tree view. Click the Tree view button to
redisplay the tree view.

NOTE: By default, all available resources are shown; however, you can use the
Managed host's Assign link to limit the search to a specific managed host.

5. From the tree view or grid view, select one or more resources from the list to add it to
the Selected list (right pane). In addition, the icon to the left of a selected resource
changes to a check mark. Click OK.

You can also select the Enter resource paths manually check box to enter a
resource path (\\servername\foldername). When multiple paths are specified, enter
one path per line. Once you have manually entered the resource paths to include in
the request, click OK.

NOTE: To request a DFS Link when Enter resource paths manually checkbox is
selected, enter the resource path to the DFS link using UNC format and not the
associated DFS path.

6. The My Shopping Cart page appears, which lists the resources selected on the
previous page (and any other requests in your shopping cart). This page also
contains a details pane allowing you to specify detailed information for each
individual request. If no information is entered in the details pane, a read access

Data Governance Edition 8.2.1 IT Shop Resource Access Requests

(GNE IDENTITY User Guide | 17

Quest
Resource access requests



request with no time limit is created.

NOTE: To return to your shopping cart (for example, your session times out before
you have completed your request submission), select Requests not yet
submitted from the Home page. You can also click the shopping cart icon (I ) in
the upper right corner of the page and select Shopping Cart.

7. To enter details for individual access requests, select a resource from the list (left
pane) and enter the following information to complete the access request:

a. Access: Select the type of access you are requesting, read or write access.

b. Reason: Enter a reason why you are requesting access to the selected
resource.

C. Priority:

d. Valid from: Click the check box and use the calendar and clock controls to
specify a start date and time for accessing the selected resource.

e. Valid until: Click the check box and use the calendar and clock controls to
specify an end date and time for accessing the selected resource.

NOTE: To apply the same details to all the resources listed, click the Details tab,
enter the reason or valid time frame, and click Apply to all. Click the My
Shopping Cart tab to return to your shopping cart requests. This new information
is displayed in the details pane when an individual resource request is selected in
the left pane.

8. After entering the request details, click the Submit button. Clicking this button
validates whether the requestor has the permissions required to make the requests
in the shopping cart and submits all the requests for approval processing.

The Shopping Cart page closes and a "The request was successfully submitted"
message appears at the top of the My Shopping Cart page.

9. Click View the request history to display the Request History page to track the
status of your requests.

NOTE: If you made the request for other employees (that is, changed the recipients
list on the Request page), click the Advanced search button. Modify the Display
requests options by selecting the Requests submitted by you for others check
box and click the Search button.

Requesting access to SharePoint resources

Using the IT Shop, you can request access to the following types of SharePoint resources:

e SharePoint\Resource Item
e SharePoint\Site

e SharePoint\List

e SharePoint\Folder

e SharePoint\List Item
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NOTE: The employee requesting access to a SharePoint resource must have at least one
SharePoint user account. This SharePoint user account must have the "Groups can be
inherited" option enabled in the Manager ( SharePoint | User accounts (user
authentication) | Change master data).

To request access to a SharePoint resource

Log on to the One Identity Manager web portal.
2. From the Home (Welcome) page, click Start a new request.

The Request view appears, which displays the available service categories.
3. Select the Resource Access service category.

NOTE: By default, the recipient is the employee currently logged into the web
portal. To change the recipient list, click Change to the right of the Recipient field.
In the Recipient dialog, select the employees to be added to the recipient list. To
remove an employee from the recipient list, select their name from the Selected
pane at the bottom of the Recipient dialog.

4. Click Request in the Request column to the right of the SharePoint access
product.

TIP: You can also select the check box to the left of SharePoint access and click
the Submit request now button located in the lower right corner of the page.

The Requesting SharePoint access dialog appears, which lists the SharePoint
resources that are published to the IT Shop and available for self-service
access requests.

NOTE: By default, all available resources are shown; however, you can use the
Managed host's Assign link to limit the search to a specific managed host.

5. Select one or more resources from the list to add it to the Selected list (right pane).
In addition to adding the resource to the Selected list, the icon to the left of a selected
resource changes to a check mark. Click OK.

6. The My Shopping Cart page appears, which lists the resources selected on the
previous page (and any other requests in your shopping cart). This page also
contains a details pane allowing you to specify detailed information for each
individual request. If no information is entered in the details pane, a read access
request with no time limit is created.

NOTE: To return to your shopping cart (for example, your session times out before
you have completed your request submission), select Requests no yet
submitted from the Home page. You can also click the shopping cart icon (I ) in
the upper right corner of the page and select Shopping Cart.

7. To enter details for individual access requests, select a resource from the list (left
pane) and enter the following information to complete the access request:

a. Access: Select the type of access you are requesting, read or write access.

b. Reason: Enter a reason why you are requesting access to the selected

resource.
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c. Valid from: Click the check box and use the calendar and clock controls to
specify a start date and time for accessing the selected resource.

d. Valid until: Click the check box and use the calendar and clock controls to
specify an end date and time for accessing the selected resource.

NOTE: To apply the same details to all the resources listed, click the Details tab,
enter the reason or valid time frame, and click Apply to all. Click the My
Shopping Cart tab to return to your shopping cart requests. This new information
is displayed in the details pane when an individual resource request is selected in
the left pane.

8. After entering the request details, click the Submit button. Clicking this button
validates whether the requestor has the permissions required to make the requests
in the shopping cart and submits the requests for approval processing.

The Shopping Cart page closes and a "The request was successfully submitted"
message appears at the top of the My Shopping Cart page.

9. Click View the request history to display the Request History page to track the
status of your requests.

NOTE: If you made the request for other employees (that is, changed the recipients
list on the Request page), click the Advanced search button. Modify the Display
requests options by selecting the Requests submitted by you for others check
box and click the Search button.

Approving resource access requests

Approving resource access request is a two-step process. The resource access request
approval workflow recommends a "best fit" group for fulfilling the request, which is then
forwarded to the business owner to grant or deny access to the resource and to the
suggested group. Once approved by the business owner, the request is forwarded to the
group owner to decide if the employee can be added to the group.

All pending requests appear in the following locations in the One Identity Manager
web client:

« Home (Welcome) page: (Pending requests)

My Actions view: (Request | My Actions | Pending Requests)

Granting or denying a resource access
request

A decision workflow is triggered when a resource access request is submitted, allowing
business owners to grant or deny resource access and recommend a group for fulfillment.
The "best fit" group appears on the Pending Requests page when the business owner
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logs on to the web portal. If necessary, the business owner can specify a different group by
selecting a group from a list of groups that match the access request.

To approve a resource access request

1. Log on to the One Identity Manager web portal.

All pending requests appear in the following locations in the One Identity Manager
web client:

« Home (Welcome) page: (Pending requests)
My Actions view: (Request | My Actions | Pending Requests)

2. Toview a list of all pending requests awaiting your decision, select the Pending
Requests tile from one of these pages.

The Pending Requests view appears.

3. Select the request you want to approve. Selecting a request in the left pane displays
the request details in the right pane.

NOTE: If no business owner is assigned to a resource, a warning message appears
and you will not be able to approve the resource access request. To assign an
owner to a resource, select Responsibilities | Governance Administration |
Governed Data Ownership. The Assign ownership view displays all of the
governed resources that currently have no assigned owner.

NOTE: The system automatically assigns the resource to a group and suggests this
group to the business owner of the resource. As the business owner, if you
determine that the suggested group is not the "best fit" group for the request, you
can select a different group by clicking Select a group. If no groups are available
or no groups are found that match the access request, the request cannot be
approved. For more information on how the "best fit" group is determined, see
Group access calculations on page 25.

4. Click the [“/Approve button in the Decision column, then click Next.

The Approvals view appears allowing you to review your decision and enter additional
details about your approval decision.

5. (Optional) On the Approvals view, enter the following details regarding your
decision:

a. Reason for approvals: Enter a reason for approving the requests. This reason
applies to all approved requests listed, unless there is an individual reason
given in the Reason column of an approval.

b. Standard reason: Select a standard reason from a list of previously
defined reasons.

NOTE: For more information about defining standard reasons, see the One
Identity Manager IT Shop Administration Guide.

c. Valid from: This value is set to immediately and cannot be changed.

d. Valid until: Click unlimited (or the date displayed) to change the end date for
this request.
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e. Reason: Click Enter a reason to specify a reason for your decision that is
specific to the selected request.

6. Once you have specified all the required details about your decision, click
Save approvals.

Once you have made an approval decision, the request disappears from your list of pending
requests. To view your approval decisions, select Request | My Actions | Approval
History. Selecting this option displays the Approval History view.

To request additional information about a request

1. From the Pending Requests view (Request | My Actions | Pending Requests),
select the request to which you require additional information.

2. Click more | Ask for help, located under the request details pane (right pane).

Clicking this option displays the Submit an inquiry about this request dialog
showing a list of employees.

3. Select an employee who is to receive the question.

The Submit an inquiry about this request dialog reappears allowing you to enter
your question.

4. Enter your question and click Save to place the request on hold and send
your question.

A message stating the inquiry has been submitted is displayed at the top of the
Pending Requests view. In addition, a Query step is added to the workflow in the
request's details pane.

5. If you no longer need additional information about a request, click the Recall last
question button. In the Recall last question dialog, enter a reason for recalling
the question and click OK.

When you request additional information, a request inquiry is submitted to the recipient.
That is, when that employee logs on to the web portal, they see a new action in the
Request | My Actions | Request Inquiries action list. In addition, the recipient receives
a "Question about a request" email notification with a link to the web portal. From the
Request Inquires view, they can then respond to your question.

To view their response, open the Pending Requests page, select the required request and
open the Workflow tab in the details pane.

To revoke a request's hold status

NOTE: Requests for which you have requested additional information remain "on hold"
even after the question has been answered. This hold state allows you to review the
answer to determine if you have the information needed to approve or deny the request.
In order to proceed with the approval workflow, release the request from the hold status.

1. From the Pending Requests view (Request | My Actions | Pending Requests),
select the request you want to release from hold status.

2. Click the Revoke hold status button.

Revoking the hold status of a request releases the request for approval or editing by
other approvers.
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Processing requests for resource access

If an employee tries to access a resource and they are denied, they can request access
through the web portal IT Shop. (For resources to be available, they must first be published
to the IT Shop.)

Requests follow a defined approval process that determines whether access to the data can
be granted or not.

Default request workflow

1. An employee makes a request for access to a resource in the web portal.

2. The "best fit" group is calculated and the assigned business owner decides if the
employee’s request should be granted.

They can approve or deny membership in the calculated group or select a different
group. For details on how Data Governance Edition determines the groups, see Group
access calculations on page 25.

3. Therequestis then forwarded to the group owner where they can decide whether to
add the employee to the group requested by the business owner.

4. If arequestis denied, it falls back to the requestor to make another choice.

5. If the requestis approved, the employee is added to the group.
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Figure 1: Request for resource access process
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Group access calculations

When an employee requests access to a resource, a calculation is made on how to best
provide that access. Generally speaking, it is considered favorable to provide access
through group membership rather than placing the account directly on the access control
list of the resource. Therefore, only suggestions for gaining access to resources through
group memberships are calculated.

NTFS group membership calculations

Data Governance Edition uses the following criteria to determine the "best fit" groups that
would provide the requested access to an NTFS resource:

Origin domain: Groups in the same domain as the requesting employee are
considered favorable. Groups from forests outside of the forest of the requesting
employee are considered less favorable. Groups from synchronized domains are
considered favorable. Domains are synchronized with One Identity Manager
through a manual process; they are not done whole forests at a time, but rather,
one by one. A group found in a resource’s ACL may be from a group that is not in a
synchronized domain.

Distance from the resource: Groups directly in the resources access control list are
considered favorable. A group that is nested one or more steps away from the access
control list is considered less favorable.

Group type: Groups are favored in the following order: Global group, Universal
group, and Domain Local group. Built-in groups are never considered suitable
selections.

IT Shop: Groups that have been published to the IT Shop are considered favorable.
For a group to be in the IT Shop, it must be in a domain that is synchronized and an
administrator must have added it specifically to the IT Shop.

Access rights: Groups that contain the exact rights that were requested are
considered favorable. A group with slightly more rights may still be suggested, but is
considered less favorable.

Access inheritance: Groups whose rights to the targeted resource are explicit are
favorable. Groups that have been delegated access to the targeted resource through
inherited permissions are considered less favorable.

Domain Local group membership: Domain Local groups with no other Global or
Universal groups nested within them are favorable. Domain Local groups with these
types of nested groups are considered less favorable.

Group membership rules: Global groups that exist in the same domain as the
employee are favorable. If the group is Universal, the employee must exist in the
same forest as the group.

NOTE: The criteria used to determine suitability for group selection is based on Microsoft
best practices for setting file and folder security in a distributed environment. Under
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certain conditions, a security group that would give employees their requested access
may be deemed inappropriate and therefore the group is not available as an option.

SharePoint group access calculations

Data Governance Edition uses the following criteria to determine the "best fit" groups that
would provide the requested access to a SharePoint resource:

e Group membership: Data Governance Edition favors groups that grant the requested
access without any additional permissions. Groups that provide extra permissions are
considered less favorable. Groups that confer farm administrator, site collection
administrator, or allow for the delegation of permissions are considered ineligible.

e Self-service access: Data Governance Edition favors groups to which the user can
request access through the web portal. These groups are likely to be the safest way
to gain access to a resource without unintended side affects.

e Active Directory groups: Active Directory groups that are nested within
SharePoint groups are given preference. The nesting of Active Directory groups
provides a balance between the visibility and features of a SharePoint group, and
the provisioning power of an Active Directory group. Global and Universal groups
are favored.

e SharePoint groups: If your organization prefers to use SharePoint groups instead of
Active Directory, preference can be given to these groups.

» WebApp policy: Data Governance Edition ignores groups that are denied access to a
resource through a WebApp policy, even if access is directly conferred elsewhere.

Troubleshooting resource access
requests

The following topics explain possible causes and resolutions to issues you may encounter
when working with self-service resource access requests:

* No groups available for resource access request

» Wrong group displayed for Share access request

No groups available for resource access
request

On the Pending Requests page of the web portal, there is no group listed. When Select a
group is clicked, the following message appears, " No groups available", and the request
cannot be approved.
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Cause

The system automatically calculates the "best fit" groups and assigns the resource to
a group that matches the access requested. When the business owner logs on to the
web portal, the "best fit" group is displayed for the self-service access request on the
Pending Requests page. The business owner can approve the suggested group or
manually specify a different group that meets the criteria of the request by clicking
the Select a group button. If no groups are available or no groups are found that
match the access request, the request cannot be approved.

When no groups are listed for the selected request, means that Data Governance
Edition could not find any groups that match the level of access requested. That is, no
groups met the criteria used to calculate the "best fit" group.

e For NTFS group membership calculations, the system takes the following into
consideration: origin domain, distance from the resource, group type, whether
the group is published to the IT Shop, access rights, access inheritance,
Domain Local group membership, and group membership rules.

e For SharePoint group access calculations, the system takes the following into
consideration: group membership, self-service access, Active Directory groups,
SharePoint groups, and WebApp policy.

For more information on processing requests and how Data Governance Edition
calculates the "best fit" group for resource access, see Group access
calculations on page 25.

Resolution

If you are requesting access to a share, use the Object Browser to check the
UseFolderForITShop property in the QAMDuUG table. If this flag is set to True, the
backing folder security (Folder Permissions) is being used (not the Share
permissions). Verify that there are groups that meet the requested access defined for
folder security. See Wrong group displayed for Share access request on page 28 for
more information on reviewing a governed share's properties in the QAMDuUG table.

Review the criteria used for calculating a "best fit" group and create a group
that satisfies the access requested. For example, consider the following when
creating a group:

e Access rights: Create a group that contains the exact access rights
requested. For example, if an employee requests read access, but all
available groups allow more rights (for example, write or full access), no
groups are found. Creating a group that is limited to read access would
satisfy the access requested.

NOTE: Review the Advanced options for the group to ensure that only the
default permissions are set; setting different advanced permissions may also
affect the "best fit" group calculations.

e Group type: Create a Global group and a Domain Local group; nesting the
Global group within the Domain Local group. The Domain Local group is ACL'd
on the resource, but the Global group should be suggested as the correct
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group.

NOTE: Data Governance Edition follows Microsoft best practices when ranking
groups, where Global groups are ranked higher than Domain Local groups.

The "best fit" group is determined using a series of calculators that return a value in
the range of -2 to +2. Review the Data Governance Service log.txt file to see the
groups that were evaluated and the results of these calculations. The calculators
cannot be changed; however, you can modify the positive and negative multipliers in
the DataGovernanceEdition.Service.exe.config file if necessary. For more information
on modifying these multipliers, see Modifying the calculators on page 30.

Additionally, valid groups must be associated with products in the IT Shop and be
requestable by the requester.

Wrong group displayed for Share access
request

On the Pending Request page of the web portal, it appears that the wrong group was
assigned to a Share access request, and no other appropriate groups are available.

Cause

The most likely cause for this scenario has to do with whether you selected to use the
backing folder security when placing the share under governance. That is, if you
selected the Use backing folder security for self-service option when placing the
share under governance (default), then the backing folder security is used for the
share. However, if you cleared the Use backing folder security for self-service
option when you placed the share under governance, then the share permissions are
used for the share.

See the Resolution to determine which permissions are being used.

Resolution

Use the Object Browser to review the properties for the governed share resource in
the QAMDuUG table. There should be two entries for this governed share in the
QAMDuUG table; one entry for the share and one entry for the backing folder.

1. Inthe navigation pane, locate and select QAMDuUG | Data objects under
governance.

2. Inthe Data objects under governance result list, select the share res