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Introduction

Starting with One Identity Safeguard for Privileged Sessions version 4 F2, certain parts and
features of SPS can be configured using a RESTful API (Representational State Transfer
Application Programming Interface). The REST server conforms to the Hypermedia as the
Engine of Application State (HATEOAS).

The SPS REST API uses JSON over HTTPS. The REST server has a single entry point and all
resources are available at paths (URLs) returned in the response for a request sent to the
entry point. The only path that is guaranteed not to change is /api/authentication. Every
other path should be reached by navigating the links returned.

The SPS REST API allows you to create, read, update and delete (CRUD) the configuration
resources of SPS.

In this tutorial, all examples are displayed with curl, but you can use any other HTTP
client. In the examples it is assumed that the REST server is listening on the default HTTP
port of SPS (443).

If you receive the "417 - Expectation Failed" error code when using curl, use curl with the -
-httpl.e or the -H "Expect:" option.

Message format

Response headers

The following headers are included in every response. Other headers are specific to
responses to specific requests.

o Allow: The SPS REST API allows you to create, read, update and delete (CRUD) the
configuration resources of SPS. The value of the header lists the available actions for
the resource or object.

o Content-Language: The language of the response. Currently only English (en) is
supported.

o Content-Type: All messages are JavaScript Object Notation (JSON) objects. The SPS
REST server sends all REST API responses in application/json format.

=N .
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Response body

The response body contains JSON objects. These objects always contain a meta field with
links to different parts of the REST service. In most cases, the following entries can be
found in the meta object. Error messages are returned in the error element.

Element Type Description Notes
meta Top level
element,
contains links
to different
parts of the
REST service
changes string Path to the This value is always
transaction /api/transaction/changes.
changelog For details, see Reviewing
the changelog of a trans-
action on page 39.
remaining_ integer Time left until SPS closes idle sessions
seconds the session after a period of inactivity.
times out in This value shows the
seconds number of seconds left until
the timeout.
href string (relative Path of the For example,
path) resource that /api/authentication
returned the
response.
When creating
a new object,
this is the URL
of the created
object.
parent string (relative
path)
next string (relative Path of the For example,
path) next sibling of /api/configuration
the current
resource
prev string (relative Path of the
path) previous
sibling of the
current
resource
first string (relative Path of the

(GNE IDENTITY
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Element Type Description Notes

path) first sibling of
the current
resource
last string (relative Path of the
path) last sibling of
the current
resource
transaction  string The endpoint  For details on how SPS
( of the trans- handles transactions, see
/api/transaction) action log How to configure SPS using
REST on page 14,
items list of JISON objects List of Each object in the list
endpoints contains a key and a meta
(objects) object for the endpoint. For

available from example:
the current
endpoint {
"meta": {
"href": "/api/ssh-
host-keys",
"parent": "/api"
s
"items": [
{
"key": "ssh-rsa-
10.10.100.1:22",
"meta": {
"href": "/api/ssh-
host-keys/ssh-rsa-
10.10.100.1:22"

}

s

{

"key": "ssh-rsa-
10.10.20.35:22",

"meta": {

"href": "/api/ssh-
host-keys/ssh-rsa-
10.10.20.35:22"

}
s
{
"key": "ssh-rsa-
=~ .
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Element Type Description Notes

10.40.0.28:22",

"meta": {

"href": "/api/ssh-
host-keys/ssh-rsa-
10.40.0.28:22"

}
¥
]

For example:

{
"meta": {
"href": "/api",
"next": "/api/configuration"
}

Error responses

All error responses are JSON objects with the following keys.

. meta: JSON object containing navigation links. For details, see Message format
on page 10.

. error: JSON object containing information about the error.

Element Type Description Notes

error Top level element,
contains links to different
parts of the REST service

type string The type of the error that For example, Unauthenticated,
occurred or NodeNotFound. For a
complete list, see Application
level error codes on page 41,

message  string A textual message that For example, Unable to locate
describes the error the requested path.

details JSON List of additional inform-  For example:
object  ation about the error (for

example, the path where "details": {
the error occurred) "path": "no/such/path"
¥
= .
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The following is a complete error response.

{
"error": {
"details": {
"path": "password"
¥
"message": "Syntax error: The given password is too short. Minimum
password length: 10",
"type": "SyntacticError"
}
}
"meta": {
"href": "/api/configuration/no/such/path",
"parent": "/api/configuration"
}

How to configure SPS using REST

The SPS REST server uses a transactional model for configuration management.

Certain endpoints require transaction for sending/receiving POST, PUT, GET and so on
requests. A transaction creates a "snapshot" of the configuration and will perform all
changes on that snapshot. For example, when using transaction in case of a GET request,
your requests will be performed on a consistent state of the configuration as opposed to a
configuration that might change in the meantime due to user interaction.

The following endpoints require transaction:

https://<IP-address-of-SPS>/api/configuration/
https://<IP-address-of-SPS>/api/cluster/
https://<IP-address-of-SPS>/api/user/password/

https://<IP-address-of-SPS>/api/upload/

Modifying the configuration has the following main steps. The steps are explained in detail
in later sections of the tutorial. You find a simple transaction with detailed requests and
responses in How to configure SPS using REST: a sample transaction on page 15.

1. Authenticate on the SPS REST server, and receive a session_id. For details, see
Authenticate to the SPS REST API on page 19.

=N .
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2. Open a transaction. This transaction will collect the changes and modifications you
do, compared to the SPS configuration that is active at the time of opening the
transaction. It is similar to a shopping cart, where your modifications are the items in
the cart. For details, see Open a transaction on page 32.

Opening a transaction locks the configuration of SPS similarly to accessing SPS from
the web interface. At the open transaction stage this step is optional.

3. Change and modify the configuration of SPS as you need. Note that to modify the
configuration, you must have the required privileges. For details, see Managing user
rights and usergroups in the Administration Guide. For details on navigating and
modifying the configuration of SPS, see Navigating the configuration of SPS on page
44 and Modifying the configuration of SPS on page 47

4. Commit your transaction to submit your changes to SPS (this is similar to clicking
Checkout in a web shop). For details, see Commit a transaction on page 35.

If the Users & Access Control > Settings > Accounting settings > Require
commit log option is selected in the SPS web interface, you must include a commit
message (a message object) in the request. This message will be visible on the Users
& Access Control > Configuration History page of the SPS web interface. Note
that on the Users & Access Control > Configuration History page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

If you do not want to commit your changes, and would like to restart with the original
configuration of SPS, you can simply delete the transaction. This is similar to the
rollback transaction in SQL. If your session times out, your transaction is deleted
automatically. For details, see Delete a transaction on page 37.

Note that committing a transaction locks the configuration of SPS similarly to
accessing SPS from the web interface. For more information, see Multiple users and
locking in the Administration Guide.

5. SPS checks and validates the changes in your transaction. If other users have
changed the configuration of SPS since you opened the transaction, SPS tries to
merge your changes to the current configuration.

6. If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.

How to configure SPS using REST: a
sample transaction

This procedure shows a sample transaction with detailed requests and responses. For
details on the transaction model, see How to configure SPS using REST on page 14.

=N .
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1. Authenticate on the SPS REST server, and receive a session_id.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api",
"next": "/api",
“"transaction": "/api/transaction”
}
}

--- END RESPONSE BODY ---

2. Open a transaction.

curl --data --cookie cookies --insecure -X POST https://<IP-address-of-
SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api/transaction”,
"parent"”: "/api"
}
}

--- END RESPONSE BODY ---

3. Retrieve a resource. The following example shows the resource corresponding to the
Users & Access Control > Settings page of the SPS web interface.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---

{

"key": "settings",

"meta": {
"first": "/api/configuration/aaa/settings",
"href": "/api/configuration/aaa/settings",
"last": "/api/configuration/aaa/settings",
"next": null,
"parent"”: "/api/configuration/aaa",
"previous": null,

2 .
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"transaction": "/api/transaction"

¥
"settings": {
"backend": {
"cracklib_enabled": false,
"expiration_days": O,
"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local"
¥
"method": {
"selection": "passwd"
}J

"require_commitlog": false
}

}
--- END RESPONSE BODY ---

4. Change and modify the configuration of SPS as you need. The following example

configures SPS to check the password strength of the passwords for users of the SPS
web interface.

# Body of the PUT request. You can read it from a file, for example,
body. json
{
"backend": {
"cracklib_enabled": true,
"expiration_days": 9,

"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local"

¥

"method": {
"selection": "passwd"

¥

"require_commitlog": false

}

# Command to use

curl -H "Content-Type: application/json" -d @body.json --cookie cookies --
insecure -X PUT https://<IP-address-of-SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration/aaa/settings",
"href": "/api/configuration/aaa/settings",
@NE IDENTITY SPS7.0.5LTS REST AP Reference Guide |
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"last": "/api/configuration/aaa/settings",
"next": null,

"parent"”: "/api/configuration/aaa",
"previous": null,
“"transaction": "/api/transaction”

}

}
--- END RESPONSE BODY ---

5. Commit your transaction to submit your changes to SPS.
curl -H "Content-Type: application/json" -d '{"status":
"commit","message"”: "My commit message"}' --cookie cookies --insecure -X

PUT https://<IP-address-of-SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api/transaction”,
"parent": "/api"
}
}

--- END RESPONSE BODY ---

If the Users & Access Control > Settings > Accounting settings > Require
commit log option is selected in the SPS web interface, you must include a commit
message (a message object) in the request. This message will be visible on the Users
& Access Control > Configuration History page of the SPS web interface. Note
that on the Users & Access Control > Configuration History page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

6. If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.

=N .
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Using the SPS REST API

The following sections give you a general overview of how the SPS REST API works.

Authenticate to the SPS REST API

Prerequisites:

The REST server must permit password authentication to the SPS web interface. If
only certificate-based authentication is permitted, see Authenticate to the SPS REST
API using X.509 certificate on page 23.

To check the permitted authentication method, query the
/api/authentication/login_methods endpoint.

For more information, see Listing SPS login methods.

You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
enabled on the interface. For details on configuring management access, see
Configuring user and administrator login addresses in the Administration Guide.

For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
For example, if the user has the ICA Control / Connections privilege then they can
access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see Modifying group privileges in the
Administration Guide.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

Make sure that user credentials are encoded in UTF-8.

=N .
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The authentication procedure:

1.

4.

URL

To authenticate on the SPS REST server, send a GET request over HTTPS using the
basic HTTP authentication method, including your username and password to the
/api/authentication resource.

If the authentication is successful, the server returns the 200 status code, and a meta
object in the response body. Also, the HTTP headers of the response include an HTTP
cookie named session_id. This cookie is used to identify the client in every
subsequent HTTP request.

For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id 087658d7e30cdc2552b015dd761b6f7ccb25bbd5

The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

GET https://<IP-address-of-SPS>/api/authentication

Headers

Header name Description Required Values

Authorization  Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==

Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA_BUNDLE
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environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the
CA certificate of SPS from Basic Settings > Management > SSL certificate >
CA X.5009 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -1 cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecoffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration

Response

The following is a sample response received if the authentication is successful.

For more information on the meta object, see Message format on page 10.

{
"meta":
"href": "/api",
"next": "/api",
"transaction": "/api/transaction"
}
}

Authenticate with SPS login methods

You can use different login methods (local, LDAP, RADIUS, or X.509) to authenticate to
SPS. To determine which login methods are available to you on SPS, use the Listing SPS
login methods on page 26 endpoint to list them.
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https://curl.haxx.se/docs/manpage.html

URL

https://<IP-address-of-SPS>/api/authentication?login_method=<name-of-the-login-
method>&type=<password|x509>

Query parameters related to the /authentication endpoint:
>type=<password|x509>

Where each value indicates the means of authentication to SPS:

« password - You have to send the username and password in a Basic
Authorization header.

« x509 - You have to identify yourself with a client certificate
?login_method=<name-of-the-login-method>

A unique identifier for the login method. For example, x509_with_ldap_groups_name.

Example: Authenticating with password

The following command authenticates the user to SPS with local login.

curl --user <username>:<password> https://<IP-address-of-
SPS>/api/authentication?login_method=example_login_method&type=password

Example: Authenticating with a x509 certificate
The following command authenticates the user to SPS with a x509 certificate.
curl --key <private-key.pem> --cert <x509-certificate.pem> https://<IP-

address-of-SPS>/api/authentication?login_method=example_login_
method&type=x509

Response

In all four examples, the following sample response is received if the authentication is
successful.

SPS 7.0.5 LTS REST API Reference Guide
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{

"meta": {
"href": "/api/authentication”,
"next": "/api",
"remaining_seconds": 600,
"transaction": "/api/transaction"

. J/

The HTTP response code is 362 Moved Temporarily. An HTTP response with this status code
provides a redirect URL in the header field Location.

For more information on the meta object, see Message format on page 10.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

200 OK Successful authentication

400 InvalidAuthenticationRequest ~ Unable to authenticate: no valid credentials
found.

401 AuthenticationFailure Authenticating the user with the given

credentials has failed.

405 MethodNotAllowed You tried using an unsupported HTTP method.
Use the GET method for authentication.

Authenticate to the SPS REST API using
X.509 certificate

Prerequisites:

o The REST server must permit certificate authentication to the SPS web interface. If
only password-based authentication is permitted, see Authenticate to the SPS REST
API on page 19.

To check the permitted authentication method, query the
/api/authentication/login_methods endpoint.

For more information, see Listing SPS login methods.

o You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
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enabled on the interface. For details on configuring management access, see
Configuring user and administrator login addresses in the Administration Guide.

For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
For example, if the user has the ICA Control / Connections privilege then they can
access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see Modifying group privileges in the
Administration Guide.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

Make sure that user credentials are encoded in UTF-8.

The authentication procedure:

1.

4,

URL

To authenticate on the SPS REST server, send an HTTPS GET request, including your
certificate to the /api/authentication?type=x509 resource. The certificate must be
signed by the Trusted CA certificate that is configured on the Users & Access
Control > Settings > X.509 > AUTHENTICATION CA field of the SPS web
interface, or the /api/configuration/aaa/settings resource.

If the authentication is successful, the server responds with an HTTP 302 redirect to
the /api/ resource, and also , sets an HTTP cookie named session_id. This cookie is
used to identify the client in every subsequent HTTP request. The response body also
includes a meta object.

For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id ©87658d7e30cdc2552b015dd761b6f7ccb25bbd5

The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

GET https:<IP-address-of-SPS>/api/authentication

N .
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Headers

Header name Description Required Values

Authorization  Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==

Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA_BUNDLE
environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the
CA certificate of SPS from Basic Settings > Management > SSL certificate >
CA X.509 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -1 cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecoffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration

Response

The following is a sample response received if the authentication is successful.

For more information on the meta object, see Message format on page 10.

=N .
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"meta": {

"href": "/api",

"next": "/api",

"transaction": "/api/transaction”
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

302 OK

400 InvalidAuthenticationRequest

401 AuthenticationFailure

405 MethodNotAllowed

Successful authentication. If the authen-
tication is successful, the server returns the
302 status code, and a meta object in the
response body. Also, the HTTP headers of the
response include an HTTP cookie named
session_id. This cookie is used to identify the
client in every subsequent HTTP request. The
Location header in the response is /api/.

Unable to authenticate: no valid credentials
found. SPS returns this message if password
fallback is enabled for the admin user, but the
admin tries to authenticate with a certificate on
the /api/authentication endpoint. To authen-
ticate with a certificate, use the
/api/authentication?type=x509 endpoint.

Authenticating the user with the given creden-
tials has failed.

You tried using an unsupported HTTP method.
Use the GET method for authentication.

Listing SPS login methods

List login methods (local, LDAP, RADIUS, or X.509) to determine which login methods are
available to you to authenticate to SPS. For more information on authentication, see
Authenticate to the SPS REST API on page 19.
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URL

GET https://<IP-address-of-SPS>/api/authentication/login_methods

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists available login methods in SPS.

curl -X GET https://<IP-address-of-SPS>/api/authentication/login_methods

Response

The following is a sample response received if the request is successful.

For more information on the meta object, see Message format on page 10.

Ve

{
"login_methods": [

{
"name": "local",
"title": "Local login",
"authentication": "local",
"credential”: "password"

s

{
"name": "x509_name",
"title": "X509 login",
"authentication": "x509",
"credential™: "x509"

s

{

(N
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"authentication": "x509",
"credential”: "x509"
Ts
{
"name": "radius_with_local_groups_name",
"title": "Radius login with local groups"”,
"authentication": "radius",
"credential”: "password"
s
{
"name": "radius_with_ldap_groups_name",
"title": "Radius login with ldap groups",
"authentication": "radius",
"credential™: "password"
Ts
1,
"meta": {
"href": "/api/authentication/login_methods",
"next": "/api/authentication™
}

(.

"name": "x509 _with_ldap_groups_name",

"title": "X509 login ldap groups",

Elements of the response message body include:

Element Type Description Notes
login_methods object A list of available SPS
array login methods.
login_methods.name string A unique identifier for
the login method.
login_methods.title string The title that appears In the case of X.509 login
above the login method, there is only one
method button on the button.
SPS web interface.
This can be
customized.
login_ enum The login method
methods.authentication used for
authentication.
credential enum The type of credential Possible values are:
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used for
authentication.

e password

Send the username
and password in a
Basic Authorization
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Element

Type Description Notes

HTTP response codes

header.
e X509

Use a X.509
certificate for
authentication.

For more information and a list of standard HTTP response codes, see Application level

error codes on page 41.

Retrieve user information

You can check the endpoints and methods that a particular user is authorized to access.

Prerequisites:

o The user must be logged in.

URL

GET https:<IP-address-of-SPS>/api/user_info

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
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For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

SPS 7.0.5 LTS REST API Reference Guide

Using the SPS REST API



Sample request

The following command retrieves user information from SPS about the logged in user,
using the session ID received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/user_info

This information is also available on the /api/user/info and /api/userinfo endpoints.

Response

The following is a sample response received if the request to retrieve user information is

successful.

For more information on the meta object, see Message format on page 10.

{
"user": {
"name": "admin",
¥
"endpoints": [
{
"methods": [
"DELETE",
"GET",
"POST",
"PUT"
1,
"url": "/api"
¥
{
}
]J
"meta":
"href": "/api/user_info",
}
}
Element Type Description
user Top-level element, contains the details of the user
whose access rights information has been retrieved.
name string  The username of the logged-in user whose information
has been retrieved.
endpoints Top-level element, contains the details of the
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Element Type Description

methods  string  The methods that user is authorized to use, and the
permitted HTTP method (for example, GET, POST) for
each endpoint. This information is also available on the
/api/endpoints endpoint.

url string  The resource that the user is authorized to access.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK User information has been retrieved successfully.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

Checking the transaction status

Before changing anything in the configuration of SPS, you must POST a request to open a
transaction.

« For details about the transaction model of SPS see How to configure SPS using REST
on page 14.

« To check the configuration changes you made in the transaction, see Reviewing the
changelog of a transaction on page 39.

URL

GET https:<IP-address-of-SPS>/api/transaction/

=N .
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Sample request

The following command retrieves the transaction status of SPS, using the session ID

received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if opening the transaction is successful.

For more information on the meta object, see Message format on page 10.

{
"key": "transaction",
"meta": |
"href": "/api/transaction",
"parent": "/api"
¥
"transaction": {
"status": "closed"
}
}
Element Type Description
transaction Top level element, contains the details of the current

status string

transaction

The status of the current transaction. By default, or
after a successful commit it is closed. After success-
fully opening a transaction, it is open

Open a transaction

The REST API of SPS manages the changes of the configuration in transaction. You can
open a transaction with a POST request, but the first change of the configuration will open
the transaction automatically. For details about the transaction model of SPS see How to
configure SPS using REST on page 14.
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URL

POST https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
POST body

Note that you must:

. either send an empty body in the POST request,

« orinclude a Content-Length: o header.

Otherwise the SPS REST server returns a 411 - Length Required error.

Sample request

The following command opens a new transaction on SPS, using the session ID received
during the authentication.

curl -X POST --data "" --cookie cookies https://<IP-address-of-
SPS>/api/transaction
Response

The following is a sample response received if opening the transaction is successful.

For more information on the meta object, see Message format on page 10.
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"meta": {
"href": "/api/transaction",
"parent": "/api"

}

}

After opening a transaction successfully, the transaction status changes to open.

{
"body": A
"commit_message": "optional|required"
"status": "open"
}s
"key": "transaction",
"meta": |
"changes": "/api/transaction/changes",
"href": "/api/transaction",
"parent”: "/api"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction opened successfully.
401 Unauthenticated The requested resource cannot be

retrieved because the client is not authen-
ticated and the resource requires author-
ization to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

403 Unauthorized The requested resource cannot be
retrieved because the client is not author-
ized to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

405 MethodNotAllowed You tried using an unsupported HTTP
method. Use the POST method to open a
transaction.

409 WebGuiOrRpcApiConfigIinProgress  The configuration of SPS is locked.

N .
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Code Description Notes

Committing a new transaction is not
allowed while another user is modifying
configuration through interfaces other
than the REST API. For example, web
GUI, console, and so on.

411 UnsupportedMethod You must send a body (which can be
empty) in this POST request, otherwise
the SPS REST server returns a 411 -
Length Required error.

Commit a transaction

To submit your changes to SPS, you have to commit the transaction by using a PUT request
with a JSON object. For details about the transaction model of SPS, see How to configure
SPS using REST on page 14.

Note that committing a transaction locks the configuration of SPS similarly to accessing
SPS from the web interface. For more information, see Multiple users and locking in the
Administration Guide.

URL

PUT https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71do30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
@NE IDENTITY SPS 7.0.5LTS REST API Reference Guide | __

Quest Using the SPS REST API



PUT body

The PUT request must include the following JSON object in its body.

{

"status": "commit"

}

If the Users & Access Control > Settings > Accounting settings > Require commit
log option is selected in the SPS web interface, you must include a commit message (a
message object) in the request. This message will be visible on the Users & Access
Control > Configuration History page of the SPS web interface. Note that on the Users
& Access Control > Configuration History page, changes performed using the REST
API are listed as changes to the REST server/REST configuration page.

{

"status": "commit",
"message": "My commit message"

Sample request

The following command commits a transaction to SPS, using the session ID received during
the authentication.

curl -d '{"status": "commit","message": "My commit message"}' --cookie cookies -
X PUT https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if committing the transaction is successful.
For more information on the meta object, see Message format on page 10.

After a successful commit, the transaction status changes to closed. To make other
changes, you have to open a new transaction.

{

"meta": {
"href": "/api/transaction",
"parent": "/api"

s

"key": "transaction",

"transaction": {
"status": "closed"
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction committed successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

405 MethodNotAllowed  You tried using an unsupported HTTP method. Use the
PUT method to commit a transaction.

Delete a transaction

To delete your changes, you have to delete the transaction. This is similar to the
rollback transaction in SQL. For details about the transaction model of SPS, see How to
configure SPS using REST on page 14. Deleting the transaction also deletes the
configuration lock of SPS.

URL

DELETE https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
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Cookie Description Required Values
name

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command deletes a transaction, reverting the configuration to the state it
was in when the transaction was opened, or to the current configuration available on SPS
(if another user has modified it since you opened the transaction).

curl --cookie cookies -X DELETE https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if deleting the transaction is successful.

For more information on the meta object, see Message format on page 10.

{
"meta":
"href": "/api/transaction”,
"parent": "/api"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction deleted successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.
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Code Description

Notes

405 MethodNotAllowed

You tried using an unsupported HTTP method. Use the
DELETE method to reset a transaction.

Reviewing the changelog of a

transaction

To review your changes, retrieve the changelog of the transaction. For details about the
transaction model of SPS, see How to configure SPS using REST on page 14.

URL

GET https:<IP-address-of-SPS>/api/transaction/changes

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command retrieves the changelog of the transaction.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction/changes

Response

The response contains the list of changes performed in the transaction, as list of JSON
objects. Every change has a type and a path, other elements depend on the type of the
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transaction. For example, when you delete an object, the changelog includes the deleted
object in the old_value field.

Element Type Description

new_order st The new order of a list after the change. This field is
available for reorder transactions.

new_value string or JSON The value of the object after the change. For example, the

object new value of a parameter.

old_order string or JISON The order of a list before the change. This field is available
object for reorder transactions.

old_value stringor JSON The value of the object before the change. For example, the
object value of a deleted object.

path string Path of the changed endpoint or object.

type string The type of the change. One of: create, delete, reorder,

replace

The following is a sample response received if the changelog is empty.

{
"meta":
"href": "/api/transaction/changes",
"parent": "/api/transaction",
"transaction": "/api/transaction"
¥
"changes": []

}

The following is a sample changelog received after deleting a Channel policy.

{
"meta": {
"href": "/api/transaction/changes"”,
"parent"”: "/api/transaction",
"transaction": "/api/transaction”
¥
"changes": [
{
"old value": {
"name": "deny",
"rules": []

}s
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"path": "/api/configuration/ssh/channel policies/94615110156697e€93121f3",
"type": "delete"
}
]
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction changelog has been retrieved successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could
not be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

405 MethodNotAllowed You tried using an unsupported HTTP method. Use the
GET method to retrieve the changelog a transaction.

Application level error codes

In addition to the standard HTTP status codes, in certain cases, the SPS REST server
provides additional information in the response about the error. The following table
contains a brief description of such errors. For more details, see the error object in the
response body.

Code Description Notes

400 InvalidRequestBody The request body sent by the user has an
invalid format. This may be an error with
the encoding or the body is not a properly
encoded JSON value.

400 ConfigTreeNotAvailable An error occurred while preparing the
configuration tree for the REST API.
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Code

Description

Notes

400

400

400

401

401

403

404

404

405

SyntacticError

InvalidPath

SemanticError

Unauthenticated

AuthenticationFailure

Unauthorized

NodeNotFound

NodeNotAvailable

MethodNotAllowed
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A value to be set is not accepted syntactic-
ally. The details section contains
the path that was found to be invalid.

The path provided by the client contains a
syntax error. Path components are restric-
ted to contain only lowercase alpha-
numeric characters, the dash (-) and the
underscore (_) characters.

The details section contains the path that
was attempted to be accessed, but could
not be retrieved.

The configuration contains semantic
errors, inconsistencies or other problems
that would put the system into an unreli-
able state if the configuration had been
applied. The details section contains the
errors that were found in the config-
uration.

The requested resource cannot be
retrieved because the client is not authen-
ticated and the resource requires author-
ization to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

Authenticating the user with the given
credentials has failed.

The requested resource cannot be
retrieved because the client is not author-
ized to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

The requested endpoint does not exist in
the configuration. The details section
contains the path that you tried to access,
but could not be retrieved.

The requested endpoint exists in the
configuration, however, it is not available
directly. The details section contains the
path that you tried to access, but could
not be retrieved.

An attempt was made to change a config-
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Code

Description

Notes

409

409

409

409

409

417

MidAirCollisionSemanticError

WebGuiOrRpcApiConfigInProgress

MidAirCollision

NoTransaction

DoubleTransaction

Expectation Failed

(GNE IDENTITY

Quest

uration subtree in an unsupported way.
The method <method> is not allowed for
this node.

This error occurs when the configuration
has been changed by another client
between starting and committing a trans-
action, and the changes in the transaction
would interfere semantically with the
changes of that other user. The recom-
mended strategy to resolve this erroris to
review the changes made in the failing
transaction, then roll it back, start a new
transaction, redo the changes, and finally,
commit the new transaction.

The configuration of SPS is locked.
Opening a new transaction is not allowed
while another user is modifying config-
uration through interfaces other than the
REST API. For example, web GUI, console,
and so on.

This error occurs when the configuration
has been changed by another client
between starting and committing a trans-
action, and the changes in the transaction
would overwrite or interfere with the
changes of that other user. The recom-
mended strategy to resolve this error is to
review the changes made in the failing
transaction, then roll it back, start a new
transaction, redo the changes, and finally,
commit the new transaction.

An attempt was made to change the
configuration when no transaction was
open.

This error is returned when the client
attempts to open a transaction while
another transaction of that client is
already started.

If you receive the "417 - Expectation
Failed" error code when using curl, use
curl with the --http1.e or the -H
"Expect:" option.
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Code Description Notes

500 CommitMessageMissing This error is returned when a commit
message is required for committing a
transaction, but it was not provided in the
commit request.

500 TransactionCommitError Unexpected internal errors during commit-
ting a transaction are interpreted as Trans-
actionCommitError.

500 AuthorizationError The request could not be authorized due
to an unexpected internal error.

Navigating the configuration of SPS

The main starting point of navigating the SPS configuration using REST is the https:<IP-
address-of-SPS>/api/configuration endpoint. If you query this endpoint, the response
contains a list of other endpoints that you can follow to list the various resources of SPS, or
to list the objects of a specific resource. For example, https:<IP-address-of-
SPS>/api/configuration/rdp lists resources related to controlling the Remote Desktop
(RDP) protocol, while https:<IP-address-of-SPS>/api/configuration/rdp/channel_
policies lists the available RDP Channel Policies.

Note that when you want to create an object that references another object (for example, a
Channel Policy that uses a Content Policy), then the referenced object (in this case, the
Content Policy) must already exist. For details, see Create a new object on page 49.

To modify or delete an object, you need the ID of the object. For details, see Change an
object on page 53 and Delete an object on page 47.

The following is a sample command to query the https:<IP-address-of-
SPS>/api/configuration endpoint, and a sample response.

curl --cookie cookies https:<IP-address-of-SPS>/api/configuration

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration",
"href": "/api/configuration",
"last": "/api/configuration",
"next": null,
"parent"”: null,
"previous": null,
"transaction": "/api/transaction”
¥
"items": [
2 .
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"key": "aaa",
"meta": {
"href": "/api/configuration/aaa"
}
}J
{
"key": "alerting",
"meta": {
"href": "/api/configuration/alerting"
}
}J
{
"key": "datetime",
"meta": {
"href": "/api/configuration/datetime”
}
¥
{
"key": "http",
"meta": {
"href": "/api/configuration/http"
}
¥
{
"key": "ica",
"meta": {
"href": "/api/configuration/ica"
}
}J
{
"key": "local_services",
"meta": {
"href": "/api/configuration/local_services"”
}
}J
{
"key": "management",
"meta": {
"href": "/api/configuration/management"
}
¥
{
"key": "network",
"meta": {
"href": "/api/configuration/network"
}
¥

N .
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"key": "passwords",
"meta": {
"href": "/api/configuration/passwords”
}
}J
{
"key": "plugins",
"meta": {
"href": "/api/configuration/plugins”
}
}J
{
"key": "policies",
"meta": {
"href": "/api/configuration/policies”
}
¥
{
"key": "private_keys",
"meta": {
"href": "/api/configuration/private_keys"
}
¥
{
"key": "rdp",
"meta": {
"href": "/api/configuration/rdp"
}
}J
{
"key": "reporting",
"meta": {
"href": "/api/configuration/reporting"
}
}J
{
"key": "ssh",
"meta": {
"href": "/api/configuration/ssh"
}
¥
{
"key": "telnet",
"meta": {
"href": "/api/configuration/telnet”
}
¥

=N .
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{

"key": "troubleshooting",

"meta": {
"href": "/api/configuration/troubleshooting"
}
}J
{
"key": "trust_stores",
"meta": {
"href": "/api/configuration/trust_stores”
}
}J
{
"key": "vnc",
"meta": {
"href": "/api/configuration/vnc"
}
¥
{
"key": "x509",
"meta": {
"href": "/api/configuration/x509"
}
}
]
}

--- END RESPONSE BODY ---

Modifying the configuration of SPS

The following sections describe deleting, creating and changing objects.

Delete an object

To delete a configuration object (for example, a policy), use a DELETE request with the ID
of the object as the key.

« You cannot delete policies or objects that are used in other policies (for example, you
cannot delete a Time policy that is used in a Channel policy).

. To delete an element of a list (for example, a user from a local user database), use a
PUT request. The body the request should include the entire object, but remove the
element you want to delete from the related list of the object.

« You cannot delete built-in policies that are available on SPS by default.

=N .
@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide .

Quest Using the SPS REST API



« You must commit your changes to take effect. For details, see Commit a transaction
on page 35.

URL

DELETE https:<IP-address-of-SPS>/api/configuration/<endpoint>/<object-id>

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command deletes an RDP Channel policy.

curl --cookie cookies -X DELETE -https:<IP-address-of-
SPS>/api/configuration/rdp/channel_policies/<object-id>

Response

The following is a sample response received.

{
"meta": {

"first": "/api/configuration/rdp/channel_policies/-20100",

"href": "/api/configuration/rdp/channel policies/<id-of-the-deleted-
object>",

"last": "/api/configuration/rdp/channel_policies/<id-of-the-deleted-
object>",

"next": null,
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"parent": "/api/configuration/rdp/channel _policies",
"previous": "/api/configuration/rdp/channel policies/655555",
"transaction": "/api/transaction”
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK The resource was successfully deleted.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

409 Conflict No open Transaction is available. Open a transaction before
using this request. For details, see Open a transaction.

Create a new object

To create a new object (for example, a new policy), complete the following steps.

1. Authenticate and open a transaction.
2. Post the new object as a JSON object to the appropriate resource URL.

3. If successful, the REST server creates an ID for the new object, and returns it in the
key field of the response.

4. Commit the transaction.
Note the following points when you create a request:

« Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
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the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:

"time_policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-
100"

}
In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",
Starting with version 6.1.0, when querying a list of objects, the API response includes

the body of the referenced objects as well, not only its reference key, but only if they
are immediate child nodes.

« You have to include empty fields in the object as well, for example:

"users": [

{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }

]

« The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

. The body wrapper that is displayed in the response is not needed when you create or
modify an object, for example:

{
"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public keys": [], "username": "myusername" }
]
}

URL

POST https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-resource>

N .
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Table 1: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.,

For details on authentication, see Authentic-
ate to the SPS REST API.

Sample request

The following command creates a new RDP Channel policy. The data content of the request
is read from the file body. json

curl -H "Content-Type: application/json" -d @body.json --cookie session_
id=1aca4793549c6f22aecd98bc1047d1bf32dd76ef -X POST https://<object-
id>/api/configuration/rdp/channel policies/

For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.

{
"name": "drawing-only",
"rules": [
{
"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false
s
"allowed for": {
"clients": [],
"gateway_groups": [],
"remote_groups": [],
"servers": [],
"time_policy": "-100"
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}s

"channel": "#drawing"

}
]
¥

Response

The following is a sample response received, showing the properties of Content

policy objects.

For more information on the meta object, see Message format on page 10.

{

"key": "f79bcc85-bb8b-4fa5-al4l-eb4cf2b6ef33”,

"meta": |

"href": "/api/configuration/rdp/channel policies/f79bcc85-bb8b-4fa5-al4l-

ebdcf2bbef33",

"parent": "/api/configuration/rdp/channel_policies"”,
"transaction": "/api/transaction™

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

201 Created
400 Bad Request

401 Unauthenticated

403 Unauthorized

409 Conflict

(GNE IDENTITY

Quest

The new resource was successfully created.

The request body format is invalid. The data is not a
properly formatted JSON object.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

No open Transaction is available. Open a transaction before
using this request. For details, see Open a transaction on
page 32,

SPS 7.0.5 LTS REST API Reference Guide 52

Using the SPS REST API



Code Description Notes

417 Expectation Failed If you receive the "417 - Expectation Failed" error code
when using curl, use curl with the --http1.e or the -H
"Expect:" option.

Change an object

To modify or update an object, use a PUT request on the object you want to change. In the
body of the request, you have to upload the entire object, not only the parameter that you
want to change.

To delete an element of a list (for example, a user from a local user database), use a PUT
request. The body the request should include the entire object, but remove the element
you want to delete from the related list of the object.

Note the following points when you create a request:

« Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:

"time_policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-
100"

}

In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",

Starting with version 6.1.0, when querying a list of objects, the API response includes
the body of the referenced objects as well, not only its reference key, but only if they
are immediate child nodes.

« You have to include empty fields in the object as well, for example:

"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }
]
= :
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. The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

. The body wrapper that is displayed in the response is nhot needed when you create or
modify an object, for example:

{
"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }
]
}

URL

PUT https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-
resource>/<id-of-the-object-to-modify>

Table 2: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.,

For details on authentication, see Authentic-
ate to the SPS REST API.

Sample request

The following command updates an RDP Channel policy. The data content of the request is
read from the file body. json.

curl -H "Content-Type: application/json" -d @body.json --cookie session_
id=07640a0bf14cdd361d8f5ae2bOb482a786c7a604 -X PUT
https://10.40.255.17/api/configuration/rdp/channel_policies/<id-of-the-object-
to-modify>
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For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.

{
"name": "drawing-only",
"rules": [
{
"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false
}J
"allowed_for": {
"clients": T[],
"gateway groups": [],
"remote_groups": [],
"servers": [],
"time_policy": "-100"
})

"channel"”: "#drawing"

Response

The following is a sample response received.

For more information on the meta object, see Message format on page 10.

{
"meta":
"first": "/api/configuration/rdp/channel policies/-20100",
"href": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"last": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"next": null,
"parent": "/api/configuration/rdp/channel_policies",
"previous": "/api/configuration/rdp/channel policies/655555",
"transaction": "/api/transaction"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.
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Code

Description

Notes

201
400

401

403

409

417

Created

Bad Request

Unauthenticated

Unauthorized

Conflict

Expectation Failed

(GNE IDENTITY

Quest

The new resource was successfully created..

The request body format is invalid. The data is not a
properly formatted JSON object.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

No open Transaction is available. Open a transaction before
using this request. For details, see Open a transaction on
page 32,

If you receive the "417 - Expectation Failed" error code
when using curl, use curl with the --http1.e or the -H
"Expect:" option.
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Basic settings

Retrieve basic firmware and host

information

The /api/info endpoint contains generic information about the SPS host. Note that part of
this information is available without authentication.

URL

GET https://<IP-address-of-SPS>/api/info

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command displays the information about SPS that is available without

authentication.

(GNE IDENTITY
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curl https://10.40.255.171/api/info

The following command displays the information about SPS that is available for
authenticated users.

curl --cookie cookies https://<IP-address-of-SPS>/api/info

Response

The following is a sample response received by an anonymous user.

For more information on the meta object, see Message format on page 10.

{
"body": {

"domainname": "example",

"hostname": "scbwriter",

"nickname": null,

"plugin_sdk_version": {
"feature": "1.4",
"full": "1.4.4"

¥

"support_link": "mailto:scb-administrator@example.com"
"about_info",
"meta": A

"href": "/api/info",
"parent": "/api"

}

The following is a sample response received by an authenticated user.

{
"body": {
"analytics_enabled": false,
"build date": "2018-06-15T20:18:40+00:00",
"config hash": "2abde4c81d9b544bf53faedf4b9657fc",
"domainname": "example",
"firmware_version": "5.7.0",
"hostname": "scbwriter",
"nickname": null,
"plugin_sdk_version": {
"feature": "1.4",
"full": "1.4.4"
}J
"roles": [
"central-management”,
"search-master"
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Is

"support_link": "mailto:scb-administrator@example.com",
"version": "5 F7"

}J

"key": "about_info",

"meta": {
"href": "/api/info",
"remaining_seconds": 9889
"parent": "/api"

}

Element Description

analytics_enabled
build_date
config_hash

domainname

hostname

nickname

plugin_sdk_version

support_link

firmware_version

(GNE IDENTITY
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Indicates whether or not the One Identity Safeguard for
Privileged Analytics module has been enabled.

Build date of the SPS firmware. This element is included
in the response only for authenticated users.

Contains the hash of the XML database running on the
given SPS host.

Name of the domain used on the network. You can
configure this parameter on the
/api/configuration/network/naming endpoint. For
details, see Naming options on page 99.

Name of the machine running SPS. You can configure this
parameter on the /api/configuration/network/naming
endpoint. For details, see Naming options on page 99,

The nickname of the SPS host. Use it to distinguish the
devices. Itis displayed in the core and boot login shells.
You can configure this parameter on the
/api/configuration/network/naming endpoint. For
details, see Naming options on page 99,

The version number of the Plugin SDK.

« The value of feature represents the feature release
version.

« The value of full represents the minor release
version.

The e-mail address of the SPS administrator, as set in the
admin_address parameter of the
/api/configuration/management/email endpoint. For
details, see Mail settings on page 157,

The version number of the firmware running on SPS, for
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Element Description
example, 4.3.2a. This element is included in the response
only for authenticated users.

version The name of the major release running on SPS, for

Status and error codes

example, 4 F3. This element is included in the response
only for authenticated users.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

403 Unauthorized

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be

retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

Listing integrated products with SPS

List basic information about products that are integrated with One Identity Safeguard for

Privileged Sessions (SPS).

URL

GET https://<IP-address-of-SPS>/api/integrated_products

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication

token of the

(GNE IDENTITY
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response, for example,
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Cookie Description Required Values
name

user alf71do30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page

19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Operations

Operations with the /integrated_products endpoint include:

Operation HTTP URL
method

Notes

Retrieving information GET /api/integrated_
about products integrated products
with SPS

When SPS is joined to
One Identity Starling,
but One Identity Starling
is not available, you will
receive the following
warning message:

Information about
the integrated
Starling products
cannot be retrieved.
Check the following:
- The Starling cloud
service is
available.

- Your SPS appliance
is connected to the
Internet.

When your credentials to
access One Identity
Starling are invalid, you
will receive the following
warning message:

The credentials used
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Operation HTTP URL Notes
method

for accessing
Starling are
invalid. This may
happen because SPS
was un-joined from
Starling and
restored to a
previous joined
state. Re-join the
SPS to get valid
credentials.

Sample request

The following command lists products that are integrated with SPS.

curl --cookie cookies https://<IP-address-of-SPS>/api/integrated_products

Response

The following is a sample response received when SPS is joined with One Identity Starling,
but not with any other products integrated with the One Identity Starling platform.

For more information on the meta object, see Message format on page 10.

{

"items": [

{
"name": "Defender",
"link": null,
"activated": false

bs

{
"name": "Connect",
"link": null,
"activated": false

}J

{
"name": "Governance",
"link": null,
"activated": false

}s

{
"name": "RemoteAccess",
"link": null,
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"activated": false

The following is a sample response received when SPS is joined with SPP.

{
"items": [
{
"name": "Safeguard for Privileged Passwords",
"activated": true,
"link": "https://10.10.10.10"
}
]
}

The following is a sample response received when SPS is joined with One Identity Starling,
and it is integrated with certain One Identity Starling products.

{

"items": [

{
"name": "Defender",
"link": "https://2fa.cloud.oneidentity.com",
"activated": true

s

{
"name": "Connect",
"link": "https://connect.cloud.oneidentity.com",
"activated": true

}J

{
"name": "Governance",
"link": null,
"activated": false

}

Elements of the response message body include:

Element Type Description Notes
items object A list of One Identity When there are no
array Starling products products integrated with
= .
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Element Type

Description

Notes

items.name string

items.link format
(uri)

items.activated boolean

HTTP response codes

that are integrated
SPS.

The name of the
integrated One
Identity Starling
product.

The URL of the
integrated One
Identity Starling
product.

Indicates whether
the product is
integrated with SPS
or not.

SPS, the items field
returns empty:

{

"items": []

If the product is not
integrated, the value of
the link parameter will be
null.

Possible values:

o true - the productis
integrated with SPS

« false - the product
is not integrated
with SPS

For more information and a complete list of standard HTTP response codes, see Application

level error codes on page 41.

Firmware management

A list of endpoints managing SPS firmware images.

URL

GET https://<IP-address-of-SPS>/api/firmware
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists management configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/firmware

Response

The following is a sample response received when firmware-related configuration endpoints
are listed.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"key": "fetch",
"meta": {
"href": "/api/firmware/fetch"
}
¥
{
"key": "slots",
"meta": {
"href": "/api/firmware/slots"
}
}J
{
"key": "test",
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"meta": {

"href": "/api/firmware/test"
}
}J
{
"key": "upgrade",
"meta": {
"href": "/api/firmware/upgrade"
}
}
1
"meta": {
"href": "/api/firmware",
"parent": "/api",
"fetch": "/api/firmware/fetch",
"slots": "/api/firmware/slots",
"test": "/api/firmware/test",
"upgrade": "/api/firmware/upgrade”
}
}

Endpoints Description

fetch Install firmware files by providing a URL.

slots Retrieve information about SPS firmware images maintained on the device
in locations called slots.

test Trigger an upgrade test without an actual upgrade.

upgrade Upgrade SPS to new firmware.

upload Upload new firmware to SPS.

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.

Retrieving information about SPS firmware
image slots

Retrieve information about SPS firmware images maintained on the device in locations
called slots.
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URL

GET https://<IP-address-of-SPS>/api/firmware/slots

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /firmware/slots endpoint include:

Operation HTTP URL Notes

method
Retrieving GET /api/firmware/slots
information
from firmware
image slots
Retrieving GET /api/firmware/slots/<slot_id> Example:
|nforn1anon-- /api/firmware/slots/1
from a specific
firmware
image slot
Deleting a DELETE /api/firmware/slots/<slot_id> NOTE: Deleting the
firmware current firmware, or
image slot the one after the

Sample request

reboot, is not allowed.

The following command lists all available firmware image slots.
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curl --cookie cookies https://<IP-address-of-SPS>/api/firmware/slots

Response

The following is a sample response received if the request was successful.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"body": {
"after_reboot": false,
"current": true,
"upgrade_news": null,
"upgrade_notes": "some notes",
"version": "6.5.0"
})
"key": "1",
"meta": {
"href": "/api/firmware/slots/1"
}
¥
{
"body": {
"after_reboot": true,
"current": false,
"upgrade_news": null,
"upgrade_notes": "some notes",
"version": "6.6.0"
¥
"key": "2",
"meta": {
"href": "/api/firmware/slots/2"
}
})
{
"body": {},
"key": "3",
"meta": {
"href": "/api/firmware/slots/3"
}
}J
{
"body": {
"after_reboot": false,
"current": false,
"upgrade_news": null,
"upgrade_notes": "some notes",
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"version": "6.7.0"
¥
"key": "4",
"meta": {
"href": "/api/firmware/slots/4"
}
¥
{
"body": {},
"key": "5",
"meta": {
"href": "/api/firmware/slots/5"
}
}
1,
"meta": {
"current_slot": "/api/firmware/slots/1",
"href": "/api/firmware/slots",
"number_of empty slots": 2,
"parent": "/api/firmware",
"slot_after_reboot": "/api/firmware/slots/2"

The following is a sample response received when a specific firmware image slot is listed.

{

"body": {
"after_reboot": false,
"current": true,
"upgrade_news": null,
"upgrade_notes": "some notes",
"version": "6.5.0"

}J

"key": "1",

"meta": {
"href": "/api/firmware/slots/1",
"parent": "/api/firmware/slots"

Elements of the response message body include:

Element Type Description Notes
after_reboot boolean This flag shows that the Possible values:
= .
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Element Type Description Notes
firmware is selected to o true - the
be the active firmware firmware is the
after upgrade. active firmware
after upgrade

o false - the
firmware is not
the active
firmware after
upgrade

current boolean Indicates whether the Possible values:
firmware is active.

« true - the current
firmware is the
latest version

o false - the
current firmware
is not the latest
version

upgrade_news string Displays SPS Upgrade  If there is no such
Notes that is relevant information available,
to the current the value will be null.
firmware.

upgrade_notes string The content of the SPS
Upgrade Notes.

version number The version number of

HTTP response codes

that specific SPS
firmware image.

For more information and a complete list of standard HTTP response codes, see Application

level error codes on page 41.

Testing new SPS firmware before upgrade

Use the /firmware/test endpoint as a precheck tool to trigger an upgrade test without an
actual upgrade. The test reveals whether the current state of SPS is compatible with the
new firmware. Possible areas where errors can occur:

« version compatibility - the new firmware is compatible with the upgrade policy

. storage space - there is enough free storage space for the upgrade
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« configuration compatibility - the current configuration settings are supported in the
new firmware

. tainted firmware - whether or not there are manually modified files on the firmware

URL

POST https://<IP-address-of-SPS>/api/firmware/test

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71do30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /firmware/test endpointinclude:

Operation HTTP URL Notes
method
Testing new SPS firmware POST /api/firmware/test

before upgrade

Sample request
The following command triggers a firmware upgrade test.

curl --cookie cookies https://<IP-address-of-SPS>/api/firmware/test --data
{"slot_id": <slot_id>}'

| NOTE: You require a payload first, from which you choose the firmware you want to test.

=N .
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Response

There can be three possible outcomes:

« the upgrade was successful:
{"body": "...", "key": <slot_id>}

« the upgrade was not successful due to invalid input:

o the slot_idis missing from the payload
"error": {"type": "IncompleteRequestBodyError"}}
o the tested firmware slot is empty
{"error": {"type": "ResourceNotFound"}}
« the upgrade was not successful due to an error:
"error": {"type": "FirmwareTestFailed"}}

The following is a sample response received when the upgrade test was successful.

For more information on the meta object, see Message format on page 10.

{
"body":
{ "test summary": "HA check started\nHA check finished" 1},
"key": "1",
"meta": {
"href": "/api/firmware/test",
"parent": "/api/firmware",
"slot": "/api/firmware/slots/1",
"upgrade": "/api/firmware/upgrade”
}

The following is a sample response received when the upgrade test was not successful,
because the firmware slot is empty.

{

"error": {
"details": {
"mount_point": "/firmware/test",
"resource": "3"
})
"message": "Resource was not found",
"type": "ResourceNotFound"

N .
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}s

"meta": {
"href": "/api/firmware/test",
"parent": "/api/firmware"

}

}

Elements of the response message body include:

Element Type Description Notes
error.details object
error.details.mount_ string The reference point - in This is a fix value:
point this case a URL path - at

which details of the error /firmware/test

can be accessed.

error.details.resource number The identifier of the
firmware image slot.

error.message string The content of the error
message.

error.type string The type of the error
message.

The following is a sample response received when the upgrade test was not successful,
because the slot_id is missing from the payload.

{

"error": {
"details": {
"missing paths": [
"slot_id"
]
}s

"message": "Some paths were missing from the request body",
"type": "IncompleteRequestBodyError"
}J
"meta": {
"href": "/api/firmware/test",
"parent": "/api/firmware"

Elements of the response message body include:

< .
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Element Type Description Notes

error.details object
error.details.missing_  array A list of missing URL  In this case, there can be
paths path parameters. only one value here,
which is slot_id.
error.details.missing_ The identifier of the
paths.slot_id firmware image slot.
error.message string The content of the
error message.
error.type string The type of the error

message.

The following is a sample response received when the upgrade test was not successful,
because an error was found during testing.

{

"error": {
"details": {
"exit_code": 1,
"test_summary": "HA check started\nHA check failed"

¥
"message": "The firmware test failed",
"type": "FirmwareTestFailed"
}J
"meta": {
"href": "/api/firmware/test",
"parent": "/api/firmware"
}

Elements of the response message body include:

Element Type Description Notes
error.details object
error.details.exit_code number Possible values:

o 0 -the firmware
test passed
successfully

e 1-the firmware

test failed
error.details.test_ string The summary of the For example:
= .
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Element Type Description Notes

summary upgrade test in free HA check started,
text format. HA check failed
error.message string The content of the
error message.
error.type string The type of the error
message.

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.

Upgrading SPS to a new firmware

Use the /firmware/upgrade endpoint to upgrade SPS to a new firmware.

URL

POST https://<IP-address-of-SPS>/api/firmware/upgrade

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /firmware/upgrade endpoint include:
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Operation HTTP URL Notes
method

Upgrading SPS to a new POST /api/firmware/upgrade
firmware

Sample request

The following command upgrades SPS to a new firmware.

curl --cookie cookies https://<IP-address-of-SPS>/api/firmware/upgrade --data
{"slot_id": <slot_id>, "message": "..." | null}"

NOTE: The value of message can be null, if require_commit_log is disabled. If require_
commit_log is enabled, then message is filled.

Response

There can be three possible outcomes:

« the upgrade was successful:
{"body": "...", "key": <slot_id>}

« the upgrade was not successful due to invalid input:

o the slot_id is missing from the payload
{"error": {"type": "IncompleteRequestBodyError"}}
o the tested firmware slot is empty
"error": {"type": "ResourceNotFound"}}
« the upgrade was not successful due to an error:
"error": {"type": "FirmwareTestFailed"}}

The following is a sample response received when a SPS is upgraded to a new firmware.

For more information on the meta object, see Message format on page 10.

{
"body":
{ "test_summary": "HA check started\nHA check finished" },
"key": "1",
"meta": {
"href": "/api/firmware/upgrade",
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"parent": "/api/firmware",
"slot": "/api/firmware/slots/1"
}
}

The following is a sample response received when a firmware upgrade is attempted on an
empty slot.

{
"error": {
"details": {
"mount_point": "/firmware/upgrade",
"resource": "3"
¥
"message": "Resource was not found",
"type": "ResourceNotFound"
}J
"meta": {
"href": "/api/firmware/upgrade",
"parent": "/api/firmware"

Elements of the response message body include:

Element Type Description Notes
error.details object
error.details.mount_ string The reference point - in  This is a fix value:
point this case a URL path - at

which details of the /firmware/upgrade

error can be accessed.

error.details.resource number The identifier of the
firmware image slot.

error.message string The content of the error
message.

error.type string The type of the error
message.

The following is a sample response received when message is missing from the request body
during upgrade.

< .
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"error": {
"details": {
"missing paths": [
"message"
]
¥

"message": "Some paths were missing from the request body",
"type": "IncompleteRequestBodyError"
¥
"meta": {
"href": "/api/firmware/upgrade",
"parent": "/api/firmware"

Elements of the response message body include:

Element Type Description Notes

error.details object

error.details.missing_  array A list of missing URL path In this case,

paths parameters. there can be
only one
value here,
which is
message.

error.message string The content of the error message.

error.type string The type of the error message.

The following is a sample response received when the firmware test fails during upgrade.

{

"error": {
"details": {
"exit_code": 1,
"test_summary": "HA check started\nHA check failed"
}J
"message": "The firmware test failed",
"type": "FirmwareTestFailed"

}s

"meta": {

< .
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"href": "/api/firmware/upgrade",
"parent": "/api/firmware"
}
}

Elements of the response message body include:

Element Type Description Notes
error.details object
error.details.exit_code number Possible values:

o 0 -the firmware
test passed
successfully

e 1-the firmware
test failed

error.details.test_ string The summary of the For example:
summary upgrade test in free

text format. o HA check started

o HA check failed

error.message string The content of the
error message.

error.type string The type of the error
message.

HTTP response codes

HTTP response codes comprise of standard or endpoint-specific HTTP status and error
codes. The following table lists the endpoint-specific HTTP response codes for this request.

HTTP Status/Error Description

response

code

400 UpgradeMessageMissing  The upgrade request did not contain a

message. Adding a message is required.

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.
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Uploading new firmware to SPS

Use the /upload/firmware endpoint to upload new firmware to SPS.

URL

POST https://<IP-address-of-SPS>/api/upload/firmware

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /upload/firmware endpoint include:

Operation HTTP URL Notes
method
Uploading SPS firmware POST /api/upload/firmware The enctype
images attribute of the POST
request must be
multipart/form-
data.

Sample request

The following command uploads a new firmware to SPS.

curl --cookie cookies https://<IP-address-of-SPS>/api/upload/firmware --form
firmware=@<sps.iso>
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Where <sps.iso> is the path of the new firmware.

Response

The following is a sample response received when a new firmware image is uploaded.

For more information on the meta object, see Message format on page 10.

{
"body": {

"after_reboot":
"current":
"upgrade_news":

"upgrade_notes":

true,
false,
null,

"some notes",

"version": "6.6.0"

¥

"key": "2",

"meta": {
"href": "/api/upload/firmware",
"slot": "/api/firmware/slots/2",
"test": "/api/firmware/test",
"upgrade": "/api/firmware/upgrade”,

"number_of_empty_slots":

2

Elements of the response message body include:

Element Type Description Notes
after_reboot boolean This flag shows that  In this particular case, the
the firmware is value of after_reboot will
selected to be the always be false, as the
active firmware after firmware has not yet been
upgrade. chosen for upgrade.
current boolean Indicates whether Possible values:
the firmware is N h
active. . .rue -t e.current
firmware is the
latest version
. false - the current
firmware is not the
latest version
upgrade_news string Displays SPS If there is no such
Upgrade Notes that information available, the
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Element Type Description Notes

upgrade_notes string The content of the
SPS Upgrade Notes
for that firmware
image.

version number The version number
of that specific SPS
firmware image.

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.

Downloading and installing SPS firmware
through HTTP

With the /firmware/fetch endpoint you can avoid having to manually upload large SPS
firmware ISO files before upgrading. Instead, you can install SPS firmware files by
providing a URL through the SPS REST API. This also makes it easier to download and
install a new firmware image on multiple SPS instances simultaneously. Download requests
are processed asynchronously, as indicated by the 202 Accepted HTTP response.

URL

POST https://<IP-address-of-SPS>/api/firmware/fetch

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
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Cookie Description Required
name

Values

Operations

REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Operations with the /firmware/fetch endpoint include:

Operation HTTP URL Notes
method

Start downloading a SPS POST /api/firmware/fetch

firmware

Retrieve the status of SPS GET /api/firmware/fetch

firmware downloads

Retrieve the status of a GET
single SPS firmware

download

Cancel a SPS firmware DELETE
download
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/api/firmware/fetch/<key-
of-the-SPS-firmware-
download>

/api/firmware/fetch/<key-
of-the-SPS-firmware-
download>

You can safely
cancel running
a SPS firmware
file download
while the status
of the
download is
queued oOr in-
progress.

If you cancel
running a
firmware
download while
its status isin-
progress, any
partially
downloaded
files will be
removed from
SPS. However,
the status
information
remains in the
queue, and can
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Operation HTTP URL
method

Notes

Remove status information DELETE /api/firmware/fetch/<key-
of finished, failed, and of-the-SPS-firmware-
cancelled downloads download>

Sample request

be removed by
sending a
second DELETE
request to the
same URL.

NOTE: After the
firmware
download and
verification
steps are
completed, itis
not possible to
cancel the
installation of
the firmware.

There is no
automated
procedure to
remove
outdated
firmware
downloads. You
must remove
them manually.

Example: Start downloading SPS firmware files

The following command starts downloading SPS firmware files.

SPS>/api/firmware/fetch

curl -X POST -b "${COOKIE_PATH}" --data "@-" https://<IP-address-of-

"url": "https://example.com/sps.iso",
"checksum": {
"sha256": "e6837af0Ob5d-
cb5397c6bc8b52c0Ofb95aa49a3feasd303e274c7501f0857cb9b80"
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Elements of the request message body include:

the SPS ISO image.

Element Type Description Notes

url string

checksum object  When SPS downloads checksumis a
from a HTTPS URL, the required parameter
server certificate is not and can only accept
validated during the a sha256 hash as a
SSL handshake. As a value. This
result, a checksum is parameter must be
required so that SPS used when you are
can verify that the data running SPSin a
was not tampered with  production
in transit. The SPS environment.
download page for the
respective version of
the product provides
the SHA-256 checksum
of all official SPS
images.

checksum.sha256 string The SHA-256 hash of

Response

The following is a sample response received if the request was successful.

For more information on the meta object, see Message format on page 10.

s

"key" " XXXXXXXX - XXXX = XXXX = XXXX = XXXXXXXXXXXX " ,
"meta": {
"href": "/api/firmware/fetch/XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX" ,
"parent": "/api/firmware",
"slots": "/api/firmware/slots",
"test": "/api/firmware/test",
"upgrade": "/api/firmware/upgrade"
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Elements of the response message body include:

Element Type Description Notes

key string The identifier of the SPS firmware file
that is being downloaded.

Example: Retrieving the status of SPS firmware downloads

The following command is used to retrieve the download status of SPS firmwares.

curl -X GET -b "${COOKIE_PATH}" https://<IP-address-of-
SPS>/api/firmware/fetch

Response

The following is a sample response received if the request was successful.

For more information on the meta object, see Message format on page 10.

-

{
"items" : [
{
"body" : {

"bytes_downloaded" : 1234,

"bytes_total" : 1521614848,

"error": null,

"info" : "Downloading",

"slot_id" : null,

"start_time": "2022-03-30T12:00:01+00:00",

"status" : "in-progress",

"url" : "https://example.com/sps.iso"

¥
"key" : "42dee328-9a26-4337-alfd-3ee6ceal3e815",
"meta" : {
"href" : "/api/firmware/fetch/42dee328-9a26-4337-alfd-
3ee6cea3e815"
}
s
{
"body" : {

"bytes_downloaded" : O,

"bytes_total" : o,

"error": "<class 'request-
s.exceptions.ConnectionError'>: HTTPConnectionPool(host="unreachable.com",
port=80): Max retries exceeded with url: /sps.iso (Caused by NewConnectionError
('<urllib3.connection.HTTPConnection object at ©x7fc45e@elaco>: Failed to
establish a new connection: [Errno -2] Name or service not known'))",
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N
"info" : "Firmware fetching failed",
"slot_id" : null,
"start_time": "2022-03-30T12:00:01+00:00",
"status" : "failed",
"url" : "https://unreachable.com/sps.iso"
¥
"key" : "©@23bc2b4-0efb-4eaa-a301-b29f8c395f8c",
"meta" : {
"href" : "/api/firmware/fetch/023bc2b4-0efb-4eaa-a301-
b2918c395f8c"
}
s
{
"body" : {
"bytes_downloaded" : 1594798080,
"bytes_total" : 1594798080,
"error": null,
"info" : null,
"slot_id" : 2,
"status" : "finished",
"start_time": "2022-03-30T12:00:01+00:00",
"url" : "https://example.com/sps_old.iso"
¥
"key" : "8f6f7bof-bbal-4d86-babb-54868106d2e9",
"meta" : {
"href" : "/api/firmware/fetch/8f6f7bof-bbal-4d86-babb-
54868106d2e9",
"slot": "/api/firmware/slots/2"
}
s
{
"body" : {
"bytes_downloaded" : O,
"bytes_total" : o,
"error": null,
"info" : null,
"slot_id" : null,
"status" : "queued",
"start_time": null,
"url" : "https://example.com/sps.iso"
¥
"key" : "6bf3113c-ad66-4cb3-9827-77fcbelb6853",
"meta" : {
"href" : "/api/firmware/fetch/6bf3113c-ad66-4cb3-9827-
77fcbelb6853"
}
}
1,
"meta": {
"href": "/api/firmware/fetch",
"parent": "/api/firmware",
"slots": "/api/firmware/slots",
"test": "/api/firmware/test",
"upgrade": "/api/firmware/upgrade"
| J
@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide
87
by Quest




Example: Retrieving the status of a single SPS firmware download

The following command is used to retrieve the download status of a single
SPS firmware.

curl -X GET -b "${COOKIE_PATH}" https://<IP-address-of-
SPS>/api/firmware/fetch/<key-of-the-SPS-firmware-download>

Response

The following is a sample response received if the request was successful.

For more information on the meta object, see Message format on page 10.

-

"body" : {
"bytes_downloaded" : 1594798080,
"bytes_total" : 1594798080,
"error": null,
"info" : null,
"slot_id" : 2,
"start_time": "2022-03-30T12:00:01+00:00",

"status" : "finished",
"url" : "https://example.com/sps.iso"
s
"key" : "8f6f7bof-bbal-4d86-babb-54868106d2e9",
"meta": {
"href": "/api/firmware/fetch/8f6f7bof-bbal-4d86-babb-
54868106d2e9",
"parent": "/api/firmware/fetch",
"slot": "/api/firmware/slots/2"
}

Elements of the response message body include:

Element Type Description Notes
key string The identifier
=\ .
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Element

Type

Description Notes

bytes_downloaded

bytes_total

error

info

slot_id

(GNE IDENTITY
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number

number

string

string

number

of the SPS
firmware
download job
that is running
in the
background.

The number of
bytes already
downloaded.

The total
number of
bytes to be
downloaded
from the
Content-
Length header
received from

the server.

The error If no error has happened, then
message, the value is null.

containing

details of the

error.

Indicates Possible values:

download- 1

specific ¢ nu

information, e Downloading

for example, e Verifying checksum

the SPS

firmware file is o Firmware fetching failed
currently o Installing

downloading,
orthat SPSis The value of the info field can be

unable to null in two scenarios:
download the

) ; o The firmware download has
firmware file.

not started yet.

o The firmware download and
installation has been
successful.

The identifier Before the firmware download is

of theSPS finished, the value of the slot_id
firmware is null.
image slot.
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Element Type Description Notes

When the status of the firmware
download is finished, the slot_id
indicates the location where the
downloaded firmware was
installed. Note that if an
administrator later runs other
operations on that particular
firmware slot, like deleting it or
uploading another firmware, then
these will not be reflected in the
status of the firmware download.

start_time string The time at
(ISO which the SPS
8601) firmware
download job
has started.

status string The status of Possible values are:
the SPS
firmware
fetching job.

o queued - the SPS firmware
download is queued.

o in-progress - the SPS
firmware download is being
processed.

o« finished - the SPS
firmware download has
been completed.

o failed - the SPS firmware
could not be downloaded.

o canceled - the SPS
firmware download was

canceled.
url string The resource Example:
(URI) URL of the SPS
firmware. https://example.com/sps.iso

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.
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Network settings

Network configuration options

Contains the endpoints for configuring networking on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/network

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists network configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network

Response

The following is a sample response received when listing network configuration options.

For more information on the meta object, see Message format on page 10.
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"items": [
{
"key": "dns",
"meta": {
"href": "/api/configuration/network/dns"

"key": "ip_forwarding_rule_pairs",
"meta": {
"href": "/api/configuration/network/ip_forwarding rule_ pairs"

"key": "naming",
"meta": {
"href": "/api/configuration/network/naming"

"key": "nics",
"meta": {
"href": "/api/configuration/network/nics"

"key": "routing",
"meta": {
"href": "/api/configuration/network/routing"

}

1,

"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/network",
"last": "/api/configuration/x509",
"next": "/api/configuration/passwords"”,
"parent": "/api/configuration",
"previous": "/api/configuration/management”,
"transaction": "/api/transaction"

Element Description

dns The address of the primary and secondary DNS server.

@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide

Quest Basic settings


../../../../../Content/Guides/scb-rest-api-guide/rest-api-network-dns.htm

Element Description

ip_forwarding_ Rules for routing between the network interfaces.

rule_pairs

naming DNS search domain, hostname, and appliance nickname settings.
nics References the endpoints of the three physical network interfaces.
routing Routing table. Defines the address of the gateway server for each

configured subnet.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

403 Unauthorized

404 NotFound

DNS servers

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

Contains the address of the primary and secondary DNS server.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/dns

Cookies

Cookie Description
name

Required Values

session__ Contains the
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Required The value of the session ID cookie received
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Cookie Description Required Values

name

id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-

tion between the REST client and the SPS

REST API. It is not related to the sessions

that SPS records (and which also have a

session ID, but in a different format).
Sample request

The following command lists the configured DNS servers.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/dns

Response

The following is a sample response received when listing the configured DNS servers.

For more information on the meta object, see Message format on page 10.

{
"body": {
"primary": "192.168.56.1",
"secondary": null
s
"key": "dns",
"meta":
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/dns",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/ip_forwarding_rule_pairs",
"parent": "/api/configuration/network",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
> SPS 7.0.5 LTS REST API Reference Guide
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Element Type Description

endpoints.
body Top level element Contains the addresses of the DNS servers.
(string)
primary string The IP address of the primary DNS server.
secondary  string The address of the secondary DNS server.

Modify the address of the DNS servers

To modify the address of a DNS server, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/dns endpoint. You can find a detailed description of
the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.
R\ .
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Routing between interfaces

Configures routing between network interfaces. To use an interface in single-interface
router mode, configure both interface_a and interface_b elements to reference that
same interface.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/ip_forwarding rule_
pairs

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists interface routing rules.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/ip_
forwarding_rule pairs

Response

The following is a sample response received when listing interface routing rules.

For more information on the meta object, see Message format on page 10.
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"body": [
{
"interface_a": {
"key": "nicl.interfaces.ff7574025754b3df1647001",
"meta": {
"href":
"/api/configuration/network/nics/nicl/interfaces/ff7574025754b3df1647001"
}
¥
"interface b": {
"key": "nicl.interfaces.ff7574025754b3df1647001",

"meta": {
"href":
"/api/configuration/network/nics/nicl/interfaces/ff7574025754b3df1647001"
}
}
}
]J
"key": "ip_forwarding_rule_pairs",
"meta":
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/ip_forwarding_rule_pairs",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/naming",
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/dns",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the rules for routing between the network
element interfaces.
(list)
interface_a string References the identifier of the network interface. You
can configure network interfaces at the
/api/configuration/network/nics/ endpoint.
To modify or add a network interface, use the value of
the returned key as the value of the interface_a
element, and remove any child elements (including the
key).
interface_b string References the identifier of the network interface. You
can configure network interfaces at the
D) SPS 7.0.5 LTS REST API Reference Guide
©NE IDENTITY oy

Basic settings


../../../../../Content/Guides/scb-rest-api-guide/rest-api-network-nics.htm

Element Type Description

/api/configuration/network/nics/ endpoint.

To modify or add a network interface, use the value of
the returned key as the value of the interface b
element, and remove any child elements (including the
key).

Add a rule for routing between the network interfaces

To add a rule, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Create the JSON object for the new list of rules.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/ip_forwarding_rule_pairs endpoint. You can find
a detailed description of the available parameters listed in Element .

If the POST request is successful, the response includes the key of the new rule.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Modify a rule for routing between the network interfaces

To modify a rule, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the list of rules.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/ip_forwarding_rule_pairs endpoint. You can find
a detailed description of the available parameters listed in Element .

3. Commit your changes.

For more information, see Commit a transaction on page 35.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Naming options
Contains the settings for the DNS search domain, hostname, and appliance nickname.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/naming

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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Sample request

The following command lists the naming settings.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/network/naming

Response

The following is a sample response received when listing naming settings.

For more information on the meta object, see Message format on page 10.

{
"body": {
"domainname": "example",
"hostname": "api-docs",
"nickname": null
s
"key": "naming",
"meta":
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/naming",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/nics",
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/ip_forwarding rule_ pairs",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the naming settings.
element
(string)
domainname  string The domain name of the network.
hostname string The hostname of SPS.
nickname string The nickname for the appliance. Use this name to

distinguish between multiple SPS appliances on the
network. This name is visible in the boot and core login
shells.

Modify a name

To modify a name, you have to:

D .
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1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/naming endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Network addresses

Contains the network addresses configured for each physical NIC.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/nics

=N .
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Cookies

Values

Cookie Description Required
name
session_  Contains the Required
id authentication

token of the

user

Sample request

The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71de30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the endpoints for the physical network interfaces.

curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/network/nics/

The following commands retrieve the properties of a specific physical network interface.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic1

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic2

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic3

Response

The following is a sample response received when listing physical network interfaces.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
Ilkeyll: Ilniclll’
"meta": {
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"href": "/api/configuration/network/nics/nic1"

}
}J
{
"key": "nic2",
"meta": {
"href": "/api/configuration/network/nics/nic2"
}
¥
{
"key": "nic3",
"meta": {
"href": "/api/configuration/network/nics/nic3"
}
}
1B
"meta": {
"first": "/api/configuration/network/dns",

"href": "/api/configuration/network/nics",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/routing”,

"parent"”: "/api/configuration/network",
"previous": "/api/configuration/network/naming",
"transaction": "/api/transaction"

When retrieving the endpoint of a specific physical network interface, the response is
the following.

{
"body": {
"interfaces": {
"@order": ["ff7574025754b3df1647001"],
"f£7574025754b3df1647001": {
"addresses": {
"1": "198.51.100.123/24",
"6001481625b7c21ef97598": "2001:db8:1234::5678/48",
"@order": ["1", "6001481625b7c21ef97598" ]
s
"mtu”: 1500,
"name": "external”,
"source_based_routes": [
{
"gateway": "198.51.100.1",
"target_network": "203.0.113.0/24"
¥
{
"gateway": "2001:db8:1234::1",
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"target_network": "2001:db8:aaaa::/48"

}
1
"vlantag": @
}
})
"name": "etho",
"speed": "auto"
¥
"key": "nic1l",
"meta": {
"first": "/api/configuration/network/nics/nicl",
"href": "/api/configuration/network/nics/nic1",
"last": "/api/configuration/network/nics/nic3",
"next": "/api/configuration/network/nics/nic2",
"parent": "/api/configuration/network/nics",
"previous": null,
"remaining_seconds": 10800,
“"transaction": "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of the physical
network interface (nicl, nic2 or nic3).
body Top level Contains the properties of the physical network
element interface.
(string)
interfaces  Toplevel Contains the configuration of all virtual interfaces on
item the physical NIC.
name string The system name of the physical network interface
(ethe, ethl or eth2). Do not change this value.
speed string The speed of the physical network interface. The
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default value is auto. Change this setting only for
troubleshooting purposes. Possible values are:

e auto

Negotiate the network speed automatically. This
is the default value.

e 10-half
10BaseT/Half.

e 100-half
100BaseT/Half.
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Element Type Description
° 10-'FU11
10BaseT/Full.
e 100-full
100BaseT/Full.
e 1000-full
1000BaseT/Full.
Elements Type Description
of
interfaces
@order list Lists the keys of the interfaces in the
order they are be displayed on the
SPS web UI.
<key-of-an- string Contains the addresses, name, and
interface> vlantag of the network interface.
Each physical NIC has an
automatically created interface key,
where the value of the vlanid
element is set to 0.
To add a valid virtual network
interface to the physical NIC, create
an additional interface, and assign a
value between 1 and 4094 to its
vlanid element.
addresses string Contains the addresses of the
interface, and their display order.
<key-of-  string Contains the IP address range.
address>
@order list Lists the keys of the addresses in the
order they are displayed on the SPS
web UL
mtu integer  Maximum Transmission Unit (MTU) to
set per network interface (VLAN or
network interface card). Default
value: 1500
name string The name of the interface, as
displayed on the SPS web UI.
source_ list Contains details of the network
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Elements Type

Description

of

interfaces
based_
routes
vlantag

Elements of source_ Type
based_routes

routing rule specific to packets
coming out of this particular
interface.

string The ID of the interface.

For the physical interface, the value is
0. For virtual interfaces, the value is
between 1 and 4094.

CAUTION:

Do not set the VLAN ID
unless your network
environment is already
configured to use this VLAN.
Otherwise, your SPS
appliance will be
unavailable using this
interface.

Description

gateway string

target_network string

Status and error codes

The IPv4 or IPv6 address of the gateway used to access
the network set in this routing rule.

The IPv4 or IPv6 address of the host or network access-
ible via this routing rule.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path

that was attempted to be accessed, but could not be

retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
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client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
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Code Description Notes

could not be retrieved.

404 NotFound The requested object does not exist.

Routing table

Contains the address of the gateway server for each configured subnet.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/routing

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configured subnets and the corresponding gateway
servers.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/routing

Response

The following is a sample response received when viewing the routing table.

For more information on the meta object, see Message format on page 10.
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"body": [
{
"gateway": "192.168.56.1",
"target_network": "0.0.0.0/0"

}
1,
"key": "routing",
"meta": |
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/routing",
"last": "/api/configuration/network/routing",
"next": null,
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/nics",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level element Contains the routing table.
(list)
gateway string The IP address of the gateway server.
target_ string The network id (IP address and subnet mask)
network of the subnet.

Add a subnet

To add a subnet, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Create the JSON object for the new routing table.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/routing endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.
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Modify the routing table

To modify the routing table, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the routing table.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/netowrk/routing endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Local services of SPS

Contains the endpoints for configuring the local services of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services

=N .
@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide 106

by Quest Basic settings



Cookies

Values

Cookie Description Required
name
session_  Contains the Required
id authentication

token of the

user

Sample request

The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71de30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the local services.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_

services

Response

The following is a sample response received when listing local services.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"key": "admin_web",
"meta": {
"href": "/api/configuration/local_services/admin_web"
}
¥
{
"key": "analytics",
"meta": {
"href": "/api/configuration/local_services/analytics"
}
}’
{
"key": "cluster",
"meta": {
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"href": "/api/configuration/local services/cluster"

}
}J
{
"key": "indexer",
"meta": {
"href": "/api/configuration/local_services/indexer"
}
¥
{
"key": "postgresql”,
"meta": {
"href": "/api/configuration/local_services/postgresql”
}
¥
{
"key": "snmp_agent",
"meta": {
"href": "/api/configuration/local_services/snmp_agent"
}
})
{
"key": "ssh",
"meta": {
"href": "/api/configuration/local services/ssh"
}
}J
{
"key": "user_web",
"meta": {
"href": "/api/configuration/local_services/user_web"
}
}
1,
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/local_services",
"last": "/api/configuration/x509",
"next": "/api/configuration/management",
"parent": "/api/configuration",
"previous": "/api/configuration/ica",
"transaction": "/api/transaction"
}
}
Element Description
admin_web Web login for administrators and users: On this address, users can,
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Element

Description

analytics

cluster
indexer
postgresql
snmp_agent
ssh

user_web

depending on their access privileges, modify the configuration of SPS, and
perform authentication-related activities (gateway authentication, 4-eyes
authorization).

Enables One Identity Safeguard for Privileged Analytics.

To enable One Identity Safeguard for Privileged Analytics and analyze the
behavior of your users, One Identity Safeguard for Privileged Sessions
(SPS) requires a special license. Also, depending on the number of your
users and sessions, the performance and sizing of SPS must be
considered. If you are interested in One Identity Safeguard for Privileged
Analytics, contact our Sales Team, or your One Identity representative.
For details on One Identity Safeguard for Privileged Analytics, see the One
Identity One Identity Safeguard for Privileged Analytics website. For
details on enabling One Identity Safeguard for Privileged Analytics, see
Safeguard for Privileged Analytics Configuration Guide.

Configure the cluster service of SPS.

Configure the indexer services of SPS, including remote indexing.
Configure direct remote access to the connection database of SPS.
Configure the SNMP server of SPS.

Configure remote SSH access to SPS.

Web login for users only: The configuration of SPS cannot be viewed or
altered from this address. Users (even ones with administrator privileges)
can only perform gateway authentication and 4-eyes authorization.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the

client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.
= .
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Local services: Web login for administrators

The SPS administrators and users can, depending on their access privileges, modify the
configuration of SPS, and perform authentication-related activities (gateway
authentication, 4-eyes authorization). On this endpoint you can configure on which

interfaces can the administrators access SPS, and optionally restrict the access to these
interfaces.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/admin_web

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/admin_web

Response

The following is a sample response received when listing the configuration options.
For more information on the meta object, see Message format on page 10.
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"body": {
"access_restriction": {
"allowed from": [

"10.40.0.0/16"
1,
"enabled": true
}s
"listen": [
{
"address": {
Ilkeyll:
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/address
es/1"

}
})
"http_port": 80,
"https_port": 443

}s

"key": "admin_web",

"meta": |
"first": "/api/configuration/local services/admin_web",
"href": "/api/configuration/local services/admin_web",
"last": "/api/configuration/local services/user_web",
"next": "/api/configuration/local_services/indexer",
"parent": "/api/configuration/local_services",
"previous": null,
"transaction": "/api/transaction"

Element Type Description

ke strin- Top level element, contains the ID of the endpoint.
y g

bo Top  Contains the configuration options of the SPS web interface.
dy level

elem-

ent

(stri-

ng)

access_ JSON Enables and configures limitations on the clients that can
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Element Type Description

restric objec access the web interface, based on the IP address of the
tion t clients.

allow list The list of IP networks from where the administrators are

ed_ permitted to access this management interface. To specify

from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.

enabl bool Setitto true to restrict access to the specified client
ed ean  addresses.

brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean  access after failed login attempts for increasingly longer
protect period. Enabled by default.

ion

listen list Selects the network interface, IP address, and port where
the clients can access the web interface.

addre JSON A reference to a configured network interface and IP
ss objec- address where this local service accepts connections. For
t example, if querying the interface
/api/configuration/network/nics/nicl#interfaces/ff7574
025754b3df1647001/addresses/ returns the following
response:

{
"body": {
"interfaces": {
"@order": [
"ff7574025754b3df1647001"
1
"f£7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
wyn
]
¥

"name": "default",
"vlantag": @
}
}J

"name": "ethe",
"speed": "auto"

}s
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Element Type Description

"key": "nicl",
"meta": {
"first": "/api/-
configuration/network/nics/nic1",
"href":
"/api/configuration/network/nics/nic1",
"last": "/api/-
configuration/network/nics/nic3",
"next":
"/api/configuration/network/nics/nic2",
"parent": "/api/-
configuration/network/nics",
"previous": null,
"transaction": "/api/transaction"
}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1"

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {

"key": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
"href": "/api/-
config-
uration/net-
work/n-
ics/n-
icl#interfaces/ff7574025754b3df1647001/addresses/1"
}
s
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Element Type Description

http_ integ- The port number where SPS accepts HTTP connections.

port er

Note that SPS automatically redirects connections from this
port to the HTTPS port set in https_port.

http integ- The port number where SPS accepts HTTPS connections.

S_ er
port

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

403 Unauthorized

404 NotFound

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

Local services: Web login for users

The SPS users can perform authentication-related activities (gateway authentication, 4-
eyes authorization). On this endpoint you can configure on which interfaces can the users
access SPS, and optionally restrict the access to these interfaces.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/user_web
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/user_web

Response

The following is a sample response received when listing the configuration options.
For more information on the meta object, see Message format on page 10.

{
"body": {
"access_restriction": {
"allowed from": [
"10.40.0.0/16"
1,
"enabled": true
¥
"listen": [
{
"address": {
llkeyII:
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/address
es/1"
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}
}s

"http_port": 80,
"https_port": 443

}
1
¥
"key": "user_web",
"meta": {
"first": "/api/configuration/local_services/user_web",
"href": "/api/configuration/local_services/user_web",
"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/indexer",
"parent": "/api/configuration/local_services",
"previous": null,
"transaction": "/api/transaction"
¥
}
Element Type Description
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top  Contains the configuration options of the SPS web interface.
dy level
elem-
ent
(stri-
ng)
access_ JSON Enables and configures limitations on the clients that can
restric objec access the web interface, based on the IP address of the
tion t clients.
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean  addresses.
brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean  access after failed login attempts for increasingly longer
protect period. Enabled by default.
ion
listen list Selects the network interface, IP address, and port where
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Element Type Description

addre JSON A reference to a configured network interface and IP
ss objec- address where this local service accepts connections. For
t example, if querying the interface
/api/configuration/network/nics/nicl#interfaces/ff7574
025754b3df1647001/addresses/ returns the following

response:
{
"body": {
"interfaces": {
"@order": [
"££7574025754b3df1647001"
1,
"f£7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
nyn
]
}s
"name": "default",
"vlantag": @
¥
})
"name": "ethe",
"speed": "auto"
}s
"key": "nicl",
"meta": {

"first": "/api/-
configuration/network/nics/nic1",
"href":
"/api/configuration/network/nics/nic1",
"last": "/api/-
configuration/network/nics/nic3",
"next":
"/api/configuration/network/nics/nic2",
"parent": "/api/-
configuration/network/nics",
"previous": null,

"transaction": "/api/transaction”
}
}
Then the listening address of the local service is the
following.
N\ .
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Element Type

Description

http_ integ-
port er
http integ-
S_ er
port

Status and error codes

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1"

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the

following format:

"address": {

"key": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
"href": "/api/-
config-
uration/net-
work/n-
ics/n-
icl#interfaces/ff7574025754b3df1647001/addresses/1"
}
}s

The port number where SPS accepts HTTP connections.
Note that SPS automatically redirects connections from this
port to the HTTPS port set in https_port.

The port number where SPS accepts HTTPS connections.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

(GNE IDENTITY
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The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.
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Code Description

Notes

403 Unauthorized

404 NotFound

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

Local services: cluster interface

To enable cluster management, enable the cluster interface on all nodes that you want to
be part of your One Identity Safeguard for Privileged Sessions (SPS) cluster. Complete the

following steps on each node of the cluster.

‘ NOTE: All nodes in a cluster must run the same version of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/cluster

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the configuration options.
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curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/cluster

Response

The following is a sample response received when listing the configuration options.

For more information on the meta object, see Message format on page 10.

{
"body": A
"enabled": true,
"listen_address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.2553887595ce3ca7fleaed"”,
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/address
es/2553887595ce3ca7fleaesd"

}
}
}s

"key": "cluster",

"meta": |
"first": "/api/configuration/local services/admin_web",
"href": "/api/configuration/local_services/cluster",
"last": "/api/configuration/local services/user_web",
"next": "/api/configuration/local services/indexer",
"parent"”: "/api/configuration/local_services",
"previous": "/api/configuration/local_services/analytics",
"remaining_seconds": 600,
"transaction": "/api/transaction"

Element Type Description

enabled boolean By default, this option is set to false. Set it to
true to enable the cluster interface.

listen_ Top level Contains the key of the network interface that is
address element used as the cluster interface.
(string)

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.
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Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

System backup policy

System backup uses a backup policy to create a snapshot of the configuration of One
Identity Safeguard for Privileged Sessions (SPS) to a remote backup server. For details on
how backup policies work, see Data and configuration backups in the Administration Guide.
For details on configuring a backup policy using the REST API, see Backup policy. To encypt
the backup, see Encrypting system backup policy.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/system_backup

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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Sample request

The following command lists the system backup settings of SPS.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/system_backup

Response

The following is a sample response received when listing the endpoints for date and
time settings.

For more information on the meta object, see Message format on page 10.

{
"body": {
"backup_policy": "<key-to-a-backup-policy>"
}s
"key": "system_backup",
"meta":
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/system_backup"”,
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/universal_siem_forwarder",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/syslog",
"remaining_seconds": 600,
"transaction": "/api/transaction"
}
}

Element Description

backup_ Contains the ID of the backup policy to use for system backups. For details
policy on configuring a backup policy using the REST API, see Backup policy.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
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Code Description Notes

that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Encrypting system backup policy

System backup uses a backup policy to create a snapshot of the configuration of One
Identity Safeguard for Privileged Sessions (SPS) to a remote backup server. For details on
how backup policies work, see Data and configuration backups in the Administration Guide.
For details on configuring a backup policy using the REST API, see Backup policy. This
section describes how to create encrypted system backups.

URL

GET https://<IP-address-of-SPS>/api/management/exported configuration_encryption

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the system backup settings of SPS.
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curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/exported_configuration_encryption

Response

The following is a sample response received when listing the endpoints for date and
time settings.

For more information on the meta object, see Message format on page 10.

{
"body": A
"encryption”: {
"enabled": true,
"gpg public_key": {
"fingerprint":
"2F2E3967EDAD2F288E54EE8693B99C4F545B7670",
"public_key": "----- BEGIN PGP PUBLIC KEY BLOCK-----

\NmQGNBF3rnZ@BDADHdz5/kCkrl17T8w861AGGXdGK/1lwxunTCx6tfhSSFREWMKjhfr\nYTLNxsodALXt
AphHeNAeUWwXjYDJelAIMVcDrVtLp7Ht8tqnmNt2NWUSmFFIF3ga\nD10sH2UjT5Xt6XAjKVFfWeHSxk
SOQHICLfUTSWDOUCTESR8JEd]j8OA7Z6. ... ...

CT1WwbMg5VoXQ3Rpp8evcUTzy3+ra/GosCSaFSrE31pyXkULB9+EAU7W\n23YDiM21csIagX+XDGMex5
Hg4PMhO7cqSMyB\n=3j20J\n----- END PGP PUBLIC KEY BLOCK----- \n",
"uids": [
"Demo User <example@oneidentity.com>"

}
}
}s
"key": "exported_configuration_encryption”,
"meta": |
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/exported_configuration_
encryption”,
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/health_monitoring",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/email",
"remaining_seconds": 600,
"transaction": "/api/transaction"
}
}
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Elem- Description

ents T-
of y-
encry p-
ption e
en T- Defines encryption settings for system backups.
cr 0-
yp p
ti I-
on e-
V_
el
e_
|_
e_
m_
e_
n_
t
e b- When setto True, enables encryption of the system backups. Enabling
n o- encryption requires setting the gpg_public_key option.
a o-
b I-
1 e-
e a-
d n
g J- Contains the fingerprint, public_key, and the list of uids of the GPG public
p S- key used to encrypt system backups. For example:
g O-
_ N "gpg public_key": {
p oO- "fingerprint": "2F2E3967EDAD2F288ES4EE8693B99C4F545B7670",
u b- "public_key": "----- BEGIN PGP PUBLIC KEY BLOCK-----
b j- \NmQGNBF3rnZ@BDADHdz5/kCkr17T8w861AGGXdGK/1-
1 e- wxunTCx6tf-
i ¢t hSsFREWmKjh-
C fr\nYTLNXs -
_ odALXtAphHeNAeUWwXjYDJelAIMVcDrVtLp7Ht8tqgn-
k MNt2NWUSm-
e fFIF3ga\nD10sH2UjT5Xt6XAjKVFfWeHSxkSOQHIcLFUT5WDOUCTESR8JEd-
y j80A7Z6hKyF29g\. ..
R4ONiv4GebaYneDp-
k3yTBco6bBYDR7NKA7OREXCfqcyCeYB121UQ\n-
bb5aTZAaW8DSIRmy -
bxpRxRAaHZX@apBgDLKwWf48kLONOC907hgcyY1spZgTGz7i\nTryx1B1l/CT1Ww-
N\ .
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Elem- Description

ents T-
of y-
encry p-
ption e
bMg5VoXQ3Rp-
p8evcUTzy3+ra/GosCSaFSrE31pyXkULB9+EAU7W\n23YDiM21c -
sIagX+XDGMex5Hg4PMh07cqSMyB\n=320J\n-- - - - END PGP PUBLIC KEY BLOCK---
-T \n " ]
"uids": [

"Demo User <example@oneidentity.com>"

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Date and time

Date & time

Contains the endpoints for configuring date and time on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/datetime
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists endpoints for configuring date and time settings on SPS.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/datetime

Response

The following is a sample response received when listing the endpoints for date and
time settings.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"key": "ntp_servers",
"meta": {
"href": "/api/configuration/datetime/ntp_servers"
}
¥
{
"key": "timezone",
"meta": {
"href": "/api/configuration/datetime/timezone"
}
}
1
"meta": {
"first": "/api/configuration/aaa",
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"href": "/api/configuration/datetime",
"last": "/api/configuration/x509",
"next": "/api/configuration/http",

"parent"”: "/api/configuration"”,

"previous"”: "/api/configuration/alerting",

"transaction": "/api/transaction”

}

}
Element Description
ntp_servers NTP server addresses.
timezone Timezone settings.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

NTP servers

This endpoint contains NTP server addresses.

URL

GET https://<IP-address-of-SPS>/api/configuration/datetime/ntp_servers
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists NTP server addresses.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers

Response

The following is a sample response received when listing NTP server addresses.
For more information on the meta object, see Message format on page 10.

{
"body": [
{
"selection": "fqdn",
"value": "pool.ntp.org"
}
1
"key": "ntp_servers",
"meta": {
"first": "/api/configuration/datetime/ntp_servers",
"href": "/api/configuration/datetime/ntp_servers",
"last": "/api/configuration/datetime/timezone",
"next": "/api/configuration/datetime/timezone",
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"parent": "/api/configuration/datetime",
"previous": null,

“"transaction": "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level Contains the list of NTP server addresses.
element (list)
selection string Defines the address type (IP or domain name).
Possible values are:
e fgdn
The NTP server address is provided as a
fully qualified domain name.
. ip
The NTP server address is provided as an IP
address.
value string The address of the NTP server.

Add an NTP server

To add an NTP server's address, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Create the JSON object for the new NTP server address list.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Modify an NTP server address

To modify an NTP server's address, you have to:
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1.

Open a transaction.

For more information, see Open a transaction on page 32.

Modify the JSON object of the NTP server address list.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers endpoint. You can find a detailed
description of the available parameters listed in Element.

Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

201 Created The new resource was successfully created.

400 InvalidQuery The requested filter or its value is invalid.

401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be

retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Timezone

Configures the time zone.

URL

GET https://<IP-address-of-SPS>/api/configuration/datetime/timezone
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command displays the configured time zone.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/datetime/timezone

Response

The following is a sample response received when querying the configured time zone.
For more information on the meta object, see Message format on page 10.

{

"body": "America/New_York",

"key": "timezone",

"meta":
"first": "/api/configuration/datetime/ntp_servers”,
"href": "/api/configuration/datetime/timezone",
"last": "/api/configuration/datetime/timezone",
"next": null,
"parent": "/api/configuration/datetime",
"previous": "/api/configuration/datetime/ntp_servers",
"transaction": "/api/transaction"
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Element Type Description

key string Top level element, contains the ID of the endpoint.

body string Contains the configured time zone. Possible values are:

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmara
Africa/Asmera
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Cairo
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Element Type

Description

(GNE IDENTITY

Quest

Africa/Casablanca
Africa/Ceuta
Africa/Conakry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/El_Aaiun
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
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Element Type

Description

(GNE IDENTITY

Quest

t

Africa/Ouagadougou
Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu

Africa/Tripoli

Africa/Tunis

Africa/Windhoek

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Araguaina
America/Argentina/Buenos_Aires
America/Argentina/Catamarca
America/Argentina/ComodRivadavia
America/Argentina/Cordoba
America/Argentina/Jujuy
America/Argentina/La_Rioja
America/Argentina/Mendoza
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Element Type

Description

(GNE IDENTITY

Quest

America/El_Salvador
America/Ensenada
America/Fort_Wayne
America/Fortaleza
America/Glace_Bay
America/Godthab
America/Goose_Bay
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Hermosillo
America/Indiana/Indianapolis
America/Indiana/Knox
America/Indiana/Marengo
America/Indiana/Petersburg
America/Indiana/Tell City
America/Indiana/Vevay
America/Indiana/Vincennes
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Element Type

Description

(GNE IDENTITY

Quest

a/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta

Asia/Choibalsan

Asia/Chongqging
Asia/Chungking
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dili
Asia/Dubai
Asia/Dushanbe
Asia/Gaza
Asia/Harbin
Asia/Hong_Kong
Asia/Hovd
Asia/Irkutsk
Asia/Istanbul
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Kashgar
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Element Type Description

Modify the time zone

To modify time zone, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the body element.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/timezone endpoint. You can find a detailed
description of the available time zone values listed in Element .

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.
=N .
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Logs, monitoring and alerts

Management options

Contains the configuration endpoints for managing SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/management

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists management configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/management

Response

The following is a sample response received when listing management endpoints.

For more information on the meta object, see Message format on page 10.

(GNE IDENTITY
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{

"items": [
{
"key": "certificates",
"meta": {
"href": "/api/configuration/management/certificates”
}
¥
{
"key": "disk fillup_prevention",
"meta": {
"href": "/api/configuration/management/disk_ fillup_prevention"
}
}J
{
"key": "email",
"meta": {
"href": "/api/configuration/management/email"
}
}J
{
"key": "exported_configuration_encryption”,
"meta": {
"href": "/api/configuration/management/exported_configuration_
encryption”
}
}s
{
"key": "health_monitoring"”,
"meta": {
"href": "/api/configuration/management/health_monitoring"
}
¥
{
"key": "license",
"meta": {
"href": "/api/configuration/management/license”
}
¥
{
"key": "root_password",
"meta": {
"href": "/api/configuration/management/root_password"
}
}J
{
"key": "snmp",
"meta": {
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"href": "/api/configuration/management/snmp"

}
}J
{
"key": "splunk_forwarder",
"meta": {
"href": "/api/configuration/management/splunk_forwarder"
}
¥
{
"key": "support_info",
"meta": {
"href": "/api/configuration/management/support_info"
}
¥
{
"key": "syslog",
"meta": {
"href": "/api/configuration/management/syslog"
}
}J
{
"key": "system_backup",
"meta": {
"href": "/api/configuration/management/system_backup"
}
}J
{
"key": "universal_siem_forwarder",
"meta": {
"href": "/api/configuration/management/universal_siem_forwarder"
}
¥
{
"key": "web_gateway_authentication",
"meta": {
"href": /api/configuration/management/web_gateway_ authentication”
}
}
1B
"meta": {
"first": "/api/configuration/aaa",

"href": "/api/configuration/management”,
"last": "/api/configuration/x509",
"next": "/api/configuration/network",

"parent"”: "/api/configuration"”,
"previous": "/api/configuration/local_services",
"transaction": "/api/transaction"
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}
Endpoints Description
certificates References the certificates of SPS's internal Certificate Authority,

disk_fillup_

Timestamping Authority, and the SSL certificate of the web interface.

Disk fill-up prevention.

prevention

email SMTP server address and authentication, administrator e-mail, and
e-mail addresses for alerts and reports.

exported SMTP server address and authentication, administrator e-mail, and

configuration_ e-mail addresses for alerts and reports.

encryption

health_ Configuration settings for monitoring the utilization of SPS.

monitoring

snmp SNMP settings.

syslog Syslog server address and authentication.

web_gateway_
authentication

Configuration of the banner on the login screen before web gateway
authentication.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be

retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but

could not be retrieved.

404 NotFound The requested object does not exist.
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Web gateway authentication

Use the /web_gateway_authentication endpoint to configure tha banner on the login screen
before web gateway authentication in order to make users aware of being audited before
logging in, or that they are accessing a government website, and so on.

URL

PUT https://<IP-address-of-SPS>/api/configuration/management/web_gateway
authentication

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Operations with the /web_gateway _authentication endpointinclude:

Operation HTTP URL

method
Configuring the web gateway PUT /api/configure/management/web_
authentication banner gateway_authentication
Querying the web gateway authen- GET /api/configure/management/web__
tication banner gateway_authentication

Sample request

The following command configures the web gateway authentication banner.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/web_gateway authentication
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Response

The following is a sample response when the configured web gateway authentication
banner is queried.

For more information on the meta object, see Message format on page 10.

{

"key": "web_gateway_ authentication",
"body": {
"auto_assign": false,
"banner": {
"enabled": true,
"text": "Web gateway\nBANNER"

}

Elements of the response message body include:

Element Type Description

key string Top level element, contains the ID of the endpoint.
body object Top level element.

body.auto_assign boolean Enable auto-assign to permit your users to authen-

ticate on the SPS web interface once, and open
sessions without repeating the gateway authen-
tication.

body.banner object Top level element.
body.banner.enabled boolean Shows whether the banner is enabled or not.

body.banner.text string The text of the banner.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

400 InvalidRequestBody  The request body sent by the user has an invalid format.
This may be an error with the encoding or the body is
not a properly encoded JSON value.

400 SemanticError The configuration contains semantic errors, incon-
sistencies or other problems that would put the system
into an unreliable state if the configuration had been
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Code Description

Notes

401 Unauthenticated

403 Unauthorized

applied. The details section contains the errors that were
found in the configuration.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could
not be retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

Syslog server settings

SPS can send its system log messages to remote syslog servers, for example, syslog-ng
Premium Edition, syslog-ng Store Box, Splunk, or HPE ArcSight Data Platform.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/syslog

Cookies

Cookie Description
name

Required Values

session_  Contains the

id authentication
token of the
user

(GNE IDENTITY

Quest

Required The value of the session ID cookie received

from the REST server in the authentication
response, for example,
alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

SPS 7.0.5 LTS REST API Reference Guide
148

Basic settings



Sample request

The following command lists the syslog server settings.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/syslog

Response

The following is a sample response received when listing syslog server settings.

For more information on the meta object, see Message format on page 10.

{
"body": {
"certificates": {
"ca": "<ca-cert>",
"client": {
"key": "191725ec-b71b-47ab-9e87-561a5d9e2bb7",
"meta": {
"href": "/api/configuration/x509/191725ec-b71b-47ab-9e87-561a5d9e2bb7"
}
}
¥
"include_node_id": true,
"receivers": [
{
"address": {
"selection": "ip",
"value": "10.20.30.40"
¥
"port": 514,
"protocol”: {
"ip_protocol": "tcp",
"protocol_type": "legacy-bsd",
"tls_enabled": false
}
}
1,
"server_key_check": "optional-trusted"
¥
"key": "syslog",
"meta": {
"first": "/api/configuration/management/certificates"”,
"href": "/api/configuration/management/syslog",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/webinterface",
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"parent": "/api/configuration/management",
"previous": "/api/configuration/management/snmp",
"transaction": "/api/transaction”

}
¥

Element

Type

Description

key

body

certificates

Ca

client

include_node_
id

receivers
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string

Top level
element
(string)

Top level
item

string

string

boolean

Top level
list

Top level element, contains the ID of the
endpoint.

Contains the syslog server configuration
settings.

Contains the certificates of the client
(SPS), and the certificate of the CA.

The CA certificate of the Certificate
Authority. Configure this option if the
value of the tls_enabled element is set to
true.

Configure this option if the value of the
tls_enabled element is set to true, and
the syslog server requires mutual
authentication. Otherwise, set its value to
null.

References the identifier of the client's
(SPS's) X.509 certificate. You can
configure certificates at the
/api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use
the value of the returned key as the value
of the x509_identity element, and

remove any child elements (including the

key).

Set to true to display separate hostnames
for syslog messages sent by the nodes of
a SPS HA cluster.

The node ID included in the hostname
filed of the syslog message is the MAC
address of the node's HA interface.
Messages of the core firmware are always
sent by the master node.

Contains the addresses of the syslog
servers.
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Element

Type

Description

server_key_
check

Elements of receivers Type

string

Description

Configures validating the syslog server's
certificate with the CA. The following
values are possible:

e optional-trusted

If the server sends a certificate, SPS
checks if it is valid (not expired) and
that the Common Name of the
certificate contains the domain
name or the IP address of the
server. If these checks fail, SPS
rejects the connection. However,
SPS accepts the connection if the
server does not send a certificate.

optional-untrusted

SPS accepts any certificate shown
by the server.

required-trusted

SPS verifies the certificate shown by
the server.

required-untrusted

SPS requests a certificate from the
server, and rejects the connection if
no certificate is received, if the
certificate is not valid (expired), or if
the Common Name of the certificate
does not contain the domain name
or the IP address of the server.

address Top
level
item

selection  string

(GNE IDENTITY

Quest

Contains the address of the syslog server.

Defines the address type (IP or domain name).
Possible values are:

e« fqdn

The server address is provided as a fully
qualified domain name.

The server address is provided as an IP
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Elements of receivers Type Description
value string The address of the syslog server, corresponding to
the format set in the selection field.
port int The port of the syslog server.
protocol Top Contains the syslog protocol settings.
level
item
ip_ string Configures the IP protocol. The following options are
protocol available:
o tcp
TCP protocol.
e udp
UDP protocol.
protocol_  string Configures the syslog protocol. The following options
type are available:
e legacy-bsd
BSD-syslog protocol.
e syslog
IETF-syslog protocol.
tls_ string Set to true to enable TLS encryption.
enabled If TLS is enabled, the value of the ca and client
elements cannot be null.
Examples:

Default settings: no external syslog servers.

{

"certificates": {
"ca": null,
"client": null

s

"include_node_id":

"receivers": [],

"server_key_ check":

true,

"optional-untrusted”

Upload CA certificates

SPS uses only the key part of the CA certificate.
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You can choose to upload a single certificate or a certificate chain.

To use a certificate with the SPS API, remove all data, and substitute line breaks with \n.
The same is true for a certificate chain: copy individual certificates one after the other, and
substitute line breaks with \n.

The following is an example certificate, as used on the SPS web interface:

MIIDnDCCA0QCCQDc5360b5tPQTANBgkqhkiGOWOBAQUFADCB]jzELMAKGATIUEBhMC
QOEXEDAOBgNVBAETBO9uUdGFyaW8xEDAOBgNVBACTB1RvcmOudG8XEDAOBENVBAOT
BOJhbGFiaXQxFjAUBgNVBASTDURVY3VtZW50YXRpb24xEDAOBgNVBAMTB2JIhbGF i
aXQxIDAeBgkghkiGOw@BCQEWEWNhAGFpbEBiYWxhYm1OLmh1MBAXDTE2MDQyMJE2
MDAYyN1oXDTE3MDQyMjE2MDAyNlowgY8xCzAIBgNVBAYTAKNBMRAWDEYDVQQIEwdP
bnRhcm1vMRAWDgYDVQQHEwdUb3JvbnRVMRAWDEYDVQQKEWdCYWXxhYm1OMRYwFAYD
VQQLEwW1Eb2N1bWVudGF@aW9uMRAWDEYDVQQDEwdiYWxhYm1OMSAwHgYJIKoZIhvcN
AQkBFhFjYXRhaWxAYmFsYWJpdC50dTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBAOGa9I2 jmV1VAVWEI/Wy7ahTeyaIjK52FQUXqxG80okOSD+nV74ZFUuiS
59X+20w1abqVGrDMgPNhSVpYXUVDUAUOIL IJW4ArAIoxDY6vDU9/4v9dDiQfEPlauw
OgNRjPS1MLZzjSOQDSKgPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc
3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDI9Y5N1dzKody7Hncs
X5kVIvO+Z6bBHfg/7wHWYysJIdwNuLreByTOvPMEWdA83k3Fy2gYNk7RcOBbRFbQTX
hJVFfUzSUWHVhFQtAb4diKU5voqepfNMCAWEAATANBgkqhkiGOwOBAQUFAAOCAQEA
R5DIWOHSEKoGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqV4TdnNaD+FvP
AB1kgbmC4hJAsjMLU2blne6m+SLmzhRuMxcA6x+fnYvcQT57IbRdq2E/403Geyuy
0jQE+nmoVD31DytIOXCfQvZhlltcbBE5hp5USme4PmNhY6QfUlgjsFjPfoVG7XDB
UNaUOWS6RVZPmML5IuvF9tqe96ES6DTjC8rBfQYVSOVN]jPNUMXOC8xstRSEG70JC
N5+4ImYnFNxSG20hZpFy@OFDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11l/Fzo7mt
qYyyD11d890UEYZ+aJQd/A==

----- END CERTIFICATE-----

The same certificate, as accepted by the SPS API:

"certificate": "----- BEGIN CERTIFICATE-----

\NMIIDNDCCA0QCCQDc5360b5tPQTANBgkghkiGOwWOBAQUFADCB]jzELMAKGATUEBhMC\nQOEXEDAOBENV
BAgTBO9udGFyaW8xEDAOBgNVBACTB1Rvcm9udG8XEDAOBgNVBAOT\nBOJIhbGFiaXQxFjAUBgNVBAsTDU
RvY3VtZW50YXRpb24xEDAOBgNVBAMTB2JhbGF i\naXQxIDAeBgkqhkiGOwOBCQEWEWNhdGFpbEBiYWxh
Ym10Lmh1MB4XDTE2MDQyMjE2\nMDAYN1oXDTE3MDQyMjE2MDAyN1owgY8xCzAIBgNVBAYTAKNBMRAWDE
YDVQQIEwdP\nbnRhcmlvMRAWDgYDVQQHEwWdUb3JvbnRVMRAWDEYDVQQKEwdCYWXhYm1OMRYWFAYD\nVQ
QLEw1Eb2N1bWVudGFOaWOuMRAWDEYDVQQDEwWdiYWxhYm1OMSAwWHEYIKoZIhvcN\nAQkBFhFjYXRhaWxA
YmFsYWJpdC50dTCCASIwDQYJKoZIhvcNAQEBBQADEggEPADCC\nNAQoCggEBAOGa9I2jmVIVAVWEI /Wy7a
hTeyaIjK52FQUXqxG80k0OSD+nV74ZFUuiS\n59X+20wl1aDqVGrDMgPNhSVpYXUvDUAUOILIWA4rAIoxDY
6vDU9/4v9dDiQfEPlauw\n@gNRjPS1IMLzjSOQDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG2
0SobPc\n3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDOY5N1dzKody7Hncs\nX5kVIv
0+Z26bBHfg/7wHWysJdwNuLreBy TOvPM6WdA83k3Fy2gYNk7RcOBbRFbQTX\nhJVfUzSUWHVhFQtAb4di
KU5voqepfNMCAWEAATANBgkghkiGOw@BAQUFAAOCAQEA\NR5DIWOHSEK0GkiI3cHC2VMnxP2rRhpTneh
6E1+DFnQPdjrXa+tnqV4TdnNaD+FvP\nAB1kgbmC4hJAsjMLU2b1lne6bm+SLmzhRuUMXcA6X+fnYvcQT57

= .
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IbRdq2E/40JGeyuy\n@jQE+nmoVD31DytIOXCFQvZhl1ltcbBES5hp5USme4PmNhY6QfUlgjsFjPfoVG7X
DB\nuNaUoWS6RvZPmL5IuvF9tqe96ES6DTjC8rBfQYVSoVN]jPNUMxOC8xstRSEG70Ic\nN5+4ImYnFN
XSG20hZpFy@OFDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11/Fzo7mt\nqYyyD11d890UEYZ+aJQd/A==
\n----- END CERTIFICATE----- \n"

Modify syslog server settings

To modify the syslog server settings, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/syslog endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.
R\ .
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Disk fill-up prevention

Contains the configuration options for preventing disk fill-up.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/disk_fillup_

prevention
Cookies

Cookie Description Required Values

name

session_  Contains the Required The value of the session ID cookie received

id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists disk fill-up prevention options.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/disk_fillup_prevention

Response

The following is a sample response received when listing disk fill-up prevention settings.

For more information on the meta object, see Message format on page 10.

{
"body": {
"archiving_enabled":
"enabled": true,

false,

"used_space_ratio limit": 80

(GNE IDENTITY
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}s

"key": "disk fillup_ prevention",

"meta": {
"first": "/api/configuration/management/certificates"”,
"href": "/api/configuration/management/disk_fillup prevention",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/email",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/certificates"”,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the configuration settings for disk fill-up
element  prevention.
(string)
archiving_  boolean Set to true to automatically start all configured
enabled archiving/cleanup jobs when disk usage goes over the
value of the used_space_ratio_limit element.
enabled boolean Set to true to enable disk fill-up prevention.
used_space_ int Disk utilization limit, in percent. When used disk space
ratio limit reaches this limit, SPS disconnects all clients.

Set to 0 to turn the feature off.

Modify disk fill-up prevention settings

To modify the disk fill-up prevention settings, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the disk fill-up configuration endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/disk fillup_ prevention endpoint. You can find
a detailed description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

=N .
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Mail settings

Configuration settings for SMTP server address and authentication, administrator e-mail,
and e-mail addresses for alerts and reports.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/email

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
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Cookie
name

Description Required Values

REST API. It is not related to the sessions
that SPS records (and which also have a

session ID, but in a different format).

Sample request

The follo

wing command lists mail settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/email

Response

The follo

wing is a sample response received when listing mail settings.

For more information on the meta object, see Message format on page 10.

{
"body": {
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",
"sender_address": null,
"smtp_auth": {
"enabled": false
}s
"smtp_encryption”: {
"selection": "disabled"
})
"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"
}
¥
"key": "email",
"meta": {
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/email”,
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/health_monitoring",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/disk_fillup_prevention",
"transaction": "/api/transaction"
}
}
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Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level Contains the configuration options for e-
element  mail.
(string)
admin_ string The e-mail address of the administrator
address of SPS.
alerting_ string The e-mail address where monitoring
address alerts are sent.
reporting_ string The e-mail address where traffic reports
address are sent.
sender string The address of the sender (SPS).
address
smtp_auth Top level Configures authentication to the SMTP
item server.
enabled boolean Set to true to enable authenticating to
the SMTP server.
password string References the password of the
authenticating user. You configure
passwords at the
/api/configuration/passwords/
endpoint.
To modify or add a password, use the
value of the returned key as the value of
the password element, and remove any
child elements (including the key).
username string The username for authenticating to the
SMTP server.
smtp_ Top level Configuration settings for encrypting the
encryption item communication between SPS and the
SMTP server.
smtp_server Top level Contains the address of the SMTP server.
item
selection string Defines the address type (IP or domain
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Quest

name). Possible values are:
o fqdn

The SMTP server address is
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Element

Type

Description

value

Elements of smtp_encryption

string

Type

provided as a fully qualified domain
name.

° ip
The SMTP server address is
provided as an IP address.

The address of the SMTP server.

Description

client_
authentication

enabled

x509_identity

selection

server_
certificate_
check
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Top level

item

boolean

string

Top level
item

Configures authenticating as a client with
an X.509 certificate.

Can only be enabled if the value of the
selection element is set to starttls.

Set to true to enable authenticating as a
client with an X.509 certificate.

Can only be enabled if the value of the
selection element of snmp_encryption is
set to starttls.

References the identifier of the
authenticating client's X.509 certificate.
You can configure certificates at the
/api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use
the value of the returned key as the value
of the x509_identity element, and
remove any child elements (including the
key). For details, see Certificates stored
on SPS on page 300.

Configures encrypted communication
with the SMTP server. The following
values are possible:

o disabled
Disables e-mail encryption.
o starttls
Enables STARTTLS encryption.

Configuration settings for validating the
SMTP server's certificate.

Can only be enabled if the value of the
selection element is set to starttls.
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Elements of smtp_encryption Type Description

enabled boolean Set to true to enable validating the SMTP
server's certificate.

Can only be enabled if the value of the
selection element of snmp_encryption is
set to starttls.

server_ string The CA certificate of the Certificate
certificate_ Authority.
ca

Examples:

Enable authentication to the SMTP server.

{
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",
"sender_address": null,
"smtp_auth": {
"enabled": true,
"password": {
"key": "aec663b5-f5bd-4c93-bb51-36fea3328e58",
"meta": {
"href": "/api/configuration/passwords/aec663b5-f5bd-4c93-bb51-
36fea3328e58"
}
}s
"username": "<smtp-username>"
s
"smtp_encryption": {
"selection": "disabled"
})
"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"
}
}

Configure STARTTLS encryption without certificate checks.

{
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",
"sender_address": null,
"smtp_auth": {
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"enabled": true,
"password": {
"key": "0210848a-b301-47d5-9023-779c5fe951f7",
"meta": {
"href": "/api/configuration/passwords/0210848a-b301-47d5-9023-
779c5fe951f7"
¥
}s
"username": "<smtp-username>"
s
"smtp_encryption": {
"client_authentication": {
"enabled": false
}J
"selection": "starttls",
"server_certificate_check": {
"enabled": false

}
})
"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"
}
}

Configure STARTTLS encryption with server certificate check, and authenticate as client
with an X.509 certificate.

{
"admin_address": "<admin-email>",
"alerting address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",

"sender_address": null,
"smtp_auth": {
"enabled": true,
"password": {
"key": "37716c4f-759d-4900-9740-€a22211498cf",
"meta": {
"href": "/api/configuration/passwords/37716c4f-759d-4900-9740-
€a22211498cf"
}
}J
"username": "<smtp-username>"
})
"smtp_encryption”: {
"client_authentication": {
"enabled": true,
"x509 identity": {
"key": "c3a23e32-d75b-46le-afc0-14d1f6692879",

= .
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"meta": {
"href": "/api/configuration/x509/c3a23e32-d75b-461le-afc0-14d1f6692879"
}
}
}J

"selection": "starttls",
"server_certificate_check": {
"enabled": true,
"server_certificate_ca": "<ca-cert>"
}
})

"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"

}

CA certificates

CA certificates must not contain any metadata. SPS uses only the key part of the
certificate.

To use a certificate with the SPS API, remove all metadata, and substitute line
breaks with \n.

The following is an example certificate, as used on the SPS web interface:

MIIDNDCCA0QCCQDCc5360b5tPQTANBgkghkiGOWOBAQUFADCB]zELMAKGA1UEBhMC
QOEXEDAOBgNVBAgTBO9udGFyaW8xEDAOBgNVBACTB1RvcmOudG8XEDAOBENVBAOT
BOJhbGFiaXQxFJjAUBgNVBASTDURVY3VtZW50YXRpb24xEDAOBgNVBAMTB2JhbGF1i
aXQxIDAeBgkghkiGOwOBCQEWEWNhdGFpbEBi1YWxhYm1OLmh1MB4XDTE2MDQYyMJE2
MDAYN1oXDTE3MDQyMjE2MDAyNlowgY8xCzAIBgNVBAYTAKNBMRAWDEYDVQQIEwdP
bnRhcmlvMRAWDEYDVQQHEwWdUb3JvbnRVMRAWDEYDVQQKEwWdCYWxhYm1OMRYwWFAYD
VQQLEwW1Eb2N1bWVudGF@aW9uMRAWDEYDVQQDEwdiYWxhYm1O@MSAwHEgYJIKoZIhvcN©jQE+nmoVD31DytIOXCfQvZhlltcbBEShp5USme4PmNhY6QfUlgjsFjPfoVG7XDB
uNaUoWS6RvZPmL5IuvFOtqe96ES6DTjC8rBfQYVSOoVN]jPNUMXOC8xstRSEG70]c
N5+4ImYNFNxSG20hZpFy@OFDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11l/Fzo7mt
qYyyD11d890UEYZ+aJQd/A==

————— END CERTIFICATE-----

= .
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The same certificate, as accepted by the SPS API:

"certificate": "----- BEGIN CERTIFICATE-----
\NMIIDNDCCA0QCCQDc5360b5tPQTANBgkghkiGOwWOBAQUFADCB]jzELMAKGALIUEBhMC\nQOEXEDAOBENV
BAgTBO9udGFyaW8xEDAOBgNVBACTB1RvcmOudG8XEDAOBgNVBAOT\nBOIhbGFiaXQxFjAUBgNVBAsTDU
RvY3VtZW50YXRpb24xEDAOBgNVBAMTB2JhbGF i\naXQxIDAeBgkqhkiGOwOBCQEWEWNhdGFpbEBiYWxh
Ym10Lmh1MB4XDTE2MDQyMjE2\nMDAYN1oXDTE3MDQyMjE2MDAYN1owgY8xCzAIBgNVBAYTAKNBMRAWDE
YDVQQIEwdP\nbnRhcmlvMRAWDgYDVQQHEwWdUb3JvbnRVMRAWDEYDVQQKEwdCYWXxhYm1OMRYWFAYD\nVQ
QLEw1Eb2N1bWVudGF@aWOuMRAWDgYDVQQDEwdiYWxhYm1OMSAwHEYIKoZIhvcN\nAQkBFhFjYXRhaWxA
YmFsYWJpdC50dTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCC\nAQoCggEBAOGa9I2jmVIVAVIWEI /Wy7a
hTeyaIjK52FQUXqxG80okOSD+nV74ZFUuiS\n59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOILIW4ArAIoxDY
6vDU9/4v9dDiQfEPlauw\n@gNRjPSIMLZzjSOQDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zF{fp9T+eDG2
oSobPc\n3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDI9Y5N1dzKody7Hncs\nX5kVIv
0+Z6bBHTg/7wHWysJdwNuLreByTOVPMEWdA83k3Fy2gYNk7RcOBbRFbQTX\nhIVFfUzSUWHVhFQtAb4di
KU5voqepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA\NR5DIWOHSEK0GkiI3cHC2VMnxP2rRhpTneh
6E1+DFnQPdjrXa+tnqvV4TdnNaD+FvP\nAB1lkgbmC4hJAsjMLU2blne6bm+SLmzhRuMxcA6Xx+fnYvcQT57
IbRdq2E/403Geyuy\n@jQE+nmoVD31DytIOXCfQvZhlltcbBE5hp5USme4dPmNhY6QfUlgjsFjPfoVG7X
DB\nuNaUoWS6RvZPmL5IuvF9tqe96ES6DTjC8rBfQYVSoVN]jPNUMxOC8xstRSEG70Ic\nN5+4ImYnFN
XxSG20hZpFy@OFDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11/Fzo7mt\nqYyyD11d890UEYZ+aJQd/A==
\n----- END CERTIFICATE----- \n"

Modify mail settings

To modify mail settings, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/email endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

201 Created The new resource was successfully created.
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Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Health monitoring

Configuration settings for monitoring the utilization of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/health_monitoring

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists health monitoring settings.

=N .
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curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/health_monitoring

Response

The following is a sample response received when listing health monitoring settings.

For more information on the meta object, see Message format on page 10.

{
"body": {
"maximum_disk _utilization_ratio": 80,
"maximum_loadl":
"maximum_loadl5": null,
"maximum_load5":
"maximum_swap_utilization_ratio": 70
¥
"key": "health_monitoring",
"meta": {
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/health_monitoring",
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/snmp",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/email”,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of
the endpoint.
body Top level element Contains health monitoring settings.

maximum_disk_
utilization_ratio
maximum_loadl
maximum_loadl5

maximum_load5

maximum_swap_
utilization_ratio
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(string)

int

int

int

int

int

The highest allowed value for disk
utilization (in %).

Average maximum for load for 1
minute.

Average maximum load for 15
minutes.

Average maximum load for 5
minutes.

The highest allowed value for swap
utilization (in %).
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Modify health monitoring settings

To modify health monitoring settings, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/health_monitoring endpoint.You can find a
detailed description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

SNMP settings

Contains the configuration endpoints for SNMP settings.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/snmp

=N .
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the endpoints for SNMP configuration settings.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/snmp

Response

The following is a sample response received when listing SNMP configuration endpoints.
For more information on the meta object, see Message format on page 10.

{
"items": [
{
"key": "trap",
"meta": {
"href": "/api/configuration/management/snmp/trap"
}
}
1B
"meta": {
"first": "/api/configuration/management/certificates",
"href": "/api/configuration/management/snmp",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/splunk_forwarder",
@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide 168
Quest

Basic settings



"parent": "/api/configuration/management",

"previous": "/api/configuration/management/health_monitoring",
"transaction": "/api/transaction”
}
}
Element Description
trap Configuration settings for SNMP traps.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

403 Unauthorized

404 NotFound

SNMP traps

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

Configuration settings for the address and protocol of the SNMP server.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/snmp/trap

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received

(GNE IDENTITY
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Cookie Description Required Values

name

id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration of the SNMP server.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/snmp/trap

Response

The following is a sample response received when listing the address and protocol settings
of the SNMP server.

For more information on the meta object, see Message format on page 10.

{
"body": {
"enabled": true,
"version": {
"selection": "2c",
"value": {
"community": "public",
"server": {
"selection": "ip",
"value": "10.20.30.40"
}
}
}
}J
"key": "trap",
"meta": {
"first": "/api/configuration/management/snmp/trap",
"href": "/api/configuration/management/snmp/trap",
"last": "/api/configuration/management/snmp/trap",
2 .
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"next": null,

Top level element, contains the ID of the endpoint.

Contains the address and protocol settings of the

"parent"”: "/api/configuration/management/snmp",
"previous": null,
“transaction": "/api/transaction”
}
}
Element Type Description
key string
body Top level
element SNMP server.
(string)

enabled boolean

version  Top level item

Set to true to send alerts to an SNMP server.

Contains the configuration settings for the server
address, and the SNMP protocol.

Elements of version Type Description
selection string  Defines the SNMP protocol to use.
Possible values are:
o 2C
Configures version 2c of the
SNMP protocol.
e 3
Configures version 3 of the
SNMP protocol.
value Top Contains the SNMP server address,
level and the protocol-specific settings.
item
auth_method string Required parameter when using

(GNE IDENTITY
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SNMP version 3. Configures
encrypted communication with the
SNMP server. Possible values are:

o md5: Use MD5 encryption. The
auth_password element must
reference a valid password.

o shal: Use SHA1 encryption.
The auth_password element
must reference a valid
password.
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Elements of version Type

Description

auth_ string
password

community string

encryption_ string
method

encryption_ string
password

Required parameter when using
SNMP version 3. References the
password used for authenticating to
the SNMP server. You can create
passwords at the
/api/configuration/passwords/
endpoint.

To modify or add a password, use
the value of the returned key as the
value of the password element, and
remove any child elements
(including the key).

The referenced password must be at
least 8 characters long, and can
contain letters (a-z, A-Z), numbers
(0-9) the special characters (!"#$%&"
() *+,;<=8@[\]" {|}_./:?-) and the
space character.

Must be used if version 2c of the
SNMP protocol is configured.

The name of the SNMP community.

Must be used if version 3 of the SNMP
protocol is configured.

Configures encrypted
communication with the SNMP
server. Possible values are:

« none: No encryption. The value
of the encryption_password
element must also be set to
null.

« aes: AES encryption. The
encryption_password element
must reference a valid
password.

o des: DES encryption. The
encryption_password element
must reference a valid
password.

Must be used if version 3 of the SNMP
protocol is configured.
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Elements of version Type Description

Set to null if the value of the
encryption_method is set to none.

References the password used for
encrypting the communication with
the SNMP server. You can create
passwords at the
/api/configuration/passwords/
endpoint.

To modify or add a password, use
the value of the returned key as the
value of the x509_identity element,
and remove any child elements
(including the key).

The referenced password must be at
least 8 characters long, and can
contain letters (a-z, A-Z), numbers
(0-9) the special characters (!"#$%&"
() *+,;<=8@[\]" {|}_./:?-) and the
space character.

engine_id string Must be used if version 3 of the SNMP
protocol is configured.

The Engine ID. Mustbe a a
hexadecimal number at least 10
digits long (for example,

0x0123456789ABCDEF).
server top Contains the IP address of FQDN of
level the SNMP server.

item

selection  string Defines the address type (IP or
domain name). Possible values are:

o fqdn

The SNMP server address is
provided as a fully qualified
domain name.

° ip
The SNMP server address is
provided as an IP address.

value string  The address of the SNMP server.
username string  Must be used if version 3 of the SNMP
= .
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Elements of version Type Description

protocol is configured.

The username for sending SNMP
traps.

Examples:

Configure a server with the SNMP v2c protcol.

{

"enabled": true,
"version": {
"selection": "2c",
"value": {
"community": "public",
"server": {
"selection": "ip",
"value": "<server-ip>"

}

Configure a server with the SNMP v3 protocol, and MD5 authentication.

{

"enabled": true,
"version": {
"selection": "3",
"value": {
"auth_method": "md5",
"auth_password": {
"key": "d21f3675-8dff-43c5-2982-17839390a6b3",
"meta": {
"href": "/api/configuration/passwords/d21f3675-8dff-43c5-a982-
17839390a6b3"

}
}s

"encryption_method": "none",
"encryption_password": null,
"engine_id": "<©x0123456789ABCDEF>",
"server": {

"selection": "ip",
"value": "<server-ip>"
= .
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}s

"username": "<username>"

Configure a server with the SNMP v3 protocol, SHA1 authentication, and AES-encrypted
communication.

"enabled": true,
"version": {
"selection": "3",
"value": {
"auth_method": "sha",
"auth_password": {
"key": "of5f646d-d6e7-4a4a-bc66-ead670faff3f",
"meta": {
"href": "/api/configuration/passwords/0f5f646d-d6e7-4a4a-bc66-
ead670faff3f"
}
¥

"encryption_method": "aes",
"encryption_password": {
"key": "6237d67a-b6b4-49e0-bof6-6d68doOfe8cc3”,
"meta": {
"href": "/api/configuration/passwords/6237d67a-b6b4-49e0-bof6-
6d68d0f08cc3"
}

3
"engine_id": "<@x0123456789ABCDEF>",

"server": {
"selection": "ip",
"value": "<server-ip>"

}s

"username": "<username>"

Modify SNMP trap settings

To modify the address and protocol settings for the SNMP server, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.
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2. Modify the JSON object of the SNMP trap endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/snmp/trap endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Local services: access for SNMP agents

External SNMP agents can query the basic status information of SPS. On this endpoint you
can configure on which interfaces can the users access SPS, and optionally restrict the
access to these interfaces, and configure authentication and encryption settings.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/snmp_agent

=N .
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/snmp_agent

Response

The following is a sample response received when listing the configuration options.
For more information on the meta object, see Message format on page 10.

{
"body": {
"access_restriction": {
"enabled": false
}J
"enabled": true,
"listen": [
{
"address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":

"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/address
es/1"

}
}s
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"port": 161

}
]J
"system_contact": "mycontact",
"system_description”: "mydescription”,
"system_location": "mylocation",
"version_2c": {
"community": "mycommunity",
"enabled": true
¥

"version_3": {
"enabled": true,
"users": [
{
"auth_method": "sha",
"auth_password": {
"key": "5476940c-ba38-4002-96d4-cb09d6921c68",
"meta": {
"href": "/api/configuration/passwords/5476940c-ba38-
4002-96d4-cb09d6921c68"
}
})
"encryption_method": "aes",
"encryption_password”: {
"key": "99782a91-63de-4a5c-82ff-b82273894dc7",
"meta": {
"href": "/api/configuration/passwords/99782a91-63de-
4a5c-82ff-b82273894dc7"

}
})
"username": "myusername"
}
]
}
}J
"key": "snmp_agent",
"meta": {
"first": "/api/configuration/local_services/admin_web",
"href": "/api/configuration/local_services/snmp_agent",
"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/ssh",
"parent": "/api/configuration/local_services",
"previous": "/api/configuration/local_services/postgresql”,
"transaction": "/api/transaction™
}

= .
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Element Type Description
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top  Contains the configuration options of the SNMP agent.
dy level
elem-
ent
(stri-
ng)
access_ JSON Enables and configures limitations on the clients that can
restri obje access the web interface, based on the IP address of the
ction ct clients.
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean addresses.
enabled bool- Enables the SNMP server. If this option is set to False, SPS
ean ignores every other option of this endpoint.
listen list Selects the network interface, IP address, and port where
the clients can access the web interface.
addre JSON A reference to a configured network interface and IP
ss obje- address where this local service accepts connections. For
ct example, if querying the interface
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/api/configuration/network/nics/nicl#interfaces/ff757
4025754b3df1647001/addresses/ returns the following
response:

{
"body": {
"interfaces": {
"@order": [
"ff7574025754b3df1647001"
])

"££7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
npn
]
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Element Type Description

bs
"name": "default",
"vlantag": ©
}
}s
"name": "ethe",
"speed": "auto"
bs
"key": "nic1",
"meta": {

"first": "/api/-
configuration/network/nics/nic1",
"href":
"/api/configuration/network/nics/nic1",
"last": "/api/-
configuration/network/nics/nic3",
"next":
"/api/configuration/network/nics/nic2",
"parent": "/api/-
configuration/network/nics",
"previous": null,
"transaction": "/api/transaction"
}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1"

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {
"key": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
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Element Type Description
"href": "/api/-
config-
uration/net-
work/n-
ics/n-
icl#interfaces/ff7574025754b3df1647001/addresses/1"
}
bs
port  integ- The port number where this local service accepts
er connections.
system_ strin- Optional. For example, it can contain the contact inform-
contact g ation of the SPS administrator.
system_ strin- Optional. For example, it can contain information of the
descri g SPS host.
ption
system_ strin- Optional. For example, it can contain the location of the
descri g SPS appliance.
ption
versio JSON Enables and configures SNMP queries using the SNMP v2c
n_2c obje- protocol. You can have both the SNMP v2c and v3 protocols
ct enabled at the same time. For example:
"version_2c": {
"community": "mycommunity",
"enabled": true
s
commu strin- Optional. Specifies the community to use.
nity g
enabl bool- Optional. Enables SNMP queries using the SNMP v2c¢
ed ean  protocol.
versio JSON Enables and configures SNMP queries using the SNMP v3
n_3 obje- protocol. You can have both the SNMP v2c and v3 protocols
ct enabled at the same time. You must configure an
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authentication method and a password, encryption is
optional. For example:

"version_3": {
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Element Type Description

"enabled": true,
"users": [

{

"auth_method": "sha",
"auth_password": {
"key": "5476940c-ba38-4002-96d4-

cb09d6921c68",

"meta": {
"href": "/api/-

configuration/passwords/5476940c-ba38-4002-96d4-
cb09d6921c68"

}
¥

"encryption_method": "aes",
"encryption_password": {
"key": "99782a91-63de-4a5c-82ff-

b82273894dc7",

"meta": {
"href": "/api/-

configuration/passwords/99782a91-63de-4a5c-82ff-

b82273894dc7"
}
b
"username": "myusername"
}
}
Elements of version_3 Type Description
enabled boolean  Optional. Enables SNMP queries using the SNMP
v2c protocol.
users JSON Contains the configuration parameters for the
object SNMP v3 protocol.
auth_method  string Required parameter when using SNMP version 3.
Configures encrypted communication with the
SNMP server. Possible values are:
« md5: Use MD5 encryption. The auth_password
element must reference a valid password.
o shal: Use SHA1 encryption. The auth_
password element must reference a valid
password.
auth_ string Required parameter when using SNMP version 3.
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Elements of version_3

Type

Description

password

encryption_
method

encryption_
password

username

(GNE IDENTITY

Quest

string

string

string

References the password used for authenticating
to the SNMP server. You can create passwords at
the /api/configuration/passwords/ endpoint.

To modify or add a password, use the value of the
returned key as the value of the x509_identity
element, and remove any child elements
(including the key).

The referenced password must be at least 8
characters long, and can contain letters (a-z, A-Z),
numbers (0-9) the special characters (! "#$%&"

() *+,;<=8@[\1*"{|}_./:?-) and the space
character.

Configures encrypted communication with the
SNMP server. Possible values are:

« none: No encryption. The value of the
encryption_password element must also be
set to null.

« aes: AES encryption. The encryption_
password element must reference a valid
password.

« des: DES encryption. The encryption_
password element must reference a valid
password.

Set to null if the value of the encryption_method is
set to none.

References the password used for encrypting the
communication with the SNMP server. You can
create passwords at the
/api/configuration/passwords/ endpoint.

To modify or add a password, use the value of the
returned key as the value of the x509_identity
element, and remove any child elements
(including the key).

The referenced password must be at least 8
characters long, and can contain letters (a-z, A-Z),
numbers (0-9) the special characters (! "#$%&"

() *+,;<=8@[\]"" {|}_./:2-) and the space
character.

The username for sending SNMP traps.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Alerting

Contains the endpoints for configuring alerting on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71do30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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Sample request

The following command lists alerting configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/alerting

Response

The following is a sample response received when listing alerting configuration endpoints.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"key": "system_alerts",
"meta": {
"href": "/api/configuration/alerting/system_alerts"”
}
})
{
"key": "traffic_alerts",
"meta": {
"href": "/api/configuration/alerting/traffic_alerts"”
}
}
1,
"meta":
"first": "/api/configuration/aaa",
"href": "/api/configuration/alerting",
"last": "/api/configuration/x509",
"next": "/api/configuration/datetime",
"parent": "/api/configuration",
"previous": "/api/configuration/aaa",
"transaction": "/api/transaction"
}
}
Element Description
system_alerts Configuration options for system-related alerts.
traffic_alerts Configuration options for traffic-related alerts.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.
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Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

System alerts

Configuration options for sending system-related alerts.

E-mail alerts, when enabled, are sent to the e-mail address configured in the alerting_
address element of the /api/configuration/management/email endoint.

SNMP alerts, when enabled, are sent to the SNMP server configured at the
/api/configuration/management/snmp/trap endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting/system_alerts

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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Sample request

The following command lists configuration options for system-related alerts.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/alerting/system_alerts

Response

The following is a sample response received when listing configuration options for system-
related alerts.

For more information on the meta object, see Message format on page 10.

{
llbodyll: {

"xcbAlert": {
"email": false,
"snmp": false

3

"xcbArchiveFailed": {
"email": false,
"snmp": false

s

"xcbBackupFailed": {
"email": false,
"snmp": false

3

"xcbBruteForceAttempt": {
"email": false,
"snmp": false

s

"xcbConfigChange": {
"email": false,
"snmp": false

3

"xcbDBError": {
"email": false,
"snmp": false

s

"xcbDiskFull": {
"email": false,
"snmp": false

3

"xcbError": {
"email": false,
"snmp": false

s

"xcbFirmwareTainted": {

= :
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"email": false,
"snmp": false

}s

"XcbHWError": {
"email": false,
"snmp": false

¥

"xcbHaNodeChanged": {
"email": false,
"snmp": false

}s

"xcbLicenseAlmostExpired": {
"email": false,
"snmp": false

¥

"xcbLimitReached": {
"email": false,
"snmp": false

}s

"xcbLoadAvgHigh": {
"email": false,
"snmp": false

¥

"xcbLogin": {
"email": false,
"snmp": false

}s

"xcbLoginFailure": {
"email": false,
"snmp": false

¥

"xcbLogout": {
"email": false,
"snmp": false

}s

"xcbRaidStatus": {
"email": false,
"snmp": false

¥

"xcbSwapFull": {
"email": false,
"snmp": false

}s

"xcbTimeSyncLost": {
"email": false,
"snmp": false

}s

"xcbTimestampError": {

N .
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"email": false,
"snmp": false

}
bs
"key": "system_alerts",
"meta": {
"first": "/api/configuration/alerting/system_alerts",
"href": "/api/configuration/alerting/system_alerts",
"last": "/api/configuration/alerting/traffic_alerts",
"next": "/api/configuration/alerting/traffic_alerts",
"parent"”: "/api/configuration/alerting",
"previous": null,
“"transaction": "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of
the endpoint.
body Top Contains the configuration options for
level system-related alerts.
element
(string)
xcbAlert Top General alert.
level
item
email boolean Setto true to enable e-mail alerts.
snmp  boolean Setto true to enable SNMP alerts.
xcbArchiveFailed Top Data archiving failure.
level
item
email boolean Setto true to enable e-mail alerts.
snmp  boolean Setto true to enable SNMP alerts.
xcbBackupFailed Top Data and configuration backup failure.
level
item
email boolean Setto true to enable e-mail alerts.
snmp  boolean Set to true to enable SNMP alerts.
xcbBruteForceAttempt Top Too many successive failed login
level attempts.
= .
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Element Type Description

item
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbConfigChange Top Configuration change.
level
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

XCcbDBError Top Database error occured.
level
item

email boolean Setto true to enable e-mail alerts.

snmp boolean Set to true to enable SNMP alerts.

xcbDiskFull Top Disk utilization reached the percentage
level configured in the maximum_disk_
item utilization_ratio element of the
api/con-
figuration/management/monitoring
endpoint.

email boolean Setto true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.

XcbError Top General error.
level
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.

xcbFirmwareTainted Top The firmware is tainted.
level
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

XCbHWError Top Hardware error.
level
item

email boolean Setto true to enable e-mail alerts.

= .
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Element Type Description
snmp boolean Set to true to enable SNMP alerts.
xcbHaNodeChanged Top HA node state changed.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.
xcbLicenseAlmostExpir Top License expires soon.
ed level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.
xcbLimitReached Top License limit reached.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.
xcbLoadAvgHigh Top The average load exceeded any of the
level values configured in the maximum_
item loadl, maximum_load5 or maximum_
load15 elements of the api/con-
figuration/management/monitoring
endpoint.
email boolean Setto trueto enable e-mail alerts.
snmp  boolean Setto true to enable SNMP alerts.
xcbLogin Top Successful login.
level
item
email boolean Set to true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.
xcbLoginFailure Top Failed login.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.
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Element Type Description

xcbLogout Top Logout from the web configuration
level interface.
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbRaidStatus Top RAID status changed.
level
item

email boolean Setto true to enable e-mail alerts.

snmp boolean Setto true to enable SNMP alerts.

xcbSwapFull Top The utilization of the swap exceeded
level the value configured in the maximum_
item swap_utilization_ratio element of
the api/con-
figuration/management/monitoring
endpoint.

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbTimeSynclLost Top Time sync lost.
level
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbTimestampError Top Time stamping error.
level
item

email boolean Setto true to enable e-mail alerts.

snmp  boolean Setto true to enable SNMP alerts.

Modify a system-related alert

To enable or disable an alert, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.
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2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/alerting/system_alerts endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

201 Created
401 Unauthenticated

403 Unauthorized

404 NotFound

Traffic alerts

The new resource was successfully created.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

Configuration options for sending traffic-related alerts.

E-mail alerts, when enabled, are sent to the e-mail address configured in the alerting_
address element of the /api/configuration/management/email endoint.

SNMP alerts, when enabled, are sent to the SNMP server configured at the
/api/configuration/management/snmp/trap endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting/traffic_alerts
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Cookies

Cookie Description
name

Required

Values

session_  Contains the

id authentication
token of the
user

Sample request

The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71de30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the configuration options for traffic-related alerts..

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/alerting/traffic_alerts

Response

The following is a sample response received when listing the configuration options for

traffic-related alerts.

For more information on the meta object, see Message format on page 10.

{
"body": {

"scbAuthFailure": {
"email": false,
"snmp": false

¥

"scbAuthSuccess": {
"email": false,
"snmp": false

}s

"scbChannelDenied": {
"email": false,
"snmp": false

}s

"scbConnectionDenied":

"email": false,
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"snmp": false

¥

"scbConnectionFailed": {
"email": false,
"snmp": false

¥

"scbConnectionTimedout™: {
"email": false,
"snmp": false

¥

"scbCredStoreClosed": {
"email": false,
"snmp": false

¥

"scbCredStoreDecryptError™: {
"email": false,
"snmp": false

¥

"scbCredStoreUnlockFailure": {
"email": false,
"snmp": false

¥

"scbGWAuthFailure": {
"email": false,
"snmp": false

¥

"scbGWAuthSuccess": {
"email": false,
"snmp": false

¥

"scbProtocolViolation": {
"email": false,
"snmp": false

¥

"scbRealTimeAlert": {
"email": false,
"snmp": false

¥

"scbSshHostKeylLearned": {
"email": false,
"snmp": false

¥

"scbSshHostKeyMismatch": {
"email": false,
"snmp": false

¥

"scbUserMappingFailure": {
"email": false,
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"snmp": false

}
}s
"key": "traffic_alerts",
"meta": {
"first": "/api/configuration/alerting/system_alerts",
"href": "/api/configuration/alerting/traffic_alerts",
"last": "/api/configuration/alerting/traffic_alerts",
"next": null,
"parent"”: "/api/configuration/alerting",
"previous": "/api/configuration/alerting/system_alerts",
“"transaction": "/api/transaction”
}
}
Element Type Description
key string Top level element, contains
the ID of the endpoint.
body Top level Contains the configuration
element options for traffic-related
(string) alerts.
scbAuthFailure Top level User authentication failed.
item
email  boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbAuthSuccess Top level Successful user authen-
item tication.
email  boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbChannelDenied Top level Channel opening denied.
item
email  boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbConnectionDenied Top level Connection denied.
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Element Type Description

item
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbConnectionFailed Top level Connection to the server
item failed.
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbConnectionTimedout Top level Connection timed out.
item
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbCredStoreClosed Top level The requested credential
item store is closed.
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbCredStoreDecryptError Top level Failure to decrypt a creden-
item tial.
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbCredStoreUnlockFailure Top level Failure to unlock the
item credential store.
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
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Element Type Description
scbGWAuthFailure Top level The user failed to authen-
item ticate on the gateway.
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbGWAuthSuccess Top level Successful authentication
item on the gateway.
email  boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbProtocolViolation Top level Protocol violation.
item
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbRealTimeAlert Top level Real-time audit event
item detected.
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbSshHostKeylLearned Top level New SSH host key learned.
item
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.
scbSshHostKeyMismatch Top level SSH host key mismatch.
item
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
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Element Type Description

scbUserMappingFailure Top level User mapping failed on the
item gateway.
email boolean Set to true to enable e-
mail alerts.
snmp boolean Set to true to enable SNMP
alerts.

Modify a traffic-related alert

To enable or disable an alert, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/alerting/traffic_alerts endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.
R\ .
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Trust stores

Trust stores serve as local certificate storages where users can store the certificate chains
of trusted Certificate Authorities (CAs). These certificates are then used to ensure secure
communication between external parties and the SPS.

There are two types of trust stores: built-in and custom.

The built-in trust store has well known root CAs (such as Google, Microsoft, Verisign, etc.),
and it is not modifiable.

Before establishing secure communication (TLS), SPS verifies the certificate of the other
party using the assigned trust store. Only certificates signed by any of the CAs in the trust
store are accepted.

NOTE: CRL URLs must be listed explicitly in the appropriate field, as those CRL URLs that
are embedded in the extensions of the certificates, will be ignored.

URL

GET https://<IP-address-of-SPS>/api/configuration/trust_stores

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Operations with the trust_stores endpoint include:

Operation HTTP URL Notes
method
Create a POST /api/configuration/trust_ The name of the trust store must
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Operation HTTP URL Notes
method
trust store stores be unique.
List trust GET /api/configuration/trust_ Users who were not given read
stores stores access to the trust_stores
endpoint explicitly, are still able
to retrieve information from it, if
they have access to other
/configuration related
endpoints, which reference trust
stores.
Examples of trust store referrer
ACL (read access):
e /pages/starlingjoin
e /config/xcb/aaa/settings
e /config/scb/pol_ldaps
Query a GET /api/configuration/trust_
trust store stores/<id of the trust
store>
Query the GET /api/configuration/trust_
built-in trust stores/-7001
store
Update a PUT /api/configuration/trust_ Users who were not given access
trust store stores/<id of the trust to the trust_stores endpoint
store> explicitly, but are still able to
retrieve information from it
because they have access to
configuration endpoints which
reference trust stores, are
unable to modify trust stores.
With the exception of
/config/xcb/management, where
the same access level is granted
to the trust stores for the user as
they have for
/config/xcb/management.
Delete a DELETE /api/configuration/trust_

trust store
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Sample request

The following command lists the trust stores:

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/trust_stores

Response

The following is a sample response received when listing trust stores.

For more information on the meta object, see Message format on page 10.

"items": [
{
"key": "-7001",
"meta": {
"href": "/api/configuration/trust_stores/-7001"
fo
"body": {
"name": "Built-in",
"revocation_check": "none",
"trust_store_type": "built-in"
b
Yo

{
"key": "XXXXXXXX=XXXX=XXXX=-XXXX-XXXXXXXXKXXXX",

"meta": {

"href": "/api/configuration/trust_stores/XXXXXXXX-XXXX-XXXX-XXXX-

YO0 0000000006

}I
"body": {

"name": "My_Custom_Trust_Store",

"authorities": [

{
"fingerprint": {

"digest":
"01:25:1f:a2:df:2a:31:1a:29:7a:ba:43:c4:03:42:a5:d7:30:ec:2d:e0:d7:7a:72:a7:1b:
c3:99:¢c5:6¢:10:ea",

"hash_algorithm": "sha256"

Yo

"issuer": "C=HU/ST=Budapest/L=None/O=Internet Widgits Pty
Ltd/OU=None/CN=None/emailAddress=None",

"pem";: "----- BEGIN CERTIFICATE-----
\nMIIDZzCCAk+gAwIBAgIUMII5+EgTDAh2zqRDGYrzFRyozI8wDQYJKoZIhvcNAQEL\nBQ
AwQzELMAKGA1UEBhMCSFUXETAPBgNVBAgMCEJ1ZGFWZXNOMSEWHwWYDVQQKDBhI\n
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bnRIcm5ldCBXaWRnaXRzIFB0eSBMdGQwWHhcNMTQwODEYMTIzNjQ4WhcNMzQwNjE4\n
MTIzNjQ4WjBDMQswCQYDVQQGEWIIVTERMA8SGA1UECAWIQnVKYXBIc3QxITAfBgNV\nB
AOMGEIludGVybmVO0IFdpZGdpdHMgUHR5IEX0ZDCCASIwDQYJIKoZIhveNAQEBBQAD\Nngg
EPADCCAQoCggEBALffIBDD6A/ZGBTgFbyLXHuUlU+hGnMW3DoPo2g4HY1/FfbkS\nrzmK
+Fiz+3Ew]JCWi+EwK9mgve/nh6YRRw/VaAVQ7CkA7f7to+17gP647Bq1wk0Ih\nBVEININO
IfFYYSumGxzPotw/fon1MkXuMbLcOPr/vFX3NQC7/STAV5dZFcdboXDA7\nZZ3rzBIr93ThO
bsGj01MRO6wrS3rfE7Px9D7C2u9YSkP30Q1Sfm/jqyLNaT6ext4i\nhrLnfYEc8mClInrlvILi+q
/D6mMIUSjb4IGvergAyl4jgPjO02UcvBzOIAStDIBIBI\NQXxZx+T620ubmEwWOI9Q0G8RAWKZ
75zrBcXEjXhYUCAWEAAaNTMFEWHQYDVROOBBYE\nFCDfEeq5Hsm8jMrG110iNpt5cikTM
B8GA1UdIwQYMBaAFCDfEeq5Hsm8jMrG110i\nNpt5cikTMAS8GA1UdEWEB/WQFMAMBAf8
wDQYJKoZIhvcNAQELBQADggEBAK3iizM4\nCx69YD+4CWOUswULrCJA38C+nDYONLbN
kact8JKXqCn/MaZTII+dZoV9RjjX4AzA\nPTQkZT+RoVeCZyt+qWHMdjg6koabXwQmXNo
zUtaxEZTrnoUDEWtNIbjV/gNtRcSG\nsU7i9L2YnwDzTwOcR/pulHykg8fwgNgjQGYnmXt]
spMkKAtVelCrtnPLiC6]IBrog\n5GZF58sHx5+g0O0RkqdzJgRAGnImdfAahgfHmMKRFmMxoxW
LyylIRygDgQ+KqgcaDvZI+\ni36M+NQHVrDX4jo4CFoXhFISOepvtDOpmzoWhugwDNMPuU
1IEY7//CIBXQnjp+uf\nLO6PSNMMKDGi9Dk=\n----- END CERTIFICATE----- \n",
"subject": "C=HU/ST=Budapest/L=None/O=Internet Widgits Pty
Ltd/OU=None/CN=None/emailAddress=None"
b
1
"crl_urls": [
"http://crl.it/sec"
]I

"revocation_check": "full",
"trust_store_type": "custom"
b
b
]

b

Elements of the response message body include:

Elements Type Description Notes
of items
items object  List of JISON objects available
array from the current endpoint.
key string The ID of the trust store. Each trust store has a
unique key.

The built-in trust
store's ID is "-7001".

meta  string  The href field contains the URL of
(uri) the trust store.

body
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Elements Type Description Notes
of body
body object  Top level
element.
name string The name of The name field is set by the user
the trust and it must be unique.
store. For example:
"name": "My_Custom_Trust_
Store".
The built-in trust store's name is
"Built-in".
authorities
crl_urls string The crl_urls If a trust store that uses
array field contains  certificate revocation lists (CRLs)
the list of CRL does not work properly, it might
web addresses be due to invalid or inaccessible
(HTTPor CRL URLs. Troubleshooting can
HTTPs URLSs) involve checking whether all
used for revoc- URLs of the CA CRL URL list are
ation check. valid, and can be accessed from
the SPS via the Basic Settings /
Troubleshooting / Connect to
TCP port function in the Web UI.
revocation_  enum The type of Possible values: "full", "leaf",
check the revocation "none".
check. "full" - The crl_urls field must
contain CRL URLs for all of the
CAs that are part of the chain of a
given certificate which is being
verified.
"leaf" - The crl_urls field must
contain at least the CRL URL of
the CA which signed the
certificate which is being
validated.
"none" - The crl_urls field must
be empty.
trust_store_ enum The type of Possible values: "built-in",
type the trust "custom".
store.
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Elements Type Description Notes

of body
type of trust store is read-only.
There is no CRL check involved,
and it cannot be removed.
Elements of Type Description Notes
authorities
authorities array List of Certificate Authorities.
fingerprint
issuer string  The name of the entity that

signed the certificate.

pem string  The certificate in PEM format.
subject string  The subject of the certificate.
Elements of Type Description Notes
fingerprint
fingerprint A two-piece byte sequence consisting of
a hash algorithm and a message digest.
digest string  The string of digits produced by the
hash algorithm.
hash_ string  The name of the hash algorithm.
algorithm

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

400 SyntacticError A value to be set is not
accepted syntactically.
The details section
contains the path that
was found to be invalid.

Possible syntactic error
messages related to
trust store:
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Code Description Notes

o Theuseris not
allowed to create
a built-in trust
store or edit or
delete the existing
one.

o When revocation_
check is set to
"none", the crl_
urls field must be
empty. The user
cannot add any
elementto crl_
urls.

« When revocation_
check is set
to "full" or "leaf",
the crl_urls
cannot be empty.

400 SemanticError The configuration
contains semantic
errors, inconsistencies
or other problems that
would put the system
into an unreliable state if
the configuration had
been applied. The
details section contains
the errors that were
found in the
configuration.

Possible semantic error
messages related to
trust store:

« The name of the
trust stores must
be unique.

« The authorities of
a trust store must
be unique.

o« The CRLURLs of a
trust store must
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Code Description Notes

be unique.

401 Unauthenticated The requested resource
cannot be retrieved
because the client is not
authenticated and the
resource requires author-
ization to access it. The
details section contains
the path that was
attempted to be
accessed, but could not
be retrieved.

403 Unauthorized The requested resource
cannot be retrieved
because the client is not
authorized to access it.
The details section
contains the path that
was attempted to be
accessed, but could not
be retrieved.

Enabling One Identity Safeguard
Remote Access without Starling Join

Enable the One Identity Safeguard Remote Access (SRA) feature of One Identity Starling
without Starling Join information.

NOTE: You cannot configure Starling Join through the resource configuration endpoint
(/api/configuration/starling), only through the dedicated /starling/join endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/starling
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /starling endpoint include:

Operation HTTP URL Notes
method

Query One GET /api/configuration/starling The value of the join_info

Identity field is null.

Starling Join

without a

join to One

Identity

Starling

Query One GET /api/configuration/starling The values of the join_info

Identity field are environment,

Starling Join product_instance, and

after join product_tims.

Enable SRA PUT /api/configuration/starling SRA can be enabled only if
the node is joined to One
Identity Starling. Use the
starling/join endpoint to
join to One Identity
Starling.

Disable SRA PUT /api/configuration/starling To disable SRA to One
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Identity Starling, the
enabled field must be set to
false.
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Enable SRA

To enable SRA with the use of the /starling endpoint, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Setthe enabled parameter of remote_access to true.
Sample request
The following command enables SRA to join to One Identity Starling.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/starling

{
"join_info": {
"environment": "prod",
"product_instance": "starling-joiner-11111111-1111-1111-1111-
111111111111",
"product_tims": "123-456-789"
¥
"remote_access":
{
"enabled": true
}
}

Elements of the request message body include:

Elements Type Description Notes

join_info object

join_info.en- string The environment  Possible values: prod.
vironment of the product.

join_ string The instance of

info.product_ the product.

instance

join_ string The TIMS license

info.product_tims of the product

remote_access To disable SRA to One Identity

Starling, the enabled field
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Elements Type Description Notes
must be set to false.
remote_ boolean Enables or Possible values: true, false
access.enabled disables SRA to
One Identity
Starling.
key Possible values: starling

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Response

The response is a regular meta object.

For more information on the meta object, see Message format on page 10.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Endpoint-specific HTTP response codes for this request:

HTTP Status / Error Description

response

code

403 RemoteAccessDependsOnStarlingJoinError SRA to One Identity Starling
can only be enabled, if the
node is joined to One Identity
Starling. Use the
/starling/join endpoint to
join to One Identity Starling.

403 StarlingJoinInfolsReadOnlyError You cannot join or unjoin from

Standard HTTP response codes for this request:

One Identity Starling at the
resource configuration
endpoint

(
/api/configuration/starling
), as the One Identity Starling
join_info field is read-only.
Use the /starling/join
endpoint to join or unjoin from
One Identity Starling.

=N .
@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide 10

Quest

Basic settings



o 400 SyntacticError
e« 400 SemanticError
e 401 Unauthenticated

Managing Starling Join

NOTE: You cannot manage Starling Join through the resource configuration endpoint
(/api/configuration/starling), only through the dedicated /starling/join endpoint.

Retrieving One Identity Starling Join information

Check whether your SPS appliance is joined to the One Identity Starling platform.

If you are interested which One Identity Starling services are available to you, you can
list them at the Retrieving the status of services related to Starling Join/Unjoin on page

215 endpoint.

URL

GET https://<IP-address-of-SPS>/api/starling/join

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71do30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

HTTP GET operations with the /starling/join endpoint include:
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Operation HTTP
method

URL

Notes

Querying GET
Starling Join
endpoint

from a

browser

without

TIMS

Querying
Starling Join
endpoint
when joined
from a
browser
without
TIMS

Querying
Starling Join
info without
TIMS

Querying
Starling Join
info when
joined
without
TIMS

Querying GET
Starling Join
endpoint

from a

browser with

TIMS

Querying
Starling Join
endpoint
when joined
from a
browser with
TIMS

Querying
Starling Join
info with
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/api/starling/join

/api/starling/join?product_
tims=<TIMS value>

Example of TIMS
value: product_
tims=222-333-444 .
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Operation HTTP

method

URL Notes

TIMS

Querying
Starling Join
info when
joined with
TIMS

Sample request

The following command queries the /starling/join endpoint when joined from a browser

without TIMS.

curl --cookie cookies https://<IP-address-of-SPS>/api/starling/join

Response

The following is a sample response.

For more information on the meta object, see Message format on page 10.

{
"body":
{
"joined": true,
"product_instance": "starling-joiner-11111111-1111-1111-1111-
111111111111°",
"product_name": "Safeguard",
"product_tims": "123-456-789"

Elements of the response message body include:

Elements Type

Description Notes

joined boolean
product_ string
instance

product_ string
name

product_ string
tims
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Identity Starling or unjoined from it.

The instance of the product.

The name of the product.

The TIMS license of the product.
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NOTE: While it is possible to send a POST HTTP request to the /starling/join
endpoint, if you want to join your SPS appliance to One Identity Starling, visit the SPS
web interface and initiate the join process under Basic Settings > Starling Integ-
ration > Start join.

Unjoining SPS from One Identity Starling

Use the /starling/join endpoint to unjoin your SPS appliance from One Identity Starling.

URL

DELETE https://<IP-address-of-SPS>/api/starling/join

Operations

HTTP DELETE operations with the /starling/join endpoint include:

Operation HTTP URL Notes

method
Unjoining DELETE /api/starling/join Unjoining One Identity
One Identity Starling in a regular way is
Starling not possible while One

Identity Safeguard
Remote Access (SRA) is
enabled. To unjoin One
Identity Starling, first you
must disable SRA.

Force DELETE /api/starling/join?force=true  The Force Unjoin
unjoining functionality works even
One Identity when SRA is enabled.
Starling

HTTP response codes

HTTP response codes comprise of standard or endpoint-specific HTTP status and error
codes. The following table lists the endpoint-specific HTTP response codes for this request.

HTTP Status / Error Description

response

code

400 MissingCredentialStringError The mandatory credential_

string parameter is not
specified for One Identity
Starling Join.
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HTTP Status / Error Description
response
code

400 MissingProductIinstanceError The mandatory product_
instance parameter is not
specified for One Identity
Starling Join.

403 OpenTransactionError The attempt to join to One
Identity Starling was
unsuccessful, as the
transaction was still open. To
join to One Identity Starling,
you must first close the
previous transaction.

403 ForbiddenActionError Forbidden action. To unjoin
from One Identity Starling,
use the /starling/join
endpoint.

403 StarlingJoinIsInUseByRemoteAccessError  Unjoining One Identity
Starling is not allowed while
One Identity Safeguard
Remote Access (SRA) is in
use. Disable SRA in the
configuration before unjoining
from One Identity Starling.

For more information and a list of standard HTTP response codes, see Application level
error codes on page 41.

Retrieving the status of services related to
Starling Join/Unjoin

Use the /status endpoint to retrieve information about the availability of the services
needed for Starling Join, or Starling Unjoin.

URL

GET https://<IP-address-of-SPS>/api/starling/join/status
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command returns information about the availability of the services needed
for Starling Join, or Starling Unjoin .

curl --cookie cookies https://<IP-address-of-SPS>/api/starling/join/status

Response

The following is a sample response.

For more information on the meta object, see Message format on page 10.

{

"internet_connection": {
"error": "N/A",
"status": true

}J

"meta": {
"href": "/api/starling/status”,
"parent": "/api/starling",
"remaining_seconds": 593

¥

"proxy": true,

"starling_status": {
"Account Email Notifications"™: "operational",
"Account Services Portal": "operational”,
"Active Roles On Demand": "operational",
"CertAccess": "operational”,
"Connect": "operational",
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"Database Service": "operational"”,

"Hybrid Subscription": "operational”,

"Identity Manager On Demand": "operational”,

"Job Service": "operational”,

"One Identity Starling": "operational”,

"Password Manager On Demand": "operational”,

"Safeguard On Demand": "operational”,

"Safeguard Remote Access": "operational”,

"Safeguard for Privileged Passwords On Demand": "operational",
"Safeguard for Privileged Sessions On Demand": "operational",
"Subscription and Billing": "operational”,

"Two-Factor Authentication": "operational”,

"Web UI": "operational™

1

"verdict": true

Elements of the response message body include:

Elements Type Description Notes
internet_ object Indicates whether or not the SPS
connection appliance can connect to the
status endpoint
(
oneidentitycloud.statuspage.io).
internet_connec- string The description of the error. If
tion.error no error occurred, the value is
N/A.
internet_ boolean  The value is true, if the SPS
connection.status appliance could connect to the

status page.

The value is false, if thereis no
Internet connection.

proxy boolean Indicates whether or not a proxy
server is configured.

starling_status enum Enumeration of the different NOTE: starling_
One Identity Starling-related status lists all
services and their current available One
status. Identity Starling-

related services,
however, to

Starling Join/Un-
join to work, only
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Elements Type

Description Notes

verdict

boolean

HTTP response codes

the status of the
One Identity
Starling service is
relevant.

The value is true if SPS can
connect to the status page, a
proxy is enabled, and the
relevant service(s) are
operational.

Standard HTTP response codes for this request:

« 400 InvalidReque

stBody

o 400 SyntacticError

e 400 SemanticError
« 401 Unauthenticated
e 403 Unauthorized

For more information and a list of standard HTTP response codes, see Application level

error codes on page 41.
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User management and access

control

User management and access control

The AAA endpoint contains the configuration endpoints for the authentication,
authorization, and account (AAA) settings of the users who access SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the AAA configuration endpoints.
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curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/

Response

The following is a sample response received when listing AAA configuration endpoints.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"key": "acls",
"meta": {
"href": "/api/configuration/aaa/acls"”
}
¥
{
"key": "ldap_servers",
"meta": {
"href": "/api/configuration/aaa/ldap_servers"”
}
¥
{
"key": "local_database",
"meta": {
"href": "/api/configuration/aaa/local_database"
}
}J
{
"key": "login_methods",
"meta": {
"href": "/api/configuration/aaa/login_methods"
}
}s
{
"key": "settings",
"meta": {
"href": "/api/configuration/aaa/settings"
}
}
1,
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/aaa",
"last": "/api/configuration/x509",
"next": "/api/configuration/alerting",
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"parent": "/api/configuration",
"previous": null,

"transaction": "/api/transaction”
}
}
Element Description
acls Access control settings for usergroups.
ldap_servers  LDAP server configuration for authentication, authorization, and
accounting.
local_ Local users and usergroups.

database
login_methods Multiple login method configuration for SPS.

settings Authentication and user database settings.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Login settings

Use login settings to control the web login access of administrators and users to SPS.
With the /aaa/settings endpoint you can configure the following three security
enhancing measures:
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« Protecting against brute-force attacks
o Authentication banner

« Web interface timeout

For more information, see the corresponding sections in One Identity Safeguard for
Privileged Sessions Administration Guide.

URL

POST https://<IP-address-of-SPS>/api/configuration/aaa/settings

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /aaa/settings endpoint include:

Operation HTTP method URL Notes

Creating login settings  GET /api/configuration/aaa/settings

Retrieving login settings POST

Sample request

The following command lists the login settings.

curl -X GET -b "${COOKIE_PATH}" https://<IP-address-of-
SPS>/api/configuration/aaa/settings
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Response

The following is a sample response received when listing login settings.

For more information on the meta object, see Message format on page 10.

{
"key": "SettingS",
"body": {
"authentication_banner": "",

"bruteforce_protection": {
"attempt_limit": 20,
"lockout_minutes": 10

}s

"webinterface_timeout": 10

Elements of the request message body include:

Element Type Description Notes
authentication_ string Displays a banner with a If you specify
banner configurable text on the web and an empty
console login screen of SPS. Users  string, then no
will see the banner every time they authentication
try to log in to SPS. The login banner will
screen displays the banner textas  show.
plain text, with whitespaces
preserved.
bruteforce_ JSON Protects the web login addresses of
protection object administrators and users against
brute-force attacks. After the users
reach the configured number of
unsuccessful login attempts, SPS
denies all following attempts for
the configured time.
bruteforce_ number  The number of unnsuccessful login  Value range: 1-
protection.attempt_ attempts before the user name or 50 attempts
limit the IP address is locked out. If the

number of subsequent unsuc-
cessful login attempts exceeds this
limit, the IP address or the user
name will be blocked for a period,
which is specified in bruteforce_
protection.lockout_minutes,
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Element Type Description Notes

bruteforce_ number  The period of time for which the Value range: 1-
protection.lockout_ user or the IP address is locked out 720 minutes
minutes from using the SPS appliance. Itis

Default value:

measured in minutes. 10 minutes

webinterface_timeout number  The period of inactivity after which  Value range: 5-
SPS terminates the web session of 720 minutes

a user. It is measured in minutes. Default value:

10 minutes

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.

Privileges of usergroups

This endpoint lists the usergroups configured on SPS, and the privileges (ACLs) of
each group.

Note that currently you cannot edit the privileges (ACLs) of the groups using the REST
API. If you change the privileges of a usergroup on the SPS web interface, the changes will
apply to the users when they authenticate again on SPS, the privileges of active sessions
are not affected.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/acls

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
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Cookie Description Required Values
name

tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the local users.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/acls

Response

The following is a sample response received when querying the endpoint.

For more information on the meta object, see Message format on page 10.

{
Ilbodyll: [
{
"group": "basic-view",
"objects": [
"/special/basic"
1,
"permission": "read"
¥
{
"group": "basic-write",
"objects": [
"/special/basic"
1,
"permission”: "write"
¥
{
"group": "auth-view",
"objects": [
"/special/auth"
1,
"permission”: "read"
¥
{
"group": "auth-write",
"objects": [
"/special/auth"
1,
"permission": "write"
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{
"group": "search",
"objects": [
"/special/searchmenu™
1,
"permission": "read"
s
{
"group": "changelog",
"objects": [
"/special/changelog"
1,
"permission”: "read"
s
{
"group": "policies-view",
"objects": [
"/special/pol™
1,
"permission”: "read"
s
{
"group": "policies-write",
"objects": [
"/special/pol™
1,
"permission”: "write"
s
{
"group": "ssh-view",
"objects": [
"/special/ssh"
1,
"permission": "read"
s
{
"group": "ssh-write",
"objects": [
"/special/ssh"
1,
"permission": "write"
s
{
"group": "rdp-view",
"objects": [
"/special/rdp"
1,

Y .
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"permission": "read"

¥
{
"group": "rdp-write",
"objects": [
"/special/rdp"
1,
"permission": "write"
¥
{
"group": "telnet-view",
"objects": [
"/special/telnet"
1,
"permission": "read"
¥
{
"group": "telnet-write",
"objects": [
"/special/telnet"
1,
"permission”: "write"
¥
{
"group": "vnc-view",
"objects": [
"/special/vnc"
1,
"permission”: "read"
¥
{
"group": "vnc-write",
"objects": [
"/special/vnc"
1,
"permission”: "write"
¥
{
"group": "indexing",
"objects": [
"/special/search/search",
"/special/bap"
1,
"permission”: "write"
¥
{
"group": "ica-view",
"objects": [

=N .
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"/special/ica"

1,
"permission”: "read"
}J
{
"group": "ica-write",
"objects": [
"/special/ica"
1,
"permission”: "write"
}J
{
"group": "http-view",
"objects": [
"/special/http"
1,
"permission": "read"
¥
{
"group": "http-write",
"objects": [
"/special/http"
1,
"permission": "write"
¥
{
"group": "indexer-view",
"objects": [
"/special/indexer"
]J
"permission": "read"
¥
{
"group": "indexer-write",
"objects": [
"/special/indexer"
])
"permission”: "write"
¥
1
"key": "acls",
"meta": {
"first": "/api/configuration/aaa/acls”,
"href": "/api/configuration/aaa/acls"”,
"last": "/api/configuration/aaa/settings”,
"next": "/api/configuration/aaa/local_database",
"parent": "/api/configuration/aaa",

"previous": null,

N .
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"transaction":

Element Type

"/api/transaction”

Description

body

group

objects

permission

Status and error codes

Top level Contains the properties of the user.

element
(JSON object)

string The name of the usergroup.

list The list of privileges that the group has
access to.

read | write The type of the permission. The group needs

write access to configure an object, or to
perform certain actions.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

403 Unauthorized

404 NotFound

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

Audit data access rules

This endpoint enables you to restrict the search and access privileges of usergroups to

audit data.

URL

GET https://<IP-address-of-SPS>/api/acl/audit_data

(GNE IDENTITY
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the available audit data access rules.

curl --cookie cookies https://<IP-address-of-SPS>/api/acl/audit_data

Response

The following is a sample response received when querying the endpoint.

For more information on the meta object, see Message format on page 10.

{

"items": [

"key": "autogenerated-10211162955b9621d4eb244",
"meta": {
"href": "/api/acl/audit_data/autogenerated-
10211162955b9621d4eb244"

}
}
1,
"meta": |
"href": "/api/acl/audit_data",
"parent": "/api/acl",
"remaining_seconds": 600,
"transaction": "/api/transaction"
}
}
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Element Type Description

items Top-level element (list  List of endpoints (objects) available
of JSON objects) from the current endpoint.
key string The ID of the endpoint.
meta Top-level item (JSON Contains the path to the endpoint.
object)
href  string (relative path) The path of the resource that returned

the response.

Query a specific audit data access rule

To find out the contents of a particular audit data access rule, complete the following steps:

NOTE: If you have an SPS user who has Search > Search in all connections privileges
in Users & Access Control > Appliance Access, the autogenerated-all-data-access-
id rule is automatically generated. Therefore, you can almost always query this audit
data access rule.

1. Query the https://<IP-address-of-SPS>/api/acl/audit_data/<key-
of-rule-to-be-queried> endpoint.

curl --cookie cookies https://<IP-address-of-SPS>/api/acl/audit_data/<key-
of-rule-to-be-queried>

The following is a sample response received.

For more information on the meta object, see Message format on page 10.

{
"body": {
"name": "my_ssh_rule",
"query": "psm.connection_policy:my_ssh_connection_policy",
"groups": [
"ssh-view",
"ssh-write"
]
¥
"key": "autogenerated-10211162955b9621d4eb244",
"meta": {

"href": "/api/acl/audit_data/autogenerated-
10211162955b9621d4eb244"
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"parent": "/api/acl/audit_data",
"remaining_seconds": 600,

"transaction": "/api/transaction"
}
}
Elements Type Description
body Top-level Contains the JSON object of the rule.
element
(JSON object)
name string The human-readable name of the audit data
access rule that you specified when you created
the rule.
query string The query that members of the usergroup(s) are
allowed to perform.
groups list The usergroup(s) whose access to audit data

Status and error codes

you want to restrict.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code

Description

Notes

201
400

401

403

404

Created

SemanticError

Unauthenticated

Unauthorized

NotFound

(GNE IDENTITY

Quest

The new resource was successfully created.

The configuration contains semantic errors, inconsistencies
or other problems that would put the system into an
unreliable state if the configuration had been applied. The
details section contains the errors that were found in the
configuration.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.
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Active sessions

The api/active-sessions endpoint has only one parameter and it only serves the DELETE
request that closes the specified session.

URL

DELETE https://<IP-address-of-SPS>/api/active-sessions?id=<session_id>

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the Access Control Lists (ACLs):
curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/acls

The user (in this example, userl) has to be a member of a group that has read and
write/perform privileges for Active Sessions (/special/active_sessions). After
authentication, useri can close the active session determined by the session ID.

curl -k --user userl --cookie-jar /tmp/cookie
https://192.168.122.194/api/authentication

curl -k --cookie /tmp/cookie https://192.168.122.194/api/active-
sessions?id=svc/rpokH8fD9kx6CaxNLznKx2/test:12 -X DELETE

=N .
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Closing active sessions in a cluster environment

In a cluster environment, after authentication, userl can close active sessions recorded on
Search Minion nodes through the Search Master node's IP address.

curl -k --cookie /tmp/cookie https://<IP-address-of-Search-Master-
SPS>/api/active-sessions?id=<session_id> -X DELETE

Active sessions recorded on the Search Local node can be closed only from the node itself.

curl -k --cookie /tmp/cookie https://<IP-address-of-Search-Local-
SPS>/api/active-sessions?id=<session_id> -X DELETE

Active sessions recorded on the Search Minion node can be closed from the node
itself, as well.

curl -k --cookie /tmp/cookie https://<IP-address-of-Search-Minion-
SPS>/api/active-sessions?id=<session_id> -X DELETE

NOTE: The following scenarios are not supported:

« Closing an active session recorded on Search Local node from the Search
Master node.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

400 SessionIdMissing No session ID is given in the "id"
query parameter.

404 SessionCouldNotBeFound No session could be found for the
given session ID. Select an ongoing
session at the Active Connections
page on the Web UI and give its
session ID as "id" query parameter.

500 SessionTerminationFailed The session could not be terminated
due to internal errors.

500 RemoteNodelnfoMissing The cluster node where the session
is being recorded is missing from
your primary node's configuration.
For assistance, contact our Support

Team.
503 SessionTerminationServiceUnavailable Session termination service is
=\ .
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Code Description

Notes

504 MinionUnavailable

unavailable on the specific host for
closing sessions. To make sure
session termination service is
running, login to the host CLI and
issue the 'systemctl restart
sessionterminationservice.service'
command.

The minion node that is recording
the session is unavailable. To get
more information about the missing
node, navigate to /api/cluster-
/status.

Manage users and usergroups locally

on SPS

Contains the endpoints for managing users and usergroups locally on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/local_database

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

(GNE IDENTITY

by Quest

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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Sample request

The following command lists the endpoints of the local database.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local_
database

Response

The following is a sample response received when listing the endpoint.

For more information on the meta object, see Message format on page 10.

{

"items": [

Ilkeyll: llgr‘oupSIIJ
"meta": {
"href": "/api/configuration/aaa/local_database/groups”

"key": "users",
"meta": {
"href": "/api/configuration/aaa/local_database/users"”

])

"meta": A
"first": "/api/configuration/aaa/acls”,
"href": "/api/configuration/aaa/local_database",
"last": "/api/configuration/aaa/settings",
"next": "/api/configuration/aaa/settings",
"parent"”: "/api/configuration/aaa",
"previous": "/api/configuration/aaa/acls",
“"transaction": "/api/transaction™

Element Description

groups Endpoint that contains local usergroups.

users Endpoint that contains local usernames.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.
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Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Manage usergroups locally on SPS

Contains the local usergroups of SPS. You can use local groups to control the privileges of
SPS local and LDAP users — who can view and configure what. You can edit the group
memberships here as well.

Note that currently you cannot edit the privileges (ACLs) of the groups using the REST
API. If you change the privileges of a usergroup on the SPS web interface, the changes will
apply to the users when they authenticate again on SPS, the privileges of active sessions
are not affected.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/local_database/groups

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
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Cookie Description Required Values
name

that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the local usergroups.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/groups

Response

The following is a sample response received when querying a particular usergroup
endpoint.

For more information on the meta object, see Message format on page 10.

{
"body": {
"members": T[],
"name": "http-write"
})
"key": "ca2dc85730ca082ee6b5c8",
"meta": |
"first": "/api/configuration/aaa/local_
database/groups/224696054489c27f6c5710",
"href": "/api/configuration/aaa/local_
database/groups/ca2dc85730ca@82ee6b5c8",
"last": "/api/configuration/aaa/local_
database/groups/ca2dc85730ca@82ee6b5f8",
"next": "/api/configuration/aaa/local_
database/groups/b080blba546232548bb1f9",
"parent": "/api/configuration/aaa/local_database/groups",
"previous": "/api/configuration/aaa/local_
database/groups/b080blba546232548bb1a9",
"transaction": "/api/transaction"
}
}
Element Type Description
body Top level element (JSON  Contains the properties of the usergroup.
object)
members list Lists the names of the users belonging to
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Element Type Description

the group.
name string The name of the group.
key string Top level element, contains the ID of the
endpoint.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

409 NoTransaction No open Transaction is available. You must open a trans-
action first (for details, see Open a transaction on page 32).

Add new local usergroup

To create a new local usergroup, you have to POST the name and members of the group as
a JSON object to the https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/groups endpoint. For details, see Create a new object on page 49.

1. Open a transaction.

For details, see Open a transaction on page 32.

2. Create a new usergroup.

POST the name of the group and the list of member accounts as a JSON object to the
https://<IP-address-of-SPS>/api/configuration/aaa/local_database/groups
endpoint. The body of the POST request should be the following. Note that you must
refer to existing user accounts, and use their reference IDs, not their usernames.
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"name": "new-userggroup",
"members": ["46785097158061f46c63d0", "1362061674580df4e00620d"]
}

For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies
https://<IP-address-of-SPS>/api/configuration/aaa/local_database/groups --
data '{"name": "new-usergroup", "members": ["46785097158061f46c63d0",
"1362061674580df4e00620d" ]}

If the POST request is successful, the response includes a reference ID for the
usergroup object.

3. Commit your changes.

For details, see Commit a transaction on page 35.

Delete usergroup

To delete a usergroup, you have to:

1. Open a transaction (for details, see Open a transaction on page 32).

2. DELETE the https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/groups/<ID-of-the-group> endpoint. For details, see Delete an object on
page 47. If the DELETE request is successful, the response includes only the meta
object, for example:

{
"meta": |
"href": "/api/configuration/aaa/local_
database/groups/b080blba546232548bb1a9",
"parent": "/api/configuration/aaa/local_database/groups"”
}
}

3. Commit your changes to actually delete the object from SPS (for details, see Commit
a transaction on page 35).

Delete user from usergroup

To delete a user from a usergroup, you have to:

1. Open a transaction (for details, see Open a transaction on page 32).

2. Create an updated version of the usergroup object that does not include the user you
want to delete.
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3. PUT the updated usergroup object to the https://<IP-address-of-
SPS>/api/configuration/aaa/local_database/groups/<ID-of-the-group> endpoint.
For details, see Delete an object on page 47.

4. Commit your changes to actually delete the object from SPS (for details, see Commit
a transaction on page 35).

Manage users locally on SPS

Contains the local users of SPS. You can use local users and groups to control the privileges
of SPS local and LDAP users — who can view and configure what.

NOTE: The admin user is available by default and has all possible privileges. It is not
possible to delete this user.

Local users cannot be managed when LDAP authentication is used. When LDAP
authentication is enabled, the accounts of local users is disabled, but they are not
deleted,

When using RADIUS authentication together with local users, the users are authenticated
to the RADIUS server, only their group memberships must be managed locally on SPS.

For details, see Login settings on page 221.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/local_database/users

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
@NE IDENTITY SPS 7.0.5LTS REST API Reference Guide |

Quest User management and access control



Sample request

The following command lists the local users.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/users

The following command displays the parameters of a specific user.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/users/<ID-of-the-user>

Response

The following is a sample response received when querying the list of users.

For more information on the meta object, see Message format on page 10.

{

"items": [

"key": "103640099357f3b14f0529a",
"meta": {
"href": "/api/configuration/aaa/local_
database/users/103640099357f3b14f0529a"

}
}J
{

"key": "46785097158061f46c63d0",

"meta": {

"href": "/api/configuration/aaa/local_
database/users/46785097158061f46c63d0"

}

}
])
"meta": {

"first": "/api/configuration/aaa/local_database/groups",
"href": "/api/configuration/aaa/local_database/users"”,
"last": "/api/configuration/aaa/local_database/users"”,
"next": null,
"parent": "/api/configuration/aaa/local database",
"previous"”: "/api/configuration/aaa/local_database/groups"”,
"transaction": "/api/transaction™

}

The following is a sample response received when querying a specific user.
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"body": {
"name": "testuser",
"password": {
"key": "8f84d7d1-9del-429a-a7a7-c33a61cc7419",
"meta":
"href": "/api/configuration/passwords/8f84d7d1-9del-

429a-a7a7-c33a6l1lcc7419"

}
s
"password_created": 1476796261
s
"key": "46785097158061f46c63d0",
"meta": {

"first": "/api/configuration/aaa/local_

database/users/103640099357f3b14f0529a",

"href": "/api/configuration/aaa/local_

database/users/46785097158061f46c63d0",

"last": "/api/configuration/aaa/local_

database/users/46785097158061f46c63d0",

"next": null,

"parent"”: "/api/configuration/aaa/local_database/users”,
"previous": "/api/configuration/aaa/local_
database/users/103640099357f3b14f0529a",
"transaction": "/api/transaction"
}
Element Type Description
body Top level Contains the properties of the user.
element
(JSON object)
name string The username of the user account.
password reference A reference to a password object. To create or
update passwords, see Passwords stored on SPS on
page 275.
password_  integer The date when the password of the account was
created changed in UNIX timestamp format (for example,
1476796261).
key string Top level element, contains the ID of the user.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.
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Code

Description

Notes

400

401

403

404
409

SemanticError

Unauthenticated

Unauthorized

NotFound

NoTransaction

You tried to reuse a password object. You can use a
password object for only one purpose, that is, you cannot
reference a password object twice.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

No open Transaction is available. You must open a trans-
action first (for details, see Open a transaction on page 32).

Configuring LDAP servers

Configure LDAP AD and LDAP POSIX servers for authentication, authorization, and
accounting (AAA).

URL

POST https://<IP-address-of-SPS>/api/configuration/aaa/ldap_servers

Cookies

Cookie
name

Description

Required Values

session_
id

Contains the
authentication
token of the
user

(GNE IDENTITY

Quest

Required The value of the session ID cookie received
from the REST server in the authentication
response, for example,
al1f71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
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Cookie Description Required Values

name
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /aaa/ldap_servers endpoint include:

Operation HTTP URL Notes
method

Creating a new LDAP POST /api/configuration/aaa/ldap_

server servers

Retrieving a LDAP server GET

Sample request

The following command creates a new LDAP server.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/ldap_
servers

The following is a sample request.

{

"name": "ldap-server-name",
"schema": {
"selection": "posix",
"username_attribute": "uid",
"membership_check": {
"enabled": true,
"member_uid_attribute"”: "memberuid"
s
"memberof_check": {
"enabled": true,
"memberof_user_attribute": "memberOf",
"memberof_group_objectclass": "groupOfNames"
}J
"user_dn_in_groups": [
{
"object_class": "groupOfNames",
"attribute": "member"

}s
{

"object_class": "groupOfUniqueNames",

=N .
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"attribute": "uniqueMember"

¥
1
}J
"servers": [
{
"host": {
"selection": "ip",
"value": "10.110.0.1"
¥
"port": 389
}
]J
"user_base_dn": "ou=People,dc=example",
"group_base_dn": "ou=Groups,dc=example",

"bind_dn": null,
"bind_password": null,
"encryption": {
"selection": "disabled"
}
}

Response

The following is a sample response received when you retrieve LDAP server information.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"body": {
"bind_dn": null,
"bind_password": null,
"encryption": {
"selection"”: "disabled"
}}
"group_base_dn": "ou=Groups,dc=example",
"name": "ldap-server-name",
"schema": {
"memberof check": {
"enabled": true,
"memberof_group_objectclass": "groupOfNames",
"memberof_user_attribute": "memberOf"
})
"membership check": {
"enabled": true,
"member_uid_attribute": "memberuid"

}s

N .
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"selection": "posix",
"user_dn_in_groups": [

{
"attribute": "member",
"object_class": "groupOfNames"
¥
{
"attribute": "uniqueMember",
"object_class": "groupOfUniqueNames"
}
1
"username_attribute": "uid"
s
"servers": [
{
"host": {
"selection": "ip",
"value": "10.110.0.1"
}s
"port": 389
}
1,
"user_base_dn": "ou=People,dc=example”
¥
"key" XXX = XXXX = XXXX = XXXX = XXXXXXXXXXXX"
"meta": {

"href": "/api/configuration/aaa/ldap_servers/XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX ™
}
}
]
}

Elements of the response message body include:

Element Type Description Notes

bind_dn string The Distinguished Name NOTE: SPS accepts
that SPS should use to bind both pre Windows
to the LDAP directory. 2000-style and

Windows 2003-style
account names, or User
Principal Names

Must be used if the value of
the selection element is set

to ldap.
P (UPNs). For example,
administrator@example
.com is also accepted.
bind_password null | References the password | NOTE: SPS accepts
string
R .
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Element Type Description Notes
SPS uses to authenticate on | passwords that are not
the server. You can longer than 150 charac-
configure passwords at the ters and supports the
/api/configuration/passwo | following characters:
ds/ endpoint.
rds/ P o Letters A-Z, a-z
Must be used if the value of Numbers 0-9
the selection element is set + Numbers -
to ldap. . The space
To modify oradd a character
password, use the value of « Special
the returned key as the characters:
value of the password P"#$%& !
element, and remove any (O *4,-./:;<>=2@
child elements (including [I\~-"{3_]
the key).
encryption union Configuration settings for The displayed value type
encrypting the depends on the
communication between encryption.selection
SPS and the LDAP server. parameter.
encryption.selectio enum Defines the type of . Example if the

n

encryption SPS uses to
communicate with the LDAP
server. Possible values are:

o disabled

The communication is
not encrypted.

e ssl

TLS/SSL encryption.
To use a TLS-
encrypted with
certificate verification
to connect to the
LDAP server, use the
full domain name (for
example
Idap.example.com) as
the server address,
otherwise the
certificate verification
might fail. The name
of the LDAP server
must appear in the

value is disabled

{

"selection":
"disabled"

}

. Example if the
value is ssl or
starttls:

{

"selection":
"ssl |
starttls"”,

"trust_store":
null|<trust-
store-ref>,

"client_
authentication":
null|<x509-ref>

}
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Element Type Description Notes

Common Name of the
certificate.

NOTE: TLS-
encrypted connec-
tion to Microsoft
Active Directory is
supported only on
Windows 2003
Server and newer
platforms. Windows
2000 Server is not
supported.

e starttls
Opportunistic TLS.

group_base_dn string Name of the DN to be used  Example:
as the base of queries
regarding groups. "ou=users,ou=example"

NOTE: You must fill in this
field. It is OK to use the
same value for user_base_
dn and group_base_dn.

However, note that
specifying a sufficiently
narrow base for the LDAP
subtrees where users and
groups are stored can
speed up LDAP
operations.

name string Top level element, the
name of the object. This
name is also displayed on
the SPS web interface. It
cannot contain whitespace.

schema union AD and POSIX specific LDAP o Example with LDAP
configuration. AD server, where
the schema

selection is ad:

{
"selection":
||adll’
=~ .
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Element Type

Description

Notes

schema.memberof object
check

(GNE IDENTITY

Quest

The Enable checking for
group DNs in user objects
setting allows checking a
configurable attribute in the
user object. This attribute
contains a list of group DNs
the user is additionally a
member of. This user
attribute is usually
memberoOf.

"membership_
check": ...,

"memberof_
check": ...,

"user_dn_in_
groups": ..

}

o Example with LDAP

POSIX server,
where the schema
selection is posix:

{

"selection":
"posix",
"membership_
check": ...,
"memberof _
check": ...,
"user_dn_in_
groups": ...,
"username_
attribute": ..

}

Example with LDAP
AD server, if
memberof_check and
memberof_user_
attribute are
enabled:

"schema": {

"memberof_
check": {

"enabled": true,
"memberof_user_

attribute":
"memberof"

SPS 7.0.5 LTS REST API Reference Guide

250

User management and access control



Element

Type

Description

Notes

schema.memberof_
check.enabled

schema.memberof_
check.memberof_
group_objectclass

schema.memberof_

(GNE IDENTITY

Quest

boolean

string

string

To enable memberof_check,

set it to true.

The attribute holding the
members of the LDAP

group.

Must be used if the

o Example with LDAP
POSIX server, if
memberof check is
enabled:

"schema": {

"memberof_
check": {

"enabled": true,
"memberof_group_

objectclass”:
"groupOfNames",

"memberof_user_
attribute":
"memberof"

o To disable
memberof_check for
both LDAP AD and
LDAP POSIX
servers, set the
enabled parameter
to false.

"schema": {

"memberof_
check": {

"enabled": false

This field is case-
sensitive.

Default value:
groupOfNames

This attribute is the same
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Element Type

Description

Notes

check.memberof_
user_attribute

schema.membership_  object
check

(GNE IDENTITY

Quest

memberof_check is set it to
true. The name of the user
attribute (for example,
memberOf) that contains the
group DNs.

« POSIX: POSIX
primary and
supplementary group
membership
checking.

o AD: Active Directory
specific non-primary
group membership
checking.

for both LDAP AD and
LDAP POSIX schema.

. Example with LDAP

AD server, if
membership_check
and nested_groups
are enabled:

"membership_
check": {

"enabled": true,

"nested_groups":
true | false"

}

Example with LDAP
POSIX server, if
membership_check
and member_uid_
attribute are

enabled:
"membership_
check": {

"enabled": true,

"member_uid_
attribute": null
| "memberuid"

}

To disable
membership_check
for both LDAP AD
and LDAP POSIX
servers, set the
enabled parameter
to false.
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Element Type Description Notes

"membership_
check": {

"enabled": false

}

schema.membership_  boolean POSIX: Enables POSIX

check.enabled primary and supplementary
group membership
checking.

AD: Enables Active
Directory specific non-
primary group membership
checking.

schema.membership_ string Must be used if the value of Default value: memberuid
check.member_uid_ the selection elementis set
attribute to posix.

The POSIX group
membership attribute name
is the name of the attribute
in a posixGroup group
object, which lists the plain
usernames that are
members of the group.
These groups are usually
referred to as
supplementary groups of
the referred user. Can be
null.

schema.selection string Configures which LDAP Default value: ad, posix
schema to use: AD or
POSIX. Possible values are:

« ad: Microsoft Active
Directory server. For
details and examples,
see Configuring LDAP
servers.

o posix: The server
uses the POSIX LDAP
scheme.

Must be used with the

=N .
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Element Type Description Notes

member_uid_attribute
and username_
attribute elements.
For details and
examples, see
Configuring LDAP

servers.
schema.user_dn_in_  array Add object_class/ Example:
groups attribute pairs. SPS will
search for the user DN in "user_dn_in_groups":
the group's attribute [
defined here. If it finds the {
user DN there, SPS
considers the user the "attribute":
member of that group. "member",
"object_class":
"groupOfNames"
s
{
"attribute":
"uniqueMember",
"object_class":
"groupOfUniqueNames™
}
]
The array can return
empty:
"user_dn_in_groups":
[]
user_dn_in_groups can
serve as additional
validation. At least one
out of membership_check,
memberof_check or user_
dn_in_groups must be
filled for validation.
schema.user_dn_in_  string Name of the group attribute Default value: member
groups.attribute which contains the user DN.
= .
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Element Type Description Notes
schema.user_dn_in_  string Consider groups of this Possible values:
groups.object_class objectClass. groupOfNames,
groupOfUniqueNames

schema.username_ string The login attribute that Default value: uid
attribute uniquely identifies a single

user record.
servers array Contains the addresses and The displayed value type

(GNE IDENTITY

Quest

ports of the LDAP servers.

depends on the
servers.host.selection
parameter.

Possible values are: ip,
fqdn

o Example if the host
selection is ip:

"servers": [

"host":{

"selection":

ip,

"value":
"1.2.3.4"

}s

"port": 123

Is

o Example, if the host
selection is fqdn:

"servers": [

"host": {
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Element Type Description Notes

"selection":
II_qunll,

"value":
"my.example"

}s

"port": 123

Is

servers.host object  Contains the address of the
LDAP server.

servers.host.select string Defines the address type (IP Possible values are:
ion or domain name).
o fqdn
The LDAP server
address is provided
as a fully qualified
domain name.

° ip
The LDAP server

address is provided
as an IP address.

servers.host.value  string The address of the LDAP

server.

servers.port int The port of the LDAP server.

user_base_dn string Name of the DN to be used  For example:
as the base of queries
regarding users. "ou=groups,o-

Must be used if the value of ~ ©Ou=example”

the selection element is set
to 1dap.

NOTE: You must fill in this
field. It is OK to use the
same value for user_base_
dn and group_base_dn.

=N .
@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide Jse

Quest User management and access control



Element Type Description Notes

However, note that
specifying a sufficiently
narrow base for the LDAP
subtrees where users and
groups are stored can
speed up LDAP
operations.

Configure LDAP servers

To configure an LDAP server, you have to:

1. Open a transaction.
For more information, see Open a transaction on page 32.
2. Create the JSON object for the new LDAP server configuration.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/aaa/ldap_servers endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For more information, see Commit a transaction on page 35.

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.

Configuring SPS login methods

Use the /aaa/login_methods endpoint to configure multiple login methods for SPS. Possible
login methods are the following:

Local login

LDAP login (AD or POSIX)
X509 login

RADIUS login

URL

POST https://<IP-address-of-SPS>/api/configuration/aaa/login_methods

D .
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received

id authentication
token of the

user

Operations

Operations with the /aaa/login_methods endpoint include:

HTTP
method

Operation

from the REST server in the authentication

response, for example,
alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page

19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

URL

Notes

Configuring
the Local
login
method

POST

Configuring
the X509
login
method

Configuring
the
password-
based LDAP
login
method (AD
or POSIX)

Configuring
the RADIUS
login
method

(GNE IDENTITY
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/api/configuration/aaa/logi
n_methods

NOTE: Changing your
password is possible only
with Local login.

Before you can configure the
X509 login method, you must
upload your X509 certificate
to a trust store at the
/api/configuration/trust_
stores endpoint.

Before you can configure the
LDAP login method, you must
create a new LDAP server at
the
/api/configuration/aaa/lda
p_servers endpoint.
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Operation HTTP URL Notes

method
Reordering PUT /api/configuration/aaa/logi By default, the Local login
login n_methods/@order method button appears as the
methods first login method on the SPS

web interface. To reorder the
login method buttons, use the
/@order endpoint.

Sample request

The following command creates a new login method.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/login_
methods

The following parameters are applicable to all login methods - Local, LDAP, X509,
and RADIUS.

Element Type Description Notes

type enum The login method type used for Possible values are:

authentication.
e local

Use a local user
database for
authentication.

e X509

Use a X509
certificate for
authentication.

o ldap

Use an LDAP
server (AD or
POSIX) for
authentication.

e radius

Use a RADIUS
server for
authentication.

name string A unique identifier of the login method.
title string The title that appears above the login In the case of X509
method button on the SPS web login method, there is
= .
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Element Type Description Notes
interface. This can be customized. only one button.
active boolean  Indicates whether the login method is

enabled or not.

Example: Sample request for configuring Local login

"type":
"name" :
"title":
"active":

"local",
"inactive-local",
"Local 1login",
false,
"cracklib_enabled":
"expiration_days":
"remember_previous_passwords":

"minimum_password_strength":

true,
30,
10,
"good",

"minimum_password_length": 1

Elements of the request message body include:

Description

Notes

Element Type
cracklib_ boolean
enabled

expiration_ integer
days

Password setting. Must
be used if the value of
the selection element is
set to local.

Set to true to test the
strength of user
passwords with simple
dictionary attacks before
they are committed.

Set to false if a RADIUS
server or X.509
certificate is used for
authentication.

Password setting.

NOTE: The strength of a
password is determined

by its length and complex-
ity: the variety of
numbers, letters, capital
letters, and special charac-
ters used.

To run simple dictionary-
based attacks to find weak
passwords, enable
Cracklib (eg.

dictionary) protection.

Set to o if a RADIUS server

Configures the number of or X.509 certificate is used

days the user passwords

for authentication.

(GNE IDENTITY
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Element Type Description Notes
are considered valid. The @ value means the
Expired passwords must  passwords do not expire.
be changed upon login. The highest value you can
configure is 365.
Must be used if the value of
the selection element is set
to local.
remember_ integer Password setting. Set to o if a RADIUS server
previous_ Configures the number of or X.509 certificate is used
passwords previous passwords to for authentication.
retain todprevent The o value means
password reuse. passwords can be reused.
Must be used if the value of
the selection element is set
to local.
minimum_ string Password setting. Set to disabled if a RADIUS
password_ Configures the required server or X.509 certificate is
strength password strength for used for authentication.
new passwords. Possible values are:
e disabled
Any password is
accepted.
e good
Weak passwords are
not accepted.
e strong
Only strong
passwords are
accepted.
Must be used if the value of
the selection element is set
to local.
minimum_ number  The minimum number of
password_ characters the password
length must consist of.

(GNE IDENTITY
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Example: Sample request for configuring LDAP login

{
lltypell: llldapll’
"name": "ldap",
"title": "LDAP login",

"active": true,
"ldap_server": "5ed1b422-395a-4d5e-abf@-b43cd6c752f8"

Elements of the request message body include:

Element Type Description Notes
ldap_ string  The identifier of the previously created LDAP
server server.

Example: Sample request for configuring X509 login

"type": "x509",
"name": "x509",
"title": "X509 login",
"active": true,
"trust_store": "5edl1b422-395a-4d5e-abf0@-b43cd6c752f8",
"username_attribute"”: "commonName",
"groups": {
"type": "local"
}

Elements of the request message body include:

Element Type Description Notes

trust_store  string The identifier of the X509  Trust stores serve as local
certificate that was certificate storages where
previously uploaded into users can store the

@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide
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Element Type Description Notes

Trust stores. certificate chains of trusted

Certificate Authorities (CAs).

username_ enum The login attribute that Possible values are:
attribute uniquely identifies a single N

user record. You can + commoniName

choose which type of . emailAddress

username you want to . userld

use.

« userPrincipalName

groups object  The location of your group

from which you will

authorize access.
groups.type enum The type of the group. Possibe values are:

e local

« ldap

If the group type is 1dap, the
identifier of the previously
created LDAP server (the
value of the 1dap_server
field) will appear.

Example: Configuring X509 login with LDAP groups

To configure a X509 login with LDAP groups

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Create a new LDAP server at the /api/configuration/aaa/ldap_servers

endpoint.
{
"name": "ldap_server",
"schema": {
"selection": "posix",
"username_attribute": "uid",

(GNE IDENTITY
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"membership check": {
"enabled": true,
"member_uid_attribute": "memberuUid"

¥

"memberof_check": {
"enabled": true,
"memberof_user_attribute": "memberOf",

"memberof_group_objectclass": "groupOfNames"
¥
"user_dn_in_groups": [
{
"object_class": "groupOfNames",
"attribute": "member"
¥
{
"object_class": "groupOfUniqueNames",
"attribute"”: "uniqueMember"
}
]
¥
"servers": [
{
"host": {
"selection": "ip",
"value": "1.2.3.4"
¥
"port": 389
}
1,
"user_base _dn": "ou=People,dc=example”,
"group_base_dn": "ou=Groups,dc=example",

"bind_dn": null,

"bind_password": null,

"encryption": {
"selection": "disabled"

}

3. Upload a X509 certificate at the /api/configuration/trust stores endpoint.

{
"name": "X509_Trust_Store",
"authorities": [
REE T BEGIN CERTIFICATE-----
= .
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\NMIIDZzCCAk+gAwIBAgIUM1I5+EgTDAh2zqRDGYrzFRyozI8wDQYJKoZIhvcNAQEL\nB
QAWQzELMAKGALIUEBhMCSFUXETAPBENVBAEMCEJ1ZGFwZXNOMSEwHWYDVQQKDBhJ\nbnR1
cm51dCBXaWRnaXRzIFBOeSBMdGQwHhcNMTQWODEYMTIzNjQ4WhcNMzQwWNFE4\nMTIzNJjQ
4WjBDMQswCQYDVQQGEwIIVTERMA8GALIUECAWIQNVKYXB1c3QxITAfBgNV\nBAOMGEludG
VybmVOIFdpZGdpdHMgUHR5IEX@ZDCCASIWDQYIKoZIhvcNAQEBBQAD\nggEPADCCAQoCE
gEBALf{IBDD6A/ZGBTgFbyLXHUulU+hGnMW3DoP02q4HY1/FfbkS\nrzmK+Fiz+3EwJCWi
+EwK9mgve/nh6YRRw/VaAVQ7CkA7f7to+I17gP647Bqlwk@1h\nBVEININO]fYYSumGxzP
otw/fon1MkXuMbLcOPr/vFX3NQC7/STAV5dZFcdboXDA7\nZZ3rzBIr93ThObsGjO1MRO
6wrS3rfE7Px9D7C2u9YSkP30Q1Sfm/jqyLNaT6xt4i\nhrLnfYEc8mClnrlvILi+q/Dém
IUSjb4IGvergAyl4jgPj002UcvBzOIA9tD1BIB1i\nQXZXx+T620ubmEWO19QOG8RANKZ7s
zrBcXEjXhYUCAWEAAaNTMFEWHQYDVROOBBYE\nFCDfEeq5Hsm8 jMrG110iNpt5cik TMBS8
GA1UdIwQYMBaAFCDfEeq5Hsm8jMrG110i\nNpt5cik TMA8GA1UdEWEB/wWQFMAMBAT8wWDQ
YJKoZIhvcNAQELBQADEgEBAK31izMA\nCx69YD+4CWOUSWULrCIA38C+nDYONLbNkact8
JKXqCn/MaZTII+dZoVIR]jjX4AzA\nPTQkZT+RoVeCZyt+qWHMdjgbkoabXwQmXNozUtax
EZTrnoUDEWtNIbjV/gNtRcSG\nsU7i9L2YnwDzTwOcR/pulHykq8fwgNgjQGYnmXtIspM
kKAtVelCrtnPLiC6JIBrog\n5GZF58sHx5+g00RkqdzIgRAGNImdfAahqfHMKRFmxoxWLy
y1RygDgQ+KgcaDvZI+\ni36M+NQHVrDX4jo4CFoXhF1SOepvtDOpmzoWhugwDNMPUU1IE
Y7//CIBXQnjp+uf\nLO6PsNmMKDGi9Dk=\n----- END CERTIFICATE----- \n"

1,

"crl urls": [

"http://crl.it/sec"
])

"revocation_check": "full™

}

4. Create a new LDAP login method at the /api/configuration/aaa/login_
methods endpoint.

"type": "x509",
"name": "x509",
"title": "X509 login",
"active": true,
"trust_store": "5edlb422-395a-4d5e-abf0@-b43cd6c75218",
"username_attribute": "commonName",
"groups": {
"type": "ldap",
"ldap_server": "5edl1b422-395a-4d5e-abf0@-b43cd6c752f8"

5. Commit your changes.

For more information, see Commit a transaction on page 35.
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Example: Configuring RADIUS login with local groups

To configure a RADIUS login with local groups

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Create a new secret for your RADIUS server at the
/api/configuration/passwords/ endpoint. For example, any.secret.

3. Create a new RADIUS login method at the /api/configuration/aaa/login_
methods endpoint.

{
"type": "radius",
"name": "radius",
"title": "Radius login",
"active": true,
"servers": [
{
"address": {
"selection": "ip",
"value": "4.5.6.7"
¥
"port": 1812,
"shared_secret": "<'key' from the response of
the penultimate creation>"
¥
{
"address": {
"selection": "fqdn",
"value": "radius.example"
¥
"port": 18120,
"shared_secret": "<'key' from the response of
the last creation>"
}
])
"authentication_protocol": "pap",
"groups": {
"type": "local"
}
}
2 .
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2. Commit your changes.

For more information, see Commit a transaction on page 35.

Example: Configuring RADIUS login with LDAP groups (AD or
POSIX)

To configure a RADIUS login with LDAP groups

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Create a new LDAP server at the /api/configuration/aaa/ldap_servers
endpoint.

3. Create a new secret for your RADIUS server at the
/api/configuration/passwords/ endpoint. For example, any.secret.

4. Create a new LDAP server login method at the /api/configuration/aaa/login_
methods endpoint.

{
"type": "radius",
"name": "radius",
"title": "Radius login",
"active": true,
"servers": [
{
"address": {
"selection": "fqdn",
"value": "radius.balabit"
s
"port": 18120,
"shared_secret": "<'key' from the response of the last
creation>"
¥
1,
"authentication_protocol"”: "pap",
"groups": {
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"type": "ldap",
"ldap_server": "<'key' from the response of the penultimate
creation>"

}

5. Commit your changes.

For more information, see Commit a transaction on page 35.

Response

For more information on the meta object, see Message format on page 10.

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.
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Managing SPS

Troubleshooting options

Configures debug logging and the retention time of core dump files.

. Debug logging increases the log level of the non-network-related events, adding the
commands executed by the SPS web interface to the log.

« SPS automatically generates core dump files if an important software component of
the system crashes. These core dump files can be of great help to the One Identity
Support Team to identify problems. To download the generated core dump files,
navigate to Basic Settings > Troubleshooting > Core files on the web
interface of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/troubleshooting

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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Sample request

The following command queries the troubleshooting settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/troubleshooting

Response

The following is a sample response received.

For more information on the meta object, see Message format on page 10.

{
"body": {
"core_files": {
"retention_days": 14
3
"debug_logging": {
"enabled": true
}
})
"key": "troubleshooting",
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/troubleshooting",
"last": "/api/configuration/x509",
"next": "/api/configuration/vnc",
"parent": "/api/configuration",
"previous": "/api/configuration/telnet",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level Contains the troubleshooting settings.
element
(string)
core_ Top level Contains the settings for core dump file
files item retention.
retention_ int Retention time for core files, in days.
days
debug_ Top level Settings for debug logging.
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Element

Type Description

logging
enabled

item

boolean Set to true to increase the log level of the
non-network-related events, adding the
commands executed by the SPS web
interface to the log.

Modify troubleshooting settings

To modify troubleshooting settings, you have to:

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Modify the JSON object of the troubleshooting options.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/troubleshooting endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

201 Created
401 Unauthenticated

403 Unauthorized

404 NotFound

(GNE IDENTITY
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The new resource was successfully created.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.
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Internal certificates

This endpoint references the certificates of SPS's internal Certificate Authority,
Timestamping Authority, and the SSL certificate of the web and REST interface.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/certificates

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the internal certificates of SPS.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/certificates

Response

The following is a sample response received when listing the internal certificates of SPS.

For more information on the meta object, see Message format on page 10.

{
"body": {
"ca": {
"selection": "identity",
"x509 identity": {
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"key": "fbd684el-elac-4f34-ad25-86c560c51e24",
"meta": {
"href": "/api/configuration/x509/fbd684el-elac-4f34-ad25-86c560c51e24"
}
}
}J
"server": {
"key": "fdlc73e8-bcb8-4d13-991f-722f492dc074",
"meta": {
"href": "/api/configuration/x509/fd1c73e8-bcb8-4d13-991f-7221492dc074"
}

¥
"tsa": {
"key": "20e72ede-78ef-460a-b843-68a35d994142",
"meta": {
"href": "/api/configuration/x509/20e72ede-78ef-460a-b843-68a35d994142"
}
}
}s
"key": "certificates",
"meta": {
"first": "/api/configuration/management/certificates"”,
"href": "/api/configuration/management/certificates"”,
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/disk_fillup_prevention",
"parent"”: "/api/configuration/management”,
"previous": null,
“"transaction": "/api/transaction”
}
Element Type Description
key string The ID of the endpoint.
body Top level Contains the internal certificates of SPS.
element
(string)
ca Top level Contains the certificate of SPS's internal Certi-
item ficate Authority.
selection string Must be set to identity.
x509_ string References the certificate of SPS's internal
identity Certificate Authority. You can configure
certificates at the /api/configuration/x509/
endpoint.
To modify or add an X.509 certificate, use the
= .
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Element Type

Description

server string

tsa string

Modify a certificate

To modify a certificate, you have to:

1. Open a transaction.

value of the returned key as the value of the
x509 identity element, and remove any child
elements (including the key). For details, see
Certificates stored on SPS on page 300.

References the SSL certificate of SPS's web
interface. You can configure certificates at the
/api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use the
value of the returned key as the value of the
x509 identity element, and remove any child
elements (including the key). For details, see
Certificates stored on SPS on page 300.

References the certificate of SPS's internal
Timestamping Authority. You can configure
certificates at the /api/configuration/x509/
endpoint.

To modify or add an X.509 certificate, use the
value of the returned key as the value of the
x509_identity element, and remove any child
elements (including the key). For details, see
Certificates stored on SPS on page 300.

For more information, see Open a transaction on page 32.

2. Create a CA

Have the value of the key element of a valid X.509 CA certificate stored on SPS.

3. Modify the JSON object of the endpoint.

Use the X.509 certificate's key as the value of the ca element. You can find a detailed
description of the available parameters listed in Element . PUT the modified JSON
object to the https://<IP-address-of-
SPS>/api/configuration/management/certificates endpoint.

4. Commit your changes.

For more information, see Commit a transaction on page 35.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Passwords stored on SPS

To create a new password, you have to POST the password or its hash as a JSON object to
the https://<IP-address-of-SPS>/api/passwords endpoint. For details, see Create a new
object on page 49. The body of the POST request must contain a JSON object with the
parameters listed in Password parameters. The response to a successful POST message is a
JSON object that includes the reference ID of the created password in its key attribute. You
can reference this ID in other parts of the configuration, for example, to set the password of
a user account. Note that you can use a password object for only one purpose, that is, you
cannot reference a password object twice.

URL
POST https://<IP-address-of-SPS>/api/configuration/passwords

« Note that the GET method is not permitted on this endpoint, you cannot list the
existing passwords. However, if you know the reference ID of a password, you can
display its properties:

GET https://<IP-address-of-SPS>/api/configuration/passwords/<reference-ID-
of-the-password;>

« You cannot directly delete or modify a password, the DELETE and PUT methods are
not permitted on password objects. To update a password, create a new one, then
update the object that uses the old password to reference the new password.
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Table 3: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.,

For details on authentication, see Authentic-
ate to the SPS REST API.

Sample request

The following command creates a new password object.

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/passwords --data '{"plain": "newpassword"}'

If you do not want to include the actual password in the request, the SHA-256 hash of the
password is enough:

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/passwords --data '{"hash":
"$6$rounds=5000$1f20/EFyQ4dW3dg/$xrECLFXgZ1C2Xr1s257E2aZzen42fM7R . sOGGIpkPy1x50RT
x6j030PWexV1B3f5wnaZOQCBF .NjlDgyg2WEe. /" }'

Table 4: Password parameters

Element Type Description

hash string  Must contain the SHA-256 hash of the password to be created, for
example, "hash":
"ddec437eeblda25al46a24c432d1165bcb46daa7fecc6aaldc636265c83ca

al4a",

nthash string  Optional. Contains the NT-HASH of the password to be created, for
example, "nthash": "2c@la73ad9e597f6eab0d072ed74616c"

plain string Contains the password in plain-text format, for example, "plain”:

"mypassword”,

When choosing the format of your password, the request must contain one of these
formats:
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o The password format is only in plain-text

« The password format is only a hash

« The password format is only a nthash

« The password format can be both a hash and a nthash.

Response

The response to a successful POST message is a JSON object that includes the reference ID
of the created password in its key attribute.

For more information on the meta object, see Message format on page 10.

{
"key": "faa96916-c85e-46ff-8697-f4cc5e596e7f",

"meta": A
"href": "/api/configuration/passwords/faa96916-c85e-46ff-8697-
f4cc5e596e7f",
"parent": "/api/configuration/passwords",
"transaction": "/api/transaction"

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

201 Created The new resource was successfully created.

400 InvalidQuery The requested filter or its value is invalid.

401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

405 MethodNotAllowed The method <method> is not allowed for this node.

=N .
@NE IDENTITY SPS 7.0.5 LTS REST API Reference Guide -

Quest Managing SPS



Modify or delete password

You cannot directly delete or modify a password, the DELETE and PUT methods are not
permitted on password objects. To update a password, create a new one, then update the
object that uses the old password to reference the new password. After you commit the
transaction, SPS will automatically delete the old password. For details, see Change the
admin password.

Change the admin password

To change the password of the admin user, complete the following steps.

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. Create a new password object

POST a JSON object containing the password or the hash of the password to the
https://<IP-address-of-SPS>/api/passwords endpoint. For details, see Password
parameters. For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies
https://<IP-address-of-SPS>/api/configuration/passwords --data '{"plain":
"mypassword"}'

If the operation is successful, the response includes a reference key to the new
password object.
3. Reference the key of the password in the user configuration.

Modify the JSON object of the user to reference the key of the new password object,
and PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/aaa/local_database/users/<key-of-the-user> endpoint.
For example:

curl -X PUT -H "Content-Type: application/json" --cookie cookies
https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/users/14322374245a7de542bbbo4 --data '{"name": "admin",
"password": "<key-of-the-new-password>"}"

4. Commit your changes.

For more information, see Commit a transaction on page 35.

Change the root password

To change the password of the root user, complete the following steps.
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Open a transaction.

For more information, see Open a transaction on page 32.

Create a new password object

POST a JSON object containing the password or the hash of the password to the
https://<IP-address-of-SPS>/api/passwords endpoint. For details, see Password
parameters. For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies
https://<IP-address-of-SPS>/api/configuration/passwords --data '{"plain":
"mypassword"}'

If the operation is successful, the response includes a reference key to the new
password object.

Configure SPS to use this password for the root user configuration.

PUT the reference key of the new password object to the https://<IP-address-of-
SPS>/api/configuration/management/root_password endpoint. For example:

curl -X PUT -H "Content-Type: application/json" --cookie cookies
https://<IP-address-of-SPS>/api/configuration/management/root_password --
data '"<key-of-the-new-password>""'

Note that you must PUT the reference key as a JSON string, enclosed in
double-quotes.

. Alternatively, instead of performing the previous two steps, you can replace an
existing password in a single step, PUT the following JSON object to the https://<IP-
address-of-SPS>/api/configuration/management/root_password endpoint:

{

"plain": "new_password"

}

Commit your changes.

For more information, see Commit a transaction on page 35.

Change the user password

Logged in users can change their own passwords by completing the following steps.

1. Open a transaction.

For more information, see Open a transaction on page 32.
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2. Create a new password object

POST a JSON object containing the password or the hash of the password to the
https://<IP-address-of-SPS>/api/passwords endpoint. For details, see Password
parameters. For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies
https://<IP-address-of-SPS>/api/configuration/passwords --data '{"plain":
"mypassword"}'

If the operation is successful, the response includes a reference key to the new
password object.

3. Change the password of the user.

PUT a JSON object that includes the current password in plain text and the key of the
new password object to the https://<IP-address-of-SPS>/api/user/password
endpoint. For example:

curl -X PUT -H "Content-Type: application/json" --cookie cookies
https://<IP-address-of-SPS>/api/user/password --data '{"current_password_
in_plaintext": "<old-password>", "new_password_reference": "<key-of-the-

new-password>"}"'

4. Alternatively, instead of performing the previous two steps, you can replace an
existing password in a single step, PUT the following JSON object to the https://<IP-
address-of-SPS>/api/configuration/management/root_password endpoint:

{
"current_password_in _plaintext": "<current_password_in plaintext>",
"new_password_reference": {
"plain”: "newpassword"
}
¥

5. Commit your changes.

For more information, see Commit a transaction on page 35.

Private keys stored on SPS

To create a new private key, you have to POST the private key as a JSON object to the
https://<IP-address-of-SPS>/api/private_keys endpoint. For details, see Create a new
object on page 49. The body of the POST request must contain a JSON object with the
parameters listed in Element . The response to a successful POST message is a JSON
object that includes the reference ID of the created private key in its key attribute. You can
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reference this ID in other parts of the configuration. Note that you can use a private-key
object for only one purpose, that is, you cannot reference one object twice.

URL

POST https://<IP-address-of-SPS>/api/configuration/private_keys

« Note that the GET method is not permitted on this endpoint, you cannot list the
existing private keys. However, if you know the reference ID of a private key, you can
display its properties:

GET https://<IP-address-of-SPS>/api/configuration/private_keys/<reference-
ID-of-the-private-key;>

« You cannot directly delete or modify a private key, the DELETE and PUT methods are
not permitted on private key objects. To update a private key, create a new one, then
update the object that uses the old private key to reference the new private key.

Table 5: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see Authentic-
ate to the SPS REST API.

Sample request

The following command creates a new private key object. Note the following requirements:

o The key must be in PKCS-1 or PKCS-8 PEM format.
o Encrypted private keys are not supported.

« The body of the POST message must be the private key as a single line, enclosed in
double-quotes.

« Replace line-breaks in the PEM file with \n
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curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-

address-of-SPS>/api/configuration/private_keys --data "----- BEGIN RSA PRIVATE
KEY-----
\NMIIEpAIBAAKCAQEAU3QMMhgqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n..... \nI2Sch
Dibk/Xj/ZvuEQ23LvzayWOVVuVHtH33ZX3SU4Sa0vpaeC+30ddVTWQOWRGO\N .........
Qbn5W3xKz4vXDDQHEbE svDQOA7+uCEuHp04s33IK9KEa®Zdp745AUODSGXNAHFzc\n----- END RSA
PRIVATE KEY----- \n"

Querying a specific key returns the following information about the key:

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/private_
keys/<reference-ID-of-the-private-key;>

Element Type Description
public-key- string The fingerprint of the public key that matches the
fingerprint private key.
digest string The fingerprint of the key, for example 2048

SHA256: JPKdfkTewU9c11bbgX53hovDo7KbIB8OREfumUWD
h9f no comment (RSA)

hash_ string The hash algorithm used to create the fingerprint,
algorithm for example, sha256.

type string The
type of
the
private
key.
Must be
rsa

Response

The response to a successful POST message is a JSON object that includes the reference ID
of the created public key in its key attribute.

For more information on the meta object, see Message format on page 10.

{
"key": "faa96916-c85e-46ff-8697-f4cc5e596e7f",

"meta": A
"href": "/api/configuration/private_keys/faa96916-c85e-46ff-8697-
f4cc5e596e7f",

"parent"”: "/api/configuration/private_keys",
"transaction": "/api/transaction"
}
}
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The response to querying a specific key is a JSON object that includes the parameters of
the key, for example:

{
"body": A
"public-key-fingerprint": {
"digest": "2048
SHA256: JPKdfkTewU9c11bbgX53hovDo7KbIB8OREfumUWDhOf no comment (RSA)",

"hash_algorithm": "sha256"
}s
Iltypell: "Psa"
¥
"key": "6c4d1116-d79d-475b-bb37-9f844f085c14",
"meta": |
"first": "/api/configuration/private_keys/e5d13d18-07c5-43fa-89f4-

c3d2ecel7c71",

"href": "/api/configuration/private_keys/6c4d1116-d79d-475b-bb37-
9f844f085c14",

"last": "/api/configuration/private_keys/6c4d1116-d79d-475b-bb37-
9f844f085c14",

"next": null,

"parent": "/api/configuration/private_keys",

"previous": "/api/configuration/private_keys/e5d13d18-07c5-43fa-
89f4-c3d2ecel7c71",

"transaction": "/api/transaction"

}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
400 SyntacticError Syntax error: Could not load PEM key: Unsupported

private key format, only PKCS-1 and PKCS-8 is
supported. Encrypted private keys are not supported.

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
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Code Description Notes

could not be retrieved.
404 NotFound The requested object does not exist.

405 MethodNotAllowed The method <method> is not allowed for this node.

Modify or delete private key

You cannot directly delete or modify a private key, the DELETE and PUT methods are not
permitted on private key objects. To update a private key, create a new one, then update
the object that uses the old private key to reference the new private key. After you commit
the transaction, SPS will automatically delete the old private key.

Private keys generated on SPS

In some security contexts it might be a requirement to generate private keys on the
appliance so that you can avoid any kind of eavesdropping during the transfer of the
unencrypted key. Safeguard for Privileged Sessions supports generating Elliptic Curve
(secp256r1l) private keys on its REST API. You must use the REST API to use the generated
key in the configuration. SPS supports the on-box generated private keys to be used for the
following purposes:

. for the web server, timestamping authority or CA
(/api/configuration/management/certificates, see Internal certificates on page
272)

o SMTP client authentication (/api/configuration/management/email, see Mail settings
on page 157)

« Syslog client authentication (/api/configuration/management/syslog, see Syslog
server settings on page 148)

o LDAP client authentication (for policies: /api/configuration/policies/ldap_servers,
see LDAP servers on page 405, and for authentication:
/api/configuration/aaa/ldap_servers, see Configuring LDAP servers on page 244)

Overview of the steps required to use on-box generated private keys in the configuration:

1. Generate a private key and a certificate signing request (CSR).

2. Obtain the CSR and send it to a certificate authority (CA). The required steps for
performing the validation are mandated by the CA.

3. Once the CA signs the certificate, upload it to SPS.

4. Change the relevant REST configuration element to refer to the freshly generated
'X.509 identifier' (which is a reference to a private key and the associated
certificate chain).
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5. (Optional): You might want to delete the private key if you want to prevent the key to
be used for a different purpose on the SPS.

NOTE: In this case, whenever the certificate expires, you must generate a fresh

private key and CSR.

Perequisites: A certificate authority must be configured in Trust stores on page 200.

URL

https://<IP-address-of-SP

Table 6: Headers

Header Description
name

S>/api/pki/certificate

Required Values

Content-  Specifies the

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the
authentication
token of the
user

Operations

Operations with the /api/pki/

Operation HTTP
method

Required application/json

Required The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71d030e657634730b9e887cb59a5e56162860.
For details on authentication, see Authentic-
ate to the SPS REST API.

certificate endpoint include:

URL Notes

Generatinga POST
new CSR

Adding an PUT
X.509

certificate

chainto a

CSR to create

a X.509

identifier
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Operation HTTP URL Notes

method
Setting or POST /api/pki/certificate X.509 identifier that
replacing a have been
certificate referenced in the
chain for a configuration will
CSR without not be updated
knowing the automatically, when

CSR identifier

Querying GET /api/pki/certificate/requests
existing CSRs

Querying a GET /api/pki/certificate/requests/<ID-
single CSR of-the-CSR>

Deleting a DELETE /api/pki/certificate/requests/<ID-
CSR of-the-CSR>

you replace a
certificate chain for
a CSR. If you want
to use the newly
created X.509
identifier, you must
set or update the
reference to it in the
configuration.

Deleting a CSR does
not remove the
corresponding
X.509 identifier
from the
configuration, that
is, the existing
private key and
certificate chain pair
remains in use until
you update the
reference.
Unreferenced X.509
identifier are
removed
automatically.

Example: Generating a new CSR

The following command creates a new CSR.
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curl --cookie cookies https://<IP-address-of-
SPS>/api/pki/certificate/requests

{
"subject": [
{"name": "countryName", "value": "US"},
{"name": "stateOrProvinceName", "value": "CA"},
"name": "streetAddress", "value": "Example Street"},
"name": "organizationName", "value": "Example
Organization"},
"name": "commonName", "value": "first.example.com"},
"name": "emailAddress", "value": "info@example.com"}
1,
"extensions": [
{"name": "basicConstraints", "value": "CA:FALSE", "critical":
true},
"name": "keyUsage", "value":
"digitalSignature, keyAgreement", "critical": true},
"name": "extendedKeyUsage", "value": "clientAuth",
"critical"”: false},
{"name": "subjectAltName", "value":
"IP:123.123.123.123,DNS:example2.organization.com”, "critical": false}
]
}
Elements of the request message body include:
Element Type Description Notes
subject
subject.name string The subject name Example values are:
must be an object £rVN
identifier (OID), or a ¢ countryfName
name that can be e stateOrProvinceName
translated to an OID. . streetAddress
e organizationName
e commonName
o emailAddress
subject.value string
extensions object The list of extensions. If you do not want to specify
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Element Type Description Notes

any extensions in the
request, use an empty list.

extensions.name enum The name of the Possible values are:

extension. . .
e basicConstraints

o keyUsage
o extendedKeyUsage
e subjectAltName

e subjectInfoAccess

extensions.value string The value of the
extension.

extensions.critical boolean Indicates whether the
extension should be
marked as critical in
the request.

Response

The following is a sample response received when a new CSR is created.

For more information on the meta object, see Message format on page 10.

{
"key": " XXXXXXXX = XXXX = XXXX - XXXX = XXXXXXXXXXXX"

"meta": {
"href": "/api/pki/certificate/requests/XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX™
"parent": "/api/pki/certificate/requests"”

}

Setting or updating a certificate chain for a CSR

There are two ways to set or update a certificate chain for a CSR:

o Use a PUT request, if you know the CSR identifier.

o Use a POST request, if you do not know the CSR identifier. In this case the REST
API automatically selects the CSR based on the information in the first certificate
in the chain.
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Example with PUT request: Replacing a web server certificate

To replace a web server certificate, you have to

1. Generate a new CSR. You can find a detailed description of the available
parameters listed in the request message body table of Example:
Generating a new CSR. The result will be the identifier of the new CSR.

2. Send a GET request to the https://<IP-address-of-
SPS>/api/pki/certificate/requests/<ID-of-the-CSR> endpoint. Obtain the
PEM value of the CSR.

3. Send the CSR to the trusted certificate authority (CA).

The CA validates your request for using the stored certificate. If the validation
is successful, it will respond with a signed X.509 certificate chain. The first
element of this certificate chain must be the certificate to be used by SPS. The
chain might contain CA certificates in the hierarchy.

4. Open a transaction.

For more information, see Open a transaction on page 32.

5. Send a PUT request to the https://<IP-address-of-
SPS>/api/pki/certificate/requests/<ID-of-the-CSR> endpoint. The request
must include:

« the X.509 certificate chain

« the identifier of the trust store that is used to validate the certificate
chain, or null, if you want to disable validation

{
"certificate_chain": "----- BEGIN CERTIFICATE-----

\NMIID+zCCAeOgAwIBAgIBTDANBgkghkiGOw@BAQsFADAXMRUWEWYDVQQDDAXFe
GFt\ncGx1IENBIDIwHhcNMjAwODMXMTIyMDU2WhcNMzAXMDEAMT IyMDU2WjCBsj
ELMAKG\nA1UEBhMCVVMxCzAJBgNVBAgMAKNBMRcwFQYDVQQHDASFeGFtcGx1IEN
pdHkgMjEf\nMBOGALUECgWWRXhhbXBsZSBPcmdhbml6YXRpb24gMjEVMBMGA1UE
CwwMRXhhbXBs\nZSBVbm1OMRowGAYDVQQDDBFOaGlyZC51eGFtcGx1LmNvbTEOM
AWGA1UEEQWFMTIz\nNDUXGTAXBgNVBAKMEEVAYW1wbGUgU3RYZWVOIDIWWNTATBE
cqhkjoPQIBBggqhkjO\nPQMBBWNCAASYBjc7KadwuOF1T4YAPXxtBUxc1fUjoDIg
uud5B1+06jTdPnTqVo0Ow\n23L0OILzuJ+IXMc8gvVv+BtRhzrNM1IYao4GAMHAW
CQYDVROTBAIWADALBgNVHQ8E\NBAMCA4gwEWYDVRO1BAWWCEYIKwWYBBQUHAWIWE
QYJYIZIAYb4QgEBBAQDAgeAMBOG\nA1UdDgQWBBStONXz4/3yMPCmfoz8hurejo
mBy zAdBgNVHREEF jAUghImb3VydGgu\nZXhhbXBsZS5jb20wDQYIKoZIhvcNAQE
LBQADggIBAIHEWS56a3Wmhyx9q01VEDYsz\nQYYfmyxapPBxSrBCfhPq7hDSyUf5
Z2izeQ14C48zgdOpWEJONI3jyIpOpQzu++Qsy\nFyErYghXsbGObhBTyAjGfvPiB
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uNjIbrfzMAdavYUv4dtFCi49gByjHshJbGYDgPP\nbR1Zzky8/B20IvarmlEigp
8bnJXWgkojuQoQ61Me6bjycrFRXyNo3EdF8IS4TGy4\n/HI9ZCPKVQXB5FGViGyx
tfbr3Hij3/B/LvOmrKb/qCxEv18ACtrT11VRDAbgVIzn4\nYMporoTJlhgkU70au
Bqu9eDDHUzc1VFXMUSV3UD+IuCEpoB1f7alYRp/kSLp+Xp0O+\nZn+9SA4IFI7cb
PWDM45p051GkmpCGIxQhjq7UKnvCjdfov34fp/GWjPrqzZ5TykQ\npYNIfUd/dn
8N4zNM/1kw2HLbg2bgO6ARaT10s9kROgV3RKFrNZbonXYvkedNeXFA\n4siyfG9
kNF9CoSYZB1pz5aZNBZn9re5+PKoIiccBUKS209jD6Z3ZTfu3oq3Fibal\nYVIK
ZraUajXFEDreqS5/XtJUMcmQCXITL1psOdnyGhN23I7w/vImgNe6cTeoKF1li\nY
t+zCg8nNfcIp6n3YsfUT1ZRW2ros+8ARYOWzdd8SCvOsx9xu+CFotWR4a0qCd93
\nnogbyMj8UwretI+1kHim\n----- END CERTIFICATE----- \n----- BEGIN
CERTIFICATE-----
\NMIIFOzCCAyOgAwIBAgIBAjANBgkghkiGOwOBAQOFADAXMRUWEWYDVQQDDAXFe
GFt\ncGx1IENBIDIwHhcNMjAWNZEzMTczMTE4WhcNMzAwWNZEXMT czMTE4WjAXMR
UwEwYD\nVQQDDAXFeGFtcGx1IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAAAICDWA
wggIKAoIC\nAQCaQ937PQAp9CcNXk5b6VhqIBXRax1TYcwGR2e1fOSRY2KP41mS
0jYozZbbIRcI+\nwPtFKO2AD4RNUGONSkfTX8aEANbZTBWAMQy9Nod+10rHtmOoS
We4dbkDLYZPDOgn\n8VYMrr/aHwImli7MHsITNzdioVZ7p3andLWrEh8a04yDAq
kdQwi9M8X6GPzBmLKk\nVtYR/wMazZgoW24eTOmMNO6SCFxtUeIT2v+jrCSV7FLW
AgEFJhoyZpT2uigbFhnIp\nB3gnJfUv6MRh6BSeLNF8S0GbqoyJFYFtW1Kv/HL9
rGtCOjFdxX8K3zhmNKpMOAjW\njg2XUiViWxySZ10TPi8Fu7KKj8g47hiGKERWHp
BmswjAqg+fBoaircIHmqqUEHPLaD\ny6IIPuCD1jAvtC/M6T1AMX7aGOGORA9LEO
OUtVVIWIYHAKLSNtACX7sVLXXWIr@ku\nrrVdm4UUx5aLLbS+s0Xum5sNKZLgBYu
5B2KPxBfhgqxKGLOAJOoIHAM5cgG7LPTrdX\nRDin®/82RErqvGK+DrhgLP+/kTK/
UvWIm8SGN5HfP4Cod/di/11GBjhMYBcHePW7 \nCbGHap4m4vNHSGoPYdKbD/daL
MelpjTx+1wlHfVIXSysWkC7PTG+LZNn1zLzjs23\nVE@OcG+gjDouddb437j/T4j
1pw5R241iaQ+0q9gpjoOMY5qewIDAQAB04GRMIGOMAWG\NAIUdEWQFMAMBAT8WCWY
DVROPBAQDAgEGMBEGCWCGSAGG+EIBAQQEAWIBBjAdBgNV\nNHQ4EFgQUs5wDSTrQ
a+fIkM6EkO7dbkG3130wPwYDVROjBDgWNoAUs5wDSfrQa+fJI\nkM6EkO7dbkG31
32hG6QZMBcxF TATBgNVBAMMDEVAYW1wbGUgQOEgMoIBAjANBgkq\nhkiGOwOBAQ
OFAAOCAgEAkT2J2MA4eHDNRTGQSZTcs91SdV/2fHOW+NLTRAGO9VONL \nKMRXr1]
8Gy3A/4U/Hx5Lo4dQQckePTdXzFQARX5m/7VIf2+Y1UDINre/fMt5aeWG\n67v1
UnUYLggHqV2G5QmqZ26DUwcMTXK30y8rqellxtQAk1Cpfdvfi7gn2cEFRD7U\ne
xg3AemIMBV26spcGnaft/smfcHeVWo91lwqzyWzwvGYTEeb1MajCgINnh39DZBH10
\NPE77yRyuANtDzWMo®ZNn1U+FpHTexhooQnYRKtEagHDTTF2ZuSkcIncz1TFAP
4cM\ntvEro4ePMdxLuMf41VrBt+0udsVnoij+U90HIst7Czk5MXyZzGHgkmX0g+
JUW49D\nOfjDgOHiW64QeWYu+1sEFS+2sHES82R/JIBmXWbgHy683hDUubzAi7nR
XEHKKPON3\nXF6jD3Fyn47kN4uYeHas9eCvMFmxfv6TGzCPgfS9PHOZaZLM/Cp6
u914DhyvFV9n\nuazsa9pkwlQftE8L1Xo/hGmKBdLGIDRDQolr4eYYZ12zS94tj5
pOthztTmUWZFO012\ndOTyux8EvhpsefDYwt1J1wxqvFdDm5WGCxeZd6YAsV/Kuk
VQLakX1LS/i7FEFsuL\nZ89WjWdHC2A31iK0a/y0/vy9g0Y7GScvRnyUSthQ2Y0
DYO89KDzY6Q6ILbpsVr8=\n----- END CERTIFICATE----- ",
"trust_store": "2222"

}
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Elements of the request message body include:

Element Type Description Notes
certificate_  string  The certificate chain can be
chain orlist  specified as a string of individual

certificates separated by a
newline, or as a list of strings
containing the certificates. The
certificates must be specified in
PEM format.

trust_store string  The identifier of the trust store
that is used to validate the
certificate chain, or null, if you
want to disable validation.

The result will be the X.509 identifier referring to the private key +
certificate chain pair.

| NOTE: The X.509 identifier can only be used in REST configuration.

6. Use the X.509 identifier to replace your web server certificate. For more
information, see Internal certificates on page 272.

I. Commit your changes.

For more information, see Commit a transaction on page 35.

Example with POST request: Replacing a web server certificate

To replace a web server certificate without knowing the CSR
identifier, you have to

1. Generate a new CSR. You can find a detailed description of the available
parameters listed in the request message body table of Example: Generating a
new CSR. The result will be the identifier of the new CSR.

2. Send a GET request to the https://<IP-address-of-
SPS>/api/pki/certificate/requests/<ID-of-the-CSR> endpoint. Obtain the
PEM value of the CSR.

3. Send the CSR to the trusted certificate authority (CA).

The CA validates your request for using the stored certificate. If the validation
is successful, it will respond with a signed X.509 certificate chain. The first
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element of this certificate chain must be the certificate to be used by SPS. The
chain might contain CA certificates in the hierarchy.

4. Open a transaction.

For more information, see Open a transaction on page 32.

5. Send a POST request to the https://<IP-address-of-
SPS>/api/pki/certificate endpoint. The request mustinclude:

« the X.509 certificate chain

« the identifier of the trust store that is used to validate the certificate
chain, or null, if you want to disable validation

{
"certificate_chain": "----- BEGIN CERTIFICATE-----

\NMIID+zCCAeOgAwIBAgIBTDANBgkghkiGO9wOBAQsFADAXMRUWEWYDVQQDDAXFe
GFt\ncGx1IENBIDIwHhcNMjAwODMXMTIyMDU2WhcNMzAXMDE4AMTIyMDU2WjCBsj
ELMAKG\nA1UEBhMCVVMxCzAJBgNVBAgMAKNBMRcwFQYDVQQHDA5FeGFtcGx1IEN
pdHkgMjEf\nMBOGA1UE CgwWRXhhbXBsZSBPcmdhbml6YXRpb24gMjEVMBMGALUE
CwwMRXhhbXBs\nZSBVbm1O@MRowGAYDVQQDDBFOaGlyZC51eGFtcGx1LmNvbTEOM
AWGALUEEQWFMTIz\nNDUXGTAXBgNVBAKMEEVAYW1wbGUgU3RYyZWVOIDIWWNTATBE
cqhkjoPQIBBggqhkjO\nPQMBBWNCAASYBjc7KadwuOF1TI4YAPXxtBUxc1fUjoDIg
uud5B1+06jTdPnTqVo0Ow\n23L0OILzuJ+IXMc8gvVv+BtRhzrNM1IYao4GAMH4AwW
CQYDVROTBAIWADALBgNVHQ8E\NBAMCA4gwEWYDVRO1BAWWCEYIKwYBBQUHAWIWE
QYJYIZIAYb4QgEBBAQDAgeAMBOG\nA1UdDgQWBBStONXz4/3yMPCmfoz8hurejo
mByzAdBgNVHREEF jAUghJImb3VydGgu\nZXhhbXBsZS5jb20wDQYJKoZIhvcNAQE
LBQADggIBAIHEW56a3Wmhyx9q01VEDYsz\nQYY+fmyxapPBxSrBCfhPq7hDSyUf5
Z1zeQ14C48zgdOpWEJjONI3jyIpOpQzu++Qsy\nFyErYghXsbGObhBTyAjGfvPiB
uNjIbrfzMAdavYUv4dtFCi49gByjHshIbGYDgqPP\nbR1Zzky8/B20IvarmlEigp
8bnJXWgk®juQOQ61MO6b]jycrFRXyNOo3EdF8ISATGy4\n/H9ZCPKVQXB5fGVjGyx
tfbr3Hij3/B/LvOmrKb/qCxEv18ACtrT11VRDAbgVIzn4\nYMporoTJlhgkU70au
Bqu9eDDHUz c1VFXMUSV3UD+IuCEpoB1f7alYRp/kSLp+XpO+\nZn+9SA4IFI7cb
PWDM45p051GkmpCGIxQhjq7UKnvCj4fov34fp/GWjPrqzZz5TykQ\npYNJIfUd/dn
8N4zNM/1kw2HLbg2bg06ARaT10s9kROgV3RKFrNZbonXYvkedNeXFA\n4siyfG9
kNF9C0SYZB1pz5aZNBZn9re5+PKoIiccBUKS209jD6Z3ZTfu30q3FibaU\nYVIK
ZraUajXFEDreqS5/XtJUMcmQCXITL1psOdnyGhN23I7w/vImgNe6cTeoKF1li\nY
t+zCq8nNfcIpbn3YsfUT1ZRW2ros+8ARYOWzdd8SCvOsx9xu+CFotWR4a0qCd93
\nnoq6yMj8UwretI+1kHim\n----- END CERTIFICATE----- \n----- BEGIN
CERTIFICATE-----
\NMIIFOzCCAyOgAWIBAgIBAjANBgkqhkiGOwOBAQOFADAXMRUWEWYDVQQDDAXFe
GFt\ncGx1IENBIDIwHhcNMjAwNzEzMTczMTE4WhcNMzAWNZEXMTczMTE4WjAXMR
UwEwYD\nVQQDDAXFeGFtcGx1IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAAAICDWA
wggIKA0IC\nAQCaQ937PQAp9CcNXk5b6VhqIBXRax1TYcwGR2elfOSRY2KP41mS
0jYoZbbJRcI+\nwPtFKO2AD4RNUOONSkTTX8aEANbZTBWdMQySNod+10rHtmOoS
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We4dbkDLYZPDOgn\n8VYMrr/aHwImli7MHsITNzdioVZ7p3andLWrEh8a04yDAq
kdQwi9M8X6GPzBmLKk\nVtYR/wMazZgo9W24eTOmMNO6SCFxtUeIT2v+jrCSV7FLW
AgEFJhoyZpT2uigbFhnIp\nB3gnJfUv6MRh6BSeLNF8S0GbqoyJFYFtW1Kv/HL9
rGtCOjFdxX8K3zhmNKpMOAjw\njg2XUiVIWxySZ10TPi8Fu7KKj8g47hiGKERWHp
BmswjAqg+fBoaircIHmqqUEHPLaD\ny6IIPuCD1jAvtC/M6T1AMX7aGOGORA9LEO
OUtVVIWIYHAKLSNtACX7sVLXXWIr@ku\nrrVdm4UUx5aLLbS+s0Xum5sNKZLgBYu
5B2KPxBfhgqxKGLOAJOoIHAM5cgG7LPTrdX\nRDin®/82RErqvGK+DrhgLP+/kTK/
UvWIm8SGN5HfP4Cod/di/11GBjhMYBcHePW7 \nCbGHap4m4vNHSGoPYdKbD/daL
MelpjTx+1wlHfVIXSysWkC7PTG+LZNn1zLzjs23\nVE@OcG+gjDouddb43j/T4j
1pw5R241iaQ+0q9gpjoOMY5qewIDAQAB04GRMIGOMAWG\NAIUdEWQFMAMBAT8WCWY
DVROPBAQDAgEGMBEGCWCGSAGG+EIBAQQEAWIBBjAdBgNV\nNHQ4EFgQUs5wDSTrQ
a+fJIkM6EkO7dbkG3130wPwYDVROjBDgWNoAUs5wDSFrQa+fJI\nkM6EkO7dbkG31
32hG6QZMBcxF TATBgNVBAMMDEVAYW1wbGUgQOEgMoIBAjANBgkq\nhkiGOwOBAQ
OFAAOCAgEAkT2J2MA4eHDNRTGQSZTcs91SdV/2fHOW+NLTRAGO9VONL \nKMRXr1]
8Gy3A/4U/Hx5Lo4dQQckePTdXzFQARX5m/7VIf2+Y1UDINre/fMt5aeWG\n67v1
UnUYLggHqV2G5QmqZ26DUwcMTXK30y8rgqellxtQAk1Cpfdvfi7gn2cEFRD7U\ne
xg3AemIMBV26spcGnaft/smfcHeVWo91lwqzyWzwvGYTEeb1MajCgINnh39DZBH10
\NPE77yRyuANtDzWMoO®ZNn1U+FpHTexhooQnYRKtEagHDTTF2ZuSkcIncz1TFAP
4cM\ntvEro4ePMdxLuMf41VrBt+0OudsVnoij+U90HIst7Czk5MXyZzGHgkmX0g+
JUW49D\nOfjDgOHiW64QeWYu+1sEFS+2sHES82R/IBmXWbgHy683hDUubzAi7nR
XEHKKPON3\nXF6jD3Fyn47kN4uYeHas9eCvMFmxfv6TGzCPgfS9PHOZaZLM/Cp6
u914DhyvFV9n\nuazsa9pkwlQftE8L1Xo/hGmKBdLGIDRDQolr4eYYZ12zS94tj5
pOthztTmUWZFO012\ndOTyux8EvhpsefDYwt1J1wxqvFdDm5WGCxeZd6YAsV/Kuk
VQLakX1LS/i7FEFsuL\nZ89WjWdHC2A31iK0a/y0/vy9g0Y7GScvRnyUSthQ2Y0
DYO89KDzY6Q6ILbpsVr8=\n----- END CERTIFICATE----- ",
"trust_store": "2222"

}

Elements of the request message body include:

Element Type Description Notes
certificate_  string  The certificate chain can be
chain or list specified as a string of individual

certificates separated by a
newline, or as a list of strings
containing the certificates. The
certificates must be specified in
PEM format.

trust_store string  The identifier of the trust store
that is used to validate the
certificate chain, or null, if you
want to disable validation.

= .
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The result will be the X.509 identifier referring to the private key +
certificate chain pair.

| NOTE: The X.509 identifier can only be used in REST configuration.

6. Use the X.509 identifier to replace your web server certificate. For more
information, see Internal certificates on page 272.

I. Commit your changes.

For more information, see Commit a transaction on page 35.

Example: Querying existing CSRs

The following is a sample response received when existing CSRs are queried.

For more information on the meta object, see Message format on page 10.

{
"meta": {
"href": "/api/pki/certificate/requests”,
"parent"”: "/api/pki/certificate”
})
"items": [
{
"meta": {"href": "/api/pki/certificate/requests/XXXXXXXX-XXXX-
XXXX = XXXX = XXXXXXXXXXXX" T,
"key" XK - XXX - XXXX - XXXX - XXX,
"body": {
"certificate_chain": null,
"fingerprint": {

"digest":
"eb:46:b6:bf:dc:4e:c6:cb:81:9b:ee:fd:al1:8d:7d:72:86:3d:48:87:ba:94:e0:0c:7
9:8e:73:77:fd:5b:97:3b",

"hash_algorithm": "sha256"

¥
"subject": [
{"name": "countryName", "value": "US"},
{"name": "stateOrProvinceName", "value": "CA"},
"name": "streetAddress", "value": "Example Street"},
"name": "organizationName", "value": "Example
Organization"},
"name": "commonName", "value": "first.example.com"},
"name": "emailAddress", "value": "info@example.com"}
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"extensions": [

"name": "basicConstraints", "value": "CA:FALSE", "critical":
true},
"name": "keyUsage", "value":
"digitalSignature,keyAgreement", "critical": true},
{"name": "extendedKeyUsage", "value":
"clientAuth","critical": false},
"name": "subjectAltName", "value":
"IP:123.123.123.123,DNS:second.example.com”, "critical": false}
1
"pem": "----- BEGIN CERTIFICATE REQUEST-----

\NMIICPzCCAeQCAQAwgegxCzAIBgNVBAYTALVTMQAWDAYDVQQRDAUXMMONTELMAKG\nA1UECA
WCQOEXFTATBgNVBACMDEV4YW1wbGUgQ210e TEXMBUGALUECQWORXhhbXBs\nZSBTdAHI1ZXQxHT
AbBgNVBAOMFEVAYW1wbGUgET3InYW5pemFO@aWOuMRcwFQYDVQQL\nDA5FeGFtcGx1IFVuaXQgMT
EXMBUGA1UECwwORXhhbXBsZSBVbm1OIDIXGjAYBgNV\nBAMMEWZpcnNOLmMVAYW1wbGUUY29tMR
8wHQYJKoZIhvcNAQkBFhBpbmZvQGV4YW1w\nbGUUY29tMFkwEWYHK0ZIZzjOCAQYIK0ZIZzjODAQ
cDQgAEC/MAO3IIhG6zInpQx0JI9\nfFnOQ1W11IoeMXHfhrhRCOOIOW77MjXxRNX7gXSIWVCEQPX
gXtE9sHdc6Z8jgupIi\ncKCBmMDCB1QYJIKoZIhvcNAQkOMYGHMIGEMAKGATUdEWQCMAAWCWYDVR
OPBAQDAgOI\nMBMGA1UdIQQMMAOGCCsGAQUFBWMCMBEGCWCGSAGG+EIBAQQEAWIGQDAdBENVHQ
4E\nFgQUDrezZP/F5s++ad6m+yIgs1CNWwYwIwYDVRORBBwWwWGOCEe3t7e4ISc2Vjb25k\nLmV4
YW1wbGUuY29tMA0GCCqGSM49BAMEAOKAMEYCIQCrRLitgHeDI34VSksqwbZy\nUAGK1z612Ezr

RHGROUOPbATIhAKA7u8xplNauUutkQPd4KHT5eyBMsOGUYImlgr3r\ntZFr\n----- END
CERTIFICATE REQUEST----- \n",

"public_key": "----- BEGIN PUBLIC KEY-----
\NMFkwEWYHK0ZIzjOCAQYIKoZIzjODAQcDQEAEC/MAO3IIhG6zInpQx0J9fFNOQ1W1\n1IoeMX
HfhrhRCOOIOW77MjXxRNX7gXS1WVCEQPXxgXtE9sHdc6Z8 jgupIicA==\n----- END PUBLIC
KEY----- \n"

}

¥
{

"meta": {"href": "/api/pki/certificate/requests/XXXXXXXX-XXXX-
XXXX = XXXX = XXXXXXXXXXXY " }

"key": "XXXXXXXX = XXXX - XXXX - XXXX - XXXXXXXXXXXY ™,

"body": {

"certificate_chain": [

REE T BEGIN CERTIFICATE-----
\NMIID+zCCAeOgAwWIBAgIBSzANBgkghkiGOwOBAQsFADAXMRUWEWYDVQQDDAXFeGFt\ncGx1IE
NBIDIwHhcNMjAwNzEOMTUXxMzAwWhcNMzAWODMXMTUxMzAwWjCBsjELMAKG\nA1UEBhMCVVMxCz
AJBgNVBAgMAKNBMR cwFQYDVQQHDAS5FeGFtcGx1IENpdHkgMjEf\nMBOGALUECgWWRXhhbXBsZS
BPcmdhbml6YXRpb24gMjEVMBMGA1IUECWwWMRXhhbXBs\nZSBVbm1OMRowGAYDVQQDDBFOaGlyZC
51eGFtcGx1LmNvbTEOMAWGAIUEEQWFMTIZz\nNDUXGTAXBgNVBAKMEEV4YW1wbGUgU3RyZWVOID
IWWTATBgcqhkjOPQIBBgggqhkjO\nPQMBBWNCAASYBjc7KadwuOF1I4YAPxtBUxc1fUj9DIguud
5B1+06]jTdPnTqVo00w\n23L0OILzuJ+IXMc8gvv+BtRhzrNM1IYao4GAMH4wWCQYDVROTBAIWAD
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ALBgNVHQ8E\nBAMCA4gwEWYDVRO1BAWWCEYIKwYBBQUHAWIWEQYJYIZIAYb4QgEBBAQDAgeAMB
0G\nA1UdDgQWBBStONXz4/3yMPCmfoz8hurejomByzAdBgNVHREEFjAUghImb3VydGgu\nZXhh
bXBsZS5jb20wDQYJIKoZIhvcNAQELBQADEgIBAIVZUARB37ZLux/aCaRDwqOW\nW/+TctyeLRku
g31BGH75cLdEw063VT4xmB9cbd1fipN14KwBxUQePBin59f4y3C5\nL6PveBilxzM19RtTY3ke
1cjPH3gF7uZusmLidWnpoVT3cTVxKZb1LgSInwbfjYOx\nO7w8NcBNNuixgYXnbN74nfof2uCl
mhec7vcVhiWxPcH3KQdXfcOMhyakKGB2s5U+K1\ncWqVLTKhdEuSUi2ZrW5jXIAZdj53C1sVRnsD
kZ51KwrPsrxPeCH7T4PG9f67cv3U\ngbuliu61MGK4tN8dEVbAgGMOENhX8dWgqyni4zjObSFIMSd
sh1lS/ogMXpkph2/vQGeE\nDBmcZqaH4B6zu0j3cWC6IKfyQbxt+70KEG1YywwvtXs2vEZLKtQr
gaChusLaR0x4\naE3cVe0a2sWNNjKTE9twyMobPUdvCQU59sAVOWOKEMYxa9sJdEsI+/+LowRk
E3sD\nQ1B5PE++mJYmPkBCcNH2MvOsutYMQy1/8ukNm+BTw+xpIDdZ86fuqEU7Rq3687A5Y\nZK
R5RvVNOKDEg9sydeN3FGVIAKSsx9DXHIK7VXqQZEIb/Xf4xekh37MgGyw94uPI08\nJnmaoodMyo
Izk2L3rmJPOMYoeoWT1KY7KMgNeaS3peWwkXa9FrHUN1Kh@7vM9veS\nHH7vuBXml+G2Ujd+aV
Fg\n----- END CERTIFICATE----- \n",

\NMIIFOzCCAyOgAwIBAgIBAjANBgkqghkiGOwOBAQOF ADAXMRUWEWYDVQQDDAXFeGFt\ncGx1IE
NBIDIwHhcNMjAwWNzEzMTczMTE4WhcNMzAwWNZEXMT czMTE4WjAXMRUWEWYD\nVQQDDAXFeGFtcG
x1IENBIDIwggIiMABGCSqGSIb3DQEBAQUAA4ICDWAWEEIKAOIC\NAQCaQ937PQAPICCcNXk5bEV
hqIBXRax1TYcwGR2elfOSRY2KP41mSOjYoZbbIRcI+\nwPtFKO2AD4RNUOONSkFTX8aEANbZTB
WdMQy9Nod+10rHtmOoSWe4dbkDLYZPDOgn\n8VYMrr/aHwImli7MHsITNzdioVZ7p3andLWrEh
8a04yDAgkdQwi9M8X6GPzBmLKk\nVtYR/wMaZgoW24eTOmMNO6SCFxtUeIT2v+jrCSV7FLWAgGE
FJhoyZpT2uigbFhnIp\nB3gnJfUv6MRh6BSeLNF8S0GbqoyJFYFtW1Kv/HL9rGtCOjfdxX8K3z
hmNKpMOAjw\njg2XUiVixySZ10TPi8Fu7KKj8g47hiGKERWHpBmswjAq+fBoaircIHmqqUEHPL
aD\ny6IIPuCD1jAvtC/M6T1AMX7aGOGORA9LEOOULtVVIWIYHAKLSNtACX7sVLXXWIreku\nrrvd
m4UUx5aLLbS+s@Xum5sNKZLgBYu5B2KPxBfhqxKGLOAJoIHAM5cgG7LPTrdX\nRDin@/82RErq
vGK+DrhgLP+/kTK/UvWImM8SGN5HfP4Cod/di/11GBjhMYBcHePW7 \nCbGHap4m4vNHSGoPYdKb
D/daLMelpjTx+1wlHfVIXSysWkC7PTG+LZNn1zLzjs23\nVEOOcG+gjDouddb43j/T4j1pw5R2
4iaQ+0gq9gpjOMY5qewIDAQAB04GRMIGOMAWG\NA1UdEWQFMAMBAT8WCwWYDVROPBAQDAEEGMBEG
CWCGSAGG+EIBAQQEAWIBBjAdBgNV\nHQ4EFgQUs5wDSfrQa+fIkM6EKO7dbkG3130wPwYDVRO]
BDgwNoAUs5wDSfrQa+fJ\nkM6Ek@7dbkG3132hG6QZMBcxF TATBgNVBAMMDEVAYW1wbGUEQOEg
MoIBAjANBgkq\nhkiGOwOBAQOFAAOCAgEAkf2I2M4eHDNRTGQSZTcs91SdV/2fHOW+NLTRAGO9
VONL\nKMRXr138Gy3A/4U/Hx5Lo4dQQckePTdXzFQARX5m/7VIf2+Y1UD1INre/fMt5aeWG\n67
v1UnUYLggHqV2G5Q0mqZ26DUwcMTXK30y8rqellxtQAk1Cpfdvfi7gn2cEFRD7U\nexg3AemIMB
V26spcGnaf/smfcHeVWo91lwqzyWzwvGYTEeb1lMajCgINnh39DZBH10\nPE77yRyuANtDzWMo®Z
NnlU+FpHTexhooQnYRKtEagHDTTF2ZuSkcIncz1lTFAP4cM\ntvEro4ePMdxLuMf41VrBt+Ouds
Vnoij+U90HIst7Czk5MXyZzGHgkmX0g+JUW49D\nOfjDqOHiW64QeWYu+1sEFS+2sHES82R/JIB
mXWbgHy68JIhDUubzAi7nRXEHKKPON3\nXF6]jD3Fyn47kN4uYeHas9eCvMFmxfv6TGzCPgfS9PH
0ZazZLM/Cp6u914DhyvFVIn\nuazsa9pkwlQftE8L1Xo/hGmKBALGIDRDQo1lr4eYYZ1zS94tj5p
0thztTmUWZFO12\ndOTyux8EvhpsefDYwt1J1wxqvFdDm5WGCxeZd6YAsV/KukVQLakX1LS/i7
FEFsuL\nZ89WjWdHC2A31iK0a/y@/vy9g0Y7GScvRnyUSthQ2YODYO89KDzY6Q6ILbpsVre=\
NEEEET END CERTIFICATE----- \n"

])

"fingerprint": {

"digest":

"a3:34:5a:77:3d:14:da:a6:d7:de:7a:43:4d:e3:2c:36:35:53:74:5c:61:cf:c1:39:b
b:75:50:40:29:30:dc:2e",
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"hash_algorithm": "sha256"

¥
"subject": [
"name": "countryName", "value": "US"},
"name": "stateOrProvinceName", "value": "CA"},
{"name": "streetAddress", "value": "Example Street 2"},
{"name": "organizationName", "value": "Example Organization
2"}:
"name": "commonName", "value": "third.example.com"},
"name": "emailAddress", "value": "info2@example.com"}
1,
"extensions": [
"name": "basicConstraints", "value": "CA:FALSE",
"critical": true},
{"name": "keyUsage", "value":
"digitalSignature, keyAgreement”, "critical": true},
"name": "extendedKeyUsage", "value": "clientAuth",
"critical": false},
"name": "subjectAltName", "value":
"DNS:fourth.example.com", "critical": false}
1,
"pem": "----- BEGIN CERTIFICATE REQUEST-----

\NMIICIzCCAckCAQAwWgdQxCzAIBgNVBAYTALIVTMQ4wDAYDVQQRDAUXMjMONTELMAKG\nA1UECA
wCQOEXFzAVBgNVBAcMDkVAYW1wbGUgQ210eSAyMRkwFwYDVQQIDBBFeGFt\ncGx1IFNOcmvV1dC
AyMR8WHQYDVQQKDBZFeGFtcGx1IE9yZ2FuaXphdGlvbiAyMRUW\NEwYDVQQLDAXFeGFtcGx1IF
VuaXQxGjAYBgNVBAMMEXRoaXJkLmVAYW1wbGUuY29t\nMSAWHgYJIKoZIhvcNAQkBFhFpbmZvMk
BleGFtcGx1LmNvbTBZMBMGBYqGSM4A9AgEG\NCCqGSMA9AWEHAGIABIgGNzspp3C44WUjhgA/ GO
FTFzV9SPOMiC653kGX7TqNNO+d\nOpWjTTDbcs7Qgv04ndlcxzyC+/4G1GHOsOzUhhqggZEwgY
4GCSqGSIb3DQEID]jGB\ngDB+MAKkGA1UdEWQCMAAWCWYDVROPBAQDAgOIMBMGA1UdIQQMMAOGCC
SGAQUFBWMC\nNMBEGCWCGSAGG+EIBAQQEAwWIHgDAdBgNVHQAEFgQUrdDV8+P98jDwpn6M/Ibqg30
9J3\ngcswHQYDVRORBBYWFIISZm91cnRoLmVAYW1wbGUUY29tMA0GCCqGSM49BAMEAGEA\NMEUC
IQDNn5/JLVu3TGZgBXodETmj6ndamgOwFi7bxowdkrngQtQIgTaDXwBv10L36\ncHEQP5At2ss8

kKB4QIXEFeesGgMkwx8=\n----- END CERTIFICATE REQUEST----- \n",

"public_key": "----- BEGIN PUBLIC KEY-----
\NMFKWEWYHK0ZIzjOCAQYIK0ZIzjODAQcDQgAEMAY30ymncLjhZSOGAD8bQVMXNX1I\n/QyILr
neQZft0003T5061aNNMNtyztCC87ifiVzHPIL7/gbUYc6zTNSGGg==\n----- END PUBLIC
KEY----- \n"

}
}
]
}
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Example: Querying a single CSR

The following is a sample response received when a single CSR is queried.

For more information on the meta object, see Message format on page 10.

"meta": {
"href": "/api/pki/certificate/requests/XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX™
"parent"”: "/api/pki/certificate/requests”

}s
"key": XXXXXXXX = XXXX - XXXX - XXXX - XXXXXXXXXXXX ™ ,
"bodyll: {

"certificate_chain": null,
"fingerprint": {

"digest":
"eb:46:b6:bf:dc:4e:c6:cb:81:9b:ee:fd:al:8d:7d:72:86:3d:48:87:ba:94:e€0:0c:7
9:8e:73:77:fd:5b:97:3b",

"hash_algorithm": "sha256"

¥
"subject": [
"name": "countryName", "value": "US"},
"name": "stateOrProvinceName", "value": "CA"},
{"name": "streetAddress", "value": "Example Street"},
{"name": "organizationName", "value": "Example Organization"},
{"name": "commonName", "value": "first.example.com"},
"name": "emailAddress", "value": "info@example.com"}
1,
"extensions": [
"name": "basicConstraints", "value": "CA:FALSE", "critical":
true},

{"name": "keyUsage", "value": "digitalSignature,keyAgreement",
"critical"”: true},

{"name": "extendedKeyUsage", "value": "clientAuth", "critical":
false},
"name": "subjectAltName", "value":
"IP:123.123.123.123,DNS:second.example.com”, "critical": false}
1,
"pem": "----- BEGIN CERTIFICATE REQUEST-----

\NMIICPzCCAeQCAQAwgegxCzAIBgNVBAYTA1VTMQ4wDAYDVQQRDAUXMjMONTELMAKG\nA1UECA
WCQOEXFTATBgNVBACMDEV4YW1wbGUgQ210e TEXMBUGALUECQWORXhhbXBs\nZSBTdAHI1ZXQxHT
AbBgNVBAOMFEVA4YW1wbGUgT3InYW5pemFO@aWOuMRcwFQYDVQQL \nDA5FeGFtcGx1IFVuaXQgMT
EXMBUGALUECWwORXhhbXBsZSBVbm1OIDIXGjAYBgNV\nBAMMEWZpcnNOLmVAYW1wbGUUY29tMR
8wHQYJKoZIhvcNAQKkBFhBpbmZvQGV4AYW1w\nbGUUY29tMFkwEwYHK0ZIZzjOCAQYIK0ZIZzjODAQ
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cDQgAEC/MAO3IThG6zInpQx0JI9\nfFnOQ1lW11IoeMXHfhrhRCOOIOW77MjXRNX7gXS1WVCEQPxX
gXtE9sHdc6Z8jgupIi\ncKCBmDCB1QYJIKoZIhvcNAQkOMYGHMIGEMAKGA1IUdEWQCMAAWCWYDVR
OPBAQDAgOI\nMBMGA1UdJQQMMA0GCCSsGAQUFBWMCMBEGCWCGSAGG+EIBAQQEAWIGQDAdBENVHQ
4E\nFgQUDrozZP/F5s++ad6m+yIgs1CNWwYwIwYDVRORBBwwGocEe3t7e4ISc2Vjb25k\nLmv4
YW1wbGUUY29tMA0GCCqGSMA9BAMEAGKAMEYCIQCrRLitgHeDJI34VSksqwbZy\nUAGK1z612Ezr
RHGROUOPbATIhAKA7u8xplNauUutkQPd4KHT5eyBMsOGUYImlgr3r\ntZFr\n----- END
CERTIFICATE REQUEST----- \n",

"public_key": "----- BEGIN PUBLIC KEY-----
\NMFkwEWYHK0ZIzjOCAQYIKoZIzjODAQcDQEAEC/MAO3IIhG6zInpQx0J9fFNOQ1W1\n1IoeMX
HfhrhRCOOI9W77MjxRNX7gXS1IWVCEQPXxgXtE9sHdc6Z8 jgupIlicA==\n----- END PUBLIC

Elements of the response message body include:

Element Type Description Notes

certificate_chain string The certificate chain received from the trusted
CA.

fingerprint object

fingerprint.digest string The fingerprint of the certificate, for example
ef:d3:8e:d0:81:41:22:8f:3b:8b:0c:dd:c7:8f:8c

17e.
fingerprint.hash_ string The hash algorithm used to create the
algorithm fingerprint, for example, sha256.
subject object The subject string of the certificate.
extensions object The list of extensions.
pem string  The certificate signing request in PEM format.
public_key string  The public key in PEM format.

Example: Deleting a CSR

The following is a sample response received when a CSR is deleted.

For more information on the meta object, see Message format on page 10.

=N .
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"meta": {

}s

"items": []

"href": "/api/pki/certificate/requests"”,
"parent": "/api/pki/certificate"

HTTP response codes

HTTP response codes comprise of standard or endpoint-specific HTTP status and error
codes. The following table lists the endpoint-specific HTTP response codes for this request.

HTTP Status/Error Description

response

code

400 SyntacticError Syntax error: Could not load PEM certificate:
Unable to load certificate; error=\"[('PEM
routines', 'get name', 'no start line')]\"

400 CertChainValidationError  You have attempted to store a certificate
chain, which could not be validated with the
specified Trust Store.

400 OnlyOnCentralNode Certificate signing requests can only be
created or updated on the Central
management node of the cluster.

404 NoMatchingCsrFound You have attempted to store a certificate chain

which belongs to a private key for which no
certificate signing requests can be found. Make
sure to only send certificates which belong to a
private key for which a certificate signing
request exists.

For more information and a complete list of standard HTTP response codes, see Application

level error codes on page 41.

Certificates stored on SPS

To create a new certificate, you have to POST the certificate and its private key as a JSON
object to the https://<IP-address-of-SPS>/api/x509 endpoint. For details, see Create a

(GNE IDENTITY
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new object on page 49. The body of the POST request must contain a JSON object with the
parameters listed in Element . The response to a successful POST message is a JSON
object that includes the reference ID of the created certificate in its key attribute. You can
reference this ID in other parts of the configuration. Note that you can use a certificate
object for only one purpose, that is, you cannot reference one object twice.

URL
POST https://<IP-address-of-SPS>/api/configuration/x509
« Note that the GET method is not permitted on this endpoint, you cannot list the
existing certificates. However, if you know the reference ID of a certificate, you can

display its properties:

GET https://<IP-address-of-SPS>/api/configuration/x509/<reference-ID-of-
the-private-key;>

« You cannot directly delete or modify a certificate, the DELETE and PUT methods are

not permitted on certificate objects. To update a certificate, create a new one, then
update the object that uses the old certificate to reference the new certificate.

Table 7: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see Authentic-
ate to the SPS REST API,

Sample request

The following command creates a new certificate object. Note the following requirements:
The key must be in PKCS-1 PEM format.

You need the certificate and the private key as well.

Encrypted private keys are not supported.

The attributes of the POST message that contain the certificate and the private key must be
a single line, enclosed in double-quotes.

Replace line-breaks in the PEM certificate with \n

=N .
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The certificate and the certificate chain must be valid, SPS will reject invalid certificates and
invalid certificate chains.

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-

address-of-SPS>/api/configuration/x509 --data '{"private_key": "----- BEGIN RSA
PRIVATE KEY-----
\NMIIEpAIBAAKCAQEAU3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n..... \nI2Sch
Dibk/Xj/ZvuEQ23LvzayWOVVuVHtH33ZX3SU4SalvpaeC+30ddVTwWQOWRGO\N .........
Qbn5W3xKz4vXDDQHEDE svDQ9A7+uCEuHp04s33IK9KEa®Zdp745AUODSGXNAHFzc\n----- END RSA
PRIVATE KEY----- \n"}'

The body should be:

{

"certificate": "----- BEGIN CERTIFICATE-----
\NMIIEpAIBAAKCAQEAU3QMMhgqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n..... \nI2Sch
Dibk/Xj/ZvuEQ23LvzayWOVVuVHtH3JZX3SU4Sa0vpaeC+30ddVTWQOWRGO\n .........
Qbn5W3xKz4vXDDQHEbE svDQOA7+uCEuHp04s33IK9KEa®Zdp745AUODSGXNAHFzc\n----- END
CERTIFICATE----- ",

"private_key": "----- BEGIN RSA PRIVATE KEY-----
\NMIIEpAIBAAKCAQEAU3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n..... \nI2Sch
Dibk/Xj/ZvuEQ23LvzayWOVVuVHtH33ZX3SU4SalvpaeC+30ddVTwWQOWRGO\N .........
Qbn5W3xKz4vXDDQHEDE svDQ9A7+uCEuHp04s33IK9KEa®Zdp745AUODSGXNAHFzc\n----- END RSA
PRIVATE KEY----- "

"issuer_chain": []

}
Element Description
T-
y-
p-
e
cert st The certificate in PKCS-1 PEM format (replace line-breaks with \n). For
ific ri  example:
ate ng ----- BEGIN CERTIFICATE-----
\NMIIEpAIBAAKCAQEAU3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJ
y\n..... \nI2SchDibk/Xj/ZvuEQ23LvzayWOVVuVHtH3JZX3SU4SadvpaeC+3odd
VTWQOWRGO\N .........
Qbn5W3xKz4vXDDQHEbE svDQ9A7+uCEuHp04s33IK9KEa@Zdp745AUODSGXNAHFzc\
n----- END CERTIFICATE-----

pri st The private key of the certificate, without encryption or password

vat ri protection (replace line-breaks with \n). For example:

e ng ____. BEGIN RSA PRIVATE KEY-----

key \NMIIEpAIBAAKCAQEAU3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJ

y\n..... \nI2SchDibk/Xj/ZvuEQ23LvzayWOVVuVHtH3JZX3SU4SadvpaeC+3odd
VTWQOWRgO\N .........
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Element Description

y-
p-

Qbn5W3xKz4vXDDQHEDE svDQOA7+uCEuHpO4s33IK9KEa®Zdp745AUODSGXNAHFzc\
n----- END RSA PRIVATE KEY-----

iss lis A comma-separated list of the Certificate Authority (CA) certificates
ue t thatcan be used to validate the uploaded certificate.

cha
in

Querying a specific key returns the following information about the key:

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/x509/<reference-ID-of-the-private-key;>

Element Type Description
fingerprint string The fingerprint of the certificate.
digest string The fingerprint of the certificate, for example
ef:d3:8e:d0:81:4f:a2:8f:3b:8b:0c:dd:c7:8f:8c
:7e
hash_ string The hash algorithm used to create the finger-
algorithm print, for example, sha256.
subject string The
subject
string of
the certi-
ficate.
Response

The response to a successful POST message is a JSON object that includes the reference ID
of the created certificate in its key attribute.

For more information on the meta object, see Message format on page 10.

{
"key": "faa96916-c85e-46ff-8697-f4cc5e596e7f",
"meta": {
= .
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"href": "/api/configuration/x509/faa96916-c85e-46ff-8697-f4cc5e596e7f",
"parent": "/api/configuration/x509",
"transaction": "/api/transaction"

The response to querying a specific certificate is a JSON object that includes the
parameters of the certificate, for example:

{
"body": A
"fingerprint": {
"digest": "ef:d3:8e:d0:81:4f:22:8f:3b:8b:0c:dd:c7:8f:8c:7e",
"hash_algorithm": "md5"
¥
"subject":
"C=R0O/ST=State/L=Locality/0=0rganization/OU=0rganizationalUnit/CN=example.com/em
ailAddress=root@example.com"

¥
"key": "6c4d1116-d79d-475b-bb37-9f844f085c14",
"meta": |

"first": "/api/configuration/x509/e5d13d18-07c5-43fa-89f4-

c3d2ecel7c71",
"href": "/api/configuration/x509/6c4d1116-d79d-475b-bb37-

9f844f085c14",
"last": "/api/configuration/x509/6c4d1116-d79d-475b-bb37-

9f844f085c14",
"next": null,

"parent": "/api/configuration/x509",
"previous": "/api/configuration/x509/e5d13d18-07c5-43fa-89f4-
c3d2ecel7c71",
"transaction": "/api/transaction"
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
201 Created The new resource was successfully created.
400 SyntacticError Syntax error: Could not load PEM key: Unsupported

private key format, only PKCS-1 is supported. Encrypted
private keys are not supported.

401 Unauthenticated The requested resource cannot be retrieved because the
N\ .
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Code Description Notes

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

405 MethodNotAllowed The method <method> is not allowed for this node.

Modify or delete certificate

You cannot directly delete or modify a certificate, the DELETE and PUT methods are not
permitted on certificate objects. To update a certificate, create a new one, then update the
object that uses the old certificate to reference the new certificate. After you commit the
transaction, SPS will automatically delete the old certificate.

Local services: enabling SSH access to
the SPS host

Exclusively for troubleshooting purposes, you can access the SPS host using SSH.
Completing the Welcome Wizard automatically disables SSH access to SPS. Re-enabling it
allows you to connect remotely to the SPS host and login using the root user. The password
of the root user is the one you provided in the Welcome Wizard.

CAUTION:

Accessing the One Identity Safeguard for Privileged Sessions (SPS) host
directly using SSH is not recommended or supported, except for
troubleshooting purposes. In such case, the One Identity Support Team
will give you exact instructions on what to do to solve the problem.

For security reasons, disable SSH access to SPS when it is nhot needed. For
details, see Enabling SSH access to the One Identity Safeguard for
Privileged Sessions (SPS) host in the Administration Guide.

The following encryption algorithms are configured on the local SSH service of SPS:

« Key exchange (KEX) algorithms:

diffie-hellman-group-exchange-sha256

=N .
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« Ciphers:

aes256-ctr,aesl128-ctr

« Message authentication codes:

hmac-sha2-512,hmac-sha2-256

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/ssh

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_

services/ssh

Response

The following is a sample response received when listing the configuration options.

For more information on the meta object, see Message format on page 10.
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"body": {
"access_restriction": {
"allowed from": [
"10.40.0.48/24"
])

"enabled": true
¥
"allow_password_auth": true,
"bruteforce_protection": true,
"enabled": true,
"listen": [

{
"address": {
"Key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/address

es/1"

¥
})
"port": 23
}
1,
"public_keys": [
{
"comment": "key-comment anothercomment",
"selection": "rsa",
"value":

"AAAAB3NzaClyc2EAAAADAQABAAABAQDTN1sLCjZ3vONMXqFBIdvpZOBY73+GdHpgoal8YsydxJIBsYg9
dYTDzVVtYFVvdCVzBdcwCjyOuPwtZoYU3pLEFQ70VoDUDPmMVN16idS/6tB2m89I5zdc02xUeCWTBpTGO
OhNtc+YDmXPGZ1FQIpXCwOMT91jviWm3JydDd5YKINwvdTh8zsRT/702ZD9uZs1wkQA/b2B9/hidCAkQ
kvs5H1B3041aTd@JE9k9ON+gbaQjVvoInr+jdXaWvrScwFVxZhb7Q1LvUL60xW889bOWFMSa+/mnENar
werpwfk9Ayi5uQQ2imY/tSnfgbS2RvIalsKwUsJasDgN21lo/DuhON"

}
]
})
"key": "ssh",
"meta": {
"first": "/api/configuration/local_services/admin_web",
"href": "/api/configuration/local services/ssh",
"last": "/api/configuration/local services/user_web",
"next": "/api/configuration/local services/user_web",
"parent"”: "/api/configuration/local_services",
"previous": "/api/configuration/local services/snmp_agent",
"transaction": "/api/transaction"
}
= .
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Element Type Description
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top  Contains the configuration options of the SSH server.
dy level
elem-
ent
(stri-
ng)
access_ JSON Enables and configures limitations on the clients that can
restric objec access the web interface, based on the IP address of the
tion t clients.
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean  addresses.
allow_ bool- Enables password-based authentication, so administrators
passwor ean can remotely login to SPS. If this option is set to False, SPS
d_auth ignores every other option of this endpoint.
brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean  access after failed login attempts for increasingly longer
protect period. Enabled by default.
ion
enabled bool- Enables the SSH server, so administrators can remotely
ean login to SPS. If this option is set to False, SPS ignores every
other option of this endpoint.
listen list Selects the network interface, IP address, and port where
the clients can access the web interface.
addre JSON A reference to a configured network interface and IP
ss objec- address where this local service accepts connections. For
t example, if querying the interface
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response:

{
"body": {
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Element Type Description

"interfaces": {
"@order": [
"ff7574025754b3df1647001"
1,
"f£7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",

"@order": [
nyn
]
}s
"name": "default",
"vlantag": @

}
¥
"name": "ethe",
"speed": "auto"

¥
llkeyll: Ilniclll,
"meta": {

"first": "/api/-
configuration/network/nics/nic1",
"href":
"/api/configuration/network/nics/nic1",
"last": "/api/-
configuration/network/nics/nic3",
"next":
"/api/configuration/network/nics/nic2",
"parent": "/api/-
configuration/network/nics",
"previous": null,
"transaction": "/api/transaction”
}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1"
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Element Type Description

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {

"key": "nicl.in-
terfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
"href": "/api/-
config-
uration/net-
work/n-
ics/n-
icl#interfaces/ff7574025754b3df1647001/addresses/1"
}
})
port integ- The port number where this local service accepts
er connections.
public_ list Lists the public keys that can be used to authenticate on
keys SPS. For example:

"public_keys": [

{
"comment": "user@example.com anoth-
ercomment”,
"key": {
"selection": "rsa",
"value": "AADDB3Nz-
aClyc2EABBADAQA....... /DUhON"
}
¥
{
"comment": "username@example.com",
"key": {
"selection": "rsa",

"value": "ASFDFAB3Nz-
aClyc2EAAAABIWAAASATASF/EuQh9zc2umxX. . .du="
}
}
1

TIP: One Identity recommends using 2048-bit RSA keys
(or stronger).

=N .
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Elements of public_ Type
keys

Description

commen- string

t

key JSON
object

selection rsa

value string

Status and error codes

Comments of the public key.

Contains the type of the key and the key itself. For
example:

"key": {

"selection": "rsa",

"value": "ASFDFAB3Nz-
aClyc2EAAAABIWAAASATASF/EuQh9zc2umxX. . .dU="

}

The type of the public key. Must be rsa.
The public key itself.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

401 Unauthenticated  The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

404 NotFound The requested object does not exist.

Manage the SPS license

You can display information about the currently used SPS license from the https://<IP-
address-of-SPS>/api/configuration/management/license endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/license
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Cookies

Values

Cookie Description Required
name
session_  Contains the Required
id authentication

token of the

user

Sample request

The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71de30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the configuration options.

curl --cookie cookies -H "Content-Type: application/json"
https://10.30.255.28/api/configuration/management/license

Response

The following is a sample response received.

For details of the meta object, see Message format on page 10.

{
"body": {

"product"”: "Safeguard for Privileged Sessions",

"product_version": "7",
"serial": "123-456-789"
"license_type": "term",

"valid_not_after": "2022-12-14",

"enterprise": true

"limit_type": "session",

"licensed options": {
"basic_proxies": @,
"sudo_iolog": @,
"analytics": true,

}

¥

"key": "license",
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"meta": {

"first": "/api/configuration/management/certificates"”,

"href": "/api/configuration/management/license",

"last": "/api/configuration/management/webinterface”,

"next": "/api/configuration/management/root_password",
"parent": "/api/configuration/management”,

"previous": "/api/configuration/management/health_monitoring",
"remaining_seconds": 600,

"transaction": "/api/transaction",

"upload": "/api/upload/license"

}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level Contains the parameters of the license.
element
(string)
enterprise boolean Set to true to enable evaluating the limit
values of basic_proxies and sudo_iologs of
licensed_options. When set to true, all limit
values other @ than are considered unlimited.
license_ string Contains information about the type of your
type license. This information is mostly relevant for
your company's Sales Team.
licensed_ JSON Contains the limit values of basic_proxies and
options object sudo_iologs, and enabling or disabling
analytics.
limit_type host | « host: Limits the number of servers
session (individual IP addresses) that can be
connected through SPS.

« session: Limits the number of
concurrent sessions (parallel
connections) that can pass through SPS
at a time (for example, 25).

product string The official name of the product the license is
applied for.

product_ string The product version number currently in use

version with the license.

serial string The unique serial number of the license.

valid_not_ date The date when the license expires. The dates
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Element

Type Description

after

Elements of
licensed_options

Type

are displayed in YYYY-MM-DD format.

NOTE: The valid_not_after key can have a
null value. In this case, your license does
not expire.

Description

analytics

basic_proxies

sudo_iolog

boolean

integer

integer

Status and error codes

Set to true to enable analytics on this licensed version of
SPS.

The value of the limit for sessions or hosts when using
basic proxies with this licensed version of SPS.

The value of the limit for using Sudo I/0 logs with this
licensed version of SPS.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

403 Unauthorized

404 NotFound

Upload a new license

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

The requested object does not exist.

To upload a new license file, complete the following steps.

1. Download your license file from support portal.

2. Open a transaction.

For more information, see Open a transaction on page 32.
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https://support.oneidentity.com/en-US/Login

3. Upload the license file.

Upload the file to the https://<IP-address-of-SPS>/api/upload/license endpoint.

For example:

curl --cookie cookies -F 'data=@/path/license.div' https://<IP-address-of-
SPS>/api/upload/license

4. Commit your uploaded license file.

Commit your uploaded license file to the https://<IP-address-of-
SPS>/api/upload/license endpoint. For example:

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction --
request PUT --data '{"message": "your commit message"}'

5. Commit your changes.

For more information, see Commit a transaction on page 35.

Change contact information

The About page on the SPS web interface and the /api/info endpoint contains various
contact information. You can change this to a custom email address or URL.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/support_info

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

(GNE IDENTITY
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Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
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Cookie Description Required Values
name

REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the contact information.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/support_info

Response

The following is a sample response received when querying the endpoint.

For more information on the meta object, see Message format on page 10.

{

"body": {
"uri": null

})

"key": "support_info",

"meta": A
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/support_info",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/syslog",
"parent"”: "/api/configuration/management”,
"previous"”: "/api/configuration/management/splunk_forwarder",
"remaining_seconds": 600,
"transaction": "/api/transaction"

}

Change the support link

To change the support link, complete the following steps.

1. Open a transaction.

For more information, see Open a transaction on page 32.

2. PUT a JSON object containing the new support link.

PUT a JSON object containing the new support link to the https://<IP-address-of-
SPS>/api/configuration/management/support_info endpoint. For example:
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curl -X PUT -d '"{"uri": { "selection": "mailto", "value":
"mailto:support@example.com” } }' -H "Content-Type: application/json" --
cookie cookies "https://<IP-address-of-
SPS>/api/configuration/management/support_info"

To use an HTTP or HTTPS link as contact info, use the following JSON object:

{
"uri®: {
"selection": "url",
"value": "http://example.com"
}
}

To use a email address as contact info, use the following JSON object:

{
"uri": {
"selection": "mailto",
"value": "mailto:support@example.com"
}
}

3. Commit your changes.

For more information, see Commit a transaction on page 35.

Splunk integration

SPS can forward session data to Splunk near real-time. Using the One Identity Safeguard
for Privileged Sessions App for Splunk you can integrate this data with your other sources,
and access all your data related to privileged user activities from a single interface. To
configure SPS to forward session data to Splunk, complete the following steps.

Prerequisites and restrictions:

« SPS version 5 F5 or later
o Splunk version 6.5 or later

« SPS does not send historical data to Splunk, only data from the sessions started after
you complete this procedure.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/splunk_forwarder
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Cookies

Values

Cookie Description Required
name
session_  Contains the Required
id authentication

token of the

user

Sample request

The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71de30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19,

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the endpoints for SNMP configuration settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/splunk_forwarder

Response

The following is a sample response received when querying the endpoint.

For more information on the meta object, see Message format on page 10.

{
"body": {
"enabled": true,
"flush_interval": 6600,
"host":
{ "selection": "fqdn",
"pam_address":
{ "selection": "fqdn",
"port": 86088,
"ss1":
{ "selection": "insecure"
"token": "2134356431"
}
}
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Elements of remote_ Type Description
desktop_gateway
body JSON Top-level element
object
enabled boolean Set to true and configure the other options as
needed for your environment to forward
session data from SPS to Splunk.
flush_ integer If the Splunk server becomes unaccessible,
interval [seconds] SPS will try to resend the data when this period
expires.
host JSON Contains the hostname or the IPv4 address of
object the Splunk server.
"host":
{ "selection": "fqdn", "value":
"splunk.example.com" },
"host":
{ "selectio