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Synchronization Service overview

Within the same organization, identity information can be stored in many different data
systems, such as directories, databases, or formatted dump files. To manage identity
information and synchronize it between these data systems, administrators sometimes
have to spend a considerable amount of time and effort. On top of that, performing the
data synchronization tasks manually is error-prone and can lead to the duplication of
information and incompatibility of data formats.

With Synchronization Service, a component of Active Roles (formerly known as
ActiveRoles®), you can completely automate the process of identity data synchronization
between the data systems used in your enterprise environment.

Synchronization Service increases the data management efficiency by allowing you to
automate the creation, deprovision, and update operations between the data systems you
use. For example, when an employee joins or leaves the organization, the related
information in the data systems managed by Synchronization Service is automatically
updated, thereby reducing your administrative workload and getting the new users up and
running faster.

The use of scripting capabilities provides a flexible way to automate day-to-day
administration tasks and integrate the administration of managed data systems with other
business processes. By automating regular synchronization tasks, Synchronization Service
allows administrators to concentrate on strategic issues, such as planning the directory,
increasing enterprise security, and supporting business-critical applications.

In order to synchronize identity data between external data systems, you must connect
Synchronization Service to these data systems through connectors. A connector enables
Synchronization Service to access specific data system to read and synchronize data in that
system according to your settings.

Out of the box, Synchronization Service includes a number of built-in connectors. The built-
in connectors do not require any license file.

Synchronization Service features and
benefits

Synchronization Service offers the following major features:
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e Bidirectional synchronization

» Delta processing mode

e Synchronization of group membership

e Windows PowerShell scripting

e Attribute synchronization rules

e Rule-based generation of distinguished names
e Scheduling capabilities

o Extensibility

Bidirectional synchronization

Bidirectional synchronization allows you to synchronize all changes occurred to identity
information between your data systems. Using this type of synchronization, you can
proactively prevent potential identity information conflicts between different data sources.

NOTE: Bidirectional synchronization is unavailable for some of the supported data
systems. For more information, see External data systems supported with built-in
connectors.

Delta processing mode

Delta processing mode allows you to synchronize identities more quickly by processing only
the data that has changed in the source and target connected systems since their last
synchronization.

Both the full mode and the delta mode provide you with the flexibility of choosing the
appropriate method for your synchronization tasks.

NOTE: Delta processing mode is unavailable for some of the supported data systems. For
more information, see External data systems supported with built-in connectors

Synchronization of group membership

Synchronization Service allows you to ensure that group membership information is in sync
in all connected data systems. For example, when creating a group object from an Active
Directory domain to an AD LDS (ADAM) instance, you can configure rules to synchronize
the Member attribute from the Active Directory domain to the AD LDS (ADAM) instance.
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Windows PowerShell scripting

The Management Shell component of Synchronization Service is an automation and
scripting shell that provides a command-line management interface for synchronizing data
between connected systems via the Synchronization Service.

The Management Shell is implemented as a Windows PowerShell snap-in that extends the
standard Windows PowerShell functionality. The cmdlets provided by the Management
Shell conform to the Windows PowerShell standards and are fully compatible with the
default command-line tools that come with Windows PowerShell.

The Management Shell allows administrators to perform attribute or password
synchronization operations by using Windows PowerShell scripts. For example, you can
compose and run a Windows PowerShell script that assigns values to the target object
attributes using the values of the source object attributes. For more information, see Using
PowerShell script to transform passwords.

Attribute synchronization rules

With Synchronization Service, you can create and configure synchronization rules to
generate values of target object attributes. These rules support the following types of
synchronization:

» Direct synchronization: Assigns the value of a source object attribute to the target
object attribute you specify.

o Script-based synchronization: Allows you to use a Windows PowerShell script to
generate the target object attribute value.

e Rule-based synchronization: Allows you to create and use rules to generate the
target object attribute value you want.

Rule-based generation of distinguished
names

Synchronization Service lets you create flexible rules for generating the distinguished
names (DNs) of objects being created. These rules allow you to ensure that created objects
are named in full compliance with the naming conventions existing in your organization.

Scheduling capabilities

You can schedule running synchronization operations and automatically perform them on a
regular basis to satisfy your company’s policy and save time and effort.
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Extensibility

To access external data systems, Synchronization Service employs special connectors. A
connector allows Synchronization Service to read and synchronize the identity data
contained in a particular data system. Out of the box, Synchronization Service includes
connectors that allow you to connect to the following data systems:

e Microsoft Active Directory Domain Services

e Microsoft Active Directory Lightweight Directory Services
e Microsoft Exchange Server

e Microsoft Skype for Business Server

e Microsoft Azure Active Directory

e Microsoft 365

e Microsoft SQL Server

e Microsoft SharePoint

e Active Roles version7.4.x,7.3,7.2,7.1,7.0,0or 6.9
e One Identity Manager version 8.1, 8.0, or 7.0

e Data sources accessible through an OLE DB provider
e Delimited text files

e Generic LDAP Directory service

e MYSQL Database

¢ OpenLDAP Directory service

e Salesforce

e ServiceNow

- IBM DB2 Database

« IBM RACF Connector

« IBM AS/400 Connector

e Oracle Database connector

e Oracle Database User Accounts connector

e Micro Focus NetIQ Directory connector

e Oracle Unified Directory connector

Azure BackSync configuration

In any hybrid environment, on-premises Active Directory objects are synchronized to Azure
AD using some means such as Azure AD Connect. When Active Roles is deployed in such a
hybrid environment, the existing users and groups' information, such as Azure objectID,
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must be synchronized back from Azure AD to on-premises AD to continue using the
functionality. To synchronize existing AD users and groups from Azure AD to Active Roles,
we must use the back synchronization operation.

Back synchronization is performed by leveraging the existing functionality of Active Roles
Synchronization Service. Sync workflows are configured to identify the Azure AD unique
users or groups and map them to the on-premises AD users or groups. After the back
synchronization operation is completed, Active Roles displays the configured Azure
attributes for the synchronized objects.

The Azure BackSync Configuration feature allows you to configure the back synchronization
operation in Azure with on-premises Active Directory objects through the Synchronization
Service Web Interface. The required connections, mappings, and sync workflow steps are
created automatically.

When you configure the back synchronization, the Azure App registration is done
automatically with the default app ActiveRoles_AutocreatedAzureBackSyncApp V2.

NOTE: Consider the following when configuring Azure BackSync:

e Incase of an Application not found error, please try the configure back
synchronization operation again after some time, since the Azure App
synchronization may take some time.

e If you use the existing back synchronization configuration settings, then the
existing default app ActiveRoles_AutocreatedAzureBackSyncApp is used to run the
back synchronization workflow. However, it is recommended to use the default app
ActiveRoles_AutocreatedAzureBackSyncApp_ V2 since it requires reduced
administrator privileges. To use the latest Azure App, configure the back
synchronization again. For information on how configure the back synchronization,
see Configuring Azure BackSync.

e For the back synchronization to work as expected, the user must have write
permissions for edsvaAzureOffice365Enabled, edsaAzureContactObjectId,
edsvaAzureObjectID, and edsvaAzureAssociatedTenantId. The user must also
have a local administrator privileges where the Active Roles Synchronization
Service is running.

Technical overview

The following illustration shows how Synchronization Service synchronizes data between
connected data systems.
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Figure 1: Synchronization of data between connected systems
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Synchronization Service uses Capture Agents, connected data systems, connectors,
connections, and sync workflows to synchronize identity data.

Synchronization Service

Synchronization Service performs data synchronization operations and include the
Synchronization Service Console that provides a graphical user interface for managing
connections to data systems and data synchronization operations.

Capture Agent

Synchronization Service Capture Agent allows you to synchronize user passwords between
Active Directory domains managed by Synchronization Service and other connected data
systems. The following diagram shows how the Password Synchronization feature of
Synchronization Service works:

Figure 2: Password synchronization
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Domain Controller

Capture Agent tracks changes to user passwords in the source Active Directory domain and
provides that information to Synchronization Service, which in turn synchronizes the
changes with target connected data systems by using the password synchronization rules
you specified. To synchronize passwords, you need to install Capture Agent on each domain
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controller in the Active Directory domain you want to use as a source for the password
synchronization operations.

Connectors and connected data systems

Synchronization Service lets you synchronize identity information between a wide variety
of external data systems. To synchronize identities, you must connect Synchronization
Service to your data systems through special connectors. A connector enables
Synchronization Service to access a specific data system and read and synchronize identity
data in that system.

For the list of supported data systems, see Extensibility.

Sync workflows

A sync workflow is a set of synchronization steps (or synchronization operations) that
define how to synchronize objects between two connected data systems. A sync workflow
can comprise one or more synchronization steps. You can use the Synchronization
Service Console, a component of Synchronization Service, to configure as many sync
workflows as needed.

You can configure a synchronization step to perform one of the following operations:

e Creation: Creates objects in the target connected data systems based on the
changes made to specific objects in the source connected system. When creating a
new object, Synchronization Service assigns initial values to the object attributes
based on the attribute population rules you have configured.

« Update: Changes the attributes of objects in the target connected data systems
based on the changes made to specific objects in the source connected system. To
define the objects that will participate in the update operation you can use object
mapping rules. For more information, see Mapping objects.

» Deprovision: Modifies or removes objects in the target connected data systems
after their counterparts have been disconnected from the source connected system.
Synchronization Service can be configured to remove objects permanently or change
them to a specific state.
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Deploying Synchronization Service

This section elaborates on the following topics:

Installing Synchronization Service
Configuring Synchronization Service
Configuring Azure BackSync
Upgrade from Quick Connect

Communication ports

Installing Synchronization Service

To install Synchronization Service

1.

Make sure the system on which you wish to install Synchronization Service meets the
system requirements provided in the Active Roles Release Notes.

From the Active Roles installation package, run the Setup.exe file to launch the Active
Roles setup.

Follow the instructions in the setup wizard.

4. On the Component Selection page, select Synchronization Service and click

Next. This installs the Synchronization Service, the Synchronization Service Console,
the built-in connectors, and the Management Shell.

The Synchronization Service Console is a graphical user interface providing access to
the Synchronization Service functionality. Synchronization Service manages data
flows between connected data systems.

Connectors enable Synchronization Service to access specific data systems to read
and synchronize identity data.

Management Shell is an automation and scripting shell that provides a command-line
management interface for synchronizing data between external data systems via
Synchronization Service. For more information, see Management Shell.
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5. On the Ready to Install page, click Install.
6. Click Finish to exit the wizard.

To install Synchronization Service Management Shell

1. Open the Windows Command Prompt with Administrator privileges.

2. Inthe command prompt, navigate to <Installer Location> > Components >
ActiveRoles Synchronization Service folder.

3. Inthe command prompt, to install the Synchronization Service Management Shell,
enter the following command:

SyncService.msi INSTALLSYNCSHELL=1

To uninstall, navigate to Add or remove programs, click Active Roles
Synchronization Service Management Shell, then click Uninstall.

NOTE: Consider the following when installing Synchronization Service Manage-
ment Shell:

e Running the SyncService.msi component with INSTALLSYNCSHELL=0 or double-
clicking the SyncService.msi file directly installs both the Synchronization
Service and the Synchronization Service Management Shell components.

e When both the service and shell components for Synchronization Service are
required, One Identity recommends to use the standard method of installing
Synchronization Service.

e Toinstall only the Synchronization Service Management Shell component,
use the command prompt.

Configuring Synchronization Service

To configure Synchronization Service, you can use one of the following methods:

e Specify new SQL Server or Azure SQL Server databases for storing the
Synchronization Service data.

With this method, you can store the configuration settings and synchronization data
either in a single new SQL Server database or in two separate databases.

e Share existing configuration settings between two or more instances of
Synchronization Service.

Prerequisites

e If you are using an Azure SQL Server, set the db_owner database role to the user of
the Azure SQL Server.

e If you are using an SQL Server, set the dbcreator server role to the user of
the SQL Server.
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dbcreator is the minimum role that the user of the SQL Server or Azure SQL Server
requires for the initial configuration of Synchronization Service.

After creating the new database, you can revoke the dbcreator role because the db_
owner role that is automatically assigned to the same user of the SQL Server is
sufficient for the Synchronization Service database connection.

To configure Synchronization Service using a new database

Start the Synchronization Service Console.

2. Follow the steps in the wizard that starts automatically to configure
Synchronization Service.

3. Onthe Service Account and Mode page, specify the following and click Next:
e The account under which you want Synchronization Service to run.

e The mode (local or remote) in which you want to use Synchronization Service.
Use the remote mode to work with connectors installed remotely. For more
information, see Using connectors installed remotely. If you select the remote
mode, click Finish to close the wizard.

4. Select Create a new configuration and click Next.
5. Onthe Database Connection page, specify an SQL Server database.

e SQL Server: Enter the name of the SQL Server computer that hosts the
database you want to participate in data synchronization operations.

- Database: Enter a name for the new SQL Server database.
6. (Optional) Select Store sync data in a separate database.

» If you want to store the configuration settings and synchronization data in a
single SQL Server database, clear the check box.

e If you want to store the configuration settings and synchronization data in two
separate databases, select the check box, then specify the database in which
you want to store the synchronization data.

7. On the Database Connection page, select an SQL Server authentication method,
and click Next.

NOTE: For all Azure SQL Server variants, select Use SQL Server authentication
because Windows authentication is not supported.

 Use Windows authentication: Allows you to access the SQL Server in
the security context of the account under which the Synchronization
Service is running.

» Use SQL Server authentication: Allows you to access the SQL Server in the
security context of the SQL Server user account whose user name and
password you specify.

8. On the Configuration File page, select the file for storing the created configuration
profile, protect the file with a password, and click Finish.

@NE IDENTITY Active Roles 8.1.1 Synchronization Service Administration Guide 10

Quest Deploying Synchronization Service



To configure Synchronization Service using an existing database

Start the Synchronization Service Console.

2. Follow the steps in the wizard that starts automatically to configure
Synchronization Service.

3. Onthe Service Account and Mode page, specify the following and click Next:
e The account under which you want Synchronization Service to run.

e The mode (local or remote) in which you want to use Synchronization Service.
Use the remote mode to work with connectors installed remotely. For more
information, see Using connectors installed remotely. If you select the remote
mode, click Finish to close the wizard.

Select Use an existing configuration and click Next.

On the Configuration File page, select I have the configuration file to provide
the configuration file you exported from an existing Synchronization Service
instance, enter the password if necessary, and click Next. If you do not have the
configuration file, after clicking Next you will need to enter the required settings.

6. If you provided the configuration file, specify the authentication method for accessing
the database. Otherwise, enter the required database name and select the
authentication method. Click Finish.

After you configure Synchronization Service, you can change its settings at any time using
the Configuration Wizard. To start the wizard, start the Synchronization Service Console
and click the gear icon in the upper right corner of the Synchronization Service Console.
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Configuring Azure BackSync

In hybrid environments, on-premises Active Directory (AD) objects are synchronized to
Azure AD, for example via Azure AD Connect. When you deploy Active Roles in such a
hybrid environment, this synchronization works only if existing user and group information
(such as the Azure objectID) are also synchronized back from Azure AD to the on-
premises AD. Active Roles uses Azure back-synchronization (also known as Azure
BackSync) for this purpose.

Prerequisites

The hybrid environment must meet the following requirements to configure Azure
BackSync:

e Azure AD Connect must be installed and configured.

e Azure Active Directory (Azure AD) module version 2.0.0.131 or later must be
installed and configured.

e The Directory Writers role must be enabled in Azure AD. To enable the role, use the
following script:

$psCred=Get-Credential

Connect-AzureAD -Credential $psCred

$roleTemplate = Get-AzureADDirectoryRoleTemplate | ? { $_.DisplayName -eq
"Directory Writers" }

# Enable an instance of the DirectoryRole template
Enable-AzureADDirectoryRole -RoleTemplateIld $roleTemplate.ObjectId

In addition, the user account you use to configure Azure BackSync must have the
following roles:

e User Administrator
e Exchange Administrator

e Application Administrator
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Automatic and Manual Azure BackSync

You can perform Azure back-synchronization with Active Roles Synchronization Service,
either automatically or manually:

* You can configure automatic Azure back-synchronization via the I} (Settings) >
Configure Azure BackSync option of Active Roles Synchronization Service. For
more information, see Configuring automatic Azure BackSync.

e You can also configure manual Azure back synchronization, using existing Active
Roles Synchronization Service feature components. For more information, see
Configuring manual Azure BackSync.

Configuring manual Azure BackSync

You can configure manual Azure back synchronization (Azure BackSync) by using the
existing features of Active Roles Synchronization Service components. When setting up
manual Azure BackSync, you must configure sync workflow to identify Azure AD-specific
users or groups, and to map them to the corresponding on-premises Active Directory (AD)
users or groups. After a manual Azure BackSync operation is completed, Active Roles will
display the configured Azure attributes for the synchronized objects.

For more information on setting up automatic Azure back-synchronization, see Configuring
automatic Azure BackSync.

Prerequisites

The hybrid environment must meet the following requirements to configure Azure
BackSync manually:

e Azure AD Connect must be installed and configured.

e Azure Active Directory (Azure AD) module version 2.0.0.131 or later must be
installed and configured.

e You must authenticate the Azure tenant of the Azure AD for which you configure
back-synchronization. Also, you must consent Active Roles as an Azure application.

For more information, see Configuring Active Roles to manage Azure AD using the
GUI in the Active Roles Administration Guide.

e For the container where Active Roles performs back-synchronization, you must
enforce the built-in Azure AD policy that automatically sets the attribute
edsvaazureOffice365enabled to true.

* Your Active Roles user must have write permissions for the following attributes:
e edsvaAzureOffice365Enabled
e edsaAzureContactObjectId
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e edsvaAzureObjectID
e edsvaAzureAssociatedTenantId
e Your Active Roles user must also have local administrator privileges on the machine
where Active Roles Synchronization Service is running.

To configure a manual Azure BackSync workflow

1. Create a connection to Azure AD using the Azure AD Connector. The configuration
requires the following data:

e The Azure domain name.
e The Client ID in Azure AD.
e The Client Key to establish the connection to Azure AD.

2. Create an Azure Web Application (or use any relevant existing Azure Web
Application) under the Azure tenant of your Azure AD. The application must have
Application Permissions to read and write directory data in Azure AD.

TIP: You can assign the required permissions to the application by running a
Windows PowerShell script. For more information, see Creating a Microsoft Azure
Active Directory connection.

3. Open the application properties and copy the following:
e ClientID
e The valid Client Key of the application.

4. Use the Client ID and Client Key when creating a new Azure AD connection or
modifying an existing one. For more information, see Creating a Microsoft Azure
Active Directory connection.

NOTE: Two applications are required for Azure BackSync operations:

» The Web Application that you created in this step, or is already available for
the Synchronization Service Azure AD Connector.

e An Azure application that you created while configuring Azure AD in the
Active Roles Administration Service.

For details, see Configuring Active Roles to manage Azure AD using the GUI
in the Active Roles Administration Guide).

Both applications are required for Azure BackSync operations.

5. Create a connection to Active Roles using the Active Roles Connector. The
configuration requires the local domain details and the version of Active Roles you
use. Define the scope to select the container from which Active Roles will select the
objects for synchronization.

6. Inthe Active Roles Synchronization Service, create a new sync workflow with Sync
Workflows > Add sync workflow. Use the Azure AD and Active Roles connections
configured previously, and add a synchronization step to synchronize the Azure AD
users or groups with the on-premises users or groups in Active Roles.
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7. In the on-premises Active Roles users or groups, set the
edsvaAzureAssociatedTenantIdattribute attribute to the value of the Azure
tenant ID.

NOTE: If you did not configure edsvaAzureAssociatedTenantIdattribute, an error
will be logged for each object in the Event Viewer.

8. Configure the Forward Sync Rule to synchronize the following:

e The Azure Object ID property of the Azure AD user or group to the
edsvaAzureObjectID property of the corresponding on-premises Active
Roles user or group.

o Set the edsvaAzureOffice365Enabled attribute in the on-premises Active
Roles user or group to true.

o Set the edsvaAzureAssociatedTenantId attribute to the value of the
Azure tenant ID.

9. Create a Mapping Rule. A mapping rule has two functions:

e It uniquely identifies the synchronized users or groups both in Azure AD in the
on-premises AD.

» It maps the specified properties from Azure AD to Active Roles appropriately.

For example, the property userprincipalname can be used to map users between
the on-premises AD and Azure AD in a federated environment.

CAUTION: Based on the environment, make sure to create the correct
mapping rule to identify the user or group uniquely. Incorrect
mapping rules may create duplicate objects, resulting in Azure
BackSync not working as expected.

NOTE: Consider the following when configuring manual Azure back synchron-
ization:

e You must perform the initial configuration and back synchronization of Azure
AD user IDs only once.

e Azure AD groups cannot be created in Federated or Synchronized
environments. Instead, Azure AD groups are created in Active Roles and are
synchronized to Azure AD using native Microsoft tools, such as Azure AD
Connect. To manage the Azure AD group through Active Roles, you must
perform periodic back synchronization to the on-premises AD.

Configuring automatic Azure BackSync

You can configure automatic Azure BackSync via the {:' (Settings) > Configure Azure
BackSync option of Active Roles Synchronization Service. After you finish configuration,
the Azure BackSync registration, its required connections, mappings and workflows will be
created automatically by Active Roles Synchronization Service.

For more information on setting up manual Azure BackSync, see Configuring automatic
Azure BackSync.
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To configure an automatic Azure BackSync workflow in Active Roles
Synchronization Service

1. Open the Configure BackSync operation in Azure with on-prem Active
Directory objects window of Active Roles Synchronization Service. To do so, click

{:} (Settings) > Configure Azure BackSync.
2. Select the number of Azure AD services in your Azure tenant:

e If you have a single Azure AD in your Azure tenant, select I have one Azure
AD in my Azure tenant.

e If you have multiple Azure AD services in your Azure tenant, select I have
more than one Azure AD in my Azure tenant.

3. Authenticate your access to Azure AD:

a. Ifyou have selected I have one Azure AD in my Azure tenant,
authenticate your access to Azure AD by clicking Log in to Azure.

b. If you have selected I have more than one Azure AD in my Azure tenant,
then in the Tenant ID text box, specify the GUID of the Azure AD for which
you want to set up synchronization.

Configure BackSync operation in Azure with on-prem Active Directory objects

Specify the connection details to connect to Office 365 and Active Roles Server.

Note: f you have more than one A: tory (Azure AD) service in your Azure tenant, select | have more than one Azure AD in my Azure tenant below,
an tID field to spe

zure Active Directory
d use the Tenant cify the GUID of the Azure AD for which you want to set up synchronization. Failure to do so may either result in directory objects not
to locations. For more information on determining the GUID of an Azure AD, see Knowledge Base Article 334291

atall, or

O | have one Azure AD in my Azure tenant.
@© | have more than one Azure AD in my Azure tenant.

Tenant ID:

TIP: For more information on how to find the GUID of an Azure AD service,
see Finding the GUID (Tenant ID) of an Azure AD for Azure BackSync.

After specifying the tenant ID, click Log in to Azure to authenticate your
access to Azure AD.

NOTE: If I have more than one Azure AD in my Azure tenantis
selected, the Log in to Azure button will be enabled only if you specify a
well-formed Azure AD GUID in the Tenant ID text box.

4. Specify whether you want to use a proxy server for the connection:

e Use WIinHTTP settings: Configures the connector to use the proxy server
settings configured for Windows HTTP Services (WinHTTP).

o Automatically detect: Automatically detects and uses proxy server settings.

» Do not use proxy settings: Specifies to not use proxy server for the
connection.

5. Under Connect to, specify the domain name of the computer where Active Roles
Synchronization Service is running.
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6. Select the validation method used to access Active Roles Administration Service.
Depending on how Active Roles has been deployed in your organization, you can
either use Synchronization Service account or Windows account-based
validation. If you have selected Windows account authentication, enter your
Windows user name and password.

7. To test the configured Active Roles connection, click Test Active Roles
Connection. Successful validation will be indicated by a success message.

8. To apply your changes, click Configure BackSync.

NOTE: If the Azure BackSync settings have already been configured previously,
Active Roles Synchronization Service will display a warning message to confirm if
you want to override the existing Azure BackSync settings with the new settings.

e To override the existing settings, click Override BackSync Settings.

e To keep the existing settings, click Cancel.

9. An Application Consent dialog will appear, prompting you for authentication. To
consent Active Roles, click OK.

Active Roles Synchronization Service will then automatically perform Azure
application registration, and will create the required connections, mappings, and
workflow steps for back synchronization. For more information on the automatically
created Azure BackSync settings, see Settings updated after Azure BackSync
configuration operation.

10. To make the new Azure BackSync workflow appear under Sync Workflows, close
and reopen Active Roles Synchronization Service. The new Azure BackSync workflow
will appear with the following default name: AutoCreated_
AzureADBackSyncWorkFlow_<tenant-name>.

Settings updated after Azure BackSync
configuration operation

This section provides descriptions about the Azure App registration, connections,
mappings, and workflow steps that are created automatically as a result of the Azure
BackSync configuration operation.

Azure App registration

The Azure App is created automatically with the default name as ActiveRoles
AutocreatedAzureBackSyncApp_V2.

NOTE: After the Azure App is registered in Azure, you must not delete or modify the
application. The back synchronization operation will not work as expected in case you
modify or delete the registered Azure App.
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Sync workflows

On the Synchronization Service Console, click Sync Workflows to view the sync workflow
named AutoCreated_AzureADBackSyncWorkflow <tenant name> thatis created as a result of
the Azure BackSync configuration. The workflow displays the following synchronization
update steps from Azure AD to Active Roles for users, groups, and contacts:

o Step 1: AutoCreated_UpdateFromAzureToARSForBackSyncWorkFlowUser_
<tenant> for users.

o Step 2: AutoCreated_
UpdateFromAzureToARSForBackSyncWorkFlowGroup_<tenant> for groups.

o Step 3: AutoCreated_
UpdateFromO365ToARSForBackSyncWorkFlowContact_<tenant> for
contacts.

NOTE: Consider the following:

e Multiple tenants are supported in back synchronization. The workflows can be
identified using the name of the tenant.

e The Forward Sync Rules to synchronize the following are automatically
configured and displayed in the synchronization update steps for users and groups:

e The Azure ObjectID property of a user or group is mapped to the Active
Roles user or group edsvaAzureObjectID property.

« The edsvaAzureOffice365Enabled attribute in the Active Roles user or
group is set to True.

» The edsvaAzureAssociatedTenantlId attribute in the Active Roles user or
group is set to the value of the Azure tenant ID.

e The Forward Sync Rule to synchronize the following are automatically configured
and displayed in the synchronization update steps for contacts:

e Azure ExternalDirectoryObjectID property of a contact is mapped to the
Active Roles contact edsaAzureContactObjectlId property.

« The edsvaAzureOffice365Enabled attribute in the Active Roles user or
group is set to True.

e The edsvaAzureAssociatedTenantlId attribute in the Active Roles user or
group is set to the value of the Azure tenant ID.

Connections

On the Synchronization Service Console, click Connections to view the connections from
Active Roles, Azure AD, and Microsoft 365 to external data systems. The following
connections are configured and displayed by default:

* AutoCreated_ARSConnectorForBackSyncWorkFlow_<tenant>
e AutoCreated_AzureADConnectorForBackSyncWorkFlow_<tenant>

* AutoCreated_0365ConnectorForBackSyncWorkFlow_<tenant>
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NOTE: Multiple tenants are supported in back synchronization. The connection name can
be identified using the name of the tenant.

Mapping

On the Synchronization Service Console, click Mapping to view the mapping rules which
identify the users, groups, or contacts in Azure AD and on-premises AD uniquely and map
the specified properties from Azure AD to Active Roles appropriately.

On the Mapping tab, click a connection name to view or modify the mapping settings for
the corresponding connection. The user, group, and contact mapping pair information is
displayed by default as a result of the Azure BackSync configuration. For example, the
property userprincipalname can be used to map users between on-premises AD and
Azure AD in a federated environment.

NOTE: Consider the following when working with mapping rules:

e For more information to manage mapping pairs for the connections see Change
scope for mapping rules.

e The mapping rules are created by default. Based on the environment, make
sure that the default mapping rules identify the user or group uniquely.
Otherwise, make sure to correct the mapping rule as required. Incorrect
mapping rules may create duplicate objects and the back synchronization
operation may not work as expected.

 Initial configuration and running of back synchronization operation for Azure AD
users ID and group ID is a one-time activity. If required, you can reconfigure the
Azure BackSync settings, which will override the previously configured back
synchronization settings.

Finding the GUID (Tenant ID) of an Azure
AD for Azure BackSync

If the Azure tenant of your organization contains multiple Azure AD services, One Identity
highly recommends to specify its GUID (also known as Tenant ID) when configuring Azure
BackSync automatically.

For details on configuring Azure BackSync automatically, see Configuring automatic
Azure BackSync.

The GUID of each Azure AD service is listed on the Microsoft Azure Portal.

To find the GUID (Tenant ID) of an Azure AD

1. Login to the Microsoft Azure Portal.
2. Click Show portal menu.
3. Click Azure Active Directory.
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4.

In the Overview tab, under the Basic information heading, the value of the
Tenant ID is the GUID (Tenant ID) of the Azure AD.

TIP: If you have access to multiple Azure AD services, you can switch between
them with Manage tenants.

Upgrade from Quick Connect and
Synchronization Service

If you have sync workflows configured and run by Quick Connect (predecessor of
Synchronization Service), or earlier versions of Synchronization Service, then you
can transfer those sync workflows to Active Roles and have them run by
Synchronization Service.

You can transfer sync workflows from the following Quick Connect or Synchronization
Service versions:

Quick Connect Sync Engine 5.2.0, 5.3.0, 5.4.0, 5.4.1, 5.5.0, 6.1.0

Quick Connect Express for Active Directory 5.3.0, 5.4.0, 5.4.1, 5.5.0, 5.6.0, or 6.1.0
Quick Connect for Cloud Services 3.3.0, 3.4.0, 3.5.0, 3.6.0, 3.6.1, 3.6.2, 0or 3.7.0
Quick Connect for Base Systems 2.2.0, 2.3.0, or 2.4.0

Synchronization Service 7.0, 7.1, 7.2, 7.3, or 7.4.X

Synchronization Service limitations

Synchronization Service is unable to run sync workflows that employ connections to the
following systems:

ActiveRoles Server 6.5
ODBC-compliant data sources
OpenDS directory service
PeopleSoft HCM

Red Hat Directory Server

SAP Systems

Workday

If you need to synchronize data held in these systems, then continue using Quick Connect.
This limitation is because not all connectors provided by Quick Connect are included with
Synchronization Service.

IMPORTANT: Google Postini Services, IBM Lotus Domino, IBM Lotus Notes, Google Apps
are removed as the mentioned systems are now end-of-life.
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Transferring sync workflows from Quick
Connect

To transfer sync workflows from Quick Connect to Synchronization Service

1. Install Synchronization Service.

You can install Synchronization Service on the computer running Quick Connect or
on a different computer. For installation instructions, see Installing
Synchronization Service.

2. Configure Synchronization Service to use a new database for storing configuration
settings and synchronization data.

To perform this step, use the Configuration Wizard that appears when you start
the Synchronization Service Console the first time after you install Synchronization
Service. For more information, see Configuring Synchronization Service.

3. Import configuration settings from Quick Connect or Synchronization Service.

Before you proceed with this step, it is highly recommended to disable the scheduled
workflows and mapping operations in Quick Connect or earlier versions of
Synchronization Service. You can resume the scheduled workflows and mapping
operations after you complete this step.

To import configuration settings:

a. On the computer where you have installed Synchronization Service, start the
Synchronization Service Console.

b. Inthe upper right corner of the Active Roles Synchronization Service window,
click the gear icon, and then click Import Configuration.

c. Inthe wizard that appears, select the version of Quick Connect Sync Engine
used by your Quick Connect version or Active Roles Synchronization Service
from which you want to import the configuration settings.

Optionally, you can select the Import sync history check box to import the
sync history along with the configuration settings.

d. Follow the steps in the wizard to complete the import operation.

If the synchronization data you want to import is stored separately from the
configuration settings, then, on the Specify source SQL Server databases step,
select the Import sync data from the specified database check box, and specify
the database.

4. Retype access passwords in the connections that were imported from Quick Connect.

NOTE: Re-entering passwords in the imported connections is required because due
to security reasons, the configuration import process does not retrieve encrypted
passwords from Quick Connect. To modify the imported connections later, use the
Synchronization Service Console. For more information, see External data systems
supported with built-in connectors.
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5. If your sync workflows involve synchronization of passwords, then you need to install
the new version of Capture Agent on your domain controllers. For installation
instructions, see Managing Capture Agent.

The new version of Capture Agent replaces the old version. However, as the new
version supports both Synchronization Service and Quick Connect, you do not lose
the password synchronization functions of Quick Connect after you upgrade
Capture Agent.

Communication ports

The following table lists the default communication ports used by Synchronization Service:

Table 1: Default communication ports

Port Protocol Type of traffic Direction
of traffic
53 TCP/UDP DNS Inbound,
outbound
88 TCP/UDP Kerberos Inbound,
outbound
139 TCP SMB/CIFS Inbound,
outbound
445 TCP SMB/CIFS Inbound,
outbound
389 TCP/UDP LDAP Outbound
3268 TCP LDAP Outbound
636 TCP SSL Outbound

NOTE: This port is only required if Synchronization
Service is configured to use SSL to connect to an
Active Directory domain.

3269 TCP SSL Outbound

NOTE: This port is only required if Synchronization
Service is configured to use SSL to connect to an
Active Directory domain.

15173 TCP Synchronization Service Outbound

NOTE: This port is used by Capture Agent to
communicate with Active Roles Synchronization
Service.
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Port Protocol Type of traffic Direction
of traffic
7148 TCP Between Synchronization Service and Capture Agent. Inbound
NOTE: This port is used only if Synchronization
Service is configured to synchronize user
passwords from an Active Directory domain to
other connected data systems.
135 TCP RPC endpoint mapper Inbound,
outbound

(GNE IDENTITY

NOTE: Port 135 is a dynamically allocated TCP port
for RPC communication with Active Directory
domain controllers. For more information about
ports used for RPC communication, see the
following Microsoft Support Knowledge Base
articles at support.microsoft.com:

» How to restrict Active Directory RPC traffic to
a specific port (Original KB number: 224196)

» How to configure RPC dynamic port allocation
to work with firewalls (Original KB number:
154596)

e How to configure RPC to use certain ports
and how to help secure those ports by using
IPsec (Original KB number: 908472)

e The default dynamic port range for TCP/IP
has changed in Windows Vista and in
Windows Server 2008 (Original KB number:
929851)
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Getting started

e Synchronization Service Console
e Synchronizing identity data

e Management Shell

Synchronization Service Console

The Synchronization Service Console is a graphical user interface that provides
access to the Synchronization Service functionality. You can use the Synchronization
Service Console to connect Synchronization Service to external data systems,
manage existing connections, and perform data synchronization operations between
the connected data systems. The Synchronization Service Console is installed as part
of Synchronization Service.

To start the Synchronization Service Console, depending on the version of your Windows
operating system, click Active Roles 8.1.1 Synchronization Service on the Apps page
or select All Programs > One Identity Active Roles 8.1.1 > Active Roles 8.1.1
Synchronization Service from the Start menu.

The Synchronization Service Console looks similar to the following:
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Figure 3: Synchronization Service Console

% One Identity Active Roles Synchronization Service - = [
C)N E | D E N T | TY ‘ Active Roles Synchronization Service 8 0
B > SyncWorkflows
Sync Sync Workflows
= Add a new sync workflow or modify, schedule, or delete an existing workflow. To view or modify the steps of a sync workflow, click that workflow.
= Mapping =+ Add sync workfl
4 Password Sync Filier bys [ Workflow name | Sortby: [ Workiow neme -
@ My Workflow1
Status: Idle
Last run:
# Renam e X Del
@ My Workflow?2
Status: Idle
Last run:
# Rename X Del
@ My Workflow3
Status: Idle
Last run:
# Renam e X Dels
Gear icon

In the upper right corner of the Synchronization Service Console, you can click the
gear icon.

The Gear icon provides the following commands:

Configure Sync Service: Starts a wizard that helps you change the configuration
settings of the current Synchronization Service instance.

Import Configuration: Starts a wizard that helps you to import configuration
settings from a configuration file created by another instance of
Synchronization Service.

Export Configuration: Starts a wizard that helps you to save the configuration
profile of the current Synchronization Service instance to a file. You can use this file
to apply the saved configuration to other instances of Active Roles Synchronization
Service deployed in your environment.

Mail Profiles: Allows you to add, edit, or delete mail profiles for sending notification
emails about sync workflow runs. For more information on how to use the email
notification, see Using sync workflow alerts.

Diagnostic Logging: Allows you to specify settings for writing Synchronization
Service diagnostic data to the Synchronization Service log file or Windows Event Log.

Communication Port: Allows you to change the communication port number used
by the Synchronization Service.

Configure Azure BackSync: Allows you to configure back synchronization
operation in Azure with on-premises Active Directory objects.
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Sync Workflows tab

The Sync Workflows tab allows you to manage data sync workflows for connected data
systems. A sync workflow can include a number of synchronization steps, each performing
a specific data synchronization operation (creation, deprovision, or update). For more
information on sync workflows and their steps, see Synchronizing identity data.

You can also use this tab to manage email notification settings for each existing sync
workflow. For more information, see Using sync workflow alerts alerts.

On the Sync Workflows tab, you can use the following elements (some of these elements
become available only after you create at least one sync workflow with one or more
synchronization steps):

e Add sync workflow: Creates a new sync workflow.

» Filter by: Allows you to filter existing sync workflows by the letters or text you type
in the text box. The filter applies to the sync workflow names.

e Sort by: Allows you to sort existing sync workflows by workflow name, last run time,
or the number of synchronization steps.

« <Workflow Name>: Represents a sync workflow. You can click the workflow name
to view and add, delete, or modify synchronization steps in that workflow.

e Schedule: Allows you to create a schedule for running the sync workflow.

e Manage alerts: Allows you to add, delete, or edit alerts for a sync workflow. An alert
allows you to automatically send notification emails about the completion of the sync
workflow run to specified recipients.

« Rename: Allows you to rename the sync workflow.

o Delete: Deletes the sync workflow.

Sync History tab

The Sync History tab allows you to view and selectively clean up the synchronization
history. This is the history of sync workflow runs and object mapping operations. For more
information, see Synchronization history.

On the Sync History tab, you can use the following elements:

e Clean up now: Allows you to selectively clean up sync history entries by specifying
the age of the entries that you want to clean up.

e Schedule cleanup: Allows you to schedule a recurring cleanup operation for the
sync history.

e Sync Workflow History: Allows you to view a list of completed sync workflow runs
and the details of objects that participated in a particular sync workflow run.

e Mapping History: Allows you to view a list of completed map and unmap operations
and the details of objects that participated in those operations.
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e Search: Allows you to search the Synchronization Service synchronization history for
completed creation, deprovision, update, and sync passwords operations. You can
search by a number of criteria, such as the target connected data system and object
type on which the operation was performed and the time period during which the
operation completed.

o Usage Statistics: Allows you to view usage statistics for each connectori.e. a
number of processed objects, sync runs, and so on.

Connections tab

The Connections tab allows you to manage connections between the Synchronization
Service and the external data systems you want to use for data synchronization operations.

For more information on creating connections to external data systems supported out of
the box, see External data systems supported with built-in connectors.

On the Connections tab, you can use the following elements (some of these elements
become available only after you create at least one connection):

e Add connection: Allows you to create a new connection to an external data system.

» Filter by: Allows you to filter existing connections by the letters or text you type in
the text box. The filter applies to the connection names.

e Sort by: Allows you to sort existing connections by connection name, name of the
connector used, or the frequency of usage in sync workflow steps.

e <Connection Name>: Represents a connection to an external data system. You
can click a connection name to view or modify the corresponding connection settings.

e Connection settings: Allows you to view or modify settings for the connection.

e Synchronization scope: Allows you to view or modify synchronization scope for the
connection.

 Delete connection: Deletes the connection.

Mapping tab

The Mapping tab allows you to manage mapping pairs and mapping rules for existing
connections. To view or modify mapping pairs or rules for a connection, click the name of
that connection. For more information on mapping pairs and rules, see Mapping objects.

On the Mapping tab, you can use the following elements (some of these elements become
available only after you create at least one connection to an external data system):

e Filter by: Allows you to filter existing connections by the letters or text you type in
the text box. The filter only applies to the connection names.
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Sort by: Allows you to sort existing connections by connection name, name of the
connector used, or the frequency of usage in the sync workflow steps.

<Connection Name>: Displays the name of a connection. You can click a
connection name to view or modify the mapping settings for the corresponding
connection.

When you click a connection name on this tab, you can manage mapping pairs for the
connection by using the following elements (some of these elements become available
after you create at least one mapping pair for the connection):

Add mapping pair: Allows you to specify the types of objects in two connected
systems for which you want to create a mapping pair.

<ObjectTypel> - <ObjectType2>: Represents a mapping pair and displays the
object types that belong to the same mapping pair. You can click a mapping pair
to view and change the scope of conditions where the object types belonging to
that mapping pair will be mapped. To define these conditions, you can create
mapping rules.

Schedule: Allows you to schedule a recurring map operation for the current
pair of objects.

Map now: Allows you to manually run the map operation on the current pair
of objects.

Delete: Deletes the mapping pair on which you click this link.

When you click a mapping pair, you can manage mapping rules for the mapping pair by
using the following elements (some of these elements become available only after you
create at least one mapping rule for the mapping pair):

Map now: Allows you to manually run the map operation on the mapping pair by
using the conditions specified in the existing mapping rules.

Unmap: Allows you to unmap the objects that were earlier mapped according to the
settings specified for the mapping pair.

Schedule mapping: Allows you to schedule a recurring map operation for the
mapping pair.

Add mapping rule: Allows you to create a rule that will define a condition for
mapping objects that belong to the mapping pair.

Delete rule: Deletes the mapping rule on which you click this link.
Move up: Moves the current mapping rule one position up in the list.

Move down: Moves the current mapping rule one position down in the list.

Mapping rules are applied in the order they are listed.

Password Sync tab

The Password Sync tab allows you to manage password sync rules to automate password
synchronization from a specified Active Directory domain to other connected data systems.
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For more information, see Automated password synchronization.

On the Password Sync tab, you can use the following elements (some of these elements
become available only after you create at least one password sync rule):

e Add password sync rule: Allows you to create a rule for synchronizing passwords
from an Active Directory domain to another connected system.

e Password sync settings: Allows you to specify how many times you want to retry
the password synchronization operation in the event of a failure. Also allows you to
type a Windows PowerShell script to generate passwords for the target connected
system. For more information, see Using PowerShell script to transform passwords.

* Delete rule: Deletes the password sync rule on which you click this link.

Configuring diagnostic logging

In the Synchronization Service Console, you can configure a number of settings to write the
Synchronization Service diagnostic data to a separate log file or to the Windows Event Log.

To configure diagnostic logging

1. Inthe upper right corner of the Synchronization Service Console, select Settings >
Diagnostic Logging.

2. Inthe dialog that opens, use the following options:

« Windows Event Log Level: Drag the slider to select one of the following
options to write Synchronization Service data to the Windows Event Log:

e Error, Warning, and Information: Records errors, warnings, and
information events generated by Synchronization Service to the
Windows Event Log.

e Error and Warning: Records error and warning events generated by
Synchronization Service to the Windows Event Log.

e Error: Records error events generated by Synchronization Service to the
Windows Event Log.

o Off: Disables writing Synchronization Service data to the Windows
Event Log.

e Synchronization Service log level: Drag the slider to select one of the
following logging levels for the Synchronization Service log:

« All Possible Events: Writes detailed diagnostic data to the
Synchronization Service log file.

 Important Events: Writes only essential events to the Synchronization
Service log file.

» Off: Disables writing data to the Synchronization Service log file.

3. When you are finished, click OK to apply your settings.
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How to synchronize identity data

On a very high level, you need to complete the following steps to synchronize identity data
between two external data systems:

1. Connect the Synchronization Service to the data systems between which you want to
synchronize identity data.

For more information, see External data systems supported with built-in connectors.
2. Configure synchronization scope for the connected data systems.

For more information, see Modifying synchronization scope for a connection.
3. Create a sync workflow.

For more information, see Creating a sync workflow.

4. Create one or more steps in the sync workflow, and, if necessary, define
synchronization rules for these steps.

For more information, see Synchronizing identity data.
5. Run the sync workflow you have created.

For more information, see Running a sync workflow.

You can also use the Synchronization Service to automatically synchronize passwords from
a specified Active Directory domain to other connected data systems. For more
information, see Automated password synchronization.

Management Shell

Management Shell is implemented as a Windows PowerShell module, providing an
extension to the Windows PowerShell environment. The commands provided by
Management Shell conform to the Windows PowerShell standards, and are fully compatible
with the default command-line tools that come with Windows PowerShell.

You can open Management Shell by using either of the following procedures. Each
procedure loads the Management Shell module into Windows PowerShell. If you do not load
the Management Shell module before you run a command (cmdlet) provided by that
module, you will receive an error.

To open Management Shell, in the Windows PowerShell command prompt, run the Import-
Module [-Name] command.

In the Name parameter, specify the name of a file in the module and the file path. By default,
the following path to the SyncServiceManagementShell module is used: C:\Program
Files\One Identity\Active
Roles\8.1.1\SyncService\SyncServiceShell\SyncServiceManagementShell.psd1l.

Alternatively, to start the Active Roles Synchronization Service Management Shell,
depending upon the version of your Windows operating system, click Active Roles 8.1.1
Synchronization Service Management Shell on the Apps page or select All Programs
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> One Identity Active Roles 8.1.1 > Active Roles 8.1.1 Synchronization Service
Management Shell from the Start menu.

Upon the shell start, the Synchronization Service Console may display a message stating
that a certain file published by One Identity is not trusted on your system. This security
message indicates that the certificate the file is digitally signed with is not trusted on your
computer, so the Synchronization Service Console requires you to enable trust for the
certificate issuer before the file can be run. Press either R (Run once) or A (Always run). To
prevent this message from appearing in the future, it is advisable to choose the second
option (A).

Cmdlet naming conventions

All cmmdlets are presented in verb-noun pairs. The verb-noun pair is separated by a hyphen
(-) without spaces, and the cmmdlet nouns are always singular. The verb refers to the
action that the cmdlet performs. The noun identifies the entity on which the action is
performed. For example, in the Get-QCObject cmdlet name, the verb is Get and the noun is
QCobject. All the Management Shell cmdlets have the nouns prefixed with QC, to
distinguish the Management Shell cmdlets from those provided byPowerShell itself or by
other PowerShell modules.

Getting help

This section provides instructions on how to get help information for the cmdlets added by
Management Shell to the Windows PowerShell environment.

Table 2: To view help

To view this Run this command

A list of all the Synchronization Service  Get-QCCommand
Management Shell cmdlets available to
the shell.

Information about the parameters and  Run one of the following:
other components of a Synchronization Get-0CC d <cmdletN
Service Management Shell cmmdlet. * Get-QCCommand <CmdletName>

e Get-Command <CmdletName>

NOTE: You can use wildcard character
expansion. For example, to view information
about the cmdlets with the names ending in
Workflow, run this command: Get-Command
*Workflow.

Basic help information for a Get-Help <CmdletName>
Synchronization Service Management
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To view this

Run this command

Shell cmdlet.

Detailed help information for a
Synchronization Service Management
Shell cmdlet, including the descriptions
of available parameters and usage
examples.

Basic information about how to use the
help system in Windows PowerShell,
including Help for the Synchronization
Service Management Shell.

Get-Help <CmdletName> -full

Get-Help
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Connections to external data
systems

o External data systems supported out of the box

e Using connectors installed remotely

e Creating a connection

e« Renaming a connection

» Deleting a connection

» Modifying synchronization scope for a connection
e Using connection handlers

» Specifying password synchronization settings for a connection
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External data systems supported with
built-in connectors

Active Roles Synchronization Service supports the following external data systems with
built-in connectors:

e Working with Active Directory

e Working with an AD LDS (ADAM) instance

e Working with Skype for Business Server

e Working with Oracle Database

e Working with Oracle Database user accounts
e Working with Exchange Server

e Working with Active Roles

e Working with One Identity Manager

e Working with a delimited text file

e Working with Microsoft SQL Server

e Working with Micro Focus NetIQ Directory

e Working with Salesforce

e Working with ServiceNow

e Working with Oracle Unified Directory

e Working with an LDAP directory service

e Working with an OpenLDAP directory service
e Working with IBM DB2

e Working with IBM AS/400

e Working with IBM RACF

e Working with MySQL database

e Working with an OLE DB-compliant relational database
e Working with SharePoint

e Working with Microsoft 365
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« Working with Microsoft Azure Active Directory
e Configuring data synchronization with the SCIM Connector

» Configuring data synchronization with the Generic SCIM Connector

Working with Active Directory

This section describes how to create or modify a connection to Active Directory so that
Synchronization Service could work with data in that data system.

To create a connection to Active Directory domain, you need to use Synchronization
Service in conjunction with a special connector called Active Directory Connector. This
connector is included in the Synchronization Service package.

The Active Directory Connector supports the following features:

Table 3: Active Directory Connector - Supported features

Feature Supported

Bidirectional synchronization Yes

Specifies whether you can both read and write data in the connected data
system.

Delta processing mode Yes

Specifies whether the connection can process only the data that has
changed in the connected data system since the last synchronization
operation. This reduces the overall synchronization duration.

Password synchronization Yes

Specifies whether you can synchronize user passwords from an Active
Directory (AD) domain to the connected data system.

The Active Directory Connector supports linked attributes existing in the Active Directory
schema. Linked attributes allow you to establish associations between two objects.

Linked attributes exist in pairs, as follows:

 Forward link attribute: This is a linked attribute that exists on a source object (for
example, the member attribute on the Group object). Forward link attributes can be
single-valued or multivalued.

» Back link attribute: This is a linked attribute that can be specified on a target
object (for example, the memberof attribute on the User object). Back link attributes
are multivalued and they must have a corresponding forward link attribute. Back link
attributes are not stored in Active Directory. Rather, they are calculated based on the
corresponding forward link attribute each time a query is issued.
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Creating an Active Directory connection

To create a new connection

1. Inthe Synchronization Service Console, open the Connections tab.
2. Click Add connection, then use the following options:
e Connection name: Type a descriptive name for the connection.
» Use the specified connector: Select Active Directory Connector.
3. Click Next.
4. On the Specify connection settings page, use the following options:

 Any available domain controller in the specified domain: Allows you to
connect to an available domain controller in the Active Directory domain you
specify. In the Domain text box, type the fully qualified domain name of the
domain to which you want to connect.

e Specified domain controller: Allows you to connect to a specific domain
controller in a particular Active Directory domain. In the Domain controller
text box, type the fully qualified domain name of the domain controller to which
you want to connect.

e Active Directory forest: Allows you to connect to the Active Directory forest
you specify in this option. When synchronizing data to or from a connected
forest, Synchronization Service automatically selects the appropriate domain
controllers in the forest to read and write data according to the synchronization
scope configured for the connection.

 Secure Sockets Layer usage: Use this list to select one of the
following:

e None: Allows you to connect without using Secure Sockets
Layer (SSL).

e Use: Allows you to connect through SSL.

» Preferred: Allows you to attempt the connection through SSL

first. If this connection attempt fails, the Synchronization Service
tries to connect without using SSL.

e Access Active Directory using: Use this option to select one of
the following:

e Synchronization Service account: Allows you to access the
Active Directory domain in the security context of the account
under which the Synchronization Service is running.

 Windows account: Allows you to access Active Directory in the
security context of the account whose user name and password
you specify below this option.

e Test Connection: Click this button to verify the specified connection settings.

5. Click Finish to create a connection to Active Directory.
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Modifying an Active Directory connection

To modify connection settings

In the Synchronization Service Console, open the Connections tab.

2. Click Connection settings below the existing Active Directory connection you
want to modify.

3. Onthe Connection Settings tab, click the Specify connection settings item to
expand it and use the following options:

+ Any available domain controller in the specified domain: Allows you to
connect to an available domain controller in the Active Directory domain you
specify. In the Domain text box, type the fully qualified domain name of the
domain to which you want to connect.

» Specified domain controller: Allows you to connect to a specific domain
controller in a particular Active Directory domain. In the Domain controller
text box, type the fully qualified domain name of the domain controller to which
you want to connect.

e Active Directory forest: Allows you to connect to the Active Directory forest
you specify in this option. When synchronizing data to or from a connected
forest, Synchronization Service automatically selects the appropriate domain
controllers in the forest to read and write data according to the synchronization
scope configured for the connection.

 Secure Sockets Layer usage: Use this list to select one of the
following:

 None: Allows you to connect without using Secure Sockets
Layer (SSL).

e Use: Allows you to connect through SSL.

e Preferred: Allows you to attempt the connection through SSL
first. If this connection attempt fails, the Synchronization Service
tries to connect without using SSL.

e Access Active Directory using: Use this option to select one of
the following:

» Synchronization Service account: Allows you to access the
Active Directory domain in the security context of the account
under which the Synchronization Service is running.

« Windows account: Allows you to access Active Directory in the
security context of the account whose user name and password
you specify below this option.

» Test Connection: Click this button to verify the specified connection settings.

4. Optionally, you can narrow the number of objects participating in the connection
scope by setting up filter conditions. On the Connection Settings tab, click the
Advanced item to expand it, and then use the following list columns:
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e Object type: Use this column to select the Active Directory object types for
which you want to configure filter conditions: click Add Object Type to add an
object type to the list. Once you have added an object type, use the Filter
condition column to specify a condition the objects of that type must meet in
order to participate in the connection scope.

e Filter condition: Use this column to specify a filter condition for the
corresponding Active Directory object type. To specify a filter condition, type
an LDAP query. The Active Directory objects that meet the specified filter
condition will participate in the connection scope. When no filter condition
specified for an object type, all objects that belong to that type participate in
the connection scope.

5. When you are finished, click Save.

Communication ports required to synchronize
data between two Active Directory domains

When synchronizing data between two Active Directory domains, Synchronization Service
uses the following ports to access domain controllers in the domains:

Table 4: Required communication ports

Port Protocol Type of traffic Direction of traffic
53 TCP/UDP DNS Inbound

88 TCP/UDP Kerberos Outbound

389 TCP/UDP LDAP Outbound

636 TCP LDAP over SSL (LDAPS) Outbound

Synchronizing user passwords between two
Active Directory domains

You can automatically synchronize user passwords from one Active Directory domain to the
other by using Synchronization Service. The next procedure assumes that Synchronization
Service is already connected to the source and target domains. For more information, see
Creating an Active Directory connection.

To synchronize user passwords between two Active Directory domains

1. Install Capture Agent on all domain controllers in the source and target Active
Directory domains.
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2. Use the pwdHash attribute to perform an initial synchronization of user passwords
between the source and target domains:

a. Create a new or choose an existing creating or updating synchronization step
for the source and target domains.

If you use an updating synchronization step, ensure that user objects in the
source domain are properly mapped to their counterparts in the target domain.
For more information on mapping objects, see Mapping objects.

In the creating or updating synchronization step, configure a rule to
synchronize the pwdHash attribute value from the user objects in the source
domain to their counterparts in the target domain.

b. Run the creating or updating synchronization step to perform an initial
synchronization of user passwords from the source to the target domain.

The step to perform an initial synchronization allows you to synchronize user
passwords only once. If you want to synchronize all subsequent password changes
on a permanent basis, complete the step to create a recurring run schedule.

3. Create a recurring run schedule for the synchronization step you configured
previously. For instructions, see Running a sync workflow on a recurring schedule.

e To synchronize all subsequent password changes from the source to the target
domain, do one of the following:

e Configure a password sync rule to automate the password
synchronization between the two Active Directory domains. For more
information, see Automated password synchronization.

Synchronizing SID history of users or groups

You can use Synchronization Service to synchronize SID history between user or group
objects in two Active Directory domains. For example, you can synchronize SID history
when migrating users from one Active Directory domain to the other.

NOTE: Consider the following when synchronizing SID history:

e To read SID data in the source Active Directory domain, you can use the sIDHistory
or objectSid attribute.

e To write SID data to the target Active Directory domain, always use the
sIDHistory attribute.

To synchronize SID history of users or groups

1. Install Capture Agent on all domain controllers in the source and target Active
Directory domains you want to participate in the SID history synchronization.

For more information on how to install Capture Agent, see Managing Capture Agent.

2. Use the Specified domain controller option to connect Synchronization Service to
the source and target domains.
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For more information on how to connect Synchronization Service to an Active
Directory domain, see Creating an Active Directory connection.

3. Create a new or choose an existing creating or updating synchronization step for the
source and target domains.

If you use an updating synchronization step, ensure that user objects in the source
domain are properly mapped to their counterparts in the target domain. For more
information on mapping objects, see Mapping objects.

4. Configure the synchronization step to do the following:

e Read SID data in the source Active Directory domain. For this purpose, you can
use the sIDHistory attribute or the objectSid attribute, or both.

e Write SID data to the target Active Directory domain by using the
sIDHistory attribute.

To read attribute values in the source domain and write them to the target domain,
you can configure attribute modification rules in your sync workflow step. For more
information, see Modifying attribute values by using rules.

5. Run the created step to synchronize SID history.

Working with an AD LDS (ADAM) instance

This section explains how to create or modify a connection to an AD LDS (ADAM) instance
so that Synchronization Service could work with data in that data system.

To create a connection to an AD LDS (ADAM) instance, you need to use Synchronization
Service in conjunction with a special connector called AD LDS (ADAM) Connector. This
connector is included in the Synchronization Service package.

The AD LDS (ADAM) Connector supports the following features:

Table 5: AD LDS (ADAM) Connector - Supported features

Feature Supported

Bidirectional synchronization Yes

Specifies whether you can both read and write data in the connected data
system.

Delta processing mode Yes

Specifies whether the connection can process only the data that has
changed in the connected data system since the last synchronization
operation. This reduces the overall synchronization duration.

Password synchronization Yes

Specifies whether you can synchronize user passwords from an Active
Directory (AD) domain to the connected data system.
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Creating an AD LDS (ADAM) instance connection

To create a new connection

1. Inthe Synchronization Service Console, open the Connections tab.
2. Click Add connection, then use the following options:
e Connection name: Type a descriptive name for the connection.
» Use the specified connector: Select AD LDS (ADAM) Connector.
3. Click Next.
4. On the Specify connection settings page, use the following options:

e Server: Type the fully qualified domain name of the computer on which the AD
LDS (ADAM) instance to which you want to connect is running.

e Port: Type the LDAP communication port number used by the AD LDS
(ADAM) instance.

e Access AD LDS (ADAM) instance using: Use this option to select one
of the following:

» Synchronization Service account: Allows you to access the
target AD LDS (ADAM) instance in the security context of the
account under which the Synchronization Service is running.

e Windows account: Allows you to access the target AD LDS
(ADAM) instance in the security context of the account whose user
name and password you specify below this option.

e Advanced: Click to specify advanced settings for connecting to the AD LDS
(ADAM) instance.

o Test Connection: Click this button to verify the specified connection settings.
5. Click Finish to create a connection to the AD LDS (ADAM) instance.

Modifying an existing AD LDS (ADAM) instance
connection

To modify connection settings

1. Inthe Synchronization Service Console, open the Connections tab.

2. Click Connection settings below the existing AD LDS (ADAM) instance connection
you want to modify.

3. Onthe Connection Settings tab, click the Specify connection settings item to
expand it and use the following options:

o Server: Type the fully qualified domain name of the computer on which the AD
LDS (ADAM) instance to which you want to connect is running.
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e Port: Type the LDAP communication port number used by the AD LDS
(ADAM) instance.

e Access AD LDS (ADAM) instance using: Use this option to select one
of the following:

» Synchronization Service account: Allows you to access the
target AD LDS (ADAM) instance in the security context of the
account under which the Synchronization Service is running.

e Windows account: Allows you to access the target AD LDS
(ADAM) instance in the security context of the account whose user
name and password you specify below this option.

e Advanced: Click to specify advanced settings for connecting to the AD LDS
(ADAM) instance.

» Test Connection: Click this button to verify the specified connection settings.

4. Optionally, you can narrow the number of AD LDS (ADAM) objects participating in the
connection scope by setting up filter conditions. On the Connection Settings tab,
click the Advanced item to expand it, and then use the following list columns:

e Object type: Use this column to select the AD LDS (ADAM) object types for
which you want to configure filter conditions: click Add Object Type to add an
object type to the list. Once you have added an object type to the list, use the
Filter condition column to specify a condition the objects of that type must
meet in order to participate in the connection scope.

e Filter condition: Use this column to specify a filter condition for the
corresponding AD LDS (ADAM) object type. To specify a filter condition, type
an LDAP query. The AD LDS (ADAM) objects that meet the specified filter
condition will participate in the connection scope. When no filter condition
specified for an object type, all objects that belong to that type participate in
the connection scope.

5. When you are finished, click Save.

Working with Skype for Business Server

This section describes how to create or modify a connection to Microsoft Skype for Business
Server with the Active Roles Synchronization Service, to read and write data in Skype for
Business Server. It also lists the type of data you can read and/or write using the
configured connection.

To create a connection to Skype for Business Server, use the Skype for Business Server
Connector of Active Roles Synchronization Service.

The Skype for Business Connector supports the following features:
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Table 6: Skype for Business Server Connector - Supported features

Feature Supported

Bidirectional synchronization Yes

Specifies whether you can both read and write data  For more information on what data

in the connected data system. you can read and write in Skype for
Business Server, see Supported
Skype for Business Server data.

Delta processing mode No

Specifies whether the connection can process only
the data that has changed in the connected data
system since the last synchronization operation.
This reduces the overall synchronization duration.

Password synchronization No

Specifies whether you can synchronize user
passwords from an Active Directory (AD) domain to
the connected data system.

Creating a new Skype for Business Server
connection

You can create a new Skype for Business Server connection in the Synchronization
Service Console.

Prerequisites

Before creating a new Skype for Business Server connection, make sure that unsigned
Windows PowerShell scripts are allowed to run on the computer on which Active Roles
Synchronization Service is installed. This is required because Synchronization Service uses
Windows PowerShell scripts to work with Microsoft Skype for Business Server.

NOTE: To view the current Windows PowerShell initialization policy, use the Get-
ExecutionPolicy cmdlet supplied with Windows PowerShell. To change the Windows
PowerShell initialization policy, you can use the Set-ExecutionPolicy cmdlet of Windows
PowerShell.

To create a new Skype for Business Server connection

1. In the Synchronization Service Console, open the Connections tab.
2. Click Add connection, then use the following options:
a. Connection name: Type a descriptive name for the connection.

b. Use the specified connector: Select Skype for Business Server
Connector.
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3. Click Next.
4. Set the following settings:

» Skype for Business Server computer name: Specify the fully qualified
domain name (FQDN) of the Skype for Business Server computer to which you
want to connect.

» User name: Specify a domain user account that has sufficient rights to
administer Skype for Business Server users. The account must be a member of
all of the following groups that Skype for Business Server creates in Active
Directory: CsAdministrator, CsUserAdministrator, and
CsServerAdministrator.

 Password: Type the password of the specified user account.
To verify the specified connection settings, click Test Connection.
5. To apply your changes, click Finish.

Modifying an existing Skype for Business Server
connection

You can modify an existing Skype for Business Server connection in the Synchronization
Service Console.

To modify an existing Skype for Business connection

1. Inthe Synchronization Service Console, open the Connections tab.

2. Click Connection settings below the existing Skype for Business Server connection
you want to modify.

3. Expand the Specify Skype for Business Server name and access account
element to modify the following settings:

» Skype for Business Server computer name: Specify the fully qualified
domain name (FQDN) of the Skype for Business Server computer to which you
want to connect.

e User name: Specify a domain user account that has sufficient rights to
administer Skype for Business Server users. The account must be a member of
all of the following groups that Skype for Business Server creates in Active
Directory: CsAdministrator, CsUserAdministrator, and
CsServerAdministrator.

» Password: Type the password of the specified user account.
4. When you are finished, click Save.
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Supported Skype for Business Server data

The following table lists the Skype for Business Server object types and the data
synchronization operations supported by the Skype for Business Server Connector.

Table 7: Supported objects and operations

Object Read Create Delete Update

User Yes Yes Yes Yes

Allows you to read and write data related

to users in Skype for Business Server.

ArchivingPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom archiving policies configured can only

on a per-user basis in Skype for Business update one

Server. attribute
provided for
this object
type.

ClientPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom client policies configured on a can only

per-user basis in Skype for Business update one

Server. attribute

Client policies define which Skype for E;PV'%e.d f;or

Business Server features are available to N IS objec

users. ype.

ClientVersionPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom client version policies can only

configured on a per-user basis in Skype update one

for Business Server. attribute

These policies define what clients (such Er:_cwu;l)e_d f;or

as Microsoft Office Communicator 2007 N IS objec

R2) and their versions can be used in ype.

conjunction with Skype for Business

Server.

ConferencingPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom conferencing policies can only

configured on a per-user basis in Skype update one

for Business Server. attribute

(GNE IDENTITY
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Object Read Create Delete Update
provided for
this object
type.

DialPlanPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom dial plan policies configured on can only

a per-user basis in Skype for Business update one

Server. attribute
provided for
this object
type.

ExternalAccessPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom external access policies can only

configured on a per-user basis in Skype update one

for Business Server. attribute
provided for
this object
type.

LocationPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom location policies configured on can only

a per-user basis in Skype for Business update one

Server. attribute

These policies determine the Ehr,ov'cllfd ftor

configuration of the Enhanced 9-1-1 (E9- IS objec

1-1) Location Information service. type.

MobilityPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom mobility policies configured on can only

a per-user basis in Skype for Business update one

Server. attribute

These policies determine who can use Ehr,ov'cllfd ftor

mobility features (such as Call via Work, IS objec

Voice over IP (VoIP), or video). type.

PersistentChatPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom persistent chat policies can only

configured on a per-user basis in Skype update one
for Business Server. attribute

(GNE IDENTITY
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Object Read Create Delete Update
provided for
this object
type.

PinPolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom PIN policies configured on a can only

per-user basis in Skype for Business update one

Server. attribute
provided for
this object
type.

VoicePolicy Yes No No Yes

Allows you to read and write data related NOTE: You

to custom voice policies configured on a can only

per-user basis in Skype for Business update one

Server. attribute
provided for
this object
type.

Skype for BusinessSettings Yes No No No

Allows you to read data related to a
number of Skype for Business Server
settings.

Skype for BusinessSettingsisnota
native Skype for Business Server object
type and only exists in the Skype for
Business Server Connector schema.

For each of the previous Skype for Business Server object types, Synchronization Service
provides special attributes that allow you to read or write data in Skype for Business
Server. You can access and use these attributes from the Synchronization Service Console,
for example when selecting the source and target attributes you want to include in the

synchronization operation.

The following table shows the attributes provided by Synchronization Service and explains
what data you can read or write in Skype for Business Server by using a particular attribute

for every object, except the Skype for BusinessSettings object.

Table 8: General object attributes

Attribute Type Description Supported
operations
Description  Single- Gets the policy description. Read
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Attribute Type Description Supported
operations

valued, string

Identity Single- Gets the unique identifier of the policy. = Read
valued, string

Members Multivalued, Gets or sets the user accounts to which  Read, write
reference the policy is applicable.

Name Single- Gets the name of the policy. Read
valued, string

ObjectClass Single- Gets the type of the Skype for Business Read

valued, string

Server object.

The following table lists the Skype for BusinessSettings object attributes and the type of
data you can read or write in Skype for Business Server by using a particular attribute.

Table 9: Skype for BusinessSettings attributes

Attribute Type Description Supported
operations
Domains Multivalued,  Gets information about Session Read
string Initiation Protocol (SIP) domains
existing in your organization.
Identity Single- Gets the unique identifier of the Skype  Read
valued, string for Business object.
ObjectClass Single- Gets the type of the Skype for Business Read
valued, string Server object.
Pools Multivalued, Gets information about Skype for Read
string Business Server pools. A pool is a
collection of computers that all run the
same set of Skype for Business Server
services.
ServerVersion Single- Gets the Skype for Business Server Read

valued, string

version.

Attributes required to create a Skype for Business
Server user

To create a Skype for Business Server user, you must populate the following required
attributes provided by Synchronization Service:
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e RegistrarPool
e SipAddress

e DistinguishedName, DisplayName, or Identity

For more information about the attributes listed above, see Supported Skype for Business
Server data.

Getting or setting the Telephony option value in
Skype for Business Server

To get or set the Telephony option value for a Skype for Business Server user object, use
the following attributes provided by Synchronization Service:

e AudioVideoDisabled
e EnterpriseVoiceEnabled

e RemoteCallControlTelephonyEnabled

For more information about these and other attributes that Synchronization Service
provides for a Skype for Business Server user object, see Supported Skype for Business
Server data.

The following table lists the attribute value combinations that correspond to a particular
value in the Telephony option.

Table 10: Attribute value combinations in the Telephony option

Telepho AudioVideoDisa EnterpriseVoiceEn RemoteCallControlTelephony
ny bled abled Enabled

option

value in

Skype

for

Business

Server

Audio/vid TRUE FALSE FALSE
€o
disabled

PC-to-PC  FALSE FALSE FALSE
only

Enterprise FALSE TRUE FALSE
voice

Remote FALSE FALSE TRUE
call
control
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Telepho AudioVideoDisa EnterpriseVoiceEn RemoteCallControlTelephony
ny bled abled Enabled

option

value in

Skype

for

Business

Server

Remote TRUE FALSE TRUE
call

control

only

Working with Oracle Database

This section describes how to create or modify an Active Roles Synchronization Service
connection to Oracle Databases, so that you can synchronize data stored in those systems.
It also lists the type of data you can read and/or write in an Oracle Database with
Synchronization Service.

To create a connection to an Oracle Database, use the Oracle Database Connector of the
Synchronization Service.

The Oracle Database Connector supports the following features:

Table 11: Oracle Database Connector - Supported features

Feature Supported

Bidirectional synchronization Yes

Specifies whether you can both read and write data in the connected data
system.

Delta processing mode No

Specifies whether the connection can process only the data that has
changed in the connected data system since the last synchronization
operation. This reduces the overall synchronization duration.

Password synchronization No

Specifies whether you can synchronize user passwords from an Active
Directory (AD) domain to the connected data system.

Creating an Oracle Database connection

You can create a new Oracle Database connection in the Synchronization Service Console.
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To create a new Oracle Database connection

1. Make sure that the Synchronization Service computer has the following
software installed:

e Oracle Client: Ensure Oracle Client is configured to connect to the Oracle
service that can be used to access Oracle Database that hosts the data you
want to work with.

e Oracle Net Services
* Oracle Data Provider for .NET

For supported versions of this software, see the System Requirements section
in the Active Roles Release Notes.

In the Synchronization Service Console, open the Connections tab.
3. Click Add connection, then use the following options:
» Connection name: Type a descriptive name for the connection.
» Use the specified connector: Select Oracle Database Connector.
4. Click Next.
5. On the Specify connection settings page, use the following options:

e Oracle service name: Specify the name of the Oracle service you want to use
to access Oracle Database. You can click Refresh to get a list of available
Oracle services.

e Access Oracle service with: Type the user name and password of the
account with which you want to access the Oracle service.

e Test Connection: Click this button to verify the specified connection settings.
6. Click Next.
7. On the Specify how to select and modify data page, use the following options:

» Use data from this table: Allows you to select a database table that includes
the data you want to participate in the synchronization operations. You can
click Preview to preview the database table you have selected.

e Use an SQL query to specify data: Allows you to compose an SQL query
that provides a more flexible way for specifying the data for synchronization.
For example, you can use this option to specify multiple database tables.

8. Click Next.
9. On the Specify attributes to identify objects page, use the following options:

e Available attributes: Lists the attributes that are available in the external
data system. Use this list to select the attributes whose values you want to use
to generate a unique identifier for each object in the external data system. You
can filter attributes by typing in the text box at the top of this list. To select
multiple attributes, hold down CTRL and click to select attributes in the list.

e UniquelD attributes: Lists the attributes whose values are currently used to
generate a unique identifier for each object in the external data system.
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« Add->: Moves the selected attributes from the Available attributes list to
the UniquelID attributes list.

« <-Remove: Moves the selected attributes from the UniquelID attributes list
to the Available attributes list.

e Constructed UniquelID: Displays a combination of the attributes whose
values will make up a unique identifier for each object in the external
data system.

10. To finish creating the Oracle Database connection, click Finish.

Modifying an existing Oracle Database connection

You can modify an existing Oracle Database connection in the Synchronization
Service Console.

To modify an Oracle Database connection

1. Make sure that the Synchronization Service computer has the following
software installed:

e Oracle Client: Ensure Oracle Client is configured to connect to the Oracle
service that can be used to access Oracle Database that hosts the data you
want to work with.

e Oracle Net Services
» Oracle Data Provider for .NET

For supported versions of this software, see the System Requirements section
in the Active Roles Release Notes.

In the Synchronization Service Console, open the Connections tab.

3. Click Connection settings below the existing Oracle Database connection you
want to modify.

4. On the Connection Settings tab, click an appropriate item to expand it and use the
options it provides.

You can expand the following items:
» Specifying connection settings for Oracle Database

» Configuring advanced settings for an Oracle Database or Oracle Database user
account connection

» Specifying attributes to identify objects for Oracle Database
5. Click Save.

Specifying connection settings for Oracle Database

The Specify connection settings option provides the following options that allow you to
modify the connection settings:
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» Oracle service name: Specify the name of the Oracle service you want to use
to access Oracle Database. You can click Refresh to get a list of available
Oracle services.

» Access Oracle service with: Type the user name and password of the account with
which you want to access the Oracle service.

» Test Connection: Click this button to verify the specified connection settings.

Configuring advanced settings for an Oracle Database or
Oracle Database user account connection

The Advanced setting provides the following options that allow you to specify custom SQL
queries which will automatically run each time Synchronization Service has created,
updated, or deleted a user account in Oracle Database:

e SQL queries to run after user provisioned: Specifies the SQL queries to run each
time Synchronization Service creates a user account in the Oracle Database.

» SQL queries to run after user updated: Specifies the SQL queries to run each
time Synchronization Service updates a user account in the Oracle Database.

e SQL queries to run after user deprovisioned: Specifies the SQL queries to run
each time Synchronization Service deletes a user account in the Oracle Database.

Below each of these options, you can use the following buttons:

e Add: Adds a new SQL query to the list.
o Edit: Allows you to edit the SQL query selected in the list.
o Delete: Deletes the SQL query selected in the list.

SQL queries run in the order they are listed. If necessary, you can rearrange the SQL
queries in the lists: select an SQL query in the appropriate list, then click the up or down
arrow button to move the query as necessary.

Specifying attributes to identify objects for Oracle
Database

The Specify attributes to identify objects option provides the following options,
allowing you to specify the attributes for uniquely identifying each object in the connected
data system:

e Available attributes: Lists the attributes that are available in the external data
system. Use this list to select the attributes whose values you want to use to
generate a unique identifier for each object in the external data system. You can filter
attributes by typing in the text box at the top of this list. To select multiple attributes,
hold down CTRL and click to select attributes in the list.

e UniquelD attributes: Lists the attributes whose values are currently used to
generate a unique identifier for each object in the external data system.
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o« Add->: Moves the selected attributes from the Available attributes list to the
UniquelID attributes list.

« <-Remove: Moves the selected attributes from the UniquelID attributes list to the
Available attributes list.

e Constructed UniquelD: Displays a combination of the attributes whose values will
make up a unique identifier for each object in the external data system.

Sample SQL queries for working with an Oracle
Database

The sample queries provided below are only applicable if Synchronization Service is
connected to the target Oracle Database through the Oracle Database Connector.

Example: Adding a new entry

This SQL query illustrates how to add a new entry to the table named
SQLConnTestl in Oracle Database to which you want to provision data from another
connected system.

Table 12: Adding a new entry to the SQLConnTest1 table

Database table structure Sample query

CREATE TABLE "SQLConnTest1"("Id" Insert into SQLConnTestl(attrl)
number,"attrl" nchar(64), "attr2" nchar values(:attrl) returning Id into
(64)) :Id

In this sample query, Id stands for the attribute that uniquely identifies each object
in the Oracle Database.

Example: Creating a new user

This SQL query illustrates how to create a new user in the Oracle Database:

call dbms_utility.exec_ddl_statement('CREATE USER ' || :USERNAME || '
IDENTIFIED BY ' || :newPassword)

In this sample query:

¢ USERNAME refers to the name of the attribute that uniquely identifies the user in
the Oracle Database.
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¢ newPassword refers to the name of the attribute that will store the initial
password you want to set for the new Oracle Database user.

Working with Oracle Database user
accounts

This section describes how to create or modify a connection to Oracle Database user
accounts with the Active Roles Synchronization Service. It also lists the type of data you
can read and/or write in Oracle Database user accounts with the Synchronization Service.

To create a connection to Oracle Database user accounts and work with the user accounts
in that data system, use the Oracle Database User Account Connector of the
Synchronization Service.

The Oracle Database User Account Connector supports the following features:

Table 13: Oracle Database User Account Connector - Supported features

Feature Supported

Bidirectional Yes
synchronization

Specifies whether you can both
read and write data in the
connected data system.

Delta processing mode No

Specifies whether the
connection can process only the
data that has changed in the
connected data system since
the last synchronization
operation. This reduces the
overall synchronization
duration.

Password synchronization Yes

Specifies whether you can NOTE: Password synchronization is only supported

synchronize user passwords for user accounts that are authenticated entirely by

from an Active Directory (AD) Oracle Database. The Oracle Database User Accounts

domain to the connected data Connector does not support password synchron-

system. ization for Oracle Database user accounts that use
external or global authentication from the side of the
connected Oracle system.
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Creating an Oracle Database user accounts
connection

You can create a new Oracle Database user accounts connection in the Synchronization
Service Console.

To create a new Oracle Database user accounts connection

1. Inthe Synchronization Service Console, open the Connections tab.
2. Click Add connection, then use the following options:
» Connection name: Type a descriptive name for the connection.

 Use the specified connector: Select Oracle Database User
Accounts Connector.

3. Click Next.
4. On the Specify connection settings page, use the following options:

e Oracle service name: Specify the name of the Oracle service you want to use
to access Oracle Database user account. You can click Refresh to get a list of
available Oracle services.

e Access Oracle service with: Type the user name and password of the
account with which you want to access the Oracle service.

o Test Connection: Click this button to verify the specified connection settings.
5. Click Next.
6. On the Specify how to select and modify data page, use the following options:

 Use data from this table: Allows you to select a database table that includes
the data you want to participate in the synchronization operations. You can
click Preview to preview the database table you have selected.

 Use an SQL query to specify data: Allows you to compose an SQL query
that provides a more flexible way for specifying the data for synchronization.
For example, you can use this option to specify multiple database tables.

7. Click Next.
8. On the Specify attributes to identify objects page, use the following options:

e Available attributes: Lists the attributes that are available in the external
data system. Use this list to select the attributes whose values you want to use
to generate a unique identifier for each object in the external data system. You
can filter attributes by typing in the text box at the top of this list. To select
multiple attributes, hold down CTRL and click to select attributes in the list.

e UniquelID attributes: Lists the attributes whose values are currently used to
generate a unique identifier for each object in the external data system.

« Add->: Moves the selected attributes from the Available attributes list to
the UniquelID attributes list.

@NE |DENT|TY Active Roles 8.1.1 Synchronization Service Administration Guide 56

by Quest



« <-Remove: Moves the selected attributes from the UniquelID attributes list
to the Available attributes list.

e Constructed UniquelID: Displays a combination of the attributes whose
values will make up a unique identifier for each object in the external
data system.

9. To complete configuring the connection to the Oracle Database, click Finish.

After connecting Synchronization Service to the Oracle Database with the Oracle Database
User Accounts Connector, you can specify custom SQL queries that will automatically run
each time after Synchronization Service created, updated, or deleted a user account in
Oracle Database User Accounts. For more information, see Modifying an existing Oracle
Database connection.

Modifying an existing Oracle Database user
account connection

You can modify an existing Oracle Database user accounts connection in the
Synchronization Service Console.

To modify an Oracle Database user accounts connection

In the Synchronization Service Console, open the Connections tab.

2. Onthe Connection Settings tab, click an appropriate item to expand it and use the
options it provides.

You can expand the following items:
e Specifying connection settings for an Oracle Database user account connection

e Configuring advanced settings for an Oracle Database or Oracle Database user
account connection

3. Click Save.

Specifying connection settings for an Oracle Database
user account connection

The Specify connection settings option provides the following settings, allowing you to
modify the connection:

e Oracle service name: Specify the name of the Oracle service you want to use to
access Oracle Database user account. You can click Refresh to get a list of available
Oracle services.

» Access Oracle service with: Type the user name and password of the account with
which you want to access the Oracle service.

e Test Connection: Click this button to verify the specified connection settings.
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Configuring advanced settings for an Oracle Database or
Oracle Database user account connection

The Advanced setting provides the following options that allow you to specify custom SQL
queries which will automatically run each time Synchronization Service has created,
updated, or deleted a user account in Oracle Database:

 SQL queries to run after user provisioned: Specifies the SQL queries to run each
time Synchronization Service creates a user account in the Oracle Database.

e SQL queries to run after user updated: Specifies the SQL queries to run each
time Synchronization Service updates a user account in the Oracle Database.

e SQL queries to run after user deprovisioned: Specifies the SQL queries to run
each time Synchronization Service deletes a user account in the Oracle Database.

Below each of these options, you can use the following buttons:

e Add: Adds a new SQL query to the list.
» Edit: Allows you to edit the SQL query selected in the list.
» Delete: Deletes the SQL query selected in the list.

SQL queries run in the order they are listed. If necessary, you can rearrange the SQL
queries in the lists: select an SQL query in the appropriate list, then click the up or down
arrow button to move the query as necessary.

Sample SQL queries for working with Oracle
Database user accounts

This section provides some SQL query examples that you can use a baseline for your own
queries toward the connected Oracle Database system.

Example: Calling an Oracle stored procedure

This SQL query illustrates how to call a specific Oracle stored procedure:
CALL "<ProcedureName>" ('&USERNAME")
In this query:

* ProcedureName specifies the name of the Oracle stored procedure you
want to call.

¢ USERNAME refers to the name of the attribute that uniquely identifies a userin
the target Oracle Database system.
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Example: Creating a new user in the Oracle Database

This SQL query illustrates how to create a new user in the connected Oracle
Database:

insert into DatabaseTable(ColumnName) values (upper('&USERNAME"))

In this sample query:

e DatabaseTable specifies the name of the table into which the entry will
be added.

» USERNAME refers to the name of the attribute that uniquely identifies a user in
the target Oracle Database system.

Working with Exchange Server

This section describes how to create or modify a connection to Microsoft Exchange Server
so that Synchronization Service could read and write data in that data system. This section
also describes what data you can read and/or write in Exchange Server by using
Synchronization Service.

To create a connection to Microsoft Exchange, you need to use Synchronization Service in
conjunction with a special connector called Exchange Server Connector. This connector is
included in the Synchronization Service package.

The Exchange Server Connector supports the following features:

Table 14: Exchange Server Connector — Supported features

Feature Supported

Bidirectional synchronization Yes

Specifies whether you can both read and write data in the connected data
system.

Delta processing mode No

Specifies whether the connection can process only the data that has
changed in the connected data system since the last synchronization
operation. This reduces the overall synchronization duration.

Password synchronization No

Specifies whether you can synchronize user passwords from an Active
Directory (AD) domain to the connected data system.
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Creating a new connection to Exchange Server

To create a new connection

1.

In the Synchronization Service Console, open the Connections tab.

2. Click Add connection, then use the following options:

e Connection name: Type a descriptive name for the connection.

» Use the specified connector: Select Exchange Server Connector.

3. Click Next.

4. On the Specify connection settings page, use the following options:

» Select the Exchange Server version to which you want to connect:

Select the Exchange Server version to which you want to connect. If you select
the Automatically select latest version option, the connector searches your
environment for available Exchange Server 2019, 2016, or 2013, and connects
to the latest of these versions found. Use the Automatically select latest
version option only together with the Any available Exchange Server in
the forest option.

Connect to: Choose how you want to connect to Exchange Server by selecting
one of the following:

e Any available Exchange Server in the forest: Allows you to connect
to any available Exchange Server computer residing in the Active
Directory forest you specify. In the Domain in the forest text box, type
the fully qualified domain name (FQDN) of any domain that belongs to
the forest that includes the Exchange Server you want to connect to. If
you select this option, make sure the account you specify under Access
Exchange Server using has sufficient permissions to read the Root
Directory Service Entry (rootDFS) and configuration naming context of
the forest.

» Specified Exchange Server: Allows you to connect to the Exchange
Server computer whose fully qualified domain name (FQDN) you type in
the provided text box.

Advanced: Opens a dialog that allows you to specify advanced options for
connecting to Exchange Server and reading and writing Exchange configuration
data in Active Directory.

Options related to reading and writing Exchange configuration data in
Active Directory:

e Use default domain controller: Causes Synchronization Service to
read and write Exchange configuration data in Active Directory by using
the default domain controller defined on the Exchange Server used for
the connection.
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» Use specified domain controller: Causes Synchronization Service to
read and write Exchange configuration data in Active Directory by using
the domain controller whose FQDN is specified in the text box below
this option.

e Options related to connecting to Exchange Server:

e Connect using HTTPS: Select this check box to connect to Exchange
Server by using HTTPS.

 Validate server certificate: Select this check box to validate server
certificate on the target Exchange Server.

 Authentication method: Select an authentication method to access
Exchange Server.

e Access Exchange Server using: Select one of the following access options:

e Synchronization Service account: Allows you to access Exchange
Server in the security context of the account under which the
Synchronization Service is running.

 Windows account: Allows you to access Exchange Server in the
security context of the account whose user name and password you type
in the provided text box.

e Test Connection: Click this button to verify the specified connection settings.
5. Click Finish.

Modifying an existing connection to Exchange
Server

To modify connection settings

1. Inthe Synchronization Service Console, open the Connections tab.
2. Click Add connection, then use the following options:
e Connection name: Type a descriptive name for the connection.
» Use the specified connector: Select Exchange Server Connector.
3. Click Next.
4. On the Specify connection settings page, use the following options:

» Select the Exchange Server version to which you want to connect:
Select the Exchange Server version to which you want to connect. If you select
the Automatically select latest version option, the connector searches your
environment for available Exchange Server 2019, 2016, or 2013, and connects
to the latest of these versions found. Use the Automatically select latest
version option only together with the Any available Exchange Server in
the forest option.
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e Connect to: Choose how you want to connect to Exchange Server by selecting
one of the following:

e Any available Exchange Server in the forest: Allows you to connect
to any available Exchange Server computer residing in the Active
Directory forest you specify. In the Domain in the forest text box, type
the fully qualified domain name (FQDN) of any domain that belongs to
the forest that includes the Exchange Server you want to connect to. If
you select this option, make sure the account you specify under Access
Exchange Server using has sufficient permissions to read the Root
Directory Service Entry (rootDFS) and configuration naming context of
the forest.

» Specified Exchange Server: Allows you to connect to the Exchange
Server computer whose fully qualified domain name (FQDN) you type in
the provided text box.

» Advanced: Opens a dialog that allows you to specify advanced options for
connecting to Exchange Server and reading and writing Exchange configuration
data in Active Directory.

e Options related to reading and writing Exchange configuration data in
Active Directory:

e Use default domain controller: Causes Synchronization Service to
read and write Exchange configuration data in Active Directory by using
the default domain controller defined on the Exchange Server used for
the connection.

e Use specified domain controller: Causes Synchronization Service to
read and write Exchange configuration data in Active Directory by using
the domain controller whose FQDN is specified in the text box below
this option.

e Options related to connecting to Exchange Server:

e Connect using HTTPS: Select this check box to connect to Exchange
Server by using HTTPS.

» Validate server certificate: Select this check box to validate server
certificate on the target Exchange Server.

 Authentication method: Select an authentication method to access
Exchange Server.

» Access Exchange Server using: Select one of the following access options:

* Synchronization Service account: Allows you to access Exchange
Server in the security context of the account under which the
Synchronization Service is running.

 Windows account: Allows you to access Exchange Server in the
security context of the account whose user name and password you type
in the provided text box.

» Test Connection: Click this button to verify the specified connection settings.
5. When you are finished, click Save.
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Exchange Server data supported out of the box

The next table lists the Exchange Server object types supported by the Exchange Server
Connector out of the box and the operations you can perform on these objects by using
the connector.

Table 15: Supported objects and operations

Object Read Create Delete Update

ActiveSyncMailboxPolicy Yes No No No

Allows you to read the Mobile Device mailbox
policy settings for a specified Mobile Device
mailbox policy.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

AddressBookPolicy Yes No No No

Allows you to read data related to address
book policies.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

AddressList Yes No No No

Allows you to read data related to a specified
address list.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

DistributionGroup Yes Yes Yes Yes

Allows you to read or write data related to a
specified distribution group.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

DynamicDistributionGroup Yes Yes Yes Yes

Allows you to read or write data related to a
specified dynamic distribution group.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

ExchangeServer Yes No No No

Allows you to read attribute values of a
specified Exchange Server.

This object type is supported for Exchange
Server 2013, 2016, and 2019.
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Object Read Create Delete Update

GlobalAddresslList Yes No No No

Allows you to read data related to a specified
global address list (GAL).

This object type is supported for Exchange
Server 2013, 2016, and 2019.

Mailbox Yes Yes Yes Yes

Allows you to read or write data related to a
specified mailbox.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

MailboxDatabase Yes No No No

Allows you to read a specified mailbox
database object.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

MailContact Yes Yes Yes Yes

Allows you to read or write data related to a
specified mail-enabled contact.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

NOTE: The Exchange Server Connector
cannot create new users in Active Directory.
You can create new AD users with the Active
Directory Connector.

MailUser Yes Yes Yes Yes

Allows you to read or write data related to a
specified mail-enabled user.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

NOTE: The Exchange Server Connector
cannot create new users in Active Directory.
You can create new AD users with the Active
Directory Connector.

OfflineAddressBook Yes No No No

Allows you to read data related to an offline
address book (OAB).

This object type is supported for Exchange
Server 2013, 2016, and 2019.
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Object

Read

Create

Delete

Update

OrganizationConfig

Allows you to read configuration data of an
Exchange organization.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

OwaMailboxPolicy

Allows you to read data related to Microsoft

Office Outlook Web App mailbox policies in the

Exchange organization.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

PublicFolder

Allows you to read data related to a public
folder.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

RoleAssignmentPolicy

Allows you to read data related to a
management role assignment policy.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

UmDialPlan

Allows you to read data related to a Unified
Messaging (UM) dial plan.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

UmMailboxPolicy

Allows you to read data related to a Unified
Messaging (UM) mailbox policy.

This object type is supported for Exchange
Server 2013, 2016, and 2019.

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

For each of the above-listed Exchange Server object types Synchronization Service
provides a number of special attributes that allow you to read and/or write the data related
to that object type in Exchange Server. You can access and use these attributes from the
Synchronization Service Console (for example, when selecting the source and target

attributes you want to participate in the synchronization operation).

The next sections describe the attributes provided by Synchronization Service and explain
what data you can read and/or write in Exchange Server by using a particular attribute.
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ActiveSyncMailboxPolicy object attributes

Table 16: ActiveSyncMailboxPolicy attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the ActiveSyncMailboxPolicy object have the same names
and descriptions as parameters of the following Exchange Management Shell cmdlet:

e Get-ActiveSyncMailboxPolicy

AddressBookPolicy object attributes

Table 17: AddressBookPolicy attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the AddressBookPolicy object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

e Get-AddressBookPolicy

AddressList object attributes

Table 18: AddressList object attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the AddressList object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

e Get-AddressList
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DistributionGroup object attributes

Table 19: DistributionGroup attributes

Attribute Type Description Supported
operations
Members Multivalued,  Gets or sets the distribution group Read, Write
reference members.
For recipients, this attribute accepts any of
the following values:
e Alias
e Canonical DN
e Display Name
e Distinguished Name (DN)
e Domain\Account
e GUID
e Immutable ID
e Legacy Exchange DN
e SMTP Address
e User Principal Name
For Active Directory users, this attribute
accepts any of the following values:
e Distinquished Name (DN)
e Domain\Account
e GUID
¢ User Principal Name (UPN)
ObjectID Single- Gets the unique identifier for a specified Read

valued, string object in Exchange Server.

Other attributes provided for the DistributionGroup object have the same names and
descriptions as parameters or return types of the following Exchange Management

Shell cmdlets:
e Enable-DistributionGroup
e Get-DistributionGroup

e Set-DistributionGroup
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DynamicDistributionGroup object attributes

Table 20: DynamicDistributionGroup attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the DynamicDistributionGroup object have the same names
and descriptions as parameters or return types of the following Exchange Management
Shell cmdlets:

e Get-DynamicDistributionGroup
e New-DynamicDistributionGroup

e Set-DynamicDistributionGroup

ExchangeServer object attributes

Table 21: ExchangeServer attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the ExchangeServer object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

e Get-ExchangeServer

GlobalAddresslList object attributes

Table 22: GlobalAddressList attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the GlobalAddressList object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:
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e Get-GlobalAddressList

Mailbox object attributes

Table 23: Mailbox attributes

Attribute Type Description Supported
operations
LinkedCredentiallLogin Single- Specifies the user name of the Write
valued, account with which you want to
string access the domain controller

specified in the
LinkedDomainController

attribute.
LinkedCredentialPassword Single- Specifies the password that Write
valued, matches the user name
string specified in the
LinkedCredentiallLogin
attribute.
MoveMailboxTo Single- Moves mailbox to the Exchange  Write

valued, Server database whose name is
string specified in this attribute.

ObjectID Single- Gets the unique identifier for a Read
valued, specified object in Exchange
string Server.

RecipientTypeDetails Single- Gets or sets a mailbox type. Read, Write
valued,

When you create a mailbox
object, this attribute supports
the following values:

string

e DiscoveryMailbox
e EquipmentMailbox
e RoomMailbox

e SharedMailbox

e UserMailbox

When you update a mailbox
object, this attribute supports
the following values:

e EquipmentMailbox
e RoomMailbox

¢ SharedMailbox
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Attribute Type Description Supported
operations

¢ UserMailbox

When you read data of a
mailbox object, this attribute
supports the following values:

e DiscoveryMailbox
e EquipmentMailbox
e LegacyMailbox

e LinkedMailbox

e RoomMailbox

e SharedMailbox

¢ UserMailbox

Other attributes provided for the Mailbox object have the same names and descriptions as
parameters or return types of the following Exchange Management Shell cmdlets:

e Set-CalendarProcessing

e Get-CASMailbox

e Set-CASMailbox

e Disable-Mailbox (called by Archive and RemoteArchive attributes)
e Enable-Mailbox (called by Archive and RemoteArchive attributes)
e Get-Mailbox

e Set-Mailbox

e Get-MailboxAutoReplyConfiguration

e Set-MailboxAutoReplyConfiguration

e Get-MailboxStatistics

e Get-MoveRequest

¢ New-MoveRequest

¢ Remove-MoveRequest

e Set-MoveRequest

e Disable-UMMailbox (called by UMEnabled attribute)

e Enable-UMMailbox (called by UMEnabled attribute)

e Get-UMMailbox

e Set-UMMailbox

e Get-UMMailboxPIN

e Set-UMMailboxPIN
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NOTE: Some attributes may perform actions by calling certain Exchange Management
Shell cmdlets, as noted in the table.

MailContact object attributes

Table 24: MailContact attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the MailContact object have the same names and
descriptions as parameters or return types of the following Exchange Management
Shell cmdlets:

e Enable-MailContact
¢ Get-MailContact
e Set-MailContact

NOTE: The Exchange Server Connector cannot create new users in Active Directory. You
can create new AD users with the Active Directory Connector.

MailboxDatabase object attributes

Table 25: MailboxDatabase attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the MailboxDatabase object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

¢ Get-MailboxDatabase

@NE |DENT|TY Active Roles 8.1.1 Synchronization Service Administration Guide 21

by Quest



MailUser object attributes

Table 26: MailUser attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the MailUser object have the same names and descriptions as
parameters or return types of the following Exchange Management Shell cmdlets:

e Enable-MailUser
e Get-MailUser
e Set-MailUser

NOTE: The Exchange Server Connector cannot create new users in Active Directory. You
can create new AD users with the Active Directory Connector.

OfflineAddressBook object attributes

Table 27: OfflineAddressBook attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the 0fflineAddressBook object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

o Get-OfflineAddressBook

OrganizationConfig object attributes

Table 28: OrganizationConfig attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string
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Other attributes provided for the OrganizationConfig object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

e Get-OrganizationConfig

OwaMailboxPolicy object attributes

Table 29: OwaMailboxPolicy attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the owaMailboxPolicy object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

¢ Get-OwaMailboxPolicy

PublicFolder object attributes

Table 30: PublicFolder attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the PublicFolder object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

¢ Get-PublicFolder

PublicFolderDatabase object attributes

Table 31: PublicFolderDatabase attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

@NE |DENT|TY Active Roles 8.1.1 Synchronization Service Administration Guide

by Quest

73



Other attributes provided for the PublicFolderDatabase object have the same names and
descriptions as parameters of the following ExchangeManagement Shell cmdlet:

e Get-PublicFolderDatabase

RoleAssignmentPolicy object attributes

Table 32: RoleAssignmentPolicy attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the RoleAssignmentPolicy object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

¢ Get-RoleAssignmentPolicy

StorageGroup object attributes

Table 33: StorageGroup attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the StorageGroup object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

e Get-StorageGroup

UmDialPlan object attributes

Table 34: UmbDialPlan attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string
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Other attributes provided for the umDialPlan object have the same names and descriptions
as parameters of the following Exchange Management Shell cmdlet:

e Get-UMDialPlan

UmMailboxPolicy object attributes

Table 35: UmMailboxPolicy attributes

Attribute Type Description Supported
operations
ObjectID Single- Gets the unique identifier for a specified Read
valued, object in Exchange Server.
string

Other attributes provided for the UmMailboxPolicy object have the same names and
descriptions as parameters of the following Exchange Management Shell cmdlet:

e Get-UMMailboxPolicy

Scenario: Migrate mailboxes from one Exchange
Server to another

To migrate a mailbox, you need to use the MoveMailboxTo attribute provided for the
Mailbox object. Update the value of the MoveMailboxTo attribute, so that it includes the
name or GUID of the Exchange Server database to which you want to move the mailbox.
As a result, the mailbox is migrated to the Exchange Server computer that hosts the
specified database.

NOTE: Before migrating mailboxes, consider the following:

e You can only migrate mailboxes between Exchange Servers that belong to the
same Exchange organization.

o If the computers between which you want to migrate mailboxes run the same
version of Exchange Server, make sure they have either no or the same Exchange
Server Service Pack installed.

Configuring a connection to Exchange Server

Configure a connection to the Exchange Server you will use to move the mailbox object.
See the table below to determine which Exchange Server you must use to perform the
move operation in a particular migration scenario.
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Table 36: Migration Scenarios

Source Target Configure
connection
to

Exchange Exchange Server 2013 Exchange

Server Server 2013

NOTE: The source and target computers must have either

2013 no or the same Exchange Server Service Pack installed.

For more information on how to configure a connection to Exchange Server, see Creating a
new connection to Exchange Server.

Creating a new sync workflow

For more information on how to create a new sync workflow, see Creating a sync workflow.

Configuring a step to update MoveMailboxTo attribute value

To configure a step to update MoveMailboxTo attribute value

In the sync workflow you created, create a new update step.

2. Inthe update step, select the target data system for the data synchronization
operation. This must be the Exchange Server to which you created the connection.

3. Configure the update step so that it updates the value of the MoveMailboxTo
attribute on the appropriate Mailbox objects. The new attribute value must
include the name or GUID of the Exchange Server database to which you want to
move the mailboxes.

For instructions on how to create and configure an update step, see Creating an
update step.
Running the sync workflow

For more information on how to run a sync workflow, see Running a sync workflow.

Working with Active Roles

To create a connection to Active Roles, you need to use Synchronization Service in
conjunction with a special connector called Active Roles Connector included in the
Synchronization Service package.

The Active Roles Connector supports the following Synchronization Service features:
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Table 37: Active Roles Connector - Supported features

Feature Supported

Bidirectional synchronization Yes

Specifies whether you can both read and write data in the connected data
system.

Delta processing mode Yes

Specifies whether the connection can process only the data that has
changed in the connected data system since the last synchronization
operation. This reduces the overall synchronization duration.

Password synchronization Yes

Specifies whether you can synchronize user passwords from an Active
Directory (AD) domain to the connected data system.

The Active Roles Connector supports linked attributes in the Active Directory schema.
Linked attributes allow you to associate one object with another object. Linked attributes
exist in pairs:

e Forward link attribute: This is a linked attribute that exists on a source object (for
example, the member attribute on the Group object). Forward link attributes can be
single-valued or multivalued.

« Back link attribute: This is a linked attribute that can be specified on a target
object (for example, the memberof attribute on the User object). Back link attributes
are multivalued and they must have a corresponding forward link attribute. Back link
attributes are not stored in Active Directory. Rather, they are calculated based on the
corresponding forward link attribute each time a query is issued.

Creating an Active Roles connection

You can create a connection to Active Roles right after you install Synchronization Service
on your computer.

To create a new connection

1. Inthe Synchronization Service Console, open the Connections tab.
2. Click Add connection, then use the following options:
» Connection name: Type a descriptive name for the connection.
» Use the specified connector: Select Active Roles Connector.
3. Click Next.
4. On the Specify connection settings page, use the following options:

e Connect to: Allows you to specify the Active Roles Administration Service to
be used by the Synchronization Service. You can use one of the following
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options:

+ Administration Service on the specified computer: Type the name
of the computer running the Administration Service you want the
Synchronization Ser