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Preface

Welcome to the One Identity Safeguard for Privileged Sessions 7.4 Administrator Guide.

This document describes how to configure and manage the One Identity Safeguard for

Privileged Sessions (SPS). Background information for the technology and concepts used
by the product is also discussed.
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Introduction

This section introduces One Identity Safeguard for Privileged Sessions (SPS) in a non-
technical manner, discussing how and why is it useful, and what additional security it offers
to an existing IT infrastructure.

The major benefits of One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) is part of the One Identity Safeguard
solution, which in turn is part of One Identity's Privileged Access Management portfolio.
Addressing large enterprise needs, SPS is a privileged session management solution which
provides industry-leading access control, session recording and auditing to prevent
privileged account misuse and accelerate forensics investigations.

SPS is a quickly deployable enterprise device, completely independent from clients and
servers - integrating seamlessly into existing networks. It captures the activity data
necessary for user profiling and enables full user session drill down for forensic
investigations.

SPS has full control over the SSH, RDP, Telnet, TN3270, TN5250, Citrix ICA, and VNC
connections, giving a framework (with solid boundaries) for the work of the administrators.
The most notable features of SPS are the following:

Central policy enforcement

SPS acts as a centralized authentication and access-control point in your IT environment
which protects against privileged identity theft and malicious insiders. The granular access
management helps you to control who can access what and when on your critical IT assets.

Prevention of malicious activities

SPS monitors privileged user sessions in real-time and detects policy violations as they
occur. In case of detecting a suspicious user activity (for example entering a destructive
command, such as the "rm"), SPS can send you an alert or immediately terminate the
connection.
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Greater accountability (deterrance)

SPS audits "who did what", for example on your database- or SAP servers. Aware of this,
your employees will do their work with a greater sense of responsibility leading to a
reduction in human errors. By having an easily interpreted, tamper-proof record in
encrypted, timestamped, and digitally signed audit trails, finger-pointing issues can be
eliminated.

Faster, cost-effective compliance audits

SPS makes all user activity traceable by recording them in high quality, tamper-proof and
easily searchable audit trails. All data is stored in encrypted, timestamped and signed files,
preventing any modification or manipulation. The movie-like audit trails ensure that all the
necessary information is accessible for ad-hoc analyses or audit reports.

Lower troubleshooting and forensics costs

When something wrong happens, everybody wants to know the real story. Analyzing

thousands of text-based logs can be a nightmare and may require the participation of
external experts. The ability to easily reconstruct user sessions allows you to shorten

investigation time and avoid unexpected cost.

Application areas

Fastest return to value and extremely low TCO

One Identity Safeguard for Privileged Sessions (SPS) is a turnkey network appliance - its
implementation and configuration is fast and simple. Compared to competitors, there is no
need to purchase and install any additional software (for example, Windows or MS SQL
servers) or hardware to have SPS fully functioning. Full implementation typically takes only
3-5 days! No need for long and costly professional services for implementation and
customization. After deployment, SPS operates in the background like a black box of an
airplane - there is no need for any extra workload to operate it.

Independent, agentless device

Compared to agent-based solutions, there is no need for installing and updating agents on
clients or servers, eliminating unnecessary maintenance and potential security issues. As a
host independent gateway, SPS can control and monitor access to any type of systems incl.
all Windows/UNIX/Linux servers, mainframes, network devices, security devices, web-
based applications or thin client environments, such as VMware Horizon View (formerly
known as VMware View), Citrix Virtual Apps (formerly known as Citrix XenApp) or Citrix
Virtual Desktops (formerly known as Citrix XenDesktop).
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Transparent, “router-like” operation

As a proxy gateway, SPS can operate as a router in the network - invisible to the user and
to the server. As a transparent solution, SPS requires minimal changes to the existing
network. Also, since it operates on the network level, users can keep using the client
applications they are familiar with, and do not have to change their work processes, unlike
jump host solutions.

Granular access control

Since SPS has full access to the inspected traffic, security managers can granularly control
who can access what and when on the servers. For example, they can selectively permit or
deny access to protocol channels: enable terminal sessions in SSH, but disable port-
forwarding and file transfers, or enable desktop access for RDP, but disable file sharing. In
addition, SPS supports real-time shadowing allowing an authorizer to follow the
administrator's session in real-time and terminate his/her connection in case of detecting a
policy violation.

Real-time prevention of malicious activities

SPS can monitor transferred content in real time and can send alerts or even block
connections if a certain pattern is detected in the traffic. Predefined patterns can be a risky
command in a text-oriented protocol or a suspicious application in a graphical connection.
This command and application level policy can prevent malicious user activities as they
happen instead of just recording or reporting them.

Industry-leading session recording and auditing

SPS is the leading session auditing solution on the market offering Optical Character
Recognition (OCR) capabilities to log ALL data about privileged actions in graphical user
interfaces as well as text-based protocols. SPS can support and audit file transfers, as well.
All data is recorded into searchable movie-like audit trails, making it easy to find relevant
information in forensics or troubleshooting situations. In case of any problems (server
misconfiguration, database manipulation, unexpected shutdown), the circumstances of the
event are readily available in the audit trails, thus the cause of the incident can be easily
identified. Auditors can do free-text searches in the content of text-based and graphical
sessions. They can search for EVERY events (for example, mouse clicks, pressing Enter)
and texts seen by the user.

To protect the sensitive information included in the communication, the two directions of
the traffic (client-server and server-client) can be separated and encrypted with different
keys, thus sensitive information like passwords are displayed only when necessary.
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The concepts of One Identity
Safeguard for Privileged Sessions
(SPS)

This section discusses the technical concepts of One Identity Safeguard for Privileged
Sessions (SPS).

The philosophy of One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) is a device that examines network
traffic at the application level, that is, Layer 7 or the application layer of the OSI model. All
communication must conform to the standards of the respective protocol. SPS examines
Secure Shell (SSH, including forwarded X11 traffic), Secure Copy (SCP), SSH File Transfer
Protocol (SFTP), Remote Desktop (RDP), HTTP, Independent Computing Architecture
(Citrix ICA), Telnet, VMware Horizon View, and VNC connections, ignoring and simply
forwarding all other types of traffic. SPS uses man-in-the-middle techniques to decrypt and
terminate (when necessary) the inspected connections. It separates the connections into
two parts (client — SPS, SPS — server) and inspects all traffic, so that no data can be
directly transferred between the server and the client.
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Figure 1: Inspecting SSH traffic with SPS
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SPS has full control over the initial negotiation phase of the connection, when the client and
the server decide the parameters of the encryption to be used in the communication. SPS
can restrict the use of the various algorithms, forbidding the use of weak ones — an
effective shield against downgrade attacks.

Since SPS isolates the client-server connection into two separate connections, the
permitted algorithms can be different on the client and the server side.

SPS controls the connections right from the beginning — including user authentication.
That way it is easy to mandate strong authentication for protocols where user information
is available (for example, SSH), because SPS can limit the allowed authentication methods
and also the users permitted to access the servers.

SPS uses various policies to restrict who, when, and how can access a connection or a
specific channel of the protocol. These policies (based on username, authentication method
used, and so on) can be applied to connections between particular clients and servers, or
also to specific channels of a connection (for example, only to terminal-sessions in SSH, or
desktop-sharing in RDP).

Figure 2: Controlling protocol channels
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SPS is configured by an administrator or auditor using a web browser.
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Policies

One Identity Safeguard for Privileged Sessions (SPS) controls access to connections
through a set of policies. Policies let you specify various parameters of a connection, and so
define the types of connections that SPS should monitor and restrict access to. When a
connection request reaches SPS, SPS compares the connection policies to the parameters
of the connection request one-by-one, starting with the first policy in the policy list. The
first connection policy completely matching the connection request is applied to the

connection.

Figure 3: Processing policies
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This section provides a brief definition of each policy type and also explains the hierarchy
between them.

A connection policy allows you to specify details of the connection between a particular
client and server that you want to restrict in any way. In addition to setting basic details
(such as the source and destination addresses), or more advanced ones (such as
authentication to SPS or the server), the connection policy also references other policies
that allow you to define further specifics of the connections you wish to control.

Depending on the protocol, the connection policy may also allow you to configure:
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e A Credential Store that allows users auto logon to the target server.
For information on Credential Stores, see Credential Stores on page 27.

e A plugin that allows integration with external systems, which users can be optionally
authenticated to (before authenticating to the target server).

For information on plugins, see Plugin framework on page 28.

For details on configuring connection policies, see Configuring connections on page 485.

A channel policy serves to control channel usage (for example, terminal session and Secure
Copy in SSH, or drawing and clipboard in RDP) within a given connection. It lists channels
that are allowed within a connection, and it also lets you specify restriction rules based on
user lists, user groups, or the IP address of the client or server. You can also reference a
content policy and a time policy within the channel policy, and it is also within the channel
policy that you enable auditing for a specific channel.

For details on configuring channel policies, see Creating and editing channel policies
on page 498.

A content policy lets you log an event, send an alert, or terminate a connection if a
particular command or text (that you specify in the policy) appears in the command line or
on the screen.

For details on creating a content policy, see Creating a new content policy on page 502.

A time policy specifies the timeframe when users are permitted to access a particular
channel and so restricts the availability of that channel.

For details on configuring time policies, see Configuring time policies on page 506.

An audit policy enables you to prevent the manipulation of audit trails files that store the
recorded activities of privileged users by providing you with options to encrypt, timestamp,
and sign these files.

For details on creating audit policies, see Audit policies on page 515.

An authentication policy defines those client-side and server-side authentication methods
that can be used in a connection.

For details on creating authentication policies, see Authentication Policies on page 628.

An LDAP policy lets you set details of the LDAP server to which you wish to authenticate
users of the connections you are controlling.

For details on creating an LDAP policy, see Authenticating users to an LDAP server
on page 508.

A usermapping policy specifies the usernames that are allowed access to the remote server
and the user groups that are allowed to use the specified username.

For details on configuring usermapping policies, see Configuring usermapping policies
on page 860.

An archiving policy lets you configure details of the archiving process that enables you to
archive connection-related data and audit trails. You can configure, for example, the target
server where archived files are to be stored, or the directory structure in which to organize
your archived files.

For details on creating archiving policies, see Archiving on page 160.
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A backup policy defines the address of the backup server where you can back up
connection data, the protocol to use to access it, details of authenticating to the backup

server, and so on.

For details on creating backup policies, see Data and configuration backups on page 146.

An analytics policy lets you specify the analytics that you wish to run for specific sessions,
and also determine the weight that scores given by the selected analytics should have in

the final aggregated score.

For details on configuring analytics policies, see .

Figure 4: Policies of SPS
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Credential Stores

Credential Stores are repositories of user credentials (for example, passwords, private
keys, certificates). They are used for authenticating a user to the target server that the
user wishes to access, without the user actually having access to those credentials.
Credentials are retrieved transparently from One Identity Safeguard for Privileged

Content policy

Executes actions based on:
¢ Commands

* Screen output

 Credit card numbers

* Window titles

Time policy

Restricts access to connections
based on:

« Days of the week

o Intervals in each day

Sessions's (SPS's) local Credential Store or an external, third-party password management
system by SPS impersonating the authenticated user. This automatic password retrieval is
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crucial, as this method protects the confidentiality of passwords since users can never
access them.

Users accessing connections that use Credential Stores must authenticate on SPS using
gateway authentication. They only have to use their gateway password to log in to SPS,
and if they are allowed to access the target server, SPS automatically logs in using the
Credential Store. For details on gateway authentication, see The gateway authentication
process on page 57.

Figure 5: Authenticating using Credential Stores
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Credential Stores can be stored locally on SPS, or on a remote device. For remote
Credential Stores, SPS integrates with external authentication and authorization systems
using plugins.

For further information on Credential Stores including configuration details, see Using
credential stores for server-side authentication on page 876.

Plugin framework

One Identity Safeguard for Privileged Sessions (SPS) provides a plugin framework to
integrate SPS with external authentication and authorization systems, such as an
external Credential Store, a ticketing system, or any third-party authentication or
authorization solution.

Authenticating users to an external authentication and authorization system on page 29
and the process overview that follows describe how user authentication works at a high
level when there is an external authentication and authorization system involved:
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Figure 6: Authenticating users to an external authentication and

authorization system
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1. The client tries to establish a connection to the target server.

2. SPS notices that an AA plugin is configured in the connection policy matching the
connection. This is treated as gateway authentication. For details on gateway
authentication, see The gateway authentication process on page 57.

3. SPS prompts the client for credentials.
4. The client provides authentication details to SPS when prompted.

5. SPS forwards the client's details to the external authentication and authorization
system using the SPS API.

| CR—]

6. The external authentication and authorization system verifies the data received and

provides feedback to SPS about the result.
7. Ifthe client is granted access by the external authentication and authorization
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system, SPS authenticates the client to the target server, and establishes the
connection.

For further information on plugins including configuration details, see Integrating ticketing
systems on page 892 and Integrating external authentication and authorization systems
on page 887.

Indexing

One Identity Safeguard for Privileged Sessions (SPS) can index the contents of audit trails,
making the records of privileged users' activities easily searchable.

Audit trails contain user activity data recorded from terminal sessions (such as SSH and
Telnet) and graphical protocols (such as RDP, Citrix ICA, and VNC). Examples of data
recorded in audit trails are: mouse activity, keystrokes, and so on. Using its own indexer
service or one or more external indexers, SPS determines elements of the content visible
on the user's screen at a given point in time. Screen content elements include commands,
window titles, IP addresses, user names, and so on.

The indexer generates the following types of output as a result of processing the audit
trail files:

e text
» screenshot files
e replayable video files
SPS then takes the output of indexing and breaks that down into searchable units.

Indexing and the process overview that follows describe how indexing works at a
high level:

Figure 7: Indexing audit trail files
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1. SPS monitors and records the protocol traffic in the audited connections passing
through SPS. Protocol traffic data is recorded in audit trail files.

2. Once a connection has been closed, SPS sends the audit trail files to the indexer.

3. Theindexer parses the contents of the audit trail files, and builds an "inventory" of
the privileged user's activity data based on what appeared on their screen.

In the case of a terminal session, screen content corresponds to the activity data that
is captured in a terminal window. In the case of graphical protocols, screen content is
whatever is visible in the graphical user interface of the applications the user is
interacting with. In the latter case, the indexer's Optical Character Recognition (OCR)
engine extracts text that appeared on the screen (for example, window titles).

4. The indexer returns the information extracted from the parsed audit trail files to SPS.

5. SPS processes the outcome of parsing and OCR-ing done in the previous phase and
makes the data searchable.

6. Once indexed, the contents of the audit trails can be searched from SPS's
web interface.

For details on how to configure SPS's internal indexer or one or more external indexers, see
Indexing audit trails on page 675.

Supported protocols and client
applications

One Identity Safeguard for Privileged Sessions (SPS) supports the following protocols and
clients. As a general rule, client applications not specifically tested, but conforming to the
relevant protocol standards, should work with SPS.

As a general rule, One Identity supports the listed client and server applications until their
manufacturer provides mainstream support for them.

One Identity supports the listed client and server applications only on a best-effort basis
after their vendor or manufacturer declares end-of-support or extended (or any other non-
standard support) period for them. Best-effort basis means that without the vendor
support we can only fix issues with our existing knowledge in the problematic area, and can
only implement straightforward fixes.

Example

Microsoft provides mainstream and extended support periods for Windows Server
2019 Standard as described here. One Identity follows these periods and our best-
effort support period starts at the same time when the mainstream period ends at
Microsoft. The mainstream support for Windows Server 2019 will end on 09
January 2024 and after that, One Identity will support Windows Server 2019 on a
best-effort basis.
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HTTP

One Identity Safeguard for Privileged Sessions (SPS) supports the HTTP 1.0 and 1.1
standards.

ICA

One Identity Safeguard for Privileged Sessions (SPS) is certified for the following
server versions:

Citrix Virtual Apps (formerly known as Citrix XenApp) 6.5

Citrix Virtual Apps 7.6

Citrix Virtual Apps 7.15

Citrix Virtual Apps 19.12

Citrix Virtual Desktops (formerly known as Citrix XenDesktop) 6.5
Citrix Virtual Desktops 7.6

Citrix Virtual Desktops 7.15

Citrix Virtual Desktops 19.12

For details on the deployment scenarios that support Citrix Virtual Desktops (formerly
known as Citrix XenDesktop), see One Identity Safeguard for Privileged Sessions (SPS)
deployment scenarios in a Citrix environment on page 567.

The latest version of the Citrix Workspace app (formerly known as Citrix Receiver) for
Windows, Linux and MacOS is supported.

SPS supports SecureICA using RC5 encryption. However, ICA with TLS basic encryption
(non-RC5 algorithm) is not supported.

MSSQL

One Identity Safeguard for Privileged Sessions (SPS) supports the underlying TDS protocol
from version 7.3 to 7.4. Due to the TDS protocol version requirement, Microsoft SQL Server
2008 or later is recommended.

Supported client and server applications

e MSSQL 2017 (client and server)
e MSSQL 2019 (client and server)
e Azure SQL

(GNE IDENTITY
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Remote Desktop Gateway Server Protocol
(RDGSP)

One Identity Safeguard for Privileged Sessions (SPS) can act as a Remote Desktop
Gateway (also called RD Gateway) and transfer the incoming connections to RDP
connections.

Remote Desktop Protocol (RDP)

As a general rule, One Identity supports the listed client and server applications until their
manufacturer provides mainstream support for them.

After the end date of the mainstream support, One Identity supports them on a best-
effort basis.

Supported Windows client applications

As a general rule, One Identity supports the listed Microsoft client applications until
Microsoft provides mainstream support for them.

After the end date of the mainstream support, One Identity supports them on a best-
effort basis.

The built-in applications of the Windows Server 2016, Windows Server 2019, and Windows
10 platforms are supported.

CAUTION: If you are using SHA1 (Secure Hash Algorithm 1) signed certi-
ficates, SPS does not allow Remote Desktop Protocol (RDP) connections to
Windows Servers.

Use the Microsoft Management Console (MMC) to verify your certificate:

+ If Remote Desktop Services (RDS) uses a self-signed certificate,
make sure that you update your system to the latest patch level, then
delete the certificate and restart the Remote Desktop Configuration
service in order to re-generate the self-signed certificate.

o If RDS is using a certificate imported from a Public Key Infrastructure
(PKI), contact your PKI admin for a new SHA256 certificate.

Supported Mac OS X client applications

e The latest released version of Royal TSX client application.

e The latest released version of Microsoft Remote Desktop client application.

NOTE: The Remote Desktop Connection Client for Mac application does not support
RDP shadowing.
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Other client applications

Other client applications are not explicitly supported, but may be compatible with One
Identity Safeguard for Privileged Sessions (SPS).

Supported server (target) applications
As a general rule, One Identity supports the listed Microsoft server applications until
Microsoft provides mainstream support for them.

After the end date of the mainstream support, One Identity supports them on a best-
effort basis.

The built-in applications of the Windows Server 2016, Windows Server 2019, and Windows
10 platforms are supported.

Accessing Remote Desktop Services (RemoteApp programs) is also supported.

Secure Shell Protocol (SSH)

One Identity Safeguard for Privileged Sessions (SPS) supports only the SSHv2 protocol.
The older and insecure v1 version is not supported.

Supported client and server applications

e OpenSSH (client and server)
Client and server tested with version OpenSSH_8.2 and OpenSSH_9.0.
e Dropbear (server)
Tested with version v2019.78.
e SecureCRT (Windows, client)
Tested with version 8.5.
e PUTTY (client)

Tested with version 0.65.

Telnet

Telnet traffic must conform to RFC 854 and to various extensions described in the
following RFCs: 856-861, 652-658, 698, 726-27, 732-736, 749, 779, 885, 927, 933,
1041, 1043, 1053, 1073, 1079, 1091, 1096-97, 1184, 1372, 1408, 1572, 2066, 2217,
2840, 2941, 2946.

TN3270

Telnet 3270 terminal protocol.
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TN5250

Telnet 5250 terminal protocol, as described in RFC2877.

VMware Horizon View

VMware Horizon View Clients using the Remote Desktop (RDP) display protocol to
access remote servers are supported. For details, see VMware Horizon View connections
on page 665.

Virtual Network Computing (VNC)

One Identity Safeguard for Privileged Sessions (SPS) supports the Remote Framebuffer
(RFB) protocol which is used in various open source VNC implementations. RFB versions
3.3-3.8 are supported.

The following client and server applications are supported if they are built on the open
source RFB protocol:

e RealVNC
e UltraVNC
e TightVNC
 KVM

¢ Vino

Modes of operation

One Identity Safeguard for Privileged Sessions (SPS) can be configured to monitor both
transparent and non-transparent connections.

e Intransparent mode, SPS acts as a transparent router between two network
segments. For details, see Transparent mode on page 36.

e You can also use policy-based routing to forward connections within the same
network segment to SPS, in which case it acts like a single interface transparent
router. For details, see Single-interface transparent mode on page 36.

e In non-transparent mode, users have to address SPS to initiate connections to
protected servers. For details, see Non-transparent mode on page 38.

* When addressing SPS, you can also use inband destination selection to choose the
server to connect to. For details, see Inband destination selection on page 38.

One Identity recommends that you design the network topology so that only management
and server administration traffic passes SPS. This ensures that the services and
applications running on the servers are accessible even in case SPS breaks down, so SPS
cannot become a single point of failure.
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Transparent mode

In transparent mode, One Identity Safeguard for Privileged Sessions (SPS) acts as a
transparent router connecting the network segment of the administrators to the segment
of the protected servers at the network layer (Layer 3 in the OSI model). All connections
must pass through SPS to reach the servers — SPS is a proxy gateway, completely
separating the protected servers from the rest of the network. Controlled connections and
traffic are inspected on the application level, while other types of connections are simply
forwarded on the packet level.

SPS can also be configured to act as a single-interface transparent router. For details, see
Single-interface transparent mode on page 36.

CAUTION:

Transparent mode does not support multicast traffic.

Figure 8: SPS in transparent mode
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Single-interface transparent mode

Single-interface transparent mode is similar to transparent mode, but both client-side and
server-side traffic use the same interface. An external device that actively redirects the
audited traffic to One Identity Safeguard for Privileged Sessions (SPS) (typically, a firewall,
a router, or a layer3 switch) is required . To accomplish this, the external device must
support advanced routing (also called policy-based routing or PBR). For details on
configuring an external device to work with SPS in single-interface transparent mode, see .
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Figure 9: SPS in single-interface transparent mode
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Advantages

The advantages of using the single-interface transparent mode are:

e Totally transparent for the clients, no need to modify their configuration.
e The network topology is not changed.
e Only the audited traffic is routed to SPS, production traffic is not.

Disadvantages

The disadvantages of using the single-interface transparent mode are:

e SPS acts as a man-in-the-middle regarding the connection between the client and the
target server. Instead of a single client-server connection, there are two separate
connections: the first between the client and SPS, and a second between SPS and the
server. Depending on how you configure SPS, the source IP in the SPS-server
connection can be the IP address of SPS, or the IP address of the client. In the latter
case — when operating in transparent mode (including single-interface transparent
mode) — SPS performs IP spoofing. Consult the security policy of your organization
to see if it permits IP spoofing on your network.

e Traffic must be actively routed to SPS using an external device. Consequently, a
network administrator can disable SPS by changing routing rules.

 When adding a new port or subnet to the list of audited connections, the
configuration of the external device must be modified as well.

e A network administrator can (intentionally or unintentionally) easily disable
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monitoring of the servers, therefore additional measures have to be applied to detect
such activities.

Non-transparent mode

In non-transparent mode, One Identity Safeguard for Privileged Sessions (SPS) acts as a
bastion host (that is, administrators can address only SPS, the administered servers cannot
be targeted directly). The firewall of the network has to be configured to ensure that only
connections originating from SPS can access the servers. SPS determines which server to
connect to based on the parameters of the incoming connection (the IP address of the
administrator and the target IP and port).

Non-transparent mode inherently ensures that only the controlled (management and
server administration) traffic reaches SPS. Services and applications running on the
servers are accessible even in case SPS breaks down, so SPS cannot become a single point
of failure.

TIP: Non-transparent mode is useful if the general (that is, not inspected) traffic is very
high and could not be forwarded by SPS.

NOTE: In case there is a high number of target devices, do not use fixed address rules in
non-transparent mode, as configuration validation might fail. Consider using one of the
dynamic configuration options, such as inband destination selection or transparent mode.

Figure 10: SPS in non-transparent mode
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Non-transparent mode is often used together with inband destination selection. For details,
see Inband destination selection on page 38).

Inband destination selection

Inband destination selection allows you to create a single connection policy and allow users
to access any server by including the name of the target server in their username (for
example, ssh username@targetserver:port@scb_address). One Identity Safeguard for
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Privileged Sessions (SPS) can extract the address from the username and direct the
connection to the target server.

Figure 11: Inband destination selection
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Since some client applications do not permit the @ and : characters in the username,
alternative characters can be used as well:

e To separate the username and the target server, use the @ or % characters, for
example: username%targetserver@scb_address

e To separate the target server and the port number, use the :, +, or / characters, for
example: username%targetserver+port@scb_address

e If you do not specify the username or the address in nontransparent SSH and Telnet
connections, One Identity Safeguard for Privileged Sessions (SPS) displays an
interactive prompt where you can enter the username and the server address.

In RDP, do not use the @ character as an inband data separator but use alternative
characters, for example, the % character.

You can use both IPv4 and IPv6 addresses with inband destination selection. For IPv6
addresses, add square brackets to separate the address and the port number:

username@[ targetserver_ipv6]:port@[scb_address_ipvé6]:port

When Network Level Authentication (NLA) is disabled, you can omit the username when
starting an RDP connection (for example, use only %targetserver). The user can type the
username later in the graphical login screen. However, the username must be specified if
Network Level Authentication (NLA) is used in the connection.

For other details on inband destination selection in RDP connections, see Inband
destination selection in RDP connections on page 605.

You can find examples of using inband destination selection in Using inband destination
selection in SSH connections on page 921.
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Connecting to a server through One
Identity Safeguard for Privileged
Sessions (SPS)

When a client initiates a connection to a server, One Identity Safeguard for Privileged
Sessions (SPS) performs a procedure similar to the ones detailed below. The exact
procedure depends on the protocol used in the connection.

e For SSH connections, see Connecting to a server through One Identity Safeguard for
Privileged Sessions (SPS) using SSH on page 40.

e For RDP and other connections, see Connecting to a server through One Identity
Safeguard for Privileged Sessions (SPS) using RDP on page 43.

Connecting to a server through One
Identity Safeguard for Privileged Sessions
(SPS) using SSH

The following describes what happens when a client connects to a server through One
Identity Safeguard for Privileged Sessions (SPS) and how the different configuration
options and policies of SPS affect this process. Note that this procedure does not cover the
scenarios when inband destination selection is used.

1. Client-side connection

The client tries to connect to the server. SPS receives the connection request and
establishes the TCP connection with the client.

2. SPS examines the connection request: it checks the IP address of the client and the
IP address and port number of the intended destination server. If these parameters
of the request match a connection policy configured on SPS, SPS inspects the
connection in detail. Other connections are ignored by SPS, and simply forwarded on
the packet level.

The selected connection policy determines all settings and parameters of the
connection.

NOTE:

SPS compares the connection policies to the parameters of the connection
request one-by-one, starting with the first policy in the policy list. SPS applies to
the connection the first connection policy that completely matches the
connection request.

For details, see Configuring connections on page 485.
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3. SPS selects the destination server based on the Target parameter of the connection
policy. Network address translation of the target address can be performed at this
step. For details, see Modifying the destination address on page 491.

4. SPS selects the source address used in the server-side connection based on the
SNAT parameter of the connection policy. For details, see Modifying the source
address on page 496.

5. The client authenticates itself using an authentication method permitted by the
Authentication policy set in the Connection policy. Different connections can use
different authentication policies, thus allow different authentication methods. The
Authentication policy also restricts which users can connect to the server if public-key
authentication is used. SPS can authenticate the user to a Local User Database, or
to a remote LDAP (for example, Microsoft Active Directory) or RADIUS server. This is
inband authentication, since it is performed in the same connection that the client
originally established to communicate with the server.

The username used in this authentication step is referred to as the Gateway
username and is used to determine the Gateway group memberships of the user.
For details, see Authentication Policies on page 628.

If an AA plugin is configured in SPS, the client may be prompted to provide
additional information when authenticating to the server. For details on the AA
plugin, see Integrating external authentication and authorization systems on page
887. Note that if the plugin sets or overrides the username of the connection, a
Usermapping policy needs to be configured and set in the Connection policy. For
further information, see Configuring usermapping policies on page 860.

6. Ifthe Gateway authentication option is set in the Connection policy, SPS pauses
the connection until the user completes a gateway authentication on the SPS web
interface. This is out-of-band authentication, since it is performed in an independent
connection. For details, see The gateway authentication process on page 57.

7. If the Usermapping policy option is set in the Connection policy, SPS checks if the
Usermapping policy permits the users of the gateway group to access the username
used in the server-side connection (the remote username, for example, root). For
details, see Configuring usermapping policies on page 860.

8. Before establishing the server-side connection, SPS can evaluate the channel policy
to determine if the connection might be permitted at all, for example, it is not denied
by a Time policy. SPS performs this check if the SSH Control > Settings > Enable
pre channel check option is enabled. For details, see Creating and editing protocol-
level SSH settings on page 641.

For the SSH protocol, SPS checks the From (client address), Gateway group, and
Time policy restrictions set in the Channel policy of the Connection policy. For
details, see Creating and editing channel policies on page 498.

9. Server-side connection

SPS sets up the server-side connection and does the following:
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SPS establishes the TCP connection to the server.

SPS negotiates the protocol parameters of the connection (for example, SSH
encryption parameters) according to the SSH Control > Settings of the
connection policy.

c. SPS displays an SSH host key to the client. This host key is either generated on
SPS, or it is the host key of the server (if it is available on SPS). The connection
policy determines the host key shown to the client.

IMPORTANT:

If the SSH Settings of the Connection Policy enable only RSA
keys, set the RSA key shown to the client in the Connection
Policy.

d. SPS verifies the host key of the server according to the Server side host key
setting option of the Connection policy (in general, you can manage the server
host keys on the SSH Control > Server Host Keys page). If the server has
not been contacted before, SPS can accept and store the host key of the
server. Alternatively, the host key of the server can be manually uploaded to
SPS. For details, see Server host keys on page 637.

10. SPS performs the authentication on the server, using the data received from:
 the client during the client-side authentication, or

e alocal or external Credential Store (for details, see Using credential stores for
server-side authentication on page 876).

11. SPS authorizes the connection based on the Channel policy. It checks:

o If the Channel policy includes a User List restriction for the Gateway group
or Remote group, SPS checks if the user can access the server. If needed,
SPS connects to the LDAP servers set in the LDAP Servers policy to resolve
the group memberships of the user. For details, see Creating and editing user
lists on page 507.

e SPS consults the Time policy assigned to the channel policy. Channels may be
opened only within the allowed period.

TIP: Time policies are a good way to ensure that the server can be accessed
only within the specified timeframe.

12. Both the server- and the client-side connections have been established. From this
step, the client can try to open any type and any number of channels in the
connection.

13. If 4-eyes authorization is set in the Channel policy, the SSH session of the client is
paused until the authorizer permits the client to connect to the server. Who can
authorize the session depends on the Access Control settings of the Connection
policy. For details, see Four-eyes authorization on page 59.

14. The client starts to work on the server. Information about the connection is now
available on the Search page.
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e SPS records the entire communication into digitally encrypted audit trails if
auditing is enabled in the Channel policy, and encryption is configured in the
Audit policy used in the Connection policy. For details, see Creating and editing
channel policies on page 498 and Audit policies on page 515.

» If a Content policy is configured in the Channel policy, SPS monitors the
connection in real time, and raises an alert or terminates the connection if the
user performs an undesired action. For details, see Real-time content
monitoring with Content Policies on page 501.

If the user opens another channel within the same connection, SPS consults the
Channel policy of the connection to see if the channel is permitted, and processes it
accordingly.

15. Post-processing the connection

Once the connection has been closed, the following post-processing steps take place:

a. After the client closes the connection, or it is terminated for some reason (for
example, it times out, or a Content policy or a 4-eyes auditor terminates it),
SPS indexes the contents of the audit trail (if the Record audit trail option of
the Channel policy, and the Enable indexing option of the Connection policy
are enabled).

b. SPS creates a backup of the data and the audit trail of the connection, and
archives it to a remote server, if a Backup policy and an Archive policy is set in
the Connection policy. For more information, see Data and configuration
backups on page 146 and Archiving on page 160.

c. When the Delete search metadata from SPS after period expires, SPS
deletes all data about the connection from its database.

Connecting to a server through One
Identity Safeguard for Privileged Sessions
(SPS) using RDP

The following describes what happens when a client connects to a server through One
Identity Safeguard for Privileged Sessions (SPS) and how the different configuration
options and policies of SPS affect this process.

1. Client-side connection

The client tries to connect to the server. SPS receives the connection request and
establishes the TCP connection with the client.

2. SPS examines the connection request: it checks the IP address of the client and the
IP address and port number of the intended destination server. If these parameters
of the request match a connection policy configured on SPS, SPS inspects the
connection in detail. Other connections are ignored by SPS, and simply forwarded on
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the packet level.

The selected connection policy determines all settings and parameters of the
connection.

NOTE:

SPS compares the connection policies to the parameters of the connection
request one-by-one, starting with the first policy in the policy list. SPS applies to
the connection the first connection policy that completely matches the
connection request.

For details, see Configuring connections on page 485.

3. SPS selects the destination server based on the Target parameter of the connection
policy. Network address translation of the target address can be performed at this
step. For details, see Modifying the destination address on page 491.

4. SPS selects the source address used in the server-side connection based on the
SNAT parameter of the connection policy. For details, see Modifying the source
address on page 496.

5. If an AA plugin is configured in SPS, the client may be prompted to provide
additional information when authenticating to the server. For details on the AA
plugin, see Integrating external authentication and authorization systems on page
887. Note that if the plugin sets or overrides the username of the connection, a
Usermapping policy needs to be configured and set in the Connection policy. For
further information, see Configuring usermapping policies on page 860.

6. SPS checks if the client uses a version of the RDP protocol that is enabled in the
Protocol settings of the Connection policy. Depending on the protocol version,
different encryption is used in the connection, and different parameters are required
in the Connection policy.

7. Before establishing the server-side connection, SPS can evaluate the channel policy
to determine if the connection might be permitted at all, for example, it is not denied
by a Time policy. SPS performs this check if the RDP Control > Settings > Enable
pre channel check option is enabled. For details, see Creating and editing protocol-
level RDP settings on page 585.

8. Server-side connection

a. SPS establishes the TCP connection to the server.

b. SPS checks the protocol parameters of the connection (for example, the
version of the RDP protocol used ) according to the Protocol settings of the
Connection policy. The RDP handshake is performed simultaneously on the
server- and the client-side.

9. The server opens a Drawing channel for the user to perform authentication.

10. SPS authorizes the connection based on the Channel policy. It checks:

o If the Channel policy includes a User List restriction for the Gateway group
or Remote group, SPS checks if the user can access the server. If needed,
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14.
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16.
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SPS connects to the LDAP servers set in the LDAP Servers policy to resolve
the group memberships of the user. For details, see Creating and editing user
lists on page 507.

» SPS consults the Time policy assigned to the channel policy. Channels may be
opened only within the allowed period.

TIP: Time policies are a good way to ensure that the server can be accessed
only within the specified timeframe.

If the Gateway authentication option is set in the Connection policy, SPS pauses
the connection until the user completes a gateway authentication on the SPS web
interface. This is out-of-band authentication, since it is performed in an independent
connection. For details, see The gateway authentication process on page 57.

It is also possible to perform gateway authentication inband, without having to
access SPS's web interface. For details, see Connecting to a server through One
Identity Safeguard for Privileged Sessions (SPS) using an RD Gateway on page 46.

SPS performs the authentication on the server, using the data received from:
e the client during the client-side authentication, or

» alocal or external Credential Store (for details, see Using credential stores for
server-side authentication on page 876).

If the authentication fails for any reason, SPS terminates the client-side connection
as well. This is required to verify the username of the client when it attempts to
access the server again.

If 4-eyes authorization is set in the Channel policy, the RDP session of the client is
paused until the authorizer permits the client to connect to the server. Who can
authorize the session depends on the Access Control settings of the Connection
policy. For details, see Four-eyes authorization on page 59.

The client starts to work on the server. Information about the connection is now
available on the Search page.

e SPS records the entire communication into digitally encrypted audit trails if
auditing is enabled in the Channel policy, and encryption is configured in the
Audit policy used in the Connection policy. For details, see Creating and editing
channel policies on page 498 and Audit policies on page 515.

» If a Content policy is configured in the Channel policy, SPS monitors the
connection in real time, and raises an alert or terminates the connection if the
user performs an undesired action. For details, see Real-time content
monitoring with Content Policies on page 501.

If the user opens another channel within the same connection, SPS consults the
Channel policy of the connection to see if the channel is permitted, and processes it
accordingly.

Post-processing the connection

Once the connection has been closed, the following post-processing steps take place:
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a. After the client closes the connection, or it is terminated for some reason (for
example, it times out, or a Content policy or a 4-eyes auditor terminates it),
SPS indexes the contents of the audit trail (if the Record audit trail option of
the Channel policy, and the Enable indexing option of the Connection policy
are enabled).

b. SPS creates a backup of the data and the audit trail of the connection, and
archives it to a remote server, if a Backup policy and an Archive policy is set in
the Connection policy. For more information, see Data and configuration
backups on page 146 and Archiving on page 160.

c. When the Delete search metadata from SPS after period expires, SPS
deletes all data about the connection from its database.

Connecting to a server through One Identity
Safeguard for Privileged Sessions (SPS)
using an RD Gateway

The following describes what happens when a client connects a server through One Identity
Safeguard for Privileged Sessions (SPS) using a Remote Desktop Gateway (or RD
Gateway), and how the different configuration options and policies of SPS affect this
process. For details on the configuration process, see Using One Identity Safeguard for
Privileged Sessions (SPS) as a Remote Desktop Gateway on page 598.

1. The client connects to port 443 of the Remote Desktop Gateway configured in the
Remote Desktop software. The address of the Remote Desktop Gateway is an alias IP
address of SPS. To process the connection request, SPS must have a Connection
policy that is configured to handle RDP connection requests on the alias IP, and that
has the Act as a Remote Desktop Gateway option enabled.

2. The client authenticates on Remote Desktop Gateway (that is, on SPS). Technically,
this is an inband gateway authentication on the Domain Controller of SPS's domain
(SPS must be the member of a domain, for details, see Network Level Authentication
(NLA) with domain membership on page 591). The username used in this
authentication step is referred to as the Gateway username and is used to
determine the Gateway group memberships of the user.

3. The client tries to connect to the server. From this point on, this connection is
processed as described in Connecting to a server through One Identity Safeguard for
Privileged Sessions (SPS) using RDP on page 43.

Archive and backup concepts

You can export, backup and save various types of data from One Identity Safeguard for
Privileged Sessions (SPS), and it also creates log files, dumps and bundles to help the
Support Team in troubleshooting errors.
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Figure 12: Archive and backup concepts
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The following sections describe these in detail:

e Configuration export
e System backup

e Connection backup
e Connection archive
e Support bundle

e Debug logs

e Connection logs

e Core dump files

Configuration export

The configuration of One Identity Safeguard for Privileged Sessions (SPS) can be exported
to your local machine from the Basic Settings > System > Export configuration page.
The configuration export in itself is always a one-time action that cannot be configured in
policies. However, the system backup (System backup on page 48), that contains the
configuration export in addition to other items, can be configured as a scheduled policy and
is saved to a backup server.

The exported file is a gzip-compressed archive. On Windows platforms, it can be
decompressed with common archive managers such as the free 7-Zip tool.
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The name of the exported file is <hostname_of_SPS>-YYYMMDDTHHMM. config, the -encrypted
or -gpg suffix is added for password-encrypted and GPG-encrypted files, respectively.
Because the configuration export contains highly sensitive information, it is strongly
suggested that you use encryption when generating the export.

For details on how to export the configuration of SPS, see: Exporting the
configuration of SPS.

The

The

configuration export is used for

Manually archiving the configuration.
Reinstalling a SPS machine and restoring its configuration.

Migrating the configuration of an already installed SPS to a freshly installed SPS of
the same version and therefore creating a machine with an identical configuration.

configuration export contains the following

Configuration XML file

Every change of the configuration of SPS. You can also access these changes at
Users & Access Control > Configuration History in a search interface.

Certificates, for example:
e CA certificates
e TSA certificates
e Signing CA
Stored key files, for example:
e Trusted keys
e User keys
« RDP5 RSA key
User Preferences that are configured at User Menu > Preferences.

Certificates and corresponding private keys in your private keystore that are
configured at User Menu > Private Keystore . Only the content of the
Permanent keystore is exported.

Custom Report Logo configured at Reporting > Create & Manage Reports.
Plugins and any data persisted by plugins.

Local Credentials Store (the SQLite database) configured at Policies >
Credential Stores.

System backup

The system backup contains the configuration export in addition to other items. It can be
configured as a scheduled policy and is saved to a backup server.
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Because the configuration export, which is part of the system backup contains highly
sensitive information, it is strongly suggested that you use encryption when generating the
export. For more information on encrypting the configuration export part, see: Encrypting
configuration backups with GPG.

For more information on how to perform a system backup of One Identity Safeguard for
Privileged Sessions (SPS), see: Creating configuration backups. It is a two-step process:

1. Create a backup policy at Policies > Backup & Archive > Backup policies.

2. Assign that policy to the system backup at Basic Settings > Management >
System backup > System backup policy.

Select Encrypt configuration.

For more information on how to restore the configuration and data of SPS from a
complete backup, for example, after a hardware replacement, see: Restoring SPS
configuration and data.

The system backup is used for

e Recovery in case of errors.

The system backup contains the following

e config directory:
One configuration export file per scheduled backup.
e db directory:

A database dump from SPS's connection metadata database, one .sql file
overwritten with the actual dump on a daily basis.

* reports directory:

The scheduled daily, weekly, monthly system reports that are accessible at
Reporting > Download reports are saved in .pdf files.

e rrd directory:

The output files of the internal system monitoring tool (Munin). These are the
files that are used in generating graphs/charts on the Basic Settings >
Dashboard page.

e sql directory:

The internal SQLite databases, for example metadata about the reports.

Connection backup

The connection backup, also known as data backup contains the audit files and connection
metadata of a connection. It can be configured as a scheduled policy and is saved to a
backup server.

For more information on how to perform a connection backup of a connection, see:
Creating data backups. It is a three-step process:
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1. Configure a system backup. Restoring a data backup works only if a matching system
configuration and metadata is available, that is, if a system backup is restored first.

2. Create a backup policy at Policies > Backup & Archive > Backup policies.

Navigate to <Protocol name> Control > Connections. Select the connection
you want to back up. Select the previously created backup policy in the Backup
policy field.

For more information on how to restore the configuration and data of One Identity
Safeguard for Privileged Sessions (SPS) from a complete backup, for example, after a
hardware replacement, see: Restoring SPS configuration and data.

The connection backup is used for

e Saving the created audit trail files and indexing metadata of a connection to a remote
share. This is a copy operation in terms of data files.

e Recovery: In case of a hardware replacement, creating configuration export, system
backup and connection backups is essential.

e Migration: Creating a machine identical to another SPS machine.

The connection backup contains the following

e The audit trails of the connection, that s, the .zat files storing the recorded activities
of the administrators. For more information on audit trails, see Audit Policies.

e The index of the audit trail that makes the content of the audit trail searchable. For
more information on indexing audit trails, see Indexing audit trails.

NOTE: Audit trails and index files are large. This means that backing up a connection
requires a significant amount of free hardware space. Make sure you have enough free
hardware space for those connections that you want to back up.

Connection archive

The connection archive, also known as data archive contains the audit files and connection
metadata of a connection. In terms of contents, it is similar to a connection backup. It can
be configured as a scheduled policy and is saved to an archive server. Archiving transfers
data from One Identity Safeguard for Privileged Sessions (SPS) to an external storage
solution, cleanup removes (deletes) old files. Archived data can be accessed and searched,
but cannot be restored (moved back) to the SPS appliance.

For more information on how to perform a connection archive of a connection, see:
Archiving or cleaning up the collected data. It is a two-step process:

1. Create an archive policy at Policies > Backup & Archive > Archive policies.

2. Navigate to <Protocol name> Control > Connections. Select the connection
you want to archive. Select the previously created archive policy in the Archive
policy field.
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CAUTION:

Hazard of data loss Never delete an Archive Policy if data has been
archived with it. This will make the already archived data inaccessible.

Do not "remake" an Archive Policy (that is, deleting an Archive Policy and
then creating another one with the same name but different parameters).
This will make data inaccessible, and identifying the root cause of the issue
complicated.

If you want to change the connection parameters (that is when you
perform a storage server migration), you must make sure that the share
contents and file permissions are kept unmodified and there are no
archiving or backup tasks running.

On the other hand, if you want to add a new network share to your
archives, proceed with the following steps:

1. Create a new empty SMB/NFS network share.
2. Create a new Archive Policy that points to this network share.

3. Modify your Connection Policy(es) to archive using the newly defined
Archive Policy.

4. Make sure to leave the existing Archive Policy unmodified.

It is also safe to extend the size of the network share on the server side.

The connection archive is used for

e Moving the created audit trail files and indexing metadata of a connection to a remote
share. This is a move operation in terms of data files. Archived data can be accessed
and searched, but cannot be restored (moved back) to the SPS appliance.

e Freeing up hardware space on SPS.

The connection archive contains the following

e The audit trails of the connection, that is, the .zat files storing the recorded activities
of the administrators. For more information on audit trails, see Audit Policies.

* The index of the audit trail that makes the content of the audit trail searchable. For
more information on indexing audit trails, see Indexing audit trails.

Support bundle

To track down support requests, the One Identity Support Team might request you to
collect system-state and debugging information. This information is collected
automatically, and contains log files, the anonymized excerpt of the configuration export
file of One Identity Safeguard for Privileged Sessions (SPS), and various system-statistics.
To generate a support bundle, navigate to Basic Settings > Troubleshooting > Create
support bundle.

The exported file is a zip-compressed archive.
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The name of the exported file is debug_info-<hostname>YYYYMMDDHHMM. Sensitive data like
key files and passwords are automatically removed from the configuration files.

For details on how to create a support bundle, see: Collecting logs and system information
for error reporting.

The support bundle is used for

Collecting a snapshot of the past week's system-state information for the One
Identity Support Team for troubleshooting and debugging purposes.

Collecting information about a specific error by generating data for a defined time
interval where the event that causes the error is reproduced. This is also used by the
One Identity Support Team for troubleshooting and debugging purposes.

The support bundle contains the following

Debug logs, Connection logs and OS logs of the past week, one file per day. If there
are too many events in a day, the log file in the support bundle only contains a
truncated version of the connection logs. In this case, the complete log file is only
accessible at /var/log/messages-<day>.

An excerpt of the configuration export file:
e The anonymized version of the configuration XML file
e Plugins, which include the complete plugin .zip file and the plugin source code.

System-state information, for example, version details, statistics, memory usage,
system warnings, and so on.

List of core files. This list might indicate previous system crashes.
RAID controller information

Upgrade logs

Dashboard data

Debug logs

To increase the log level of the non-connection-related events, for example, to add the
commands executed by the One Identity Safeguard for Privileged Sessions (SPS) web
interface to the logs, enable debug level logging at Basic Settings > Management >
Verbose system logs > Enable.

These logs are accessible at /var/log/scb-<day>.

The debug logs are used for

(GNE IDENTITY

Our Support Team uses this to investigate the reasons behind a web user interface-
related issue.
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The debug logs contain the following

» Logs generated by the SPS web interface.
e System daemon logs.

e Logs of periodic cron jobs.

Connection logs

The connection logs contain all connection-related information of the past week, one file
per day. A file contains all logs for all connections for a single day.

The logging level of One Identity Safeguard for Privileged Sessions (SPS) can be set
separately for every protocol. To change the verbosity level of SPS, navigate to <Protocol
name> Control > Global Options.

These logs are accessible at /var/log/zorp-<protocol-name>-<day>.

NOTE: The verbosity level ranges from 1 (no logging) to 10 (extremely detailed), with
level 4 being the default normal level. To debug complex problems, you might have to
increase the verbosity level to 7. Higher level is needed only in extreme cases.

CAUTION:

High verbosity levels generate very large amount of log messages and
might result in a very high load on the machine.

For log levels 8-10, the logs contain highly sensitive data for all
connections, as well as passwords and private keys in plain text format.

The connection logs are used for

e Our Support Team uses this to investigate the reasons behind a failed connection.

The connection logs contain the following

o Connection success/failure events

o Other connection-related events

Core dump files

One Identity Safeguard for Privileged Sessions (SPS) automatically generates core dump
files if an important software component (for example, Zorp) of the system crashes for
some reason. These core dump files can be of great help to the One Identity Support Team
to identify problems. When a core dump file is generated, the SPS administrator receives
an alerting e-mail, and an SNMP trap is generated if alerting is properly configured (for
details, see Configuring system monitoring on SPS on page 138 and System logging, SNMP
and e-mail alerts on page 127).

To list and download the generated core dump files, navigate to Basic Settings >
Troubleshooting > Core files.
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For details on core dump files, see: Gathering data about system problems.

The core dump files are used for
e The One Identity Support Team uses this to investigate the reasons behind a
system crash.
The core dump files contain the following

e The recorded state of the working memory of a computer program at a specific time,
generally when the program has crashed or otherwise terminated abnormally.

Maximizing the scope of auditing

In certain special scenarios, One Identity Safeguard for Privileged Sessions (SPS) may
examine and audit network traffic with some limitations, depending on the configuration.

In the first scenario, your organization uses jump hosts to access remote servers or
services. In this case, SPS ignores the connection between the target server and the
remote server, as it does not go through SPS.

Figure 13: Connection to a remote server through a jump host
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In the next scenario, a file operation is performed going from the target server to the client
(for example, copying a file using SCP). In this case, the direction of the connection is
switched, as compared to the initial client-to-server direction.

Figure 14: File operation in the "reverse" direction
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File operations:

$ scp
username@server:myfile.txt
/some/local/client/directory

In these scenarios, SPS may not:

e Restrict channels allowed in the connection.
e Audit file operations.

When you wish to search for the audit files of these connections, there will be no
results returned on the Search page.

» Allow authentication on the remote server if the user authenticates to the target
server using a Credential Store.

If you want all connections in these scenarios to be audited, make sure that you add a
connection policy for:

e The connection between the target server and any remote servers.

e The connection going from the target server to the client.
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IPv6 in One Identity Safeguard for
Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) supports IPv6 for monitoring
connections only. You can define both IPv4 and IPv6 addresses for its logical network
interfaces, and configure connections between IPv4 and IPv6 networks (for example, from
a client with an IPv4 address to a target with an IPv6 address). You can also use IPv6
addresses with inband destination selection.

| NOTE: IPv6 support in ICA connections is currently experimental only.

When configuring IPv6 addresses, SPS shortens the address to its canonical form (omitting
leading zeroes, and replacing consecutive sections of zeroes with a double colon). Take the
following address as an example:

2001:0db8:0000:0000:0000:1f00:0042:8329
SPS shortens the address to its canonical form:
[2001:db8::ff00:42:8329]

Additionally, where the IP address and the port is displayed together, IPv6 addresses are
shown between brackets. For example, the same address with a port number of 443 is
displayed as:

[2001:db8: :ff00:42:8329]:443
You can search for both the initial (full) and the canonical form on the SPS Search page.

To provide the network range for IPv6 addresses, use network prefixes. Pay attention to
the differences between IPv4 and IPv6 network ranges: for IPv4, you can limit the address
range to a single address with a prefix of /32, but to achieve the same on an IPv6 network,
you have to use set the prefix to /128.

SSH host keys

SSH communication authenticates the remote SSH server using public-key cryptography,
using plain host keys.

The identity of the remote server can be verified by inspecting its host key. When trying to
connect to a server through One Identity Safeguard for Privileged Sessions (SPS), the
client sees a host key shown by SPS. This key is either the host key of SPS, or the original
host key of the server, provided that the private key of the server has been uploaded to
SPS. In the latter case, the client will not notice any difference and have no knowledge that
it is not communicating directly with the server, but with SPS.

Supported SSH host keys

SPS allows you to use the following SSH host keys:
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e RSA (ssh-rsa), which is the most widely used public-key algorithm for the SSH key.
In SPS, uploading RSA SSH host keys are supported in PKCS #1 PEM, PKCS #8 PEM,
OpenSSH (openssh-key-v1), and PUTTY private key formats.

NOTE:
| TIP: One Identity recommends using 2048-bit RSA keys (or stronger).

e Ed25519 (ssh-ed25519), which offers a better security and faster performance
compared to RSA.

In SPS, uploading Ed25519 SSH host keys are supported in PKCS #8 PEM, OpenSSH
(openssh-key-v1), and PuTTY private key formats.

o ECDSA NIST P-256 (ecdsa-sha2-nistp256), which is a variant of the Digital Signature
Algorithm (DSA). In SPS, uploading ECDSA SSH host keys are supported in SEC1
PEM, PKCS #8 PEM, OpenSSH (openssh-key-v1), and PuTTY private key formats.

You can have multiple SSH server host keys on SPS for the same server, however, you
cannot set more than one key for each type. For example, you can keep your old RSA SSH
key and generate a new Ed25519 key but you cannot set two RSA keys.

Authenticating clients using public-key
authentication in SSH

Public-key authentication requires a private and a public key (or an X.509 certificate) to be
available on One Identity Safeguard for Privileged Sessions (SPS). First, the public key of
the user is needed to verify the user's identity in the client-side SSH connection: the key
presented by the client is compared to the one stored on SPS. SPS uses a private key to
authenticate itself to the sever in the server-side connection. SPS can use the private key
of the user if it is uploaded to SPS. Alternatively, SPS can generate a new keypair, and use
its private key for the server-side authentication, or use agent-forwarding, and
authenticate the client with its own key.

CAUTION:

If SPS generates the private key for the server-side authentication, then
the public part of the keypair must be imported to the server, otherwise
the authentication will fail. Alternatively, SPS can upload the public key (or
a generated X.509 certificate) into an LDAP database.

The gateway authentication process

When gateway authentication is required for a connection, the user must authenticate on
One Identity Safeguard for Privileged Sessions (SPS) as well.

This additional authentication can be performed:

SPS 7.4 Administration Guide

(GNE IDENTITY

by Quest The concepts of One Identity Safeguard for Privileged Sessions
(SPS)

57



e Qut-of-band: in a protocol-independent way, on the web interface of SPS.

That way the connections can be authenticated to the central authentication
database (for example, LDAP or RADIUS), even if the protocol itself does not support
authentication databases. Also, connections using general usernames (for example,
root, Administrator, and so on) can be connected to real user accounts.

e Inband: when the protocol allows it, using the incoming connection itself for
communication with the authentication database.

It is the SSH, RDP, and Telnet protocols that allow gateway authentication to be
performed also inband, without having to access the SPS web interface.

For SSH and Telnet connections, inband gateway authentication must be performed
when client-side authentication is configured. For details on configuring client-side
authentication, see Client-side authentication settings on page 630.

For RDP connections, inband gateway authentication must be performed when SPS is
acting as a Remote Desktop Gateway (or RD Gateway). In this case, the client
authenticates to the Domain Controller or a local user database. For details, see
Using One Identity Safeguard for Privileged Sessions (SPS) as a Remote Desktop
Gateway on page 598.

In the case of RDP connections, inband gateway authentication can also be
performed if an AA plugin is configured.

Figure 15: Gateway authentication
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Technically, the process of gateway authentication is the following:

1. The user initiates a connection from a client.
2. If gateway authentication is required for the connection, SPS pauses the connection.
3. Out-of-band authentication:

The user logs in to the SPS web interface, selects the connection from the list of
paused connections, and enables it. It is possible to require that the authenticated
session and the web session originate from the same client IP address.

Inband authentication:

SPS requests the username and optionally the credentials for gateway
authentication. The user logs in to the SPS gateway.

4. The user performs the authentication on the server.
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NOTE: Gateway authentication can be used together with other advanced authen-
tication and authorization techniques like four-eyes authorization, client- and
server-side authentication, and so on.

Four-eyes authorization

When four-eyes authorization is required for a connection, a user (called authorizer) must
authorize the connection on One Identity Safeguard for Privileged Sessions (SPS) as well.
This authorization is in addition to any authentication or group membership requirements
needed for the user to access the remote server. Any connection can use four-eyes
authorization, so it provides a protocol-independent, out-of-band authorization and
monitoring method.

The authorizer has the possibility to terminate the connection any time, and also to monitor
real-time the events of the authorized connections: SPS can stream the traffic to the
Safeguard Desktop Player application, where the authorizer (or a separate auditor) can
watch exactly what the user does on the server, just like watching a movie.

NOTE: The auditor can only see the events if the required decryption keys are available
on the host running the Safeguard Desktop Player application.

Figure 16: Four-eyes authorization
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Technically, the process of four-eyes authorization is the following:

NOTE: Four-eyes authorization can be used together with other advanced authentication
and authorization techniques like gateway authentication , client- and server-side authen-
tication, and so on.

1. The user initiates a connection from a client.
2. If four-eyes authorization is required for the connection, SPS pauses the connection.

3. The authorizer logs in to the SPS web interface, selects the connection from the list of
paused connections, and enables it.

4. The user performs the authentication on the server.

SPS 7.4 Administration Guide
59

(GNE IDENTITY

by Quest The concepts of One Identity Safeguard for Privileged Sessions
(SPS)



5. The auditor (who can be the authorizer, but it is possible to separate the roles)
watches the actions of the user real-time.

Network interfaces

The One Identity Safeguard for Privileged Sessions (SPS) hardware has five network
interfaces: three physical interfaces for handling traffic, the HA interface for
communicating with other nodes in a High Availability cluster, and the IPMI. The Appliance
3500 and 4000 hardware have two additional network interfaces available: the SFP+
interfaces labeled 5 and 6. For details on hardware installation, see .

You can assign any number of logical interfaces (alias IP addresses and netmasks) to a
physical interface, and each logical interface can have its own VLAN ID. For more
information on managing logical interfaces, see Managing logical interfaces on page 121.

The routing rules determine which interface is used for transferring remote backups and
syslog messages of SPS.

TIP: One Identity recommends that you direct backups, syslog and SNMP messages,
and e-mail alerts to a dedicated interface. For details, see Configuring the routing table
on page 124,

The HA interface is an interface reserved for communication between the nodes of SPS
clusters. The HA interface uses the Ethernet connector labeled as 4 (or HA). For details on
High Availability, see High Availability support in One Identity Safeguard for Privileged
Sessions (SPS) on page 60.

In case of Appliance 3500 and 4000 hardware, the SFP+ interfaces are available for both
proxy traffic and for local services. This means that these interfaces can be used for the
same purposes as the other three physical interfaces.

The Intelligent Platform Management Interface (IPMI) allows system administrators to
monitor system health and to manage SPS events remotely. IPMI operates independently
of the operating system of SPS.

High Availability support in One
Identity Safeguard for Privileged
Sessions (SPS)

The goal of HA clusters is to support enterprise business continuity by providing failover.

In High Availability (HA) mode, two One Identity Safeguard for Privileged Sessions (SPS)
units with identical configurations are operating simultaneously. These two units are the
primary node and the secondary node (previously also referred to as the master node and
the slave node). The primary node shares all data with the secondary node, and if the
primary node stops functioning, the other one becomes immediately active, so the servers
are continuously accessible.
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You can find more information on managing a High Availability SPS cluster in Managing a
High Availability One Identity Safeguard for Privileged Sessions (SPS) cluster on page 420.

One Identity recommends using a High Availability SPS cluster instead of a standalone SPS
appliance. A standalone SPS appliance can become a single point of failure (SPOF), and its
failure can severely impact your business.

Firmware and High Availability

When powering on the One Identity Safeguard for Privileged Sessions (SPS) nodes in High
Availability mode, both nodes boot and start the firmware. There is a difference, however,
between the two nodes in the services that they start on booting. The secondary node will
launch only a few services, those that are required for High Availability support (that is, for
awareness of the primary node and data synchronization). The rest of the services (for
example, managing connections) start only on the primary node.

Upgrading the SPS firmware via the web interface automatically upgrades the firmware on
both nodes.

Versions and releases of One Identity
Safeguard for Privileged Sessions (SPS)

The following release policy applies to One Identity Safeguard for Privileged Sessions
(SPS):

One Identity Safeguard for Privileged Sessions customers choose between two paths for
receiving SPS releases: Long Term Supported (LTS) release or feature release.

Releases

LTS release Feature release
Release Frequency: Typically, every Frequency: Typically, every 2 months
frequency 2 years

Scope: Includes the latest features,
Scope: Includes new resolved issues, and other updates,
features, resolved issues and such as security patches for the OS

security updates Versioning: First digit identifies the

Versioning: First digit LTS and the second digit is a number
identifies the LTS and the identifying the feature release (for
second digitis a 0 (for example, 6.1, 6.2, and so on)
example, 6.0, 7.0, and so

on)

Maintenance Frequency:Typically, every Frequency:Only for highly critical
release 2 months during full support issues
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Scope: Includes important Scope: Includes highly critical resolved
resolved issues and security  issues

updates Versioning: Third digit designates the
Versioning: Third digit feature maintenance release (for
designates the LTS example, 6.1.1)

maintenance release (for
example, 6.0.1)

Support For more information on the product support, see Product Support -
One Identity Safeguard for Privileged Sessions.

For a full description of long-term-supported and feature releases, see
Product Life Cycle & Policies - One Identity Safeguard for Privileged
Sessions.

Accessing and configuring One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) has a web interface and is
configured from a browser. The users of SPS can be authenticated using local, LDAP, or
RADIUS databases. The privileges of users are determined by group memberships that
can be managed either locally on SPS, or centrally in an LDAP database. Assigning
privileges to groups is based on Access Control Lists (ACLs). It is also possible to match
groups existing in the LDAP database to a set of SPS privileges. Access control in SPS is
very detailed, it is possible to define exactly who can access which parts of the interface
and of the stored data.
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Figure 17: Authenticating the users of SPS
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Cloud deployment considerations

One Identity Safeguard for Privileged Sessions (SPS) can be run from the cloud.

Before you start: platforms and resources

When setting up a virtual environment, carefully consider the configuration aspects such as
CPU, memory availability, I/O subsystem, and network infrastructure to ensure the virtual
layer has the necessary resources available. For more information on environment
virtualization, see One Identity's Product Support Policies.

Platforms that have been tested with the cloud deployments are:

e AWS Virtual Machine (VM): AWS deployment

e Azure Virtual Machine (VM): Azure deployment

AWS deployment

One Identity Safeguard for Privileged Sessions (SPS) can be run in the cloud using Amazon
Web Services (AWS).

To deploy the Amazon Machine Image (AMI) of SPS from AWS, visit the AWS marketplace
listing for SPS (here) and follow the Deployment steps .

Limitations
« If High Availability (HA) operation mode is required in a virtual environment, use the
HA function provided by the virtual environment.
e When running SPS in a virtual environment, use a single network interface.

e During AWS installation, connecting directly to the Internet using a public IP address
is not supported. Instead, you must access the Internet via a Virtual Private Network
or a jump host.

e Factory reset is not an option for virtual appliances. To factory reset a virtual
appliance, just redeploy the appliance.

Disk size considerations

CAUTION: Before making any changes to the disk size, shut down the VM
(stopped and deallocated).

SPS deploys with a minimal OS disk size. You should increase the size of the OS disk based
on your estimated usage and budget.

To have your appliance set with the correct disk size, you must resize the OS disk right
after creating the VM (after the Welcome Wizard finishes).
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1. Log in via SSH or Amazon Elastic Compute Cloud (Amazon EC2) serial console. For
more information, see Getting Started with Amazon EC2.

2. To resize the disk volume, select Troubleshooting > Extend core partition. For
more information, see Modifying the disk size of an SPS virtual appliance in the
Installation Guide.

3. Repeat steps 1 and 2 if you want to resize SPS again later.

AWS security considerations

Running SPS in AWS comes with some security considerations that do not apply to the
hardware appliance. One Identity recommends:

e Do not give Safeguard a public IP address.
e Use the AWS key vault to encrypt the disk.

e Limit access within AWS to the Safeguard virtual machine. SPS in AWS cannot
protect against rogue Administrators in the same way the hardware appliance can.

Static IP address required

Configure the SPS VM with a static IP address in AWS. In AWS, the IP address must not
change after the VM is deployed. If you need to change the IP address, take a backup,
deploy again, and restore the backup. You can script the VM deploy to pick up an existing
virtual NIC with the IP address configuration. For details, see the Amazon Virtual Private
Cloud (VPC) documentation.

Deployment steps

AWS automatically licenses the operating system during the deployment with an AWS KMS.

AWS Marketplace steps

1. Go to the AWS marketplace listing for SPS (here).

2. On the One Identity Safeguard for Privileged Sessions page, click Continue to
Subscribe.

3. Advance through the resource creation screens to configure your instance. In
addition to the Disk size considerations, AWS security considerations , and Static IP
address required , One Identity recommends you select the instance type according
to the intended usage:

« mb5.xlarge for standard usage.
e mb5.2xlarge or m5.4xlarge for heavy usage.

e c5.2xlarge, c5.4xlarge or c6.8xlarge compute-optimized instances, if your
traffic consists of heavy audit trails (e.g. RDP, ICA).

e r5.large or r5.2xlarge memory-optimized instances, if you need better
performance with large Search databases or when deploying search masters.
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Alternatively, you can consider using instances with similar specifications from
the r5a, r5b, r5n, r6i etc. class.

NOTE: SPS supports enhanced networking capabilities through the Elastic Network
Adapter (ENA) on AWS.

For the list of instance types that support the ENA, see table Summary of
networking and storage features in chapter Instance types of the Amazon EC2
documentation.

For more information on the ENA, see Enhanced networking: ENA in the Amazon
EC2 documentation.

a. To enable enhanced networking through the ENA for your SPS instance, select
an instance type that supports the ENA.

4. Once you have finished configuring the instance, select to launch the instance.
| NOTE: The instance launch process may take a while to complete.

5. Once the instance has finished launching, log into the web client using your static IP
address. Change the admin password immediately. For more information, see
Change password.

NOTE: Ensure that you upgrade SPS to the latest available release.

Azure deployment

The following describes how to have a One Identity Safeguard for Privileged Sessions
running in Microsoft Azure.

To have a One Identity Safeguard for Privileged Sessions running in
Microsoft Azure

1. Deploy One Identity Safeguard for Privileged Sessions from the
Microsoft Azure Marketplace

Create and configure a One Identity Safeguard for Privileged Sessions virtual
machine (VM) in the Azure portal. For details, see the Microsoft Azure
documentation, here we just describe the SPS-specific settings.

a. Login to the Azure portal, select One Identity Safeguard for Privileged
Sessions from the Azure Marketplace, then click Create.

b. Fill the required fields of the Basics blade. Note that you must fill the User
name and Authentication Password/SSH public key fields, but SPS will
not actually use these settings (SPS will use the parameters you configure in
the SPS Welcome Wizard).

c. Choose a size for the VM. If you want to use this machine in production and
need help about sizing or architecture design, contact your One Identity sales
representative.
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The number of interfaces you can use depends on the size of your Azure VM. If
your VM allows you to use multiple interfaces, you can configure multiple
interfaces in SPS. For details, see VM with multiple NICs.

d. On the Settings blade, disable monitoring.

e. When the deployment is finished, navigate to the network settings of the new
VM in the Azure portal. Change the IP address of the SPS network interface to
Static, and note down the IP address and the hostname (you will need it in the
SPS Welcome Wizard).

f. If you want to backup or archive data from SPS into Azure, create an Azure File
Share. Note down the following information of the file share, because you will
need it to configure SPS backups and archiving: URL, Username, Password.

CAUTION:

If you have multiple SPS VMs, make sure to use a separate file
share for each SPS.

2. Complete the SPS Welcome Wizard

Complete the SPS Welcome Wizard (for details, see ). Note the following points
specific for Azure deployments. When configuring the network settings of SPS note
the following points.

CAUTION:

Do not export or import configuration between a physical SPS
deployment and a virtual one. Because of the differences and
limitations between physical and virtual appliances, configure the
virtual appliance from scratch to ensure proper functionality. When
you migrate a virtual SPS to another one, you can export and import
the configuration.

a. Into the Physical interface EXT or 1 — IP address field, enter the static IP
address of the SPS VM that you set on the Azure portal.

b. Default GW: The default gateway is usually the first address in a subnet (for
example, if your subnet is 10.7.0.0/24, then the gateway will be 10.7.0.1).

c. Hostname: Use the hostname you have configured for the SPS VM on the
Azure portal.

d. DNS server: You can use any DNS server that the SPS VM can access, even
public ones.

3. Configure SPS

Login to SPS and configure it.

a. Configure backups for SPS. For backup and archiving purposes One Identity
recommends the built-in file shares of Azure. For details on configuring
backups, see .
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b. Configure archiving for SPS. For backup and archiving purposes One Identity
recommends the built-in file shares of Azure. For details on configuring
backups, see . Configuring Archiving policy is highly recommended: because if
the disk of the VM fills up, SPS stops working.

c. Configure a server: set up a host that is on the same subnet as SPS, and enable
Remote Desktop (RDP) or Secure Shell (SSH) access to it.

d. Configure a connection on SPS to forward the incoming RDP or Secure Shell
(SSH) connection to the host and establish a connection to the host. See
for details.

e. Replay your session in the browser. See for details.

In case you have questions about SPS, or need assistance, contact your One
Identity representative.

Limitations

The following limitations apply to SPS when you deploy it from the Microsoft Azure
Marketplace.

CAUTION:

Do not export or import configuration between a physical SPS deployment
and a virtual one. Because of the differences and limitations between
physical and virtual appliances, configure the virtual appliance from
scratch to ensure proper functionality. When you migrate a virtual SPS to
another one, you can export and import the configuration.

e Root login is not available on the console.
e SSH access is only available after you have completed the Welcome Wizard.

e Currently, the data that is entered during the provisioning phase (for example,
the username and the IP address) of creating the virtual machine in Azure is
not transferred to SPS. Therefore, only the data entered in the Welcome Wizard
will be used.

e By default, you can only use Physical interface 1 (ethQ) of SPS, with a single IP
address. Aside from changing the IP address of SPS, do not modify other interface-
related settings (additional logical interfaces, IP forwarding, and so on) on the Basic
Settings > Network page of SPS.

The number of interfaces you can use depends on the size of your Azure VM. If your
VM allows you to use multiple interfaces, you can configure multiple interfaces in
SPS. For details, see VM with multiple NICs.

e The Seal the box functionality is not available.

e The High Availability support of SPS was designed to work between two physical SPS
appliances. This feature is not available in Azure environments. For further details,
see the High Availability and redundancy in Microsoft Azure.
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e Due to Azure requirements, an additional 5-minute delay has been added to the boot
process. This ensures that the root device appears in the system.

e The size of the virtual disk in Azure is 100 GB, which you can increase. To increase
the size of the virtual disk, see .

e SPS currently cannot receive its IP address using DHCP. Make sure that:

e The IP address you have configured in Azure and the IP address that you
configure for SPS for the Physical interface 1 on the Networking settings
part of the Welcome Wizard are the same. Otherwise, you will not be able
to access SPS.

e You set the internal IP static on the Network Interfaces tab of the
Virtual Machine.

e Do not assign a public IP address to SPS, use SPS as a component of your
internal infrastructure. If you absolutely must configure Welcome Wizard from
a publicly accessible IP address, note that SPS will be publicly accessible. If you
assign a public IP to the web management interface, consider the following:

e Select a complex passphrase.

e Limit access to the management interface based on the source IP
address, and make sure that brute-force protection for the administrator
web login is enabled (they are enabled by default). For details, see .

e Configure an email alert or SNMP trap for administrator logon events. For
details, see and.

e Forward the logs of SPS to a log server (for example, to a syslog-ng
server, or an syslog-ng Store Box appliance) so that if the local logs are
compromised, you still have an authentic copy of the original logs.

e For security reasons, disable SSH access to SPS when it is not needed.
Accessing the SPS host directly using SSH is not recommended or
supported, except for troubleshooting purposes. If you enable SSH
access, restrict the clients that can access SPS based on their source IP
address, and make sure that brute-force protection is enabled (they are
enabled by default). For details, see .

» To prevent unauthorized access to the audit trail files recorded on SPS,
configure proper access control rules for the user groups and encrypt
every audit trail. If you use encryption, store your keys in the personal or
in the temporary key store. For details, see,

e Upgrading SPS in Azure is the same as upgrading a physical appliance: you have to
upload the firmware on the SPS web interface. For detailed instructions, see .

e Azure Accelerated Networking is not yet supported. Avoid deploying SPS Virtual
Machines of types other than the recommended, especially those that have
Accelerated Networking marked as Required in their specification. Using a VM other
than the recommended prevents you from upgrading, and it may cause other
unwanted behavior of the appliance. For details on the specifications of Azure VM
types, see Virtual machines in Azure.
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Prerequisites

The following prerequisites must be met to deploy SPS in Microsoft Azure:

* You have a valid One Identity Safeguard for Privileged Sessions license. When
deployed from the Microsoft Azure Marketplace, the One Identity Safeguard for
Privileged Sessions uses the "Bring your own license" model. Note that to deploy two
active SPS nodes as an availability set, you must purchase two standalone SPS
licenses. To purchase a license, contact our Sales Team.

e Microsoft recommends to use the Azure Resource Manager (ARM) deployment model.
When you install SPS from the Azure Marketplace, SPS supports only this deployment
method. If you need to deploy SPS into and infrastructure that uses the Classic
deployment model, contact your One Identity sales representative.

e You have a Microsoft Azure account.

High Availability and redundancy in
Microsoft Azure

In a Microsoft Azure deployment, the high-availability and redundancy of the SPS appliance
is provided by the Microsoft Azure infrastructure, according to the Azure Storage SLA.

Redundancy

The data in your Microsoft Azure storage account is always replicated to ensure durability
and high availability, meeting the Azure Storage SLA. The exact type of replication depends
on your storage account settings, but every disk is stored in 3 copies.

For details, see Locally redundant storage in the Azure Storage replication document, and
Service Healing - Auto-recovery of Virtual Machines.

High Availability

If a hardware failure occurs, Azure moves the Virtual Machine to another location and
restarts it in 5-15 minutes. In case you require higher SLA, you are recommended to
deploy two standalone SPS nodes into an availability set. Note that to deploy two active
SPS nodes as an availability set, you must purchase two standalone SPS licenses.

For details, see Locally redundant storage in the Azure Storage replication document, and
Service Healing - Auto-recovery of Virtual Machines.
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The Welcome Wizard and the first
login

This section describes the initial steps of configuring One Identity Safeguard for Privileged
Sessions (SPS). Before completing the steps in The initial connection to One Identity
Safeguard for Privileged Sessions (SPS), unpack, assemble, and power on the hardware.
Connect interface 1 (labelled 1 or EXT) to the local network, or directly to the computer
from which SPS will be configured.

NOTE: For details on unpacking and assembling the hardware, see . For details on how to
create a High Availability SPS cluster, see . For more information about the supported
browsers, see Supported web browsers.

The initial connection to One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) can be connected from a client
machine using web browsers and accessed from the local network.

| NOTE: For details on supported browsers, see Supported web browsers.

Starting with version 3.1, SPS attempts to receive an IP address automatically via DHCP. If
it fails to obtain an automatic IP address, it starts listening for HTTPS connections on the
192.168.1.1 IP address. Note that certain switch configurations and security settings can
interfere with SPS receiving an IP address via DHCP. SPS accepts connections via its
interface 1 (labelled 1 or EXT). For details on the network interfaces, see Network
interfaces on page 60).

| TIP: The SPS console displays the IP address on which interface 1 is listening.

If SPS is listening on the 192.168.1.1 address, note that the 192.168.1.0/24 subnet must
be accessible from the client. If the client machine is in a different subnet (for example, its
IP address is 192.168.10.X), but in the same network segment, the easiest way is to assign
an alias IP address to the client machine. Creating an alias IP on the client machine virtually
puts both the client and SPS into the same subnet, so that they can communicate. To
create an alias IP complete the following steps.
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e For details on creating an alias IP on Microsoft Windows, see Creating an alias IP
address (Microsoft Windows) on page 72.

» For details on creating an alias IP on Linux, see Creating an alias IP address (Linux)
on page 77.

» If configuring an alias interface is not an option for some reason, you can modify the
IP address of SPS. For details, see Modifying the IP address of One Identity
Safeguard for Privileged Sessions (SPS) on page 77.

CAUTION:

The Welcome Wizard can be accessed only using interface 1, as the other
network interfaces are not configured yet.

Creating an alias IP address (Microsoft
Windows)

This procedure describes how to assign an alias IP address to a network interface on
Microsoft Windows platforms.

To assign an alias IP address to a network interface on Microsoft
Windows platforms

1. Navigate to Start menu > Settings > Network Connections.

Windows Catalog
Windows Update

D
@
Programs F
ﬁ-

Docurents k

d [Z Contral Panel

Search g

@ == @ Wyindows Security, ..
Help and Suppart B%  Metwark Connections
= Run...

&) Printers and Faxes
Taskbar and Start Menu

Shut Dawn. ..

Log OFF Administrakar. ..
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2. Double-click Local Area Connection and then click Properties.

[ Network Connections I =13 |
File Edit Wiew Favorites Tools  Advanced  Help | #‘
(- Back = = = |@Search ™ Folders | [ EE x @y | Eir

Address I Metwork Connections x| @6

LAN or High-Speed Internet

- Local Area Connection 2 oy Local Area Connection
M Cisabled \_f)) Enabled

[ 2 Realtek RTLE133 Family PCIF.., 2 SiS 900 PCI Fast Ethernet Ada. ..

wizard -4 Local Area Connection Status EHE
General | Support |
Mew Connection Wizard
i .
= r— Connection
= Status: Connected
Diuratian: 19 days 15:02:39
Speed: 100.0 Mbps
— Activity 2
Sent —— _f,ﬂ —— Received
w8
Packets: 3634 240 | 3944 385
Disable |
LClose |
|SiS 900 PCI Fast Ethernet Adapter =

3. Select the Internet Protocol (TCP/IP) componentin the list and click Properties.

@NE IDENTITY SPS 7.4 Administration Guide | __

by Quest The Welcome Wizard and the first login



L Local Area Connection Properties

General | Authentication | Advanced |

Connect uzing:

I B8 515 900 PCI Fast Ethernet Adapter

Configure. ..

Thiz connection uzes the following itemns:

E Client for Microzoft Metworks

[] E_,I Mebwark Load Balancing

.@ File and Printer Sharing for Microsoft Metworks
¥ Internet Protocol [TCPAR)

Inztall... | Hrirztall

D ezcrption
Transmizzion Contral Pratacal/lnternet Pratocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected networks.

W Show icon in notification area when connected

] Cancel

4. To display the Advanced TCP/IP Settings window, click Advanced.
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Internet Protocol (TCP/IP) Properties

iaeneral

You can gek IP settings assigned auktomatically if wour network supporks
this capability . Otherwise, vou need to ask vour network administrator

for the appropriate IP settings.

™ 0btain an IP address automatically

IP address: 10 .100 ., 20 . 10
Subret masl: 255 .255. 0 .0
Default gakeway: 10 . 100 . 255 . 254

£ Obtain DS server address automatically

¥ Use the following DNS server addresses:

Preferred DMNS server: 1z7.0 .0 .1
glkernate DMS server: m . 1m. 0 .1
Adwvanced. ..
4 Cancel

5. Select the IP Settings tab, and click Add in the IP Addresses section.
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Advanced TCP/IP Settings

IP Settings |DNS | wins | options |

—IP addresses

IP address Subnet mask
10.100.20.10 255.255.0.0
add. .. | Edit. .. | Remowve |

IP address:

Subnet mask:

S| TCP/IP Address 2] |—

192 168, 1 . 2

755 . 255 , 255 ., 0

add Cancel | J

—Iv &ukomatic rmetric

Inkerface metric:

Ik Cancel

6. Enter192.168.1.2 into the IP Address field, and enter 255.255.255.0. into the

Netmask field.

CAUTION:

If your internal network uses the 192.168.1.0/24 IP range, it is
possible that the 192.168.1.1 and 192.168.1.2 addresses are already in
use. In this case, disconnect One Identity Safeguard for Privileged
Sessions (SPS) from the network, and connect a computer directly to
interface 1 (labelled 1 or EXT) using a standard cross-link cable.
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7. To complete the procedure, click Add.

Creating an alias IP address (Linux)

The following describes how to assign an alias IP address to a network interface on
Linux platforms.

To assign an alias IP address to a network interface on Linux platforms

1. Start a terminal console (for example, gnome-terminal, konsole, xterm, and so on).

2. Issue the following command as root:
ifconfig <ethX>:0 192.168.1.2

where <ethx> is the ID of the network interface of the client, usually ethe or ethl.

3. Issuethe ifconfig command. The <ethX>:0 interface appears in the output, having
inet addr:192.168.1.2.

4. Issuetheping -c 3 192.168.1.1 command to verify that One Identity Safeguard for
Privileged Sessions (SPS) is accessible. A similar result is displayed:

user@computer:~$ ping -c 3 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp-seq=1 ttl=63 time=0.357 ms
64 bytes from 192.168.1.1: icmp-seq=2 ttl=63 time=0.306 ms
64 bytes from 192.168.1.1: icmp-seq=3 ttl=63 time=0.314 ms

--- 192.168.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2013ms
rtt min/avg/max/mdev = 0.306/0.325/0.357/0.030 ms

5. Open the page https://192.168.1.1 from your browser and accept the certificate
shown. The Welcome Wizard of SPS appears.

Modifying the IP address of One Identity
Safeguard for Privileged Sessions (SPS)

The following describes how to configure One Identity Safeguard for Privileged Sessions
(SPS) to listen for connections on a custom IP address.
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CAUTION:

Use this procedure only before the initial configuration of SPS, that is,
before completing the Welcome Wizard. For details on changing the IP
address or other network settings of a configured SPS system, see
Network settings on page 117.

If you change the IP address of SPS, make sure that you use this address
as the Physical interface 1 — IP address in the Networking settings section
of the Welcome Wizard (see Configuring interface 1).

To configure SPS to listen for connections on a custom IP address

1.

Access SPS from the local console, and log in with username root and
password default.

2. Select Shells > Core shell in the Console Menu.
3. Change the IP address of SPS:

ifconfig eth® <IP-address> netmask 255.255.255.0

Replace <IP-address> with an IPv4 address suitable for your environment.
Set the default gateway using the following command:

route add default gw <IP-of-default-gateway>

Replace <IP-of-default-gateway> with the IP address of the default gateway.

Type exit, then select Logout from the Console Menu.

Open the page https://<IP-address-you-set-for-SPS> from your browser and accept
the certificate shown. The Welcome Wizard of SPS appears.

Configuring One Identity Safeguard for
Privileged Sessions (SPS) with the
Welcome Wizard

The Welcome Wizard guides you through the basic configuration steps of One Identity
Safeguard for Privileged Sessions (SPS). You can modify all parameters before the last step
by using the Back button of the wizard, or later through the web interface of SPS.

To configure SPS with the Welcome Wizard

1. Open the https://<IP-address-of-SPS-interface> page in your browser and accept

the displayed certificate. The Welcome Wizard of SPS appears.

TIP: The SPS console displays the IP address the interface is listening on. SPS
either receives an IP address automatically via DHCP, or if a DHCP server is not
available, listens on the 192.168.1.1 IP address.

2. When configuring SPS for the first time, click Next.
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Figure 18: The Welcome Wizard

2. L : 5.

License i Certificate

Welcome to Balabit Privileged Session Management

Import old configuration

You can use your old exported configuration or continue clicking "Next”.
Configuration: Choose File | No file chosen Upload

Encryption password:

Next

You can import an existing configuration from a backup file. Use this feature to
restore a backup configuration after a recovery, or to migrate an existing SPS
configuration to a new device.

A | CAUTION:

Do not export or import configuration between a physical SPS
deployment and a virtual one. Because of the differences and
limitations between physical and virtual appliances, configure the
virtual appliance from scratch to ensure proper functionality. When
you migrate a virtual SPS to another one, you can export and import
the configuration.

a. Click Browse and select the configuration file to import.

NOTE: It is not possible to directly import a GPG-encrypted configuration into
SPS, it has to be decrypted locally first.

b. Enter the passphrase used when the configuration was exported into the
Encryption passphrase field.

For details on restoring configuration from a configuration backup, see
Restoring One Identity Safeguard for Privileged Sessions (SPS) configuration
and data to the same SPS appliance on page 971.

c. Click Import.

A | CAUTION:

If you use the Import function to copy a configuration from one
SPS to another, do not forget to configure the IP addresses of
the second SPS device. Having two devices with identical IP
addresses on the same network leads to errors.

3. Accept the End User License Agreement and install the SPS license.
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Figure 19: The EULA and the license key

1. 3. . 5. 6.

Welcome Networking Certificate Finish

License agreement

Software Transaction Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY DOWNLOADING,
INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO THE TERMS AND CONDITIONS OF
THIS AGREEMENT. FOR ORDERS PLACED QUTSIDE THE UNITED STATES OF AMERICA, PLEASE GO TO
http:#quest.com/legal/ TO VIEW THE APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR REGION. IF
YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT OR THE APPLICABLE
WVERSION OF THIS AGREEMENT FOR YOUR REGION, DO NOT DOWNLOAD, INSTALL OR USE THIS
PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER THAT IS SPECIFICALLY REFERENCED
IN AN ORDER THAT IS EXECUTED BETWEEN YOU AND PROVIDER, THEN THAT SIGNED AGREEMENT
WILL SUPERSEDE THIS AGREEMENT.

This Software Transaction Agreement (the Agreement) is made between you, the Customer (Customer or You)
and the Provider, as defined below.

1. Definitions.

Capitalized terms not defined in context shall have the meanings assigned to them below:

(a) Affiliate means any legal entity controlling, controlled by, or under common control with a
party to this Agreement, for so long as such control relationship exists.

Confirmation

| have read and agree with the terms and &
conditions:

License file upload

License file upload: | Browse... | Mo file selected. Upload
Serial: 123-456-789
Type: Term
Basic proxies: Unlimited
Sudo iolog: Disabled
Analytics: Disabled
Expiry date: 2022-12-07
Back Next
a.
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Read the End User License Agreement and select I have read and agree
with the terms and conditions. The License Agreement covers both the
traditional license, and subscription-based licensing as well. Clicking I have
read and agree with the terms and conditions means that you accept the
agreement that corresponds to the license you purchased. After the installation
is complete, you can read the End User License Agreement at Basic Settings
> System > License.

b. Click Browse, select the SPS license file received with SPS, then click Upload.
c. Click Next.

4. Configure networking. All settings can be modified later using the web
interface of SPS.

Figure 20: Initial networking configuration

1. 2. 4. 5. 6.
Welcome License Users Certificate Finish
Networking settings
IP address Prefix VLANID

Physical interface EXT or [[}: 10.30.255.42 / 18

Default GW: 10.30.255.254

Hostname: demo

Domainname: example.com

DNS server: 10.30.255.254

NTP server: 10.30.255.254

Syslog server:

SMTP server: mail.example.com

Administrator's email: email@example.com

Timezone: America/New_York v
Back Next

a. Physical interface EXT or 1 — IP address: The IP address of interface 1 (or
EXT, for older hardware) of SPS (for example, 192.168.1.1). You can choose
the IP address from the range of the corresponding physical subnet. Clients will
connect to this interface, so it must be accessible to them.
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Use an IPv4 address.
NOTE: Do not use IP addresses that fall into the following ranges:
e 1.2.0.0/16 (reserved for communication between SPS cluster nodes)
e 127.0.0.0/8 (localhost IP addresses)

b. Physical interface EXT or 1 — Prefix: The IP prefix of the given range. For
example, general class C networks have the /24 prefix.

c. Physical interface EXT or 1 — VLAN ID: (Optional) The VLAN ID of
interface 1 (or EXT).

CAUTION:

Do not set the VLAN ID unless your network environment is
already configured to use this VLAN. Otherwise, your SPS
appliance will be unavailable using this interface.

d. Default GW: IP address of the default gateway.

Use an IPv4 address.
e. Hostname: Name of the machine running SPS (for example, SPS).
f. Domainname: Name of the domain used on the network.

g. DNS server: The IP address of the name server used for domain name
resolution.

Use an IPv4 address.
h. NTP server: The IP address or the hostname of the NTP server.
Use an IPv4 address.
i. Syslog server: The IP address or the hostname of the syslog server.
Use an IPv4 address.

j. SMTP server: The IP address or the hostname of the SMTP server used to
deliver e-mails.

Use an IPv4 address.
k. Administrator's email: E-mail address of the SPS administrator.
. Timezone: The timezone where SPS is located.

m. HA address: The IP address of the High Availability (HA) interface. Leave this
field on auto unless specifically requested by the support team.

n. Click Next.

5. Enter the passwords used to access SPS.
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Figure 21: Passwords

1. 2. 3. 5. 6.
Welcome License MNetworking Certificate Finish
User settings
Admin password: NP
Retype admin password: PET——
Root password: setaseeses
Retype root password: sennsnnsnn
Seal the box: O
Back Next

NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z

* Numbers 0-9

e The space character

e Special characters: !"#$%&"' ()*+,-./:;<>=@[ ]\*-"{}_|

a. Admin password: The password of the admin user who can access the web
interface of SPS.

b. Root password: The password of the root user, required to access SPS via
SSH or from the local console.

NOTE: Accessing SPS using SSH is rarely needed, and One Identity recom-
mends it only for advanced users for troubleshooting situations.

c. If you want to prevent users from accessing SPS remotely through SSH or
changing the root password of SPS, select the Seal the box checkbox. You can
activate sealed mode later from the web interface as well. For details, see .

d. Click Next.

6. Upload or create a certificate for the SPS web interface. This SSL certificate will
be displayed by SPS to authenticate HTTPS connections to the web and the
REST interface.
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Figure 22: Creating a certificate for SPS

1. 2.

Welcome License

Server X.509 certificate:

Server certificate

/C=US/L=New York/O=Example Inc./OQU=IT Security/CN
=demo.example.com

s 2048 SHA256:AczZfzRx7eC4Lb600kXZTV2Zn471S5U

Server private key: AUWi3ay6illlQ

Generate new self-signed certificate

Country: US -- United States ¥
Locality name: Mew York

Organization name: Example Inc.

Organizational unit name: IT Security

State or Province name:

Generate certificate

Back MNext

To create a self-signed certificate, fill the fields of the Generate new self-signed
certificate section and click Generate certificate. The certificate will be self-
signed by the SPS appliance. The hostname of SPS will be used as the issuer and
common name.

a.

e.
f.

Country: Select the country where SPS is located (for example, HU-
Hungary).

Locality name: The city where SPS is located (for example, Budapest).

Organization name: The company that owns SPS (for example,
Example Inc.).

Organizational unit name: The division of the company that owns SPS (for
example, IT Security Department).

State or Province name: The state or province where SPS is located.

Click Generate certificate.

If you want to use a certificate that is signed by an external Certificate Authority, in

o

the Server X.509 certificate field, click 4 to upload the certificate.
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Figure 23: Uploading a certificate for SPS

SERVER X.509 CERTIFICATE

UPLOAD CERTIFICATE P
UPLOAD: Browse... | Mo file selected. UPLOAD

COPY-PASTE CERTIFICATE P
CERTIFICATE: SET

o

e

Then in the Server private key field click
password protecting the private key.

, upload the private key, and enter the
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Figure 24: Uploading a private key

SERVER PRIVATE KEY

UPLOAD KEY <

UPLOAD: Browse... | Mo file selected. UPLOAD

PASSWORD:

COPY-PASTEKEY >

KEY": SET

PASSWORD:
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NOTE: SPS accepts private keys in PEM format, using RSA, DSA, and EC private key
algorithms. Password-protected private keys are also supported.

| TIP: One Identity recommends using 2048-bit RSA keys (or stronger).

NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z

e Numbers 0-9

e The space character

e Special characters: "#$%&" ()*+,-./:;<>=2@[ 1\"*-"{}_|

7. Review the data entered in the previous steps. This page also displays the certificate
generated in the last step, the SSH RSA and Ed25519 keys of SPS, and information

about the license file.
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Figure 25: Review configuration data

1.

2. s . 5.

Welcome License i Certificate

Configuration details

Cluster:

Hostname:
Domainname:
Physical interface 1:
Physical interface 1 VLAN ID:
Default gateway:
DNS server:

Syslog server:
Timezone:

NTP server:

SSL certificate:

S5H RSA key:

SSH ED25519 key:

not configured
demo
example.com

10.30.255.42

10.30.255.254
10.30.255.254

Europe/Budapest

10.30.255.254

/C=HU/L=Budapest/O=Example Inc./OU=IT Security/CN=demo.example.com
(RSA) 2048 SHA256:rwkm/Ur7FA?DdEssDsPENHAI7TPJ/EVaOH3DekaX2s

(ED25519) 256
SHAZ56:AMBhEf/FyRyNS6FeOHTHzghov6EOObeDIxsWVMBghV Pk

Licensed version: 7

License serial: 123-456-789

Basic proxies: Unlimited

Sudo iolog: Disabled

Analytics: Enabled

Back Finish

If all information is correct, click Finish.

A | CAUTION:

The configuration takes effect immediately after clicking Finish.
Incorrect network configuration data can render SPS unaccessible.

SPS is now accessible from the web interface through the IP address of

interface 1 (or EXT).

8. Your browser is automatically redirected to the IP address set for interface 1 (or EXT)
of SPS, where you can login to the web interface of SPS using the admin username
and the password you set for this user in the Welcome Wizard.
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Logging in to One Identity Safeguard
for Privileged Sessions (SPS) and
configuring the first connection

After finishing the initial configuration of One Identity Safeguard for Privileged Sessions
(SPS) using the Welcome Wizard, connections must be configured between the clients and
the servers. SPS inspects only the connections that are configured from the web interface,
all other connections are forwarded without any inspection.

To enable a simple SSH terminal or a Remote Desktop session over a
transparent and a non-transparent connection

1. Login to SPS's web interface.

Figure 26: The first login

Privileged Access Management

Uzername

2 admin

pPasswol d

a. Openthe https://IP-address-of-interface-1/ page from your browser to
access the web interface of SPS. Replace the IP-address-of-the-interface-1
string with the IP set for interface 1 in the Networking settings section of the
Welcome Wizard (see Configuring interface 1) (for example, 192.168.1.1).

b. The certificate created in the Certificate section of the Welcome Wizard (see
Creating the web interface certificate) is displayed. Accept it.

c. Login to the SPS web interface using the displayed login screen.
e Enter admin into the Login field.

e Enter the password set in the Users section of the Welcome Wizard (see
Setting the administrator password) for the admin user into the
Password field.
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e Click Login. The main page of the SPS administration interface is
displayed.

2. Configure a new transparent connection.

a. e To configure an SSH connection, select SSH Control > Connections
from the Main Menu. Only terminal sessions will be permitted.

e To configure an RDP connection, click on the RDP Control >
Connections from the Main Menu. Only basic Remote Desktop sessions
will be permitted (no file-sharing).

b. Click the + icon on the right to create a new connection.

c. Enter a name into the Name field that will identify the connection (for
example, admin-server-transparent).

TIP: One Identity recommends that you use descriptive names that give
information about the connection (that is, they refer to the name of the
accessible server, the allowed users, and so on).

d. Enter the IP addresses defining the connection:

Figure 27: <Protocol name> Control > Connections — Configuring an
SSH connection in transparent mode

Enabled Name From To Port

[T ssh_connection 10.30.0.2 /132 W 10.20.0.100 TAE>R i | 29 i

-+ —

w< >e

Target:
® Use original target address of the client
O NAT destination address
O Use fixed address
O Inband destination selection
SNAT:
® Use the IP address of SPS
O Use original IP address of the client

Q© Use fixed address
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SERVER SIDE HOSTKEY SETTINGS:

Allow plain host keys: 4

Plain host key check:
@ Accept key for the first time
Q Only accept trusted keys

O Disable SSH hostkey checking

Allow X.509 host certificates: O

CLIENT SIDE HOSTKEY SETTINGS:

Allow plain host keys: ™~
RSA host key: Py ao;goibjii;6;};yx2SEFWEIBnuLleW‘r’rIrTys:EOzx
DSA host key: rd
Allow X.509 host certificates: a
Enable indexing: ~
Priority: normal v
Indexing policy: lightweight_indexing ¥

e Enter the IP address of the client that will be permitted to access the
server into the From field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

e Enter the IP address of the server into the To field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

e Enter the port number where the server is accepting connections into the
Port field.

e. Select Enable indexing.

This connection allows any user from the client machine to connect to the
specified server, but permits only terminal sessions — other SSH channels like
TCP forwarding are disabled.

3. Configure a new non-transparent connection.

a. e To configure an SSH connection, select SSH Control > Connections
from the Main Menu. Only terminal sessions will be permitted.

e To configure an RDP connection, click on the RDP Control >
Connections from the Main Menu. Only basic Remote Desktop sessions
will be permitted (that is, no clipboard or file-sharing).
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b. Click the + icon on the right to create a new connection.

c. Enter a name into the Name field that will identify the connection (for
example, admin-server-nontransparent).

TIP: One Identity recommends that you use descriptive names that give
information about the connection (that is, they refer to the name of the
accessible server, the allowed users, and so on).

d. Enterthe IP addresses defining the connection:

Figure 28: <Protocol name> Control > Connections — Configuring an
SSH connection in non-transparent mode

Enabled MName From To Part

& ssh_connection_nont 10.30.0.2 f|32 (5] 10.30.0.100 I 32 (n] 22 o

“w< e

Target:
© Use original target address of the client
O NAT destination address
O Use fixed address

@ Inband destination selection

Targets: Exceptions:
Domain Port Domain Port
10.30.0.100 22 1] +
Append domains: DMNS server:
Domain

SMAT:

@ Use the IP address of SPS

e Enter the IP address of the client that will be permitted to access the
server into the From field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

e Enter the IP address of SPS's physical interface 1 into the To field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

e Enter a port number into the Port field.

e Enter the IP address of the server into the Use fixed address field of
the Target section.

You can use an IPv4 or an IPv6 address.
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e Enter the port number where the server is accepting connections into the
Port field of the Target section.

e. Select Enable indexing.

This connection allows any user from the client machine to connect to the
specified server, but permits only terminal sessions — other SSH channels like
TCP forwarding are disabled.

4. Test the new configuration: try to initiate an SSH or and RDP connection from the
client to the server.

e For the transparent connection, use the IP address of the server (as configured
in Configuring a connection in transparent mode).

e For the non-transparent connection, use the IP address and port of SPS (as
configured in Configuring a connection in non-transparent mode).

5. After successfully connecting to the server, do something in the connection, for
example, execute a simple command in SSH (for example, 1s /tmp), or launch
an application in RDP (for example, the Windows Explorer), then disconnect
from the server.

6. To access the Search interface, navigate to Search.

Figure 29: The Search interface

stertdate end date

i ¥| create report T . .
Sessions P Y pickadate > Pickadate
Usermame Server hostname Protocol Verdict Contains text
alues - Choase values - Choose values - Choose values - Ch Advanced
Sort by
Most recent - [ o 1-200f239 E
¢=Customize Card Fields
e -as-to 10.10.20.40 (13:22-13:37 Ne analytics data & Export CSV
+ HTTP from 10.12.15.188 » Accepted '20 Jun 15 nfa " Analytics score: -
r =Card view |
1
P . $E2Table view
-as-to 10.10.20.40 ([13:22-13:37 No analytics data
e + HTTP from 10.12.15.188 » Accepted '20 Jun 15 nfa Analytics score: - I Flow view
-as-to 10.10.20.40 (@ 06:55-07:10 No analytics data
e « HTTP from 10.12.15.124 > Accepted '20 Jun 13 nfa  Analytics score: -

7. Find the session you want to replay on the Search page.

For more information about search criteria and other search-related options, see
Using the Search interface.
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Figure 30: Search — Accessing session details
e @ 1-sofs ..

(©16:23-16:33 No analytics data
'21 Jul 23 n/a " Analytics score:

© 14:47-14:47 No analytics data
'21 Jul 12 n/a " Analytics score:

© 14:45-14:46 No analytics data
'21Jul12 nfa " Analytics score:

For more information about the session info window and its contents, see Viewing
session details.

8. Click *** to display the details of the connection.

Start

renderin
9. Click & to generate a video file from the audit trail you want to replay.
Depending on the load of the indexer and the length and type of the audit trail, this

can take several minutes.

Start
When the video is available, renderlng changesto ™" and
DEIEtE UIdEO . You can use the DEIEtE UIdED button if you want to
Start
rendering

remove the generated video. After you remove the video file, the
button is available and you can use it to recreate the video file.

1@0. (Optional) If you have encrypted audit trails but the necessary certificates and
private keys are not uploaded into your private keystore, you have to upload the keys
first. After uploading them, click
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Or Or

Unlock events Unlock events
. The feature decrypts the encrypted

upstream traffic elements. As a result, they will be displayed distributed in the
generated video.

11. To replay the video, click * F'@vide
The Player window opens.

12. Play the audit trail, and review your actions.
For more information about audit trails, see sections Encrypting audit trails,
Replaying audit trails in your browserand Replaying encrypted audit trails in
your browser.
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Basic settings

One Identity Safeguard for Privileged Sessions (SPS) is configured through the web

interface. Configuration changes take effect automatically after clicking m

Only the modifications of the current page or tab are activated — each page and tab must
be committed separately.

For details about the supported browsers, see Supported web browsers on page 97.

For details on how to use the web interface of SPS, see The structure of the web
interface on page 99.

For details on how to configure the network interfaces, name resolution, and other
networking-related settings, see Network settings on page 117.

For details on how to control (for example reboot) SPS, upload a new firmware or
license, export the current configuration, or stop the incoming syslog traffic, see
Network settings on page 117.

For details on how to set the system time and automatic time synchronization to an
NTP server, see Configuring date and time on page 125.

For details on how to configure where SNMP and e-mail alerts are sent, see System
logging, SNMP and e-mail alerts on page 127.

For details on how to configure system monitoring and alerts, see Configuring system
monitoring on SPS on page 138.

For details on how to configure data and configuration backups, see Data and
configuration backups on page 146.

For details on how to configure archiving, see Archiving on page 160.
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Supported web browsers

Supported web browsers

e JavaScript

e Cookies

Your browser must support:

SPS supports browsers as listed in the following table.

e TLS-encrypted HTTPS connections with strong cipher algorithms

Starting from version 6.13.0, SPS does not support Internet Explorer 11 (IE11). SPS
version 6.12.0 and previous versions continue to support IE11.

SPS IE11 Google Safari Mozzilla Microsoft Microsoft

version Chrome Firefox EDGE EDGE Legacy
(latest
version)

7.4.0 - v v v v -

7.3.0 - v v v v -

7.2.0 - v v v v -

7.1.0 - v v v v -

7.0LTS - v v v v -

6.13.0 - v v v v -

6.12.0 v v v v v -

6.11.0 v v v v v -

6.10.0 v v v v v -

6.9.0 v v v v v -

6.8.0 v v v v v -

Required applications and plugins

To use SPS, install and enable the following applications and plugins.

NOTE: To replay audit trails with SPS 6.9 or earlier versions with Internet Explorer 11
(IE11), install the Google WebM Video for Microsoft Internet Explorer plugin.
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SPS JavaScipt Google WebM Video for Microsoft Internet Explorer
version plugin

7.4.0
7.3.0
7.2.0
7.1.0
7.0LTS
6.13.0
6.12.0
6.11.0
6.10.0
6.9.0
6.8.0

Required for IE11
Required for IE11

R NSRS R

Phased out browsers

SPS does not support anymore the browsers listed in the following table.

Browser Phased out in

IE10 SPS 4 F3
IES SPS 4 F3

Starting from version 4 F3, SPS does not support Internet Explorer 9 and 10, because the
official support for them ended in January, 2016.

SPS web UI

Opening the web UI of SPS in multiple browser windows or tabs is not supported.

NOTE: The minimum recommended screen resolution for viewing One Identity
Safeguard for Privileged Sessions's (SPS's) web interface is 1366 x 768 pixels on a 14-
inch widescreen (standard 16:9 ratio) laptop screen. Screen sizes and screen resol-
utions that are equal to or are above these values will guarantee an optimal display of
the web interface.
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The structure of the web interface

NOTE: The minimum recommended screen resolution for viewing One Identity
Safeguard for Privileged Sessions's (SPS's) web interface is 1366 x 768 pixels on a 14-
inch widescreen (standard 16:9 ratio) laptop screen. Screen sizes and screen resol-
utions that are equal to or are above these values will guarantee an optimal display of
the web interface.

Figure 31: Structure of the web interface

® safeguard for Privileged Sessions exampleschbalabit 720 & admin v

/  Basic Settings v
I need help

Users &Access Control v

& Policies v
B Indexer Status

7 Quick Connection Setup

2. HTTP Control “ Welcome to Safeguard for Privileged Sessions

Fo ICA Control v

Zo MSSQL Control v

o RDP Control v

o SSH Control v

@ Sudoiolog Control v HTTP ICA MSSQL RDP SECURE SHELL SUDO IOLOG TELNET VNC
%o Telnet Control v

Fo VNC Control v

Q  search Search Basic Settings

& Reporting v

G2 Gateway Authentication

@  FourEyes

T Active Connections

&  Unlock Credential Store

The web interface consists of the following main sections:

Main menu

Each menu item displays its options in the main workspace on one or more tabs. Click a
Main menu item to display the list of tabs available under that particular menu item.
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User menu

Figure 32: User menu

User menu

Preferences
Change password
Audit keystore

[ Logout (07Tm 49s)

The User menu allows you to:

» Disable confirmation dialogs and tooltips using the Preferences option. For more
information, see section Preferences.

e Change your SPS password using the Change password option. For more
information, see section Change password.

e Upload your master password and permanent or temporary keys using the Audit
keystore option. For more information, see Audit keystore, Viewing encrypted
screenshots, and Replaying encrypted audit trails in your browser.

e Log out.

App switcher

Figure 33: App switcher

example.scb.balabit 7.2.0

Linked Products:
Remote Access

Available Integrations:

® &« 9 T &

Passwords Connect Two Factor CertAccess Sessions

After setting up a federated login method between SPS and a linked product, you can

seamlessly switch between SPS and the linked product by selecting the ™®®™ app
switcher icon.
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About page

Figure 34: About page

About X

Displays accessibility and system health information about SPS, including the following:

« Hardware usage: CPU, memory, hard disk, and swap use. Expand to see more
details or navigate to Basic Settings > Dashboard for detailed reports.

e Traffic overview: The number of active HTTP, ICA, MSSQL, RDP, SSH,
TELNET, and VNC connections. For HTTP, Traffic overview displays the number of
active HTTP sessions.

o System information: Shows the system date, the system time, and the status of
the core and boot firmware.

e Corrupted: The firmware integrity check failed. If a firmware is shown as
corrupted, contact our Support Team.

e Tainted: It indicates that you have modified a file of the firmware locally. If
you have modified a local file unintentionally, contact our Support Team.
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Figure 35: Boot firmware - Tainted

CPU  RAM  DISK  SWAP

Hardware usage
= & 19% 33% 6% 0%

g Traffic overview v
@ System information ~
System Time: 2020-08-07 10:30:50
Boot firmware: TAINTED
[%] License information v

» General information such as, current timezone or user interface version, and so
on, as well as, links related to new features, help or feedback.

Context-sensitive help
SPS offers context-sensitive help, which is used to display information about the user
interface relative to the task a user performs.

There are different levels of context sensitivity that have been implemented in SPS.

» Screen-level help

When available, SPS opens the help topic for that screen. Instead of having the user
browse through the help system to find the right topic, SPS can quickly and directly
display the topic that corresponds to the screen.

To open a screen-level help, click I need help, when available.
* Field-level help

When available, field-level help provides help text detailing the purpose and function
of a field.

The following is an example of a field-level help where you can click How should
I choose? and the help opens with more details about making the relevant
destination settings.

@NE IDENTITY SPS 7.4 Administration Guide |

Quest Basic settings



Figure 36: Quick Connection Setup — Example of a field-level help

Quick Connection Setup

Create and customize a new connection that SPS can record.

Network Authentication
Basic settings
Connection name = Protocol
SSH
Network settings
Source Ports
Specify the network where your traffic specify the ports for this connection.
comes from. Forts®

Source IP address *

@ onby Ps arealionsd.

Add new IP address

Audit Review

Destination

Select how to redirect traffic. How should
choose?

Inband destination  Fix redirect

o

@ destination-selection — Moszilla Firefox -

O @ hitps/auides/micro/connection-wizard/destination b

Fix redirect

Select this option if you want SPS to automatically redirect end users who connect from a
specified port to a specified TP address.

Recommended if the end users use a single destination with custom policies.

Inband destination

Select this option if you want to allow the end users to define the destination only when
the connection starts. This method creates a flexible connection that allows end users to
access any server by including the name of the target server in their username. for
example, ssh username @targetserver@sch_address, or
username%@targetserver¥osch_address

Recommended if the end users manage several targets, hosts, or servers with one or more
shared conmection properties and policies.

Elements of the main workspace

The main workspace displays the configuration settings related to the selected Main
menu item grouped into one or more submenus. Related parameters of a submenu
are organized into labeled groups or sections, marked with blue outline

Date & time settings
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Figure 37: Main workspace

{® Safeguard for Privileged Sessions & admin v
~  BasicSettings ~
I need help
Network
. . '3
Date & time settings b
Local Services
Management Current Date & Time:
Date Time
Alerting & monitoring 2020 -0l RE3 14 .27 . 38 Set Date & Time
Date & Time
Dashboard ”
Timezone/NTP settings A

System

Troublesheoting Timezone:

Europe/Budapest

NTP Servers:
High Availability Address

Plugins
10.30.255.35 @
Cluster management
Join to Starling

2 . L cormi |

Policies A

Indexer Status
%o HTTP Control v
%o ICAControl v

%o MSSQL Control v I}

m Each page includes one or more blue action buttons. The most
common action button is m, which saves and activates the changes

of the page.

e ./ Show/Hide details: Displays or hides additional configuration settings and
options.

+ Create entry: Create a new row or entry (for example an IP address or a policy).
» a Delete entry: Delete a row or an entry (for example an IP address or a policy).

- # Modify entries or upload files: Edit an entry (for example a host key, a list, and
so on), or upload a file (for example a private key). These actions open a pop-up
window where the actual modification can be performed.

o A,V Position an item in a list: Modify the order of items in a list. The order of items in
a list (for example the order of connections, permitted channels in a channel policy,
and so on) is important because when One Identity Safeguard for Privileged Sessions
(SPS) is looking for a policy, it evaluates the list from top to down, and selects the
first item completely matching the search criteria. For example, when a client
initiates a connection to a protected server, SPS selects the first connection policy
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matching the client's IP address, the server's IP address, and the target port (the
From, To, and Port fields of the connection).

Message window: This pop-up window displays the responses of SPS to the user's actions,
for example Configuration saved successfully. Error messages are also displayed here.
All messages are included in the system log. For detailed system logs (including message
history), see the Troubleshooting tab of the Basic Settings. To make the window
appear only for failed actions, navigate to User menu > Preferences and enable the
Autoclose successful commit messages option.

Figure 38: Message window

Result

Configuration saved successfully

Ok

Navigating on the SPS Ul

A quick navigation and search function has been introduced to improve the navigation
experience and to provide a quick and efficient way to navigate to an SPS UI page.

This option has a keyboard-first design, aiming primarily at users who use the keyboard
rather than the mouse cursor; however, you can use the mouse cursor as well.

To navigate on the SPS UI

1. To access the search field of the quick navigation function, select one of the
following options:

» Navigate to the SPS Home page by clicking on the logo.
e In a Windows or Linux environment, press Ctrl+K.
e On Mac OS, press Command+K.

2. (Optional) Insert question mark (?) in the search field to display the Help menu at
the bottom of the search window.

3. Type a keyword in the search field. As you type, a drop-down dynamically provides
you a list of search results.

(Optional) To use autocomplete to complete the keywords while typing, press Tab.
(Optional) To clear the content of the search field, press Esc.

(Optional) To close the search window, press Esc.
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7. To navigate between the search results, use the up and down arrow buttons.

8. Press Enter to navigate to the page that corresponds to the highlighted search result.

Multiple users and locking

Multiple administrators can access the One Identity Safeguard for Privileged Sessions
(SPS) web interface simultaneously, but only one of them can modify the configuration.
This means that the configuration of SPS is automatically locked when the first
administrator who can modify the configuration opens a configuration page (for example
the Basic Settings or the Users & Access Control menu).

The warning message displays the username of the administrator locking the configuration
as shown in the image below:

Figure 39: Configuration lock by remote administrator

Configuration is locked by admin@remote, modifying the configuration and performing some actions are not allowed until the lock is released.

Backup ALL Restore ALL Archive/cleanup ALL
Enabled Name From To Port
~ test 0.0.0.0 /0 o 0.0.0.0 /0 o 2222 i)

w¢ > e

Target:

O Use original target address of the client

O NAT destination address

) 1lca fivad addracc

Other administrators can continue as read-only but must wait until the locking
administrator navigates to an SPS page that does not require locking, the administrator
logs out, or the session of the administrator times out. However, it is possible to access the
Search and Reporting menus, and to perform gateway authentication and 4-eyes
authorization or browse the configuration with only View rights (for details, see Managing
user rights and usergroups on page 366).

NOTE: If an administrator logs in to SPS using the local console or a remote SSH connec-
tion, the configuration is also locked. Inactive local and SSH connections timeout just like
web connections. For details, see Accessing the One Identity Safeguard for Privileged
Sessions (SPS) console on page 438.

Preferences

To configure your preferences about the web interface, navigate to User Menu >
Preferences.
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Figure 40: User Menu > Preferences

User menu X

{3 Preferences &

You can change your preferences here.

Audit trail filename template

{protocol}-{starttime}-{gw-username}-{remote-username}-{dst-ip}.zat

Autoclose successful commit messages
. Confirmation before deleting policies
@ confirmation before deleting entries
. Warn when unsaved changes may be lost

@ show tooltips

Search page settings

@ Automatic refresh
What's New settings
Show 'Changes in this release" dialog on login

Appearance

Color theme
Light -
¢ Change password v

2 Audit keystore v

e Audit trail filename template:

To change the filename of the audit trails, navigate to User menu > Preferences
and change the Audit trail filename template. The default template is
{protocol}-{starttime}-{gw-username}-{remote-username}-{dst-ip}.zat. The
template can include anything, the keys (inside {} brackets) are replaced with their
actual values. These keys are the following:

e connection-policy: The connection policy
e dst-ip: Destination IP address

e dst-port: Destination port

e gw-username: Gateway username

e protocol: Protocol

e remote-username: Remote username

e session-id: Session ID

e src-ip: Source IP address

e starttime: Start time of the session

e Autoclose successful commit messages: General confirmation windows will not
appear. (For example, Configuration saved successfully that appears after
successfully committing a change). As a result, pop-up windows appear only for
failed actions or errors.
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» Confirmation before deleting policies: Display a pop-up window when you
attempt to delete policies to prevent deleting policies accidentally.

e Confirmation before deleting entries: Display a pop-up window when you
attempt to delete entries to prevent deleting entries accidentally.

e Warn when unsaved changes may be lost: Display a pop-up window to warn
when you navigate to another window without committing your changes to prevent
losing unsaved changes.

e« Show tooltips: Display tooltips for user interface elements to help using the
product.

Search page settings

» Automatic refresh:If you select this option, the content of the details view on the
Search page is refreshed automatically to provide up-to-date information about the
sessions. On the Search page, you can open the details view of a session by clicking
the " icon. Automatic refresh refreshes the content of all the tabs (Overview,
Details, Timeline, Analytics) in the details view.

If you select Automatic refresh, for example, if there is an active connection, the
list of events is refreshed dynamically and the buttons are displayed according to the
available options for a given session. For example, while a session is active, is

Follow v

displayed, and o= and are displayed. After the session is closed, the buttons

. i 4+ Download audi il
dynamlca”y Change tO » Play video and & wnload audit trai

What's New settings

e Show 'Changes in this release' dialog on login: If you select this option, the
Changes in this release dialog pops-up every time you log in to SPS.

Appearance

e Light: Light mode is the default setting of the user interface. If this option is enabled,
the user interface appears in light mode.

« Dark (High contrast): If you select this option, the user interface appears in dark,
high contrast mode.

e Auto: If you select this option, SPS detects the dark or light theme setting of your
operating system, and displays the SPS login page according to the theme setting of
your operating system.

Change password

If you are a local user or an administrator, you can change your password for the web
interface using the User menu > Change password option.
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To change the password for SPS

1. Navigate to User menu > Change password.

Figure 41: User menu > Change password — Changing the password

£ Preferences v

&2 Change password ~

You can change your password here.

2 Audit keystore v

Enter your current password in the Current password field.
Create a new, strong password and enter it in the New password field.

NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z

e Numbers 0-9

e The space character

e Special characters: !"#$%&" ()*+,-./:;<>=@[ ]\*-"{}_|
| NOTE: If possible, use a random password generator.

To create a strong password:

e Use special characters

e Use long passwords

e Mix uppercase and lowercase letters
For strong passwords, do not use:

e Personal information in the passwords

e Sequential letters or numbers

e The word password as the password

e Keyboard paths (for example, qwerty)
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4. Enter your new password again in the Confirm new password field.
5. Click Save.

Audit keystore

To replay encrypted audit trails in your browser and to view encrypted screenshots, upload
the necessary private keys to your audit keystore. In the audit keystore, only private keys
are stored.

NOTE: Previously, the audit keystore was used to store certificates as well as private

keys. From SPS version 6.10 and onwards, you must upload the certificates to Basic

settings > Local services > Indexer service. For more information on how to add
certificates, see Configuring the internal indexer.

Only RSA keys (in PEM-encoded X.509 certificates) can be uploaded to the private
keystore.

| TIP: One Identity recommends using 2048-bit RSA keys (or stronger).

NOTE: Certificates are used as a container and delivery mechanism. For encryption and
decryption, only the keys are used.

Use every keypair or certificate only for one purpose. Do not reuse cryptographic keys or
certificates (for example, do not use the certificate of the One Identity Safeguard for
Privileged Sessions (SPS) webserver to encrypt audit trails, or the same keypair for signing
and encrypting data).

To manage your audit keystore, see the following sections:

e Adding the first private key to your audit keystore
e Adding further private keys to your audit keystore
e Unlocking your audit keystore

e Deleting a private key from your audit keystore

Adding the first private key to your audit keystore

To replay encrypted audit trails in your browser and to view encrypted screenshots, upload
the necessary private keys to your audit keystore. In the audit keystore, only private keys
are stored.

For more information on the supported key format and the certificates that correspond to
the private keys, see Audit keystore.

| NOTE: The private keys are stored locally, in your browser.
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To add the first key to your audit keystore

1. Navigate to User menu > Audit keystore.

Figure 42: User Menu > Audit keystore > — Empty audit keystore

User menu X

£ Preferences v

&5 Change password v

& Audit keystore ~

You have not added any keys.

Add new key

If you want to open an encrypted audit trail or screenshot from the Search interface,
but you have not added the corresponding private keys yet to your audit keystore, a
dialog will take you to the Audit Keystore option.

2. Click Add new key.
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Figure 43: User Menu > Audit keystore > Add new key — Add new key

Add new key X

i Browse key

a. Inthe Name field, enter a name for the key.

b. Click Browse key, select the file containing the key in PEM format, and
click Open.

Alternatively, you can also copy-paste or drag your key into the Key
content field.

c. (Optional) If you add a private key that is encrypted, an additional field, the
Key password field is displayed. In the Key password field, enter the
password for the encrypted key.

d. Click Add key.

3. Inthe Create master password dialog, add a master password.
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Figure 44: User Menu > Audit keystore > Add new key — Add a
master password

Create master password

word is required to keep your keys safe. This password

nged.

Create master password [t

The private key is stored in your audit keystore that is protected by the master
password that you created.

4. (Optional) To lock your audit keystore, click Lock keystore.

If you lock your audit keystore, you protect your private keys from unauthorized
use. Your private keys can be used to decrypt content only if you unlock your
audit keystore.

Adding further private keys to your audit keystore
This section describes how to add new private keys to your audit keystore.

| NOTE: The private keys are stored locally, in your browser.

To add further keys to your audit keystore

1. Navigate to User menu > Audit keystore.

2. Click Unlock private keystore.

Figure 45: User Menu > Audit keystore > Unlock private keystore — Enter
the master password

Unlock keystore

Enter your master password and click Unlock keystore.

The audit keystore is unlocked.

If you forgot your master password, see section Unlocking your audit keystore.
3. Click Add new key.
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Figure 46: User Menu > Audit keystore > Add new key — Add new key

Add new key X

i Browse key

a. Inthe Name field, enter a name for the key.

b. Click Browse key, select the file containing the key in PEM format, and
click Open.

Alternatively, you can also copy-paste or drag your key into the Key
content field.

c. (Optional) If you add a private key that is encrypted, an additional field, the
Key password field is displayed. In the Key password field, enter the
password for the encrypted key.

d. Click Add key.
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The private key is stored in your audit keystore that is protected by the master
password that you created.

4. (Optional) To lock your audit keystore, click Lock keystore.

If you lock your audit keystore, you protect your private keys from unauthorized
use. Your private keys can be used to decrypt content only if you unlock your
audit keystore.

Unlocking your audit keystore

This section provides information on:

e How to unlock your audit keystore

» How to reset your audit keystore if you forgot your master password
| NOTE: The private keys are stored locally, in your browser.

In the audit keystore, the master password protects your private keys from unauthorized
use, for example, if you share a computer with anyone.

To use the private keys that are stored in your audit keystore to decrypt audit items, you
must unlock your audit keystore by providing your master password. After providing your
master password, your audit keystore remains unlocked for the duration of your session, or
until you click Lock keystore on User menu > Audit keystore.

Unlocking your audit keystore

To unlock your audit keystore
1. Navigate to User menu > Audit keystore.
2. Click Unlock private keystore.
The Unlock keystore dialog is displayed.

Figure 47: User Menu > Audit keystore > Unlock private keystore — Enter
the master password

Unlock keystore

ter password to unlock your keys.

:

Enter your master password and click Unlock keystore.
The audit keystore is unlocked.

You can add new keys or manage your uploaded private keys.
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Resetting your audit keystore

To reset your audit keystore if you forgot your master password

NOTE: The master password cannot be changed, but if you forget your master password,
you can reset your audit keystore. If you reset your audit keystore, you must upload your
private keys again.

Navigate to User menu > Audit keystore.

2. If you forgot your master password, click Forget password?.
3. Inthe Forget password? dialog, click Reset keystore.
4. Click Add new key and the Create master password dialog is displayed, where

you can add a new master password.

5. Upload the necessary private keys again to your audit keystore.

Result

The audit keystore is unlocked and it remains open for the duration of your session or until
you click Lock keystore.

Deleting a private key from your audit keystore

This section provides information on how to delete a key in your audit keystore.

| NOTE: The private keys are stored locally, in your browser.

To delete a key from your audit keystore
1. Navigate to User menu > Audit keystore.
2. Click Unlock private keystore.
The Unlock keystore dialog is displayed.

Figure 48: User Menu > Audit keystore > Unlock private keystore — Enter
the master password

Unlock keystore

ter password to unlock your keys.

:

Enter your master password and click Unlock keystore.

The audit keystore is unlocked.

3. Click W next to the private key that you want to delete.

NOTE: If you delete the last private key from your audit keystore, the audit
keystore is reset and next time you add a private key to your audit keystore, you
must define a master password again.
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Result

The private key is deleted from your audit keystore.

Network settings

The Basic Settings > Network tab contains the network interface and naming settings of
One Identity Safeguard for Privileged Sessions (SPS).

Routing table

Routing table

Figure 49: Basic Settings > Network > Routing table

Routing table P
1Pv4:
MNetwork Gateway
0.0.0.0 /0 10.30.255.254 i
1Pv6:
Network Gateway
/0 2001:db8:0:42:0:8a2e:370:7335 i

When sending a packet to a remote network, SPS consults the routing table to determine
the path it should be sent. If there is no information in the routing table then the packet
is sent to the default gateway. Use the routing table to define static routes to specific
hosts or networks. You have to use the routing table if SPS interfaces are connected to
multiple subnets.

Click the + and = icons to add new routes or delete existing ones. A route means that
messages sent to the Address/Netmask network should be delivered to Gateway.

For more information, see Configuring the routing table.

IP forwarding
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Figure 50: Basic Settings > Network > IP forwarding

IP forwarding <

Enable routing between the following interfaces.

To use an interface in single-interface router mode, add a rule and select that same interface in both fields.
Between And

default (ethQ) ¥ default (eth0) v 1@

[select an option] ¥ [select an option] * |

+

You can enable routing between logical interfaces, which allows you to direct uncontrolled
traffic through SPS. For more information, see Routing uncontrolled traffic between logical
interfaces.

To mimic the functionality of the deprecated Router mode, configure a logical interface for
each physical interface you want to connect, and enable IP forwarding between them.

Naming
Figure 51: Basic Settings > Network > Naming
Naming )"{

Hostname: myhost
Nick name:
DNS search domain: example.com
Primary DNS server: 10.30.255.254
Secondary DNS server:

e Hostname: Name of the machine running SPS.

e Nick name: The nickname of SPS. Use it to distinguish the devices. It is displayed in
the core and boot login shells.

e DNS search domain: Name of the domain used on the network. When resolving the
domain names of the audited connections, SPS will use this domain to resolve the
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target hostname if the appended domain entry of a target address is empty.

e Primary DNS server: IP address of the name server used for domain name
resolution.

 Secondary DNS server: IP address of the name server used for domain name
resolution if the primary server is unaccessible.

HTTPS proxy

The HTTPS proxy settings must be configured if your company policies do not allow
devices to connect directly to the web. Once configured, SPS uses the configured proxy
server for outbound web requests to external integrated services, such as Join to Starling
or SPS plugins.

Figure 52: Basic Settings > Network > HTTPS proxy

HTTPS proxy »

Proxy server: 198.51.100.0

Port: 3128

Password: Change  [configured]

e Proxy server: The IP address or DNS name of the proxy server.

Port: The IP address or DNS name of the proxy server.
NOTE:

If different ports are specified in the Proxy server and the Port field, the Port
field takes precedence.

e Username: The user name used to connect to the proxy server.
NOTE:

The username and password are only required if your proxy server requires them
to be specified.

e Password: The password required to connect to the proxy server.
NOTE:

The username and password are only required if your proxy server requires them
to be specified.

Configuring user and administrator login
addresses
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You can configure two separate login addresses for accessing the web interface of One
Identity Safeguard for Privileged Sessions (SPS):

e Web login (admin): On this address, users can, depending on their access
privileges, modify the configuration of SPS, and perform authentication-related
activities (gateway authentication, 4-eyes authorization).

e Web login (user): The configuration of SPS cannot be viewed or altered from this
address. Users (even ones with administrator privileges) can only perform gateway
authentication and 4-eyes authorization.

NOTE: For more information on gateway authentication and 4-eyes authorization, see
Advanced authentication and authorization techniques on page 860.

Both login addresses can be configured to restrict connections to a configured set of IP
addresses only.

NOTE:

When configuring HTTP or SSH connections, avoid using the IP address configured for
administrator or user login on SPS.

To configure two separate login addresses for accessing the web interface
of SPS

1. Navigate to Basic Settings > Local Services > Web login.

Figure 53: Basic Settings > Local Services > Web login — Configuring web
login address

Web login (admin) b

Listening addresses:
Address HTTP HTTPS
10.12.230.106 (default) v | 80 443 o

Restrict clients: @]

Web login (user) P

Listening addresses:
Address HTTP HTTPS

+

Restrict clients: @]

2. Choose + in the Listening addresses field.

. Enter the IP address to use for connecting to SPS's user interface into the
Address field.

The available addresses correspond to the interface addresses configured in Basic
Settings > Network > Interfaces. Only IPv4 addresses can be selected.

Enter the port number for HTTP connections into the HTTP field.
5. Enter the port number for HTTPS connections into the HTTPS field.
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6. (Optional) To permit access to the SPS web interface only from selected subnets or IP

addresses, select Restrict clients, click + and enter the IP address and netmask
of the allowed clients. Note that these settings do not affect the SSH access to SPS.

CAUTION:

Permit administrative access to SPS only from trusted networks. If
possible, monitored connections and administrative access to the SPS
web interface should originate from separate networks.

After comitting the changes, the web interface will be available only
from the configured subnets or IP addresses.

Use an IPv4 address.

7. Recommended: configure a separate login address for user connections in Web
login (user). The configuration settings of SPS cannot be viewed or modified from
this address.

8. Click Commit.

Managing logical interfaces

You can assign logical interfaces to a physical interface. Each logical interface must have its
own VLAN ID, and can have its own set of (alias) IP addresses and prefixes. The configured
name for each logical interface is visible on One Identity Safeguard for Privileged Sessions
(SPS)'s user interface only.

You can configure IPv4 and IPv6 addresses as well. IPv6 is intended for configuring

monitored connections. Local services (including the web login) require IPv4 addresses. An

interface can have multiple IP addresses, including a mix of IPv4 and IPv6 addresses.
NOTE: SPS does not support scenarios with two hosts using the same IP address on
different VLAN groups.
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To manage logical interfaces

1. Navigate to Basic Settings > Network > Interfaces.

Figure 54: Basic Settings > Network > Interfaces — Managing the

logical interfaces

Interfaces ~
Physical interface 1: Label on box: EXT or
Speed: Auto negotiation v Link: 1000Mb/s &2
VLAN ID Network MTU MName System name
VLAN: Address MTU: NAME: o
1500 default etho
10.30.255.37
Advanced routing:
Physical interface 2: Label on box: MGMT or E
Speed: Auto negotiation v Link: X
VLAN ID Network MTU Mame System name
VLAN: Address MTU: NAME: o
1500 default
2001:db8:85a3::8a2e:370:733¢ / 64
Advanced routing:
(ONE IDENTITY SPS 7.4 Administration Guide
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Physical interface 3: Label on box: INT or

Speed: Auto negotiation v Link: x

VLAN ID Network MTU MName System name
VLAN: Address Prefix MTU: NAME: il
1500 default
10.30.255. /30 o
2222 /11 il
Advanced routing: O

2. If necessary, use the label on the SPS hardware to identify the physical interface to
which you want to assign a logical interface.

3. Choose + to add a new logical interface. Provide the following:
e VLAN: The VLAN ID of the logical interface. Optional.

CAUTION:

Do not set the VLAN ID unless your network environment is
already configured to use this VLAN. Otherwise, your SPS
appliance will be unavailable using this interface.

e Address: The IP address of the logical interface.

Alternatively, you can enter a hostname instead. SPS automatically resolves
the hostname to an IP address.

NOTE: Note the following limitations:

e To resolve the hostnames, SPS uses the Domain Name Servers set in
the Basic Settings > Network > Naming > Primary DNS server
and Secondary DNS server fields.

e If the Domain Name Server returns multiple IP addresses, SPS
randomly selects from the list.

NOTE: Do not use IP addresses that fall into the following ranges:
e 1.2.0.0/16 (reserved for communication between SPS cluster nodes)
e 127.0.0.0/8 (localhost IP addresses)

e Prefix: The IP range of the logical interface.

e Optional: To add additional (alias) IP addresses and prefixes to a logical

interface, click + . To remove an alias IP address, click the corresponding «.
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e MTU: Maximum Transmission Unit (MTU) to set per network interface (VLAN or
network interface card). The default value is 1500.

¢ Name: The name of the logical interface. This name is visible on SPS's user
interface only.

To remove a logical interface, choose the » on the right side.

Routing uncontrolled traffic between
logical interfaces

You can enable routing between logical interfaces, which allows you to direct uncontrolled
traffic through SPS.

To enable routing between logical interfaces

1. Navigate to Basic Settings > Network > IP forwarding.

Figure 55: Basic Settings > Network > IP forwarding — IP forwarding
between interfaces

IP forwarding P

Enable routing between the following interfaces.

To use an interface in single-interface router mode, add a rule and select that same interface in both fields.
Between And

default (ethd) ¥ | default (eth0) v 1

[select an option] v  [select an option] v i

+

2. To add a new forwarding rule, choose + and select the two logical interfaces to
connect. You can select the same interface in both fields to use that logical interface
in single-interface router mode.

To delete an existing rule, choose a.

Configuring the routing table
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The routing table contains the network destinations SPS can reach. You have to make sure
that both the monitored connections, and the local services of SPS (including connections

made to the backup and archive servers, the syslog server, and the SMTP server) are
routed properly.

You can add multiple IPv4 and IPv6 addresses and address ranges along with their
respective gateways.

To configure the routing table

1. To add a new routing entry, navigate to Basic Settings > Network.

You can add interface-specific network routes using the Advanced routing

option of each interface. Otherwise, use the Routing table option to manage
networking routes.

Figure 56: Basic Settings > Network > Routing table — Routing

Routing table »
1Pv4:
Network Gateway
0.0.0.0 /0 10.30.255.254 i
IPvé:
Network Gateway
/0 2001:db8:0:42:0:8a2e:370:7335 @

2. Click +, then enter the IP address and the network prefix into the Network field.

3. Enter the IP address of the gateway used on that subnetwork into the Gateway field.

Configuring date and time

To configure the date and time-related settings of SPS, navigate to Basic Settings >
Date & Time.
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Figure 57: Basic Settings > Date & Time — Date and time management

Timezone:
AmericaNew_York ¥

NTP Servers:
Address

10.30.255.254

-

Date & time settings P
Current Date & Time:
Date Time
2018 - 04 - 09 12 1 39 126 Set Date & Time
Timezone/NTP settings »

A | CAUTION:

out of sync.

It is essential to set the date and time correctly on SPS, otherwise the date
information of the logs and audit trails will be inaccurate.

SPS displays a warning on this page and sends an alert if the time becomes

To explicitly set the date and time on SPS, enter the current date into respective fields of
the Date & Time settings group and click Set Date & Time.

When two SPS units are operating in High Availability mode, the secondary node
automatically synchronizes its time and date to the primary node. To manually synchronize
the time between the nodes, click Sync Master (available only in High Availability mode).

To retrieve the date automatically from a time server, complete the following steps:

1. Select your timezone in the Timezone field.

2. Enter the IP address of an NTP time server into the Address field.

Use an IPv4 address.

4. Click the + and s icons to add new servers or delete existing ones.
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5. Optional: If the time setting of SPS is very inaccurate (that is, the difference between
the system time and the actual time is great), it might take a long time to retrieve the
date from the NTP server. In this case, click Sync Now or Sync Master to sync the
time immediately using SNTP.

System logging, SNMP and e-mail alerts

E-mail alerts and system logging can be configured on the Basic Settings >
Management page.

Configuring system logging

One Identity Safeguard for Privileged Sessions (SPS) can send its system log messages to
remote syslog servers (for example, syslog-ng Premium Edition, syslog-ng Store Box,
Splunk, or HPE ArcSight Data Platform).

| NOTE: To send log messages in any custom format, contact our Support Team.

CAUTION:

The retention time for local logs of SPS is seven days. To retain them
longer, forward them to a remote logserver.

Figure 58: Basic Settings > Management > Syslog — Configuring system logging

Syslog A

Syslog receivers:

Address Port Protocol
10.50.0.2 514 syslog-TCP+TLS + o
Authenticate as client: T4

Client X.509 certificate:

Client key:

Check server certificate: 4

Trust Store: ts1 v

‘You can only select trust stores with none or full certificate revocation types. To create a trust store with a none or full revocation type, navigate
to Basic Settings > Trust Stores.

Include node ID in hostname in boot &
firmware messages:
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To configure logging to a remote server

1. Navigate to Basic Settings > Management.

2. Click + in the Syslog > Syslog receivers field to add a new syslog server.
Enter the IP address and port of the syslog server into the respective fields.
Use an IPv4 address.

4. Select the network protocol used to transfer the messages in the Protocol field. The
legacy- prefix corresponds to the legacy BSD-syslog protocol described in RFC3164,
while the syslog- prefix corresponds to the new IETF-syslog protocol described in
RFC5424. Note that not every syslog server supports the IETF protocol yet.

Select TCP+TLS to send the log messages using a TLS-encrypted connection.

TIP: Transferring the syslog messages using TCP ensures that the server
receives them.

Transferring the syslog messages using TLS encryption ensures that third parties
cannot read the messages. However, not every syslog server accepts encrypted
connections. The syslog-ng Premium Edition and Open Source Edition applications,
and the syslog-ng Store Box (which is a log-collector appliance similar to SPS)
support both encrypted connections and the new IETF-syslog protocol as well. For
details on these products, see syslog-ng Premium Edition and syslog-ng Store Box.

5. If the syslog server requires mutual authentication, that is, a certificate from SPS,
check Authenticate as client.

%

a. Generate and sign a certificate for SPS, then click the 7 icon in the Client

e

X.509 certificate field to upload the certificate. After that, click the 4 icon
in the Client key field and upload the private key corresponding to the
certificate.

6. If you have selected the TCP+TLS protocol and you want SPS to verify the certificate of

the syslog server, complete the following steps. Otherwise, click m

a. Select Check server certificate.
b. Select a Trust Store.

NOTE: You can only select a trust store with None or Full revocation
check type.

SPS will use this trust store to verify the certificate of the server, and reject the
connections if the verification fails. For more information on creating trust
stores, see Verifying certificates with Certificate Authorities using trust stores.

7. To display separate hostnames for syslog messages sent by the nodes of a SPS HA
cluster, select the Include node ID in hostname in boot firmware messages
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option. The node ID included in the hostname file of the syslog message is the MAC
address of the node's HA interface. (Messages of the core firmware are always sent
by the primary node.)

The boot firmware boots up SPS, provides High Availability support, and starts the
core firmware. The core firmware, in turn, handles everything else: provides the web
interface, manages the connections, and so on.

8. Click the + and = icons to add new servers or delete existing ones.

NOTE: To reduce the risk of the syslog server not receiving log messages from SPS
because of a network outage or other problem with the syslog server, SPS buffers
up to 10 Megabytes of log messages to its hard disk in case the syslog server
becomes unaccessible.

Configuring e-mail alerts

The following describes how to configure e-mail alerts.

To configure e-mail alerts

1. Navigate to Basic Settings > Management > Mail settings.

2. If you want to encrypt the communication between SPS and the SMTP server, in
Encryption, select the STARTTLS option and complete the following steps:
» If you want SPS to verify the certificate of the server, select Only accept

¥

certificates issued by the specified CA certificate and click the 4 icon

in the CA X.509 certificate field. A pop-up window is displayed.

Click Browse, select the certificate of the Certificate Authority (CA) that issued
the certificate of the SMTP server, then click Upload. Alternatively, you can
paste the certificate into the Copy-paste field and click Set.

SPS will use this CA certificate to verify the certificate of the server, and reject
the connections if the verification fails.

o If the SMTP server requires mutual authentication, that is, it expects a
certificate from SPS, enable Authenticate as client. Generate and sign a
certificate for SPS, then click ’j;} in the Client X.509 certificate field to
upload the certificate. After that, click ’::? in the Client key field and upload
the private key corresponding to the certificate.

| TIP: One Identity recommends using 2048-bit RSA keys (or stronger).

3. If you want SPS to authenticate to the SMTP server, in Authentication, select the
Enabled option. Enter the Username to authenticate with.

To configure or change the password to use to authenticate to the SMTP server, click

Change and enter the password. Click Update. Click m
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NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z

e Numbers 0-9

e The space character

e Special characters: !"#$%&" ()*+,-./:;<>=@[ ]\*-"{}_|

4. Enter the IP address or the hostname of the mail server into the SMTP server
address field.

Use an IPv4 address.

Figure 59: Basic Settings > Management > Mail settings — Configuring e-
mail sending

Mail settings ~

SMTP server address: mail example.com
Encryption:
O Disabled
© STARTTLS
Check server certificate:
O No certificate is required

® Only accept certificates issued by the specified CA certificate

CA X.509 certificate: &
Authenticate as client: ™~
Client X.509 certificate: &
Client key: &
Authentication:
O Disabled
® Enabled
Username: myusername
Password: Change [not configured]
Send e-mails as:
Administrator's e-mail address: email@example.com Test

Send e-mail alerts to:

Send reports to:

5. Enter the e-mail address where you want to receive e-mails from into the Send e-
mails as field. This can be useful for e-mail filtering purposes. SPS sends e-mails
from the address provided here. If no e-mail address is entered, e-mails will be sent
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10.

11.

12.

from the default e-mail address.

Enter the e-mail address of the administrator into the Administrator's e-mail
address field. SPS sends notifications related to system-events (but not alerts and
reports) to this address.

Enter the e-mail address of the administrator into the Send e-mail alerts to field.
SPS sends monitoring alerts to this address.

Enter the e-mail address the person who should receive traffic reports from SPS into
the Send reports to field. For details on reports, see Reports on page 895.

Click Test to send a test message.

If the test message does not arrive to the server, check if SPS can access the server.
For details, see Troubleshooting One Identity Safeguard for Privileged Sessions (SPS)
on page 939.

Navigate to Basic Settings > Alerting & Monitoring and select in which situations
should SPS send an e-mail alert. For details, see Configuring system monitoring on
SPS on page 138.

Configuring SNMP alerts

SPS can send alerts to a central monitoring server through SNMP (Simple Network
Management Protocol).

To configure SNMP alerts

Navigate to Basic Settings > Management > SNMP trap settings.

2. Enter the IP address or the hostname of the SNMP server into the SNMP server
address field.
Use an IPv4 address.
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Figure 60: Basic Settings > Management > SNMP trap settings —
Configuring SNMP alerts

SNMP trap settings P

SNMP server address: 10.30.0.2

® SNMP v2c

QO sSNMP v3

Community: public

3. Select the SNMP protocol to use.

(Optional) To use the SNMP v2c protocol for SNMP queries, select SNMP v2c, and
enter the community to use into the Community field. Otherwise, skip these steps.

(Optional) To use the SNMP v3 protocol, select SNMP v3 and complete the following
steps. Otherwise, skip these steps.

1. Enter the username to use into the Username field.

2. Enter the engine ID to use into the Engine ID field. The engine ID is a
hexadecimal number at least 10 digits long, starting with ex. For example,
OxABABABABAB.

3. Select the authentication method (MD5 or SHA1) to use from the options
under the Authentication method: field.

4. Enter the password to use into the Authentication password field.

5. Select the encryption method (Disabled, DES or AES) to use from the options
under the Encryption method: field .

6. Enter the encryption password to use into the Encryption password: field.
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Figure 61: Basic Settings > Management > SNMP trap settings —
Configuring SNMP alerts using SNMPv3

SNMP trap settings

SNMP server address: 10.30.0.2 Test
O SNMP v2c
® SNMP v3
Username: demo
Engine ID: OxFFFFFFFFFF

Authentication method:
® MDs

O sHA1

Authentication password: Change [change committed]

Encryption method:
@® Disabled
O Aes
O DEs

NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z

e Numbers 0-9

e The space character

« Special characters: !"#$%&' ()*+,-./:;<>=2@[1\*-"{}_|

5. Navigate to Basic Settings > Alerting & Monitoring and select in which situations
SPS should send an SNMP alert. For details, see Configuring system monitoring on
SPS on page 138.
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Querying SPS status information using
agents

External SNMP agents can query the basic status information of SPS.

To configure which clients can query status information

1. Navigate to Basic Settings > Local Services > SNMP server settings.
Figure 62: Basic Settings > Local Services > SNMP server settings —
Configuring SNMP agent access
SNMP server settings I
Enabled: [
System location: Mew York
System contact: support@example.cor
System description:
SNMP v2c agent: [
Community: example_snmp
SNMP v3 agent: 1
Allowed users:
Username Auth. method Auth. password Encryption method Encryption password
snmp_Agent SHA1 v Change [change committed] AES v Change [change committed] i
.+.
Listening addresses:
Address Port
10.30.255.42 (defaulf) ¥ | 161 i
Restrict clients: [
Allowed clients:
Address Netmask
10.30.40.50 255.255.255.0 Iﬁ]
_+_
Enable the SNMP server.
Optionally, you can enter the details of the SNMP server into the System location,
System contact, and System description fields.
4. To use the SNMP v2c protocol for SNMP queries, enable SNMP v2c agent, and enter
the community to use into the Community field.
5. To use the SNMP v3 protocol, select SNMP v3 agent and complete the
following steps:
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a. Click +

b. Enter the username used by the SNMP agent into the Usernamae field.

c. Select the authentication method (MD5 or SHA1) to use from the options
under the Auth. method field.

d. Enter the password used by the SNMP agent into the Auth. password field.

e. Select the encryption method (Disabled, DES or AES) to use from the options
under the Encryption method field.

f. Enter the encryption password to use into the Encryption password field.

g. To add other agents, click + .

NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z

e Numbers 0-9

e The space character

« Special characters: !"#$%&' ()*+,-./:;<>=2@[]\*-"{}_|

6. Inthe Listening addresses field, choose + and select the IP address and port for
the SNMP server.

The available addresses correspond to the interface addresses configured in Basic
Settings > Network > Interfaces. Only IPv4 addresses can be selected.

Repeat this step to add multiple addresses.

7. (Optional) To permit access to the SNMP server only from selected subnets or IP
addresses, select Restrict clients, click + and enter the IP address and netmask
of the allowed clients.

Use an IPv4 address.

Repeat this step to add multiple addresses.

Customize system logging in One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) uses the syslog-ng Open Source
Edition application (version 3.16) for system logging. Starting with SPS 5 LTS, you can
customize its configuration to better integrate SPS into your logging infrastructure. If you
are not familiar with syslog-ng Open Source Edition, read how syslog-ng OSE works.
Customizing the configuration of syslog-ng Open Source Edition allows you to better
integrate the log messages of SPS into your environment, for example, to:
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e change the message format or rename message fields,
» send the messages to multiple logservers or SIEMs, or to

» select (filter) which messages to send to your logserver.

Limitations

Note that not every feature described in the syslog-ng Open Source Edition documentation
is available on SPS. Typically, features that are only rarely used on logging clients are not
available (for example, Java-based destinations like HDFS and Elasticsearch). For a
detailed list of available modules, execute the syslog-ng --module-registry command.

Customize the syslog-ng configuration

Do not change the syslog configuration of SPS unless you know exactly what you are doing.
Incorrect changes can decrease the performance of SPS, deactivate system logging, or
cause message loss.

While customizing the syslog-ng configuration, note the following points in
particular:

1. Create a SPS configuration snippet in a file. Make sure that the filename ends with
.conf. Note that syslog-ng OSE uses the configuration objects defined in these files
only if they are used in a log path as well, so make sure to include a log path.

Do not loop messages. That is, make sure that the destination does not send a
message back to the original source of the message (doing so would cause an
infinite loop).

2. Copy ittothe /etc/syslog-ng/conf.d/ directory of the core firmware. (If you are
using a high-availability SPS cluster, SPS automatically copies the file to the
secondary node as well.)

Files located in this directory do not taint the SPS configuration and SPS
automatically includes them in the configuration of syslog-ng Open Source Edition.

Do not modify the original configuration files (for example, /etc/syslog-ng/syslog-
ng.conf or /etc/syslog-ng/conf.d/message-queue-client.conf).

3. Verify that the resulting syslog-ng OSE configuration file is syntactically valid. The
configuration is valid if executing the following command does not show any syntax
errors: syslog-ng --syntax-only --no-caps

4. Your changes will take effect only after you reload the configuration of syslog-ng
Open Source Edition using the following command: syslog-ng-ctl reload

If there are any errors in the configuration, SPS keeps on using the earlier
configuration. In this case, correct the configuration, because if SPS reboots while
the syslog-ng OSE configuration is invalid, SPS will not be able to log messages.

Available sources

You can use the following sources in your custom configuration. These sources are defined
in the stock configuration file of syslog-ng OSE, and are in regular syslog message format
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(except for s_message_queue_client)

e s_core_journal: Logs of the SPS host, including log messages about the
audited sessions.

e s _message_queue_client: Logs about the audited sessions in JSON format.

e s _slave boot: Logs from the boot firmware of the secondary node in a high-
availability SPS cluster.

e src: Logs messages of local SPS services.

e src-internal: The internal logs of syslog-ng OSE running on SPS.

Certificates and encrypted connections

If you are using a custom destination that requires a certificate (either to authenticate SPS,
or to verify the identity of the logserver). In this case, copy the certificates to SPS into the
/etc/syslog-ng/conf.d/ directory. In the custom syslog configuration you cannot use the
certificates uploaded to SPS using the web interface.

SIEM integration

Customizing the syslog configuration of SPS allows you to send log messages directly to
your SIEM (for example, Splunk) in a format that your SIEM can understand.

One Identity can provide you the configuration files needed to send the log messages of
SPS to Splunk in the Splunk Common Information Model (CIM) format. If you are
interested, contact our Support Team.

If you need assistance to use another SIEM format, contact
professionalservices@balabit.com.

Examples

The following configuration snippet reads the messages from the built-in s_message queue_
client source, parses the JSON message, and sends the messages to a remote destination
using the RFC5424 message format (the body of the message remains in JSON).

parser json {
json-parser(
prefix(".scb.")
template("$MSG")

);

s
destination d_custom_remote {
syslog(
"192.168.1.1"
transport(tcp)
port(6514)

template("$(format-json --key .scb.*)\n")
)
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1

log {
source(s_message_queue_client);
parser(json);
destination(d_custom_remote);

1

A sample log message using the above configuration is the following (line-breaks added
for clarity):

{"_scb":
{

"username":"frobert",

"timestamp":"1499673286.380022",
"session_id":"svc/hmdsoFrNYeAmkyzLVkzilo/ssh_demo:4",
"server_port":"22",
"server_ip":"10.30.255.70",
"protocol":"ssh",
"event_type":"server_authentication_success"”,
"connection_name":"ssh_demo",
"client_port":"50830",
"client_ip":"10.30.255.70"

}

}

To use this configuration snippet on your SPS, copy it to a file (make sure that the filename
ends with .conf), change the IP address and port number to match your environment, copy
it to the core firmware of your SPS into the /etc/syslog-ng/conf.d directory, then reload
the syslog-ng configuration using syslog-ng-ctl reload.

Configuring system monitoring on SPS

SPS supports the SNMPv2c and SNMPv3 protocols. The SNMP server set on the
Management tab can query status information from SPS.

NOTE: In order to have your central monitoring system to recognize the SNMP alerts sent
by SPS, import the SPS-specific Management Information Base (MIB) into your monit-
oring system. Download all MIBs by navigating to Basic Settings > Alerting & Monit-
oring and clicking Download MIBs and import them into your monitoring system. For
details, see the documentation of your monitoring system.

Configuring monitoring

The following describes how to configure monitoring.
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To configure monitoring

Navigate to Basic Settings > Alerting & Monitoring.

2. The default threshold values of the parameters are suitable for most situations.
Adjust the threshold values only if needed.

4. Navigate to Basic Settings > Management and verify that the SNMP settings
and Mail settings of SPS are correct. SPS sends alerts only to the alert e-mail
address and to the SNMP server.

A [ CAUTION:
Sending alerts fails if these settings are incorrect.

The following sections describe the parameters you can receive alerts on.

e For details on health-monitoring alerts, see Health monitoring on page 139.
e For details on system-monitoring alerts, see System related traps on page 141.

e For details on traffic-monitoring alerts, see Traffic related traps on page 143.

Health monitoring

SPS continuously monitors a number of parameters of the SPS hardware and its
environment. If a parameter reaches a critical level (set in its respective Maximum field),
SPS sends e-mail or SNMP messages to alert the administrator.

Figure 63: Basic Settings > Alerting & Monitoring — Health monitoring

Health monitoring <
Description Value Name Email SNMP
Disk utilization maximum a0 % xcbDiskFull (™4 =~
Swap utilization maximum 70 % xcbhSwapFull « &~

maximum load for 1 min

Load average

(Number of CPU cores: 1) maximum load for 5 min xcbLoadAvgHigh O O

maximum load for 15 min

BE BB

o Disk utilization maximum: Ratio of free space available on the hard disk. SPS
sends an alert if the audit trails use more space than the set value. Archive the audit
trails to a backup server to free disk space. For details, see Archiving on page 160.
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NOTE: The alert message includes the actual disk usage, not the limit set on the
web interface. For example, you set SPS to alert if the disk usage increases above
10 percent. If the disk usage of SPS increases above this limit (for example to 17
percent), you receive the following alert message: less than 90% free (= 17%).
This means that the amount of used disk space increased above 10% (what you set

as a limit, so itis less than 90%), namely to 17%.

 Load average: The average load of SPS during the last one, five, or 15 minutes.

e Swap utilization maximum: Ratio of the swap space used by SPS. SPS sends an

alert if it uses more swap space than the set value.

Preventing disk space fill-up

The following describes how to prevent disk space from filling up.

NOTE: One Identity highly recommends this if One Identity Safeguard for Privileged
Sessions (SPS) is hosted in a virtual environment.

To prevent disk space from filling up

1.

Navigate to Basic Settings > Management > Disk space fill-up prevention.

Figure 64: Basic Settings > Management > Disk space fill-up prevention —
Preventing disk space fill-up

Disk space fill-up prevention »

Disconnect clients when disks are: 80 percent used (enter a value between 50-98).

Automatically start archiving: [u]

red Archive/Cleanup policies when disks are filled up to the configured percent, select Automatically start archiving. Make
licies > Backup & Archive/Cl Otherwise, the automatic archi

o aut configure
sure that you have configured at least one Archive/Cleanup policy at Pol process will

not start.

Enter the limit of maximum disk utilization in percents in the Disconnect clients
when disks are: x percent used field. Make sure to enter a value between 50-98
percent. When disk space is used above the configured limit, SPS disconnects all
clients. The default value is 8o.

(Optional) To automatically start all configured archiving/cleanup jobs when disk
usage goes over the limit, select the Automatically start archiving option.

For more information on configuring an archiving policy, see Archiving on page 160.

NOTE: If there is no archiving policy configured, selecting this option will not trigger
automatic archiving.

Navigate to Basic Settings > Alerting & Monitoring > Health monitoring and
enable alert Disk utilization maximum.
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System related traps

SPS can send the following system related alerts in e-mail or as SNMP trap. To
configure these alerts, see Configuring e-mail alerts on page 129 and Configuring SNMP
alerts on page 131.

NOTE:

Configure Disk space fill-up prevention, and configure SPS to send an alert if the free
space on the disks of SPS is low. For details, see .

Configure SPS to send an alert if a user fails to login to SPS. For details, see the Login
failed alertin .

Figure 65: Basic Settings > Alerting & Monitoring — health monitoring

System related traps of
Description Name Email SNMP
Login failed xcbLoginFailure 0O 0
Successful login xchLogin O O
Logout from the management interface xchbLogout 0 0
Configuration changed xchConfigChange B O O
General alert xcbAlert 0 0
General error xcbError O O
Data and configuration backup failed xchBackupFailed O (]
Data archiving failed xcbArchiveFailed O O
Database error occurred xcbDBError O (]
License limit reached xcbLimitReached O O
HA node state changed xcbHaNodeChanged 0 (]
Timestamping error occurred xcbTimestampError O O
Time sync lost xcbTimeSyncLost 0 (]
Raid status changed xcbRaidStatus a O
Hardware error occurred xcbHWError 0 (]
Firmware error occured xcbFirmwareError a O
Too many login attempts xchBruteforceAttempt 0 (]
License expires soon xcbLicenseAlmostExpired O O
A system service failed xcblnitSystemUnitFailed 0 (]
Random generator error occurred xcbRandomGeneratorError a O

BE BE

Table 1: System related traps

Name SNMP alert ID

Description

Login failed xcbLoginFailure
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Failed login attempts from SPS web
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Name SNMP alert ID Description
interface.

Successful xcbLogin Successful login attempts into SPS web

login interface.

Logout from xcbLogout Logouts from SPS web interface.

the manage-

ment interface

Configuration xcbConfigChange Any modification of SPS's configuration.

changed

General alert xcbAlert General alerts and error messages
occurring on SPS.
Note that alerts on general alerts and
errors are sent whenever there is an
alert or error level message in the SPS
system log. These messages are very
verbose and mainly useful only for

General error XcbError -
debugging purposes.
Enabling these alerts may result in
multiple e-mails or SNMP traps sent
about the same event.

Data and config- xcbBackupFailed Alerts if the backup procedure is unsuc-

uration backup cessful.

failed

Data archiving xcbArchiveFailed Alerts if the archiving procedure is unsuc-

failed cessful.

Database error xcbDBError An error occurred in the database where

occurred SPS stores the connection metadata. For
assistance, contact our Support Team.,

License limit xcbLimitReached The number of protected servers (or

reached concurrent sessions) reached the limit
set in the SPS license. Clients cannot
connect to new servers using SPS.

HA node state xcbHaNodeChanged A node of the SPS cluster changed its

changed state (for example, a takeover
occurred).

Timestamping xcbTimestampError An error occurred during the timestam-

error occurred

(GNE IDENTITY
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ing process (for example, the timestamp-
ing server did not respond).
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Name SNMP alert ID

Description

Time sync lost  xcbTimeSynclLost

Raid status xcbRaidStatus
changed

Hardware error xcbHWError
occurred

Firmware error xcbFirmwareError
occured

Too many login xcbBruteforceAttempt
attempts

License expires xcbLicenseAlmostExpired
soon

A system xcbInitSystemUnitFailed
service failed

Random xcbRandomGeneratorError
generator error
occurred

Traffic related traps

The system time became out of sync.

The status of the node's RAID device
changed its state.

SPS detected a hardware error.

SPS detected a firmware error, which
can be as follows:

e Corrupted: The firmware
integrity check failed. If a
firmware is shown as corrupted,
contact our Support Team.

e Tainted: It indicates that you
have modified a file of the
firmware locally. If you have
modified a local file uninten-
tionally, contact our Support
Team.

SPS has detected a possible brute-force
attack.

Your SPS license will expire within 60
days.

A system service has failed.

Note that one alert is sent for each failed
service.

The random generator repeatedly
created the same byte sequence. To fix
this issue, you can restart your SPS. If
the error persists, contact our Support
Team.

SPS can send the following traffic related alerts in e-mail or as SNMP trap. To
configure these alerts, see Configuring e-mail alerts on page 129 and Configuring

SNMP alerts on page 131.
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Figure 66: Basic Settings > Alerting & Monitoring — health monitoring

Traffic related traps ~
Description MName Email SMNMP
Channel opening denied scbChannelDenied O O
Connection denied schConnectionDenied O O
User successfully authenticated schAuthSuccess (4 O
User authentication failed scbAuthFailure (3 O
S5H host key mismatch schSshHostKeyMismatch O O
New SSH host key learned schSshHostKeylLearned O O
Connection timed out scbConnectionTimedout O O
Protocol viclation schProtocolViolation O O
Connection to the server failed scbConnectionFailed O O
User successfully authenticated on the gateway schGWAuUthSuccess O O
User authentication failed on the gateway schGWAuthFailure O O
User mapping failed on the gateway schUserMappingFailure O O
Decryption of a credential failed scbCredStoreDecryptError O O
The requested credential store is closed schCredStoreClosed O O
Failed to unlock credential store scbCredStoreUnlockFailure O O
Real-time audit event detected scbRealTimeAlert O O
AMQP error occurred scbAMQPError O O

BE BE
Table 2: Traffic related traps
Name SNMP alert ID Description
Channel scbChannelDenied A user attempted to open a channel
opening denied not permitted by the channel policy.
Connection scbConnectionDenied A user attempted to connect a server
denied not permitted in the connection
policies.
User success- scbAuthSuccess A user successfully authenticated on a

fully authen-
ticated

protected server.
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Name

SNMP alert ID

Description

User authen-
tication failed

SSH host key
mismatch

New SSH host
key learned

Connection
timed out

Protocol
violation

Connection to
the server
failed

User success-
fully authen-
ticated on the
gateway

User authen-
tication failed
on the gateway

User mapping
failed on the
gateway

Decryption of a
credential store
failed

The requested
credential store
is closed

scbAuthFailure

scbSshHostKeyMismatch

scbHostKeyLearned

scbConnectionTimedout

scbProtocolViolation

scbConnectionFailed

scbGWAuthSuccess

scbGWAuthFailure

scbUserMappingFailure

scbCredStoreDecrpytError

scbCredStoreClosed

(GNE IDENTITY
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A user failed to complete the authen-
tication on a protected server.

The SSH host key of a server did not
match the key stored on SPS.

SPS |learned a new SSH host key.

A connection to a protected server
timed out.

A connection violated the protocol as
specified in the RFC or protocol
documentation. This may have been
caused by an incompatible application
or a deliberate attack.

A connection to a protected server
failed.

A user has successfully authenticated
a connection on SPS as part of a
gateway-authentication process.

The gateway-authentication of a
connection has failed.

A usermapping policy did not find a
suitable mapping for the connection.

SPS could not unlock a password-
protected Credential Store. Navigate
to Unlock Credential Store and
enter the password(s) to open the
Credential Store.

A user attempted to access a connec-
tion policy that uses a password-
protected Credential Store, and the
Credential Store has not been
unlocked. Navigate to Unlock
Credential Store and enter the
password(s) to open the Credential
Store.
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Name SNMP alert ID Description

Failed to unlock scbCredStoreUnlockFailure A user attempted to unlock a

credential store password-protected Credential Store
with an incorrect password. Navigate
to Unlock Credential Store and
enter the correct password(s) to open
the Credential Store.

Real time audit scbRealTimeAlert A real-time audit event has occurred.
event detected

AMQP error SCbAMQPError An error occurred in the event queue
occurred where SPS forwards session data.
contact our Support Team.

Data and configuration backups

Backups create a snapshot of the configuration of One Identity Safeguard for Privileged
Sessions (SPS) or the data which can be used for recovery in case of errors. SPS can create
automatic backups of its configuration and the stored audit-trails to a remote server.

Configuring backups is a two-step process:

1. Create a backup policy.

2. Assign that policy to the system or a connection — depending on what it is that you
wish to back up, SPS's configuration or a connection.

Creating a backup policy

Backup policies define the address of the backup server, which protocol to use to access it,
and other parameters. SPS can be configured to use the Rsync, SMB/CIFS, and NFS
protocols to access the backup server:

e To configure backups using Rsync over SSH, see Creating a backup policy using
Rsync over SSH on page 147.

e To configure backups using SMB/CIFS, see Creating a backup policy using SMB/CIFS
on page 150.

e To configure backups using NFS, see Creating a backup policy using NFS on
page 155.

The different backup protocols assign different file ownerships to the files saved on the
backup server. The owners of the backup files created using the different protocols are
the following:

e Rsync: The user provided on the web interface.
e SMB/CIFS: The user provided on the web interface.
e NFS: root with no-root-squash, nobody otherwise.
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CAUTION:

SPS cannot modify the ownership of a file that already exists on the
remote server. If you change the backup protocol but you use the same
directory of the remote server to store the backups, make sure to adjust
the ownership of the existing files according to the new protocol.
Otherwise SPS cannot overwrite the files and the backup procedure fails.

Assigning a backup policy

Once you have configured a backup policy, set it as a system backup policy (for
configuration backups) or data backup policy (for connections backups):

e To configure a system backup policy, see Creating configuration backups on
page 157.

e To configure a data backup policy, see Creating data backups on page 158.

NOTE: Backup deletes all other data from the target directory. Restoring a backup
deletes all other data from SPS. For details on restoring configuration and data from
backup, see Restoring One Identity Safeguard for Privileged Sessions (SPS) configuration
and data to the same SPS appliance on page 971.

Creating a backup policy using Rsync over
SSH

The Rsync over SSH backup method connects the target server with SSH and executes
the rsync UNIX command to copy the data to the remote server. SPS authenticates itself
with a public key — password-based authentication is not supported.

CAUTION:

The backup server must run rsync version 3.0 or newer.

To create a backup policy using Rsync over SSH

1. Navigate to Policies > Backup & Archive and click + in the Backup policies
section to create a new backup policy.

Enter a name for the backup policy (for example, config-backup).

Enter the time when the backup process should start into the Start time field in
HH:MM format (for example, 23:00).

You can add the start time for additional backup processes.

CAUTION:

When specifying an additional start time, ensure that the previous
backup process finishes before the new backup process starts.
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4. Enter the IP address or the hostname of the remote server into the Target server
field (for example, backup.example.com).

Use an IPv4 address.

5. Select Rsync over SSH from the Copy data from PSM radio buttons.

Figure 67: Policies > Backup & Archive > Backup policies — Configuring
backups using rsync

Backup policies

demo-backup o ".{
Start time:
23:00 o
Copy data from SPS:
@ Rsync over S5H
O Copy data to a remote server using SMB/CIFS
(0] Copy data to a remote server using NFS
Username: backup
Target server: backup.example.com 22
2048 SHA256:TBJECiFUQ
Authentication key: # @ TWuMCJBHnQn7h+chGuLkmclollw4/
Udal
2048 SHA256:TBJECiFUQ
Server host key: & i TwumciB HnQn7h+chGuLkmcloliw4/
Udal
Path: Ivarfbackups
Include the Cluster Node 1D in the ot
path:
The backup will be saved on the server in a directory named 125941 -c8fd-46a2-a3251-32dd294affcl/.
‘When the operation is complete:
O Do not send notification
® Send notification on errors only
O send notification on all events

6. Enter the username used to log on to the remote server into the Username field.

Click 4 in the Authentication key field. A popup window is displayed.

Generate a new keypair by clicking Generate or upload or paste an existing one.
This key will be used to authenticate SPS on the remote server. The public key of this
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keypair must be imported to the remote server.

&
9. Click 4 in the Server host key field. A popup window is displayed.

10. Click Query to download the host key of the server, or upload or paste the host key
manually. SPS will compare the host key shown by the server to this key, and
connect only if the two keys are identical.

Figure 68: Policies > Backup & Archive > Backup policies —
Configuring SSH keys

Server host key

Query host P

Queery key from host: backup.example.com:22 Query

Upload key Pl

Upload: Choose File | Mo file chosen Upload

Copy-paste key Pl
Key: Set
e
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11.

12.

13.

14.

15.
16.

Enter the port number of the SSH server running on the remote machine into the
Port field.

Enter the path to the backup directory on the target server into the Path field (for
example /backups).

SPS saves all data into this directory, automatically creating the subdirectories.
Backups of audit-trails are stored in the data, configuration backups in the config
subdirectory.

When your SPS instance is a node in a cluster, select Include the Cluster Node ID
in the path. This ensures that the ID of the node is included in the path of the
relevant directory, which is required to prevent cluster nodes from backing up data to
the same location, and so overwriting each other's data and resulting in data loss. In
addition, having the node's ID in the directory name also enables easy identification.

CAUTION:
Hazard of data loss

Unchecking Include the Cluster Node ID in the path when your SPS is
a node in a cluster can result in data loss if you have configured
configuration synchronization across your cluster nodes.

To receive e-mail notification of the backup, select the Send notification on errors
only or the Send notification on all events option. Notifications are sent to the
administrator e-mail address set on the Management tab.

To include the list of files in the e-mail, select Send notification on all events and
enable the Include file list option. However, note that if the list is very long (for
example, SPS stores over 20000 audit trails), the SPS web interface might become
unaccessible. In this case, set the Maximum number of files in notification
lower. After this number has been reached, file names will be omitted from the
notification.

NOTE: This e-mail notification is different from the one set on the Alerting &
Monitoring tab. This notification is sent to the administrator's e-mail address,
while the alerts are sent to the alert e-mail address (see Configuring system monit-
oring on SPS on page 138).

To assign the backup policy to a connection, see Creating data backups on page 158.

Creating a backup policy using SMB/CIFS

The Copy data to a remote server using SMB/CIFS backup method connects to a
share on the target server with Server Message Block protocol. SMB/CIFS is mainly used on
Microsoft Windows Networks.

When deployed from the Azure Marketplace, you can use Azure File storage shares for
Backup and Archive Policies. This is very useful as you can change the quota for the file
storage dynamically, so the cumulative size of the audit trails is not limited to the OS disk
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size. You can set up this share as normal SMB shares in your Backup and Archive policies.
You can obtain the parameters for the policy from the Azure portal.

NOTE: Backup and archive policies only work with existing shares and subdirectories.

If a server has a share at, for example, archive and that directory is empty, when the
user configures archive/scbil (or similar) as a backup/archive share, it will fail.

CAUTION:

When you try to create backups and archives from SPS to NetApp devices
using the CIFS protocol, the operation may fail with a similar error
message: /opt/scb/mnt/14719217504d41370514043/reports/2010": Permission
denied (13) '2010/day/' rsync: failed to set times on.

To overcome this problem, grant the SPS user "Full Control" access rights
to the CIFS share on the NetApp device.

CAUTION:

When using the CIFS protocol to backup or archive files to a target server
running Windows 2008 R2 that uses NTLMv2 authentication, the operation
may fail with a similar error message:

CIFS VFS: Unexpected SMB signature

Status code returned 9xc000000d NT_STATUS_INVALID_PARAMETER

CIFS VFS: Send error in SessSetup = -22

CIFS VFS: cifs_mount failed w/return code = -22

CIFS VFS: Server requires packet signing to be enabled in /proc/f-
s/cifs/SecurityFlags.

CIFS VFS: cifs_mount failed w/return code = -95

CIFS VFS: Server requires packet signing to be enabled in /proc/f-
s/cifs/SecurityFlags.

CIFS VFS: cifs_mount failed w/return code = -95

To overcome this problem, do one of the following:

+ Use the NFS protocol to access your Windows 2008 R2 servers.

+ Edit the registry of the Windows 2008 R2 server or apply a hotfix. For
details, see Article 957441 in the Microsoft Support site.

1. Navigate to Policies > Backup & Archive and click + in the Backup policies
section to create a new backup policy.

Enter a name for the backup policy (for example, config-backup).

Enter the time when the backup process should start into the Start time field in
HH:MM format (for example, 23:00).

You can add the start time for additional backup processes.
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A | CAUTION:
When specifying an additional start time, ensure that the previous
backup process finishes before the new backup process starts.
4. Enter the IP address or the hostname of the remote server into the Target server
field (for example, backup.example.com).
Use an IPv4 address.

5. Select Copy data to a remote server using SMB/CIFS from the Copy data
from PSM radio buttons.
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Figure 69: Policies > Backup & Archive > Backup policies — Configuring
backups through SMB/CIFS

Backup policies

samba-backup o "‘

Start time:
23:00 i}
Copy data from SPS:
(0] Rsync over S5H
® Copy data to a remote server using SMB/CIFS

QO Copy data to a remote server us ing NFS

Anenymous login: O

Target server: backup.example.com
Username: backup

Password: Change [not configured]
Share: backups

Domain:

Protocol version: SME 2.1 (Windows ¥

Include the Cluster Node ID in the 2
path:

The backup will be saved on the server in a directory named 125941 -c8fd-46a2-3251-32dd294affcl/.

‘When the operation is complete:
O Do not send notification
® Send notification on errors only

O Send notification on all events

6. Enter the username used to log on to the remote server into the Username field, or
select the Anonymous login option.

Usernames can contain space.
7. Enter the password corresponding to the username into the Password field.

NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z
e Numbers 0-9
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« The space character
« Special characters: "#$%&"' ()*+,-./:;<>=2@[ ]\*- " {}_|

8. Enter the name and directory path of the share into the Share field. Use the
following format:

share_name/path/to/directory

You can use backslashes and forward slashes as well.

SPS saves all data into this directory, automatically creating the subdirectories.
Backups of audit-trails are stored in the data, configuration backups in the config
subdirectory.

9. Enter the domain name of the target server into the Domain field.

10. Select which SMB protocol to use when SPS connects to the server in the Protocol
version field. Servers are usually backwards compatible with earlier protocol
versions (for example, a server that supports version 2.1 supports versions 2.0 and
1.0 as well).

11. When your SPS instance is a node in a cluster, select Include the Cluster Node ID
in the path. This ensures that the ID of the node is included in the path of the
relevant directory, which is required to prevent cluster nodes from backing up data to
the same location, and so overwriting each other's data and resulting in data loss. In
addition, having the node's ID in the directory name also enables easy identification.

CAUTION:
Hazard of data loss

Unchecking Include the Cluster Node ID in the path when your SPS is
a node in a cluster can result in data loss if you have configured
configuration synchronization across your cluster nodes.

12. To receive e-mail notification of the backup, select the Send notification on errors
only or the Send notification on all events option. Notifications are sent to the
administrator e-mail address set on the Management tab.

To include the list of files in the e-mail, select Send notification on all events and
enable the Include file list option. However, note that if the list is very long (for
example, SPS stores over 20000 audit trails), the SPS web interface might become
unaccessible. In this case, set the Maximum number of files in notification
lower. After this number has been reached, file names will be omitted from the
notification.

NOTE: This e-mail notification is different from the one set on the Alerting &
Monitoring tab. This notification is sent to the administrator's e-mail address,
while the alerts are sent to the alert e-mail address (see Configuring system monit-
oring on SPS on page 138).

14. To assign the backup policy to a connection, see Creating data backups on page 158.
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Creating a backup policy using NFS

The Copy data to a remote server using NFS backup method connects to a shared
directory of the target server with the Network File Share protocol.

NOTE: Backup and archive policies only work with existing shares and subdirectories.

If a server has a share at, for example, archive and that directory is empty, when the
user configures archive/scbi (or similar) as a backup/archive share, it will fail.

The version of NFS used is automatically detected. All versions of NFS, up to and including
NFS version 4 protocol, are supported.

1. Navigate to Policies > Backup & Archive and click + in the Backup policies
section to create a new backup policy.

Enter a name for the backup policy (for example, config-backup).

Enter the time when the backup process should start into the Start time field in
HH:MM format (for example, 23:00).

You can add the start time for additional backup processes.

CAUTION:

When specifying an additional start time, ensure that the previous
backup process finishes before the new backup process starts.

4. Enter the IP address or the hostname of the remote server into the Target server
field (for example, backup.example.com).

Use an IPv4 address.

5. Select Copy data to a remote server using NFS from the Copy data from PSM
radio buttons.
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Figure 70: Policies > Backup & Archive > Backup policies — Configuring
NFS backups

Backup policies

samba-backup @ "‘
Start time:

23:00 i

Copy data from SP5:
(0] Rsync over SSH
O Copy data to a remote server using SMB/CIFS

® Copy data to a remote server using NFS

Target server: backup.example.com

Export: mybackup

Include the Cluster Node 1D in the

path: &

The backup will be saved on the server in a directory named 125941 ff-c8+d-46a2-a251-82dd294affcl/.
When the operation is complete:
O Do not send notification
® Send notification on errors only

O Send notification on all events

Enter the domain name of the remote server into the Target server field.
Enter the name of the NFS export into the Export field.

SPS saves all data into this directory, automatically creating the subdirectories.
Audit-trail backups are stored in the data, configuration backups in the config
subdirectory.

8. The remote server must also be configured to accept backups from SPS.

Add a line that corresponds to the settings of SPS to the /etc/exports file of the
backup server. This line should contain the following parameters:

e The path to the backup directory as set in the Export field of the SPS
backup policy.

e The IP address of the SPS interface that is used to access the remote server.
For more information on the network interfaces of SPS, see Network settings
on page 117.

Use an IPv4 address.

e The following parameters: (rw,no_root_squash,sync).
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Example: Configuring NFS on the remote server

For example, if SPS connects the remote server from the 192.168.1.15 IP
address and the data is saved into the /var/backups/SPS directory, add the
following line to the /etc/exports file:

/var/backups/SPS 192.168.1.15(rw,no_root_squash,sync)

9. On the remote server, execute the following command:
exportfs -a

Verify that the rpc portmapper and rpc.statd applications are running.

10. When your SPS instance is a node in a cluster, select Include the Cluster Node ID
in the path. This ensures that the ID of the node is included in the path of the
relevant directory, which is required to prevent cluster nodes from backing up data to
the same location, and so overwriting each other's data and resulting in data loss. In
addition, having the node's ID in the directory name also enables easy identification.

CAUTION:
Hazard of data loss

Unchecking Include the Cluster Node ID in the path when your SPS is
a node in a cluster can result in data loss if you have configured
configuration synchronization across your cluster nodes.

11. To receive e-mail notification of the backup, select the Send notification on errors
only or the Send notification on all events option. Notifications are sent to the
administrator e-mail address set on the Management tab.

To include the list of files in the e-mail, select Send notification on all events and
enable the Include file list option. However, note that if the list is very long (for
example, SPS stores over 20000 audit trails), the SPS web interface might become
unaccessible. In this case, set the Maximum number of files in notification
lower. After this number has been reached, file names will be omitted from the
notification.

NOTE: This e-mail notification is different from the one set on the Alerting &
Monitoring tab. This notification is sent to the administrator's e-mail address,
while the alerts are sent to the alert e-mail address (see Configuring system monit-
oring on SPS on page 138).

13. To assign the backup policy to a connection, see Creating data backups on page 158.

Creating configuration backups
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To create a configuration backup, assign a backup policy as the System backup
policy of SPS.

TIP: To create an immediate backup of SPS's configuration to your machine (not to the
backup server), select Basic Settings > System > Export configuration. Note that
the configuration export contains only the system settings and configuration files
(including changelogs). System backups includes additional information like reports and
alerts, and also the connection database.

When exporting the configuration of SPS, or creating configuration backups, always use
encryption. Handle the exported data with care, as it contains sensitive information,
including credentials. For details on encrypting the configuration, see .

To encrypt your configuration backups, see Encrypting configuration backups with GPG
on page 159.

Prerequisites

You have to configure a backup policy before starting this procedure. For details, see Data
and configuration backups.

To create a configuration backup

1. Navigate to Basic Settings > Management > System backup.

Figure 71: Basic Settings > Management > System backup — Configuring
system backups

System backup P

System backup policy: v
(@] Encrypt the configuration
® Do not encrypt the configuration

Backup now Restore now

2. Select the backup policy you want to use for backing up the configuration of SPS in
the System backup policy field.

Optional: To start the backup process immediately, click Backup now. The Backup
now functionality works only after a backup policy has been selected and committed.

Creating data backups

To configure data backups, assign a backup policy to the connection.
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NOTE:

When exporting the configuration of SPS, or creating configuration backups, always use
encryption. Handle the exported data with care, as it contains sensitive information,
including credentials. For details on encrypting the configuration, see .

Prerequisites

» Configure the system backup. Restoring a data backup works only if a matching
system configuration and metadata is available, that is, if a system backup is
restored first. For details, see Creating configuration backups on page 157.

» Configure a backup policy before starting this procedure. For details, see Data and
configuration backups on page 146.

To configure data backups

Navigate to [Your chosen protocol] Control > Connections.
2. Select the connection you want to back up.

3. Select a backup policy in the Backup policy field.

5. Optional: To start the backup process immediately, click Backup or Backup ALL.
The Backup and Backup ALL functionalities work only after a backup policy has
been selected and committed.

Encrypting configuration backups with GPG

You can encrypt the configuration file of SPS during system backups using the public-part
of a GPG key. The system backups of SPS contain other information as well (for example,
databases), but only the configuration file is encrypted. Note that system backups do not
contain audit-trail data.

When exporting the configuration of SPS, or creating configuration backups, always use
encryption. Handle the exported data with care, as it contains sensitive information,
including credentials. For details on encrypting the configuration, see.

For details on restoring configuration from a configuration backup, see Restoring One
Identity Safeguard for Privileged Sessions (SPS) configuration and data to the same SPS
appliance on page 971.

NOTE: Itis not possible to directly import a GPG-encrypted configuration into SPS, it has
to be decrypted locally first.

Prerequisites

You have to configure a backup policy before starting this procedure. For details, see Data
and configuration backups on page 146.
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You need a GPG key which must be permitted to encrypt data. Keys that can be used only
for signing cannot be used to encrypt the configuration file.

To encrypt the configuration file of SPS during system backup

1. Navigate to Basic Settings > Management > System backup.
2. Select Encrypt configuration.

o

3. Click é:}

e To upload a key file, click Browse, select the file containing the public GPG
key, and click Upload. SPS accepts both binary and ASCII-armored GPG keys.

» To copy-paste the key from the clipboard, copy it, paste it into the Key field,
then click Set.

Archiving

Archiving transfers data from SPS to an external storage solution. Archived data can be
accessed and searched, but cannot be restored (moved back) to the SPS appliance. Only
those closed audit-trail files are archived where the retention time has already elapsed.

To configure archiving, you first have to create an archive policy. Archive policies define the
retention time, the address of the remote backup server, which protocol to use to access it,
and other parameters. SPS can be configured to use the SMB/CIFS and NFS protocols to
access the archive server:

e To configure archiving using SMB/CIFS, see Creating an archive policy using
SMB/CIFS on page 161.

e To configure archiving using NFS, see Creating an archive policy using NFS on
page 165.
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CAUTION:

Hazard of data loss Never delete an Archive Policy if data has been
archived with it. This will make the already archived data inaccessible.

Do not "remake" an Archive Policy (that is, deleting an Archive Policy and
then creating another one with the same name but different parameters).
This will make data inaccessible, and identifying the root cause of the issue
complicated.

If you want to change the connection parameters (that is when you
perform a storage server migration), you must make sure that the share
contents and file permissions are kept unmodified and there are no
archiving or backup tasks running.

On the other hand, if you want to add a new network share to your
archives, proceed with the following steps:

1. Create a new empty SMB/NFS network share.
2. Create a new Archive Policy that points to this network share.

3. Modify your Connection Policy(es) to archive using the newly defined
Archive Policy.

4. Make sure to leave the existing Archive Policy unmodified.

It is also safe to extend the size of the network share on the server side.

The different protocols assign different file ownerships to the files saved on the remote
server. The owners of the archives created using the different protocols are the following:

e SMB/CIFS: The user provided on the web interface.

e NFS: root with no-root-squash, nobody otherwise.

CAUTION:

SPS cannot modify the ownership of a file that already exists on the
remote server.

Once you have configured an archive policy, assign it to the connection you want to
archive. For details, see Archiving the collected data on page 168.

Data about archived connections can be automatically deleted from the connection
database. For details, see Configuring cleanup policies on page 168.

Creating an archive policy using SMB/CIFS

The Move data to a remote server using SMB/CIFS archive method connects to a
share on the target server with Server Message Block protocol. SMB/CIFS is mainly used on
Microsoft Windows Networks.

NOTE: Backup and archive policies only work with existing shares and subdirectories.

If a server has a share at, for example, archive and that directory is empty, when the
user configures archive/scbil (or similar) as a backup/archive share, it will fail.
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When deployed from the Azure Marketplace, you can use Azure File storage shares for
Backup and Archive Policies. This is very useful as you can change the quota for the file
storage dynamically, so the cumulative size of the audit trails is not limited to the OS disk
size. You can set up this share as normal SMB shares in your Backup and Archive policies.
You can obtain the parameters for the policy from the Azure portal.

CAUTION:

When you try to create backups and archives from SPS to NetApp devices
using the CIFS protocol, the operation may fail with a similar error
message: /opt/scb/mnt/14719217504d41370514043/reports/2010": Permission
denied (13) '2010/day/' rsync: failed to set times on.

To overcome this problem, grant the SPS user "Full Control" access rights
to the CIFS share on the NetApp device.

CAUTION:

When using the CIFS protocol to backup or archive files to a target server
running Windows 2008 R2 that uses NTLMv2 authentication, the operation
may fail with a similar error message:

CIFS VFS: Unexpected SMB signature

Status code returned 0xc000000d NT_STATUS_INVALID_PARAMETER

CIFS VFS: Send error in SessSetup = -22

CIFS VFS: cifs_mount failed w/return code = -22

CIFS VFS: Server requires packet signing to be enabled in /proc/f-
s/cifs/SecurityFlags.

CIFS VFS: cifs_mount failed w/return code = -95

CIFS VFS: Server requires packet signing to be enabled in /proc/f-
s/cifs/SecurityFlags.

CIFS VFS: cifs_mount failed w/return code = -95

To overcome this problem, do one of the following:

+ Use the NFS protocol to access your Windows 2008 R2 servers.

+ Edit the registry of the Windows 2008 R2 server or apply a hotfix. For
details, see Article 957441 in the Microsoft Support site.

1. Navigate to Policies > Backup & Archive and click + in the Archive policies
section to create a new archive policy.

2. Enter a name for the archive policy.

Enter the time when the archive process should start into the Start time field in
HH:MM format (for example 23:00).

You can add the start time for additional archive processes.

CAUTION:

When specifying an additional start time, ensure that the previous
archive process finishes before the new archive process starts.
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4. To archive the data collected on + more than once a day, click + . You can
schedule multiple archive times.

NOTE: In case an archive process is not finished before the next one would start,
the next archive process waits for the previous process to be completed.

5. Fill the Delete data from SPS after field. Data older than this value is archived to
the external server.

| NOTE: The archived data is deleted from SPS.

6. Select Move data to a remote server using SMB/CIFS from the Before
deleting data from PSM radio buttons.

Figure 72: Policies > Backup & Archive — Configuring archiving

© SMB/CIFS
O NFs

Anonymous login: o

Target server: archive example.com

Password: Change  [not configured]

Share: sharefname/pathito/directory

Path template:
© PROTOCOL / CONNECTION / ARCHIVE DATE /
O ARCHIVE DATE / PROTOCOL / CONNECTION /
O CONNECTION DATE / PROTOCOL / CONNECTION /
O ARCHIVE DATE /
O CONNECTION DATE /

Protocol version: SMB 2.1 (Window

Include the Cluster Node ID in the -
path:

7. Enter the username used to log on to the remote server into the Username field, or
select the Anonymous login option.

Usernames can contain space.
8. Enter the password corresponding to the username into the Password field.

NOTE: SPS accepts passwords that are not longer than 150 characters and
supports the following characters:

e Letters A-Z, a-z

¢ Numbers 0-9

e The space character

e Special characters: !"#$%&" ()*+,-./:;<>=@[ ]\*-"{}_|

9. Enter the name and directory path of the share into the Share field. Use the
following format:

share_name/path/to/directory

@NE IDENTITY SPS 7.4 Administration Guide | __

by Quest Basic settings



You can use backslashes and forward slashes as well.

SPS saves all data into this directory, automatically creating the subdirectories.
Archives of audit-trails are stored in the data, configuration backups in the config
subdirectory.

10. Enter the domain name of the target server into the Domain field.

11. Select which SMB protocol to use when SPS connects to the server in the Protocol
version field. Servers are usually backwards compatible with earlier protocol
versions (for example, a server that supports version 2.1 supports versions 2.0 and
1.0 as well).

12. SPS organizes the audit trails into directories based on the date or the protocol. The
subdirectories are created directly into the archive directory. Select one of the
following directory structures:

* Protocol/Connection/Archive Date/

* Archive Date/Connection/Protocol/
 Connection Date/Protocol/Connection/
* Archive Date/

 Connection Date/

For example, the Protocol/Connection/Archive Date template will have create
subdirectories for the audited protocols (thatis, ssh, rdp, telnet, vnc), for the
name of the connection policy, and finally, for the date (YEAR-MONTH-DAY in YYYY-
MM-DD format).

NOTE: Connection Date refers to the time the connection started, while Archive
Date to the time it was archived. The difference between the two dates depends on
the retention time set for the archiving policy.

13. When your SPS instance is a node in a cluster, select Include the Cluster Node ID
in the path. This ensures that the node ID is included in the path of the relevant
directory, which is required to prevent cluster nodes from archiving data to the same
location. Archiving data to the same location would result in data loss. In addition,
including the node ID in the directory name also enables easy identification.

CAUTION:
Hazard of data loss

If you configured configuration synchronization across your cluster
nodes, unchecking Include the Cluster Node ID in the path when your
SPS is a node in a cluster can result in data loss.

14. To receive e-mail notifications, select the Send notification on errors only or the
Send notification on all events option. Notifications are sent to the administrator
e-mail address set on the Management tab, and include the list of the files that
were backed up.

NOTE: This e-mail notification is different from the one set on the Alerting &
Monitoring tab. This notification is sent to the administrator's e-mail address,
while the alerts are sent to the alert e-mail address (see Configuring system
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| monitoring on SPS on page 138).
15. Click Commit.

16. To assign the archive policy to the connection you want to archive, see Archiving the
collected data on page 168.

Creating an archive policy using NFS

The Move data to a remote server using NFS archive method connects to a shared
directory of the target server with the Network File Share protocol.

NOTE: Backup and archive policies only work with existing shares and subdirectories.

If a server has a share at, for example, archive and that directory is empty, when the
user configures archive/scbil (or similar) as a backup/archive share, it will fail.

The version of NFS used is automatically detected. All versions of NFS, up to and including
NFS version 4 protocol, are supported.

1. Navigate to Policies > Backup & Archive and click + in the Archive policies
section to create a new archive policy.

Enter a name for the archive policy.

Enter the time when the archive process should start into the Start time field in
HH:MM format (for example 23:00).

You can add the start time for additional archive processes.

CAUTION:

When specifying an additional start time, ensure that the previous
archive process finishes before the new archive process starts.

4. To archive the data collected on + more than once a day, click + . You can
schedule multiple archive times.

NOTE: In case an archive process is not finished before the next one would start,
the next archive process waits for the previous process to be completed.

5. Fill the Delete data from SPS after field. Data older than this value is archived to
the external server.

| NOTE: The archived data is deleted from SPS.

6. Select Move data to a remote server using NFS from the Before deleting data
from PSM radio buttons.
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Figure 73: Policies > Backup & Archive —Configuring archiving

nfs-archive o

Start time:

23:30 il

Archive data older than: 14 days
Move data to a remote server using:

O sMB/CIFs

© NFs

Target server: archive example.com

Export: archives
Path template:
© PROTOCOL / CONNECTION / ARCHIVE DATE /
O ARCHIVE DATE / PROTOCOL / CONNECTION /
O CONNECTION DATE / PROTOCOL / CONNECTION /
O ARCHIVE DATE /
O CONNECTION DATE /

Include the Cluster Node ID in the

path: &

The archived audit data will be saved on the server as c@7bdagf -2609-4e7c-a0c8-8079e5b36474/<selected template>.

Enter the domain name of the remote server into the Target server field.

Enter the name of the NFS export into the Export field.

SPS saves all data into this directory, automatically creating the subdirectories.
9. The remote server must also be configured to accept connections from SPS.

Add a line that corresponds to the settings of SPS to the /etc/exports file of the
remote server. This line should contain the following parameters:

e The path to the archive directory as set in the Export field of the SPS
archive policy.

 The IP address of the SPS interface that is used to access the remote server.
For more information on the network interfaces of SPS, see Network settings
on page 117.

Use an IPv4 address.

e The following parameters: (rw,no_root_squash,sync)

Example: Configuring NFS on the remote server

For example, if SPS connects the remote server from the 192.168.1.15 IP
address and the data is saved into the /var/backups/SPS directory, add the
following line to the /etc/exports file:

/var/backups/SPS 192.168.1.15(rw,no_root_squash,sync)

CAUTION:

To enable non-root users to access the directories and subdirectories
on the NFS server through SPS, assign them read permissions. Non-
root users without a read permission cannot access the directories
and subdirectories on the NFS server.
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10. On the remote server, execute the following command:
exportfs -a

Verify that the rpc portmapper and rpc.statd applications are running.

11. SPS organizes the audit trails into directories based on the date or the protocol. The
subdirectories are created directly into the archive directory. Select one of the
following directory structures:

* Protocol/Connection/Archive Date/

* Archive Date/Connection/Protocol/

« Connection Date/Protocol/Connection/
e Archive Date/

 Connection Date/

For example, the Protocol/Connection/Archive Date template will have create
subdirectories for the audited protocols (thatis, ssh, rdp, telnet, vnc), for the
name of the connection policy, and finally, for the date (YEAR-MONTH-DAY in YYYY-
MM-DD format).

NOTE: Connection Date refers to the time the connection started, while Archive
Date to the time it was archived. The difference between the two dates depends on
the retention time set for the archiving policy.

12. When your SPS instance is a node in a cluster, select Include the Cluster Node ID
in the path. This ensures that the node ID is included in the path of the relevant
directory, which is required to prevent cluster nodes from archiving data to the same
location. Archiving data to the same location would result in data loss. In addition,
including the node ID in the directory name also enables easy identification.

CAUTION:
Hazard of data loss

If you configured configuration synchronization across your cluster
nodes, unchecking Include the Cluster Node ID in the path when your
SPS is a node in a cluster can result in data loss.

13. To receive e-mail notifications, select the Send notification on errors only or the
Send notification on all events option. Notifications are sent to the administrator
e-mail address set on the Management tab, and include the list of the files that
were backed up.

NOTE: This e-mail notification is different from the one set on the Alerting &
Monitoring tab. This notification is sent to the administrator's e-mail address,
while the alerts are sent to the alert e-mail address (see Configuring system monit-
oring on SPS on page 138).

14. Click Commit.

15. To assign the archive policy to the connection you want to archive, see Archiving the
collected data on page 168.

@NE IDENTITY SPS 7.4 Administration Guide |

by Quest Basic settings



Archiving the collected data

To configure data archiving, assign an archive policy to the connection.

Prerequisites

You have to configure an archive policy before starting this procedure. For details, see
Archiving on page 160.

To assign an archive policy to the connection

Navigate to the connection (for example, to SSH Control > Connections).
Select the connection.

Select the archive policy you want to use in the Archive policy field.

5. Optional: To start the archiving process immediately, click Archive now. This
functionality works only after a corresponding policy has been configured.

Cleaning up audit data

One Identity Safeguard for Privileged Sessions (SPS) can automatically archive audit trails
older than a specified retention time. However, the .zat file and the metadata of the
corresponding connections are not deleted from the SPS connection database. Deleting the
stored data of old connections decreases the size of the database, making searches faster,
and may also be required by certain policies or regulations.

In an audit data cleanup policy, you can specify the period after which the zat file and the
metadata is deleted. You can also provide a lucene-like query, with which you can specify
which sessions you want to delete. For example, using the query, you can create a filter for
a specific protocol.

For more information, see Configuring cleanup policies.

Configuring cleanup policies

In an audit data cleanup policy, you can specify the period after which the zat file and the
metadata is deleted. You can also provide a lucene-like query, with which you can specify
which sessions you want to delete. For example, using the query, you can create a filter for
a specific protocol.

To add a new audit data cleanup policy

1. Navigate to Policies > Audit Data Cleanup Policies.
2. Select Add policy.
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Figure 74: Policies > Audit Data Cleanup Policies — Configuring an audit
data cleanup policy
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In Policy name, specify a unique name for the audit data cleanup policy.

. In the Audit data older than field, enter how long (in days) SPS must keep the zat
file and the metadata. For example, if you specify 365, SPS deletes the audit data of
connections older than a year.

The accepted value range is 30-100,000 days.
| NOTE: The database cleanup occurs once a day at 22:01 PM.

NOTE: Since the database cleanup happens once a day at 22:01 PM, if you
specify the same retention time for an archive policy, for example, 90 days in the
Audit data retention period field, ensure that the archiving is set to start
before 22:01 PM.

5. In Audit data query, which is a lucene-like query, specify to which audit data the
cleanup policy applies.

To fill this query, specify, for example, a field and the related term. Optionally, you
may add a boolean operator and specify another field and related term. For example,
to specify the audit data of the SSH protocol and the ssh-connection-policy
connection policy to be cleaned up, in Audit data query, type protocol:SSH AND
recording.connection_policy:ssh-connection-policy

6. To save your changes, click Add policy.

7. Optionally, repeat the steps to create new audit data cleanup policies for other
protocols and connections.

Expected outcome

Every day, SPS deletes the zat file and the metadata of connections that are older than the
given cleanup time from the connection database.

Preview the effect of the cleanup policy

The preview chart of a cleanup policy predicts how the respective cleanup policy will affect
your audit data.

Preview charts are available in the following places:
» Audit Data Cleanup Policies page.
You can preview one or more cleanup policies at the same time in one chart.
 Add new audit data cleanup policy and the Edit cleanup policy side sheets.
You can preview the actual policy that you are creating or editing.
e By clicking the chart icons in the policy lists.

You can preview the respective policy.
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Reading the charts

e The charts display data in monthly increments.

e The vertical line or lines represent the end of the data retention period for the
respective policy or policies.

e To the right of the vertical line, you can see the sessions which are not scheduled for
deletion yet.

e To the left of the vertical line, you can see those sessions which are to be deleted by
the next cleanup event.

» Sessions matching this query (green) represents the sessions which are affected
by the respective cleanup policy.

o Sessions not included in this cleanup policy (blue) represents the sessions
which are not affected by the respective cleanup policy.

Running cleanup policies immediately

You can run all audit data cleanup policies immediately. This procedure deletes all data
matching the queries and older than the retention period.

Prerequisites

* You have configured audit data cleanup policies.

Running cleanup policies immediately

1. Navigate to Policies > Audit Data Cleanup Policies.
2. Select Run all policies now.
3. Select Run policies to confirm running all policies immediately in the pop-up dialog.

After confirming the cleanup, you still have 10 seconds to undo the procedure in the
pop-up dialog by selecting Undo. After 10 seconds or after selecting Okay, SPS
completes the cleanup.

Using plugins

To download the official plugins for your product version, navigate to the product page on
the Support Portal. The official plugins are also available on GitHub .

To write your own custom plugin, feel free to use our Plugin SDK.
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Figure 75: Basic Settings > Plugins — Viewing the uploaded plugins

Uploaded plugins Plugin details
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The following plugin types can be uploaded to SPS:

e Authentication and Authorization plugins

For more information, see Integrating external authentication and authorization
systems.

e Credential Store plugins

For more information, see Using a custom Credential Store plugin to authenticate on
the target hosts.

e Configuration Synchronization plugins

For more information, see Using a configuration synchronization plugin.
e Signing CA plugins

For more information, see Signing certificates on-the-fly.

For more information about how to create an external Signing CA plugin, see
Creating an external Signing CA.

Uploading plugins

To upload a plugin to SPS
1. Navigate to Basic Settings > Plugins and click Upload plugin.

2. Browse for the plugin .zip file and click Open.

| NOTE: It is not possible to upload or delete plugins if SPS is in sealed mode.

Verifying the integrity of a plugin

To verify the integrity of the plugin archive (that is, that the . zip file has officially been
issued by One Identity and has not been tampered with before its extraction and uploading
the plugin), complete the following steps. These also verify whether the plugin has been
modified after upload or not.

This procedure only applies to plugins downloaded from the official repositories.
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Prerequisites

* Make sure that you have already uploaded a plugin.

For more information on uploading plugins, see Uploading plugins.

To verify the integrity of a plugin
Navigate to Basic Settings > Plugins.
Select the plugin that you want to verify.
Under Plugin details > Plugin integrity, click Check integrity.

Figure 76: Basic Settings > Plugins > Plugin details — Verifying
plugin integrity

Plugin details

SPS_Starling
sion: 2.2.1

One Identity Starling Two-Factor Authentication plugin

Compatibility
Required API version: 1.4

Plugin integrity v

Check Integrity

SHA256 checksum

adebf6c3166294744ddacabs798653F F6ochFLlefe
c8desaffoblca7beddfor

Copy

There are three integrity checks:
e Plugin offline integrity > Zip checksum check

This check verifies whether the recalculated checksum is the same as the
checksum that has been stored in the configuration after uploading plugin.

e Plugin offline integrity > Zip content check

This check verifies whether the plugin runtime files are the same since you
have uploaded the plugin . zip.

e Online integrity check

This check verifies whether the plugin .zip checksums match with the .zip
checksums stored online.

NOTE: The online integrity check works only if you have joined to Starling.

For more information, see Starling integration
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To verify the integrity of a plugin manually

1. Under Plugin details > Plugin integrity > SHA256 checksum, click Copy.

2. To verify the integrity of the plugin, compare this checksum with the checksum on
the official download sites. You might find your plugin version under a previous
product version.

On the support portal:

a. Navigate to the product page on the Support Portal that you have downloaded
the plugin from. Click on the name of the plugin.

b. Next to the sha256 section, you will see the checksum of the official One
Identity plugin.

On GitHub:

a. Navigate to the GitHub plugin repository that you have downloaded the plugin
from. Click on the name of the plugin.

b. Navigate to the releases tab.
c. Scroll to the specific release that you use.

d. Under the SHA256 checksum section, you will see the checksum of the
official One Identity plugin.

3. Compare the checksum of the official One Identity plugin with the one you have
copied from Plugin details > Plugin integrity > SHA256 checksum.

Forwarding data to third-party systems

SPS can forward session data to Splunk, ArcSight, or other third-party systems that enable
you to search, analyze, and visualize the forwarded data.

NOTE: Since SPS version 5.11, the universal SIEM forwarder supports Splunk easier than
in previous versions. If you want to integrate your SPS with Splunk, One Identity recom-
mends using the universal SIEM forwarder instead of the Splunk forwarder (which has
been deprecated as of SPS version 6.4).

Using the universal SIEM forwarder

The universal SIEM forwarder can automatically send data about the audited sessions to
Splunk, ArcSight, or other third-party systems. The messages are standard syslog
messages in RFC3164 format (also called legacy-syslog or BSD-syslog format). The body of
the syslog message (the MESSAGE part) can be formatted as JavaScript Object Notation
(JSON), Common Event Format (CEF), or JSON-CIM format. For information about the
details of the messages that the universal SIEM forwarder sends to the external SIEM
network elements, see .

One of the main advantages of the universal SIEM forwarder is that it has a lower impact on
network and performance.
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Each message contains the minimal information relevant to the event. Use the built-in
correlation feature of the SIEM to combine events by session ID and view all information
in one place.

Use the universal SIEM forwarder if you need a less resource-heavy solution. For more
information, see Using the universal SIEM forwarder.

Using the universal SIEM forwarder

The universal SIEM forwarder can automatically send data about the audited sessions to
Splunk, ArcSight, or other third-party systems. The messages are standard syslog
messages in RFC3164 format (also called legacy-syslog or BSD-syslog format). The body of
the syslog message (the MESSAGE part) can be formatted as JavaScript Object Notation
(JSON), Common Event Format (CEF), or JISON-CIM format. For information about the
details of the messages that the universal SIEM forwarder sends to the external SIEM
network elements, see .

One of the main advantages of the universal SIEM forwarder is that it has a lower impact on
network and performance.

Each message contains the minimal information relevant to the event. Use the built-in
correlation feature of the SIEM to combine events by session ID and view all information
in one place.

Prerequisites and restrictions

e SPS version 5 F9 or later
e Splunk version 6.5 or later

e The CEF format is supported on all currently supported versions of ArcSight ESM, IBM
QRadar and Microsoft Azure Sentinel.

e SPS does not send historical data, only data from the sessions started after you
complete this procedure.

To use the universal SIEM forwarder

1. Log in to SPS and navigate to Basic Settings > Management > Universal
SIEM forwarder.
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Figure 77: Basic Settings > Management > Universal SIEM forwarder —
Sending session data to SIEM

Enable: &

Prefix: sps_

siem_example

SYSLOG:

Address: 1.1.11

Port: 1999
TLS:

O Disabled

O Without certificate validation

® With certificate validation

Trust Store: ts1 v

You can only select trust stores with none or full certificate revocation types. To create a trust store with a none or full revocation type, navigate
to Basic Settings > Trust Stores.

Format: JSON v

2. Enter the IPv4 address or hostname of your third-party system, into the
Address field.

3. Enter the port number where your third-party system is accepting connections into
the Port field. For example, if you use Splunk, use port 1999.

4. Select the appropriate TLS setting:

o If your third-party system accepts unencrypted connections, select TLS
> Disabled.

Because the data forwarded contains sensitive information, One Identity
recommends to use TLS encryption between SPS and your SIEM.

e To use TLS encryption between SPS and your third-party system, select TLS >
Without certificate validation.

e To use TLS encryption between SPS and your third-party system and also
verify the identity of your third-party system server, select TLS > With
certificate validation, then select the trust store you want to use to validate
the certificate of the third-party system in the Trust Store field.

NOTE: You can only select a trust store with None or Full revocation
check type.

For more information on creating trust stores, see Verifying certificates with
Certificate Authorities using trust stores.

5. Select the format of the message:
e JSON-CIM: if using Splunk.
e CEF: if using CEF-compatible SIEMs, for example, Microsoft Azure Sentinel.

e JSON: for general use.
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6. (Optional) You can specify a prefix to make the data more readable. Enter the prefix
you want to use into the Prefix field.

The prefix is added to each JSON key. For example, if you use sps__as a prefix, in the
forwarded JSON message the {"protocol": "ssh"} key changes to {"sps_ protocol":
"ssh"}, which allows you to identify the forwarded data more easily.

Other formats ignore the Prefix option.

7. Click m From now on, SPS forwards session data to your third-

party system.

Message types forwarded to SIEMs

There are three major categories of messages that One Identity Safeguard for Privileged
Sessions (SPS): forwards to the SIEM: content, meta, and score.

» Content messages represents events when SPS detects interesting textual content in
the session, such as a command execution or new window title.

» Meta messages represent events that change the session state and/or carry new
information about a session.

e Score messages represent scoring events when SPS has calculated an initial score for
the session, or updated the score for the session.

The following tables provide a summary of events for the different message types.

Content messages

Table 3: Summary of events for content messages

Event Id Event Name Description

127084214 CommandChannelEvent Emitted when a command is detected in
the session text.

911383355 WindowTitleChannelEvent Emitted when a window title is detected in
a graphical session.

1127618380 FileTransfer Emitted when SCP file transfer is detected
in the SSH protocol.
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Meta messages

Table 4: Summary of events for meta messages

Event Id Event Name Description

1843867026  GatewayAuthenticationFailure Emitted if gateway authentication is
configured and the user failed to
authenticate through the gateway.

1865245228 ServerAuthenticationSuccess Comes after the server authentication
successfully happened.

1262825953 ServerAuthenticationFailure Emitted if the server authentication
failed.
107115592 ServerConnect Comes after the server authentication

successfully happened.

998298775 RdpEmbeddedInTsg Emitted when the gateway user is
acquired in a Terminal Service
Gateway authentication scenario. This
message will only contain the
gateway_username optional field.

1639978560 ServerNameResolved Emitted when the server_name field
was successfully resolved to an ip
address. This message will only
contain the server_address optional
field.

449510124 SessionClosed Emitted when the session ends.

Score messages

Table 5: Summary of events for score messages

Event Id Event Name Description

1991765353 SessionScored  The message contains the aggregate score and one
scoring algorithm name and score.

Message format forwarded to SIEMs

The messages are standard syslog messages in RFC3164 format (also called legacy-syslog
or BSD-syslog format). The body of the syslog message (the MESSAGE part) can be
formatted as one of:
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e Common Event Format (CEF), based on the ArcSight CEF specification rev. 16,
22 July 2010

e JavaScript Object Notation (JSON)
e JSON-CIM format (available in SPS version 5.11 and later).

CEF

CEF (Common Event Format): the mapping to CEF will be described in terms of mapping
from the JSON format to CEF. In CEF all relevant keys are present, but the value may be
empty if it is not known.

Header

Here <...> is substituted with the actual values.

CEF:0|Oneldentity|SPS| <SPS_version>|<event_type_id>|<event_name>|<severity>|

Extensions

CEF extensions that are always present:

app: string, equal to Application protocol
csl: string, equal to session_id

csllabel: string, equal to literal "Session ID"
dst: string, equal to Destination address
duser: string, equal to Destination username
dvc: string, equal to Device address

src: equal to Source address

start: equal to timestamp

suser: equal to Source username

For details on the exact messages and the fields they contain, see CEF messages
on page 180.

JSON

JSON (JavaScript Object Notation): the generated JSON structure is flat and the keys in the
JSON depend on what kind of event is described. Some keys are always present in all
messages. There are also keys that are message type specific, but may be missing if the
related information is not available.

Keys that are always present and filled:

base_type_name: string, specifies the main category of the message, one of "meta”,
"content" or "score".

client_address: string, the IP address of the client.
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client_name: string, the client hostname or IP address if hosthame is not known.
client_port: integer, the port number of the client.
connection_policy: string, the name of the Connection Policy related to the session.

event_type_id: integer, a unique number specifying the message type (primarily
for CEF).

event_name: string, the name of the event type.

gateway_username: string, the authenticated gateway username if there was a
successful gateway authentication.

protocol: string, the application-level protocol.
session_id: string, the unique identifier of the session.

severity: integer, 0-10, the score of the session divided by 10 at the time of the message
was created. The value is 0 if the score is not available.

timestamp: string, milliseconds since Unix epoch.

For details on the exact messages and the fields they contain, see JSON messages
on page 236.

JSON-CIM

In One Identity Safeguard for Privileged Sessions (SPS) version 5.11 and later versions of
SPS, the JSON-CIM external message format is also supported. The JSON-CIM format is a
JSON format following Splunk's CIM field names. As a result, Splunk applications can
interpret the JSON-CIM format.

Keys that are always present and filled:

dvc: string, equal to Device FQDN

event_name: string, the name of the event

product: string, the short name of the product and its version number
session_id: The unique ID of the session

_time: Timestamp when the event occurred

vendor: Contains the Oneldentity string

For details on the exact messages and the fields they contain, see JSON_CIM messages
on page 285.

CEF messages

SessionClosed due to content policy violation

Description of the message: Emitted when content policy with termination action
enabled is violated

Example message:
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CEF:0|Oneldentity|SPS|5.11.0|449510124|SessionClosed|@|app=SSH csl=svc-
959ngqpGqdns6GAIXULWjHp-my_connection-52 csllLabel=Session ID cs2=TERMINATED
cs2Label=Verdict dhost=server.acme.com dpt=22 dst=10.170.255.206 duser=root
dvc=10.30.24.20 shost=client.acme.com spt=45928 src=10.30.0.24
start=1568639938032 suser=gwtestauto

The message contains the following fields.

Field Name Scope Present
index © CEF version product always
Description:

Example: CEF:0

Field Name Scope Present

index 1 Device vendor product always

Description: fixed to Oneldentity
Example: OneIdentity

Field Name Scope Present

index 2 Device product product always

Description: fixed to SPS

Example: SPS
Field Name Scope Present
index 3 Device version product version always

Description: version of SPS
Example: 5.11.0

Field Name Scope Present

index 4 Signature ID message always

Description: numeric identifier of message type
Example: 449510124
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Field Name Scope Present

index 5 Name message always

Description: the type of the message

Example: SessionClosed

Field Name Scope Present

index 6 Severity message always

Description: number between 0-10 inclusive, equal to aggregated analytics score divided
by 10 or 0 if analytics is disabled

Example: o
Field Name Scope Present
index 7 CEF extensions product always

Description: contains the payload in key-value form

Example: app=SSH csl=svc-hjdBxA2UWkTadH3juDVwrT-my_connection-0 csllLabel=Session
ID dhost=server.acme.com dpt=22 ...

Field Name Scope Present

start Start time message always

Description: the UNIX time stamp when the event occurred
Example: 1554470652340

Field Name Scope Present

dvc Device address device always

Description: IP address of SPS
Example: 10.30.24.20

Field Name Scope Present

app Application protocol session always

Description: SPS supported protocol
Example: SSH
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Field Name

csl Session ID

Description: the unique identifier of the session

Scope Present

session always

Example: svc-hjdBxA2UWkTadH3juDVwrT-my_connection-0

Field Name

csllLabel Session ID label

Description: fixed to Session ID

Example: Session ID

Field Name

dst Destination address

Description: the IP address of the server
Example: 10.170.255.206

Field Name

dhost Destination host name

Scope Present
product always
Scope Present
session always
Scope Present
session always

Description: the server hostname or IP address if hostname is not known

Example: server.acme.com

Field Name

duser Destination username

Description: the server username

Example: root

Field Name

dpt Destination port

Description: the port number on the server

Example: 22
Field Name
src Source address
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Description: the IP address of the client
Example: 10.30.0.24

Field Name Scope Present

shost Source host name session always

Description: the client hostname or IP address if hostname is not known

Example: client.acme.com

Field Name Scope Present

suser Source username session sometimes

Description: the authenticated gateway username if there was a successful gateway
authentication

Example: gwtestauto

Field Name Scope Present

spt Source port session always

Description: the port number on the client
Example: 38014

Field Name Scope Present

cs2 Verdict session always

Description: describes how the session ended, e.g. ACCEPT, AUTH_FAIL, DENY, FAIL,
TERMINATED

Example: TERMINATED

Field Name Scope Present

cs2label Verdict label message always

Description: fixed to Verdict

Example: Verdict

ChannelAlert triggered
Description of the message: Emitted when channel alert triggered by content policy

Example message:
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CEF:0|Oneldentity|SPS|5.11.0|1244069864|ChannelAlert|@|app=SSH csl=svc-
fPr7beYhfY11DuFUXa2628-my connection-17 csllLabel=Session ID cs2=Commands
cs2Label=Event type cs3=sudo cs3Label=Matched regexp dst=10.170.255.206
duser=root dvc=10.30.24.20 reason=PatternMatcherRule src=10.30.0.24
start=1567600928995 suser=gwtestauto

The message contains the following fields.

Field Name Scope Present
index © CEF version product always
Description:

Example: CEF:0

Field Name Scope Present

index 1 Device vendor product always

Description: fixed to Oneldentity
Example: OneIdentity

Field Name Scope Present

index 2 Device product product always

Description: fixed to SPS

Example: SPS
Field Name Scope Present
index 3 Device version product version always

Description: version of SPS
Example: 5.11.0

Field Name Scope Present

index 4 Signature ID message always

Description: numeric identifier of message type
Example: 1244069864
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Field Name Scope

index 5 Name message

Description: the type of the message

Example: ChannelAlert

Field Name Scope

index 6 Severity message

Present

always

Present

always

Description: number between 0-10 inclusive, equal to aggregated analytics score divided

by 10 or 0 if analytics is disabled

Example: o
Field Name Scope
index 7 CEF extensions product

Description: contains the payload in key-value form

Present

always

Example: app=SSH csl=svc-hjdBxA2UWkTadH3juDVwrT-my_connection-0 csllLabel=Session

ID dhost=server.acme.com dpt=22 ...

Field Name Scope Present
start Start time message always
Description: the UNIX time stamp when the event occurred

Example: 1554470652340

Field Name Scope Present
app Application protocol session always
Description: SPS supported protocol

Example: SSH

Field Name Scope Present

csl Session ID session always
Description: the unique identifier of the session

Example: svc-hjdBxA2UWkTadH3juDVwrT-my connection-@
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Field Name Scope Present

csllLabel Session ID label product always

Description: fixed to Session ID

Example: Session ID

Field Name Scope Present

cs2 Event type message sometimes

Description: the type of the event triggering the alert e.g. Command, Full screen content

Example: Command

Field Name Scope Present

cs2Label Event type label message sometimes

Description: fixed to Event type

Example: Event type

Field Name Scope Present

cs3 Matched regexp message sometimes

Description: the regexp matching the content that triggered the alert

Example: sudo

Field Name Scope Present

cs3Label Matched regexp label message sometimes

Description: fixed to Matched regexp

Example: Matched regexp

Field Name Scope Present

dst Destination address session always

Description: the IP address of the server
Example: 10.170.255.206

Field Name Scope Present

duser Destination username session always
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Description: the server username

Example: root

Field Name Scope Present

dvc Device address device always

Description: IP address of SPS
Example: 10.30.24.20

Field Name Scope Present

reason Reason message sometimes

Description: the rule triggering alert

Example: PatternMatcherRule

Field Name Scope Present

src Source address session always

Description: the IP address of the client
Example: 10.30.0.24

Field Name Scope Present

suser Source username session sometimes

Description: the authenticated gateway username if there was a successful gateway
authentication

Example: gwtestauto

ServerConnect on initial contact

Description of the message: Emitted when SPS connects to the serverfor the first time
in the session

Example message:

CEF:0|Oneldentity|SPS|5.11.0|107115592|ServerConnect|@|app=SSH csl=svc-
hjdBxA2UWkTadH3juDVwrT-my_connection-@ csllLabel=Session ID dhost=server.acme.com
dpt=22 dst=10.170.255.206 duser= dvc=10.30.24.20 shost=client.acme.com spt=38014
src=10.30.0.24 start=15544706502