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Introduction

This guide describes how to configure Cloud Access Manager with the user mapping tool.
The user mapping tool enables you to map user applications to their user account in Active
Directory where the username is not derived from subject mapping.

For information on configuring Cloud Access Manager, please refer to the One Identity
Cloud Access Manager Configuration Guide.

Mapping users when you configure the
application

When an application account is provisioned in Cloud Access Manager, the attribute specified
in the Take the username from the following attribute field on the Subject
Mapping page determines how the usernames associated with the application are derived,
for example sAMaccountname or mail. For further information, please refer to the One
Identity Cloud Access Manager Configuration Guide.

If the user has an existing account for an application that has provisioning enabled in Cloud
Access Manager, but the user’s existing username for the application does not comply with
the attribute specified on the Subject Mapping page, you can apply the user mapping tool
to map their existing application username to their user account in Active Directory.

To map users

1. When you have completed the application configuration wizard, click Go to User
Mapping on the Federation Settings page.
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User Mapping

If you already have existing users within your application then Cloud Access Manager can map these users to your local front-end authentication method users. If you would like to do this then click the
"Go to User Mapping" button.

Federation Settings

You may need to configure the application with the following information.
IDP Login URL

https://camod.dom1.def.local/CloudAccessManager/RPSTS/Saml2/Default.aspx

Issuer (Entity ID for IDP)

urn:camod.doml.def.local/CloudAccessManager/RPSTS

Federation metadata URL (Download Metadata)

https://f d.dom1.def.local/Cloud. RPSTS/Saml2/ d: hx?Appld=11

Certificate (Download | View Details)

-—---BEGIN CERTIFICATE-
MIIDA;CC «wIBAgTQAJZDvDlaLvASUebPeZB] 4TANBgkghki GIw0BAQSFADAR
MTowORYIVOQDDDF 1bnRpdEkgQ2xvdWNQgQWN ) ZKNz IE1 hbnFnZX TgQXBw
IEdvb2dsZSBECHBZMCAXDTE SMTARMT AwMDAWMF 0¥ Dz TwNTcxMDE yMDAWMDAWH AR
MTowORYDVOQDDDF 1 g0 2xvAWQgOWN ZXNZ IEL homFnZX IgOXBw
IEdvb2dsZSBECHEZMIIBIjANBglahki GowOBAQE FAROCAQAAMI IBCQHCAQEATMSD
PW0J2J9nm]adipppvl £01861UcGy+iZZEul4B3Le0ThzBBN+yY1¥TTvTrFSIXCB
L0 zTNq#wDtt 5k/SrBB3I INFVT/02Ds3VWHIkTqC/EtEirDS64yTgSNVZETEXE/a
KEMCL M/ 6k3dR9ZFTpHAUAT | pPLTWnquE S¥+90dCHegngRT+vk 7 3g=12a75NT2CH
TIRSTPH/2r23HY3pIyAnIN QEnOvA+GE SUMI5xCH/LCE
L121¥R4+HpRXWNQNrNugIX5IMZ] CEONrTSDpVr 4 INLVISM/ Swb5 1 EGMOSMESF 45T
WEmOydD9BwTO1qf1vwIDAQAEMADGCSqGSTb3DOEECWUARS TBACCDaBIAZ0nSGZ0R
HyHIdGo9 VEF6AF6652Xn8bfeqnt zFZuKONT CEXNxwzCT05e seviLIKL10eFxglP
030H33MOWuGKE SWL1TO M +q+7 ] Fw+xxa f0naXyx IN9pMEqDE 1 VObaOGwYWS2JTuT
HgCOrvpLRSU7z5zbxK1CHEveDsCHE44+oh2acKZmIHNDSKB2 £q0/ 0K TbraFo+
dI1NbZAtNgn8FZSVVJoT2dJS4 rEy1WCETytmIn3ULEZr 3TuFmRPw) 6DDLEJE0azH
WDM=QKewVéRzTDLY5rD0sM00DT LeokRH-+SpppUS1t0CqR1 0KvaRwE N8 qa/ SKZs
VL aipwl

-————END CERTIFICATE--——-

© | NOTE: The user mapping tool lists the users in the:

« Directories that are configured in the Cloud Access Manager front-end
authenticators

« Application you are configuring.
You can filter these lists to pinpoint the users that you want to map.

2. Select the users you want to map and click Map User.

User Mapping ﬁ

Map your existing application users to users
in your front-end authentication method by

Users in AD Users in Google Apps 4
~ selecting a user from each list and clicking the
Brigitte Weber testadmin@questapitest.com Map User" button.
Select an authenticator
rwiggum testets@questapitest.com

AD -

Waller Blackwell testpersonl@questapitest.com
Currently mapped to testperson2@questapitest.com Select an application

testperson2@questapitest.com
Currently mapped to Waller Blackwell in AD Google Apps -
Search selected authenticator for users
starting with

v n

Search selected application for users starting
with

¥ fes n i

. S .

3. The current mapping for the username is shown in the Active Directory list and in the
application list.

Cloud Access Manager 8.1.3 How to Configure User Mapping

©ONE IDENTITY

Introduction



User Mapping

>
Map your existing application users to users in your
front-end authentication method by selecting a user

Users in Microsoft Active Directory Users in Gooele Apps from each list and clicking the "Map User” button.

Q

Brigitte Weber testperson@ Select an authenticator

test.com
Currently mapped to Waller Blackwell in Microsoft Active Directory M ft Act D t
icrosoft Active Directory ~
Dmitry Wolsky .
testperson2@ test.com

Select licati
Waller Blackwell elect an application

t stpersonid .
Currently mapped to testperson@ test.com Google Apps -

Wilson Maleom
Search selected authenticator for users starting with

W Q

Search selected application for users starting with

test Q

4. The application will appear in the user’s application catalog. When the user clicks the
application to add it to the application portal, Cloud Access Manager will detect that
the user already has an account and will not provision a new account for that user.

Mapping users after the application has
been configured

As the administrator, you can map users when you configure the application in Cloud
Access Manager, or you can map users after the application has been configured.

You can map users after the application has been configured, either:

« From the Provisioning page of the application editor:

« Or by selecting User Mapping from the Users section on the Cloud Access Manager
landing page:

1. Click Manage Users | User Mapping.

2. Select an application from the list in the user mapping pane and map the users.

Un-mapping users

To un-map a user

Navigate to the User Mapping page.

From the front-end authenticator Users list, select the required mapped user.
Select the corresponding mapped user from the application Users list.

Click Un-Map User.

AW N
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About us

Contacting us

For sales or other inquiries, visit https://www.oneidentity.com/company/contact-us.aspx
or call +1-800-306-9329.

Technical support resources

Technical support is available to One Identity customers with a valid maintenance contract
and customers who have trial versions. You can access the Support Portal at
https://support.oneidentity.com/.

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

©ONE IDENTITY

Submit and manage a Service Request

View Knowledge Base articles

Sign up for product notifications

Download software and technical documentation
View how-to-videos

Engage in community discussions

Chat with support engineers online

View services to assist you with your product
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