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Introduction

This guide provides step-by-step configuration instructions for Single Sign-On (SSO) access
to SAP NetWeaver using Cloud Access Manager using the SAML 2.0 protocol.

Prerequisites and requirements

Ensure that the following prerequisites and requirements are met before you configure SSO
to SAP Netweaver using SAML 2.0.

« Supported versions
o DNS settings

Supported versions

The SAML 2.0 protocol is supported on the following SAP NetWeaver versions:

o Java 7.2x, 7.3%x, 7.4x
o ABAP 7.02, 7.3%, 7.4x

DNS settings

If internal NetWeaver applications will be accessed by users on the Internet using the
Cloud Access Manager proxy, the DNS settings should be as follows:

o End-user computers must be able to resolve the public Cloud Access Manager
proxy FQDN

« The Cloud Access Manager proxy computer must be able to resolve the FQDN of the
NetWeaver server on the internal network.

If users will access NetWeaver applications directly from their internal network, end-user
computers must be able to resolve both the Cloud Access Manager proxy machine FQDN
and the NetWeaver server FQDN.
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User mappings

In the following example Cloud Access Manager is deployed using Active Directory as the
user store, and the logon ID of NetWeaver internal users matches the sAMAccountName of
Cloud Access Manager users.

« NetWeaver configuration (Service Provider Role)
« Cloud Access Manager configuration - (Identity Provider Role)

NetWeaver configuration (Service Provider
Role)

To configure NetWeaver (Service Provider Role)

1. Inthe SAP NetWeaver admin interface, navigate to Configuration | Security |
Authentication and Single Sign-On. Select the SAML 2.0 tab.

Authentication and Single Sign-On: SAML 2.0 view | Hatory, | Home | Hep | LogOft
Favorles, Relaled Links, GoTo, Suppori Detals Search for: |
| LoolProvder TaskedProers Pokes MameOMagemedt
[E8t] i Swve  [Cancel]

Provider Name:  metweaver
Operationai Mode: | Service Provider

um‘mm‘hmlwmm

Signature and Encryption
Keystore View: SAMLZ

Signing Key Par test
Encryplion Key Pair- lest Browse |
Trusted CAs Keystore View: TrustedCAs
[ linciude Certificate in Signature
Miscellaneous Artifact Resolution Service (ARS)
Clock Skew Tolerance (Seconds). S Mode: Enabied
Legacy Systems Support (issue Logon Ticket): Off EndpontURL. iipsi/sapnwee?3 demo.sap.corp:50001/samiziars

Allow HTTP Access to Artifact Valdy Period (Seconds) 60 | Seconds
Interval for Delefing Expired Artifacts: e
Message ot Vad Before:

Message Not /akd After:
Custom Logon Page Alas:

2. Click Enable SAML 2.0 support.
In the Provider Name field, type NetWeaver and click Next.

Click Browse, located next to the Signing Key Pair field. In the Select Keystore
Entry box, click Create. In the Entry Settings window under Entry Name, type
test and click Next.

5. Inthe Subject Properties window, in the Common Name field type test. Click
Finish, and then click OK.

Click Next to advance to Service Provider Settings.
Under Identity Provider Discovery, switch Selection Mode to Automatic.
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© | NOTE: This hides the NetWeaver home realm discovery interface. It is not
needed here since Cloud Access Manager is the only configured identity
provider.

8. Click Finish.

10.

11.

Click Edit then click the Service Provider Settings tab.

Click Add in the Relay State Mappings section and insert the following entry to
facilitate IDP-initiated SSO later:

RelayState = portal
Path = /irj/portal
Click OK and then Save.

Cloud Access Manager configuration -
(Identity Provider Role)

To configure Cloud Access Manager (Identity Provider Role (IDP))

1.

Log in to the Administration Console using the desktop shortcut Cloud Access

Manager Application Portal and select Add New from the Applications section

on the home page.

2. Click Configure Manually. Select Using SAML, and then click Next.

Under Federation Settings, set Recipient value to:
https://<NetWeaver_server_fqdn>:<port>/saml2/sp/acs

Where <NetWeaver_server_fqdn> is the fully-qualified domain name of

your SAP NetWeaver server, and <port> is the port number used by the
NetWeaver server to listen on, for example
https://srvnwce73.demo.sap.corp:50001/.

Set Audience / SP Identity to NetWeaver and click Next.
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https://srvnwce73.demo.sap.corp:50001/

Federation Settings
If your service provider provides a federation metadata URL enter it below or if they provide a file
containing federation metadata you can select it below. Otherwise consult the documentation or
administrative interface for the application for the values you should enter here.
Federation metadata URL

< Update

Upload federation metadata file

Browse...

The following values are required for Cloud Access Manager to sign the userin to the application.

Assertion Consumer Service URLs
Index Recipient Default

0 : https://srmwceT3.demo.sap.corp:50001/saml2/spfacs 54

+ Add ACS Entry

Audience [ SP Identity

SAP NetWeaver

Application Logout URL

If your service provider signs their authentication requests then you may upload their signing
certificate to verify that the requests come from a trusted source.

Upload signing certificate

Browse...

If your service provider requires authentication responses to be encrypted then you may upload
their encryption certificate.

Upload encryption certificate

Browse...

5. On the Subject Mapping page, select Derive the username from an attribute,
and enter sAMAccountName in the attribute name. Do not add extra claim
mappings. Click Next.

6. Choose whether to proxy the application. Select Proxy this application if you want
to expose your NetWeaver application to users on the Internet. If you choose this
option, then you must:

a. Set the value of the application URL to https://<NetWeaver_server_
fqdn>:<port> for example https://srvnwce73.demo.sap.corp:50001. Click
Next.

b. Set the proxy URL to the publicly-accessible proxy URL for the application.
Click Next.

Allow a role which includes your sample user to access the application. Click Next.
Name the application SAP NetWeaver. Click Next.

In the Application Portal section, change the title of the first entry to SAP
NetWeaver Portal.
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10.

11.

Switch the SSO Mode to IDP initiated. In the Relay State (optional) field
type portal.

Click Finish. On the Application Created page, click Download Metadata and
then Download Certificate. Save both files to a location that can be accessed by
the NetWeaver admin browser. Click Close.

NetWeaver configuration

The following sections explain how to configure NetWeaver:

o Cloud Access Manager as an Identity Provider (IDP)

« Enabling SSO to SAP NetWeaver applications

Cloud Access Manager as an Identity
Provider (IDP)

To configure Cloud Access Manager as an identity Provider

1.

In NetWeaver administration on the Configuration | Security | Authentication
and Single Sign-On | SAML 2.0 page, click the Trusted Providers link. Click
Add, and choose by uploading metadata file.

In the Select Metadata step, choose the CloudAccessManagerMetadata.xml document
downloaded in step 11 of Cloud Access Manager configuration - (Identity Provider
Role) and click Next.

In the Metadata Verification step, choose the certificate (PEM file)
downloaded in step 11 of Cloud Access Manager configuration - (Identity
Provider Role) and click Next.

In the Provider Name step, type the alias name Cloud Access Manager
and click Next.

In the Signature and Encryption step, change the Single Sign-On Authorization
Request Sign parameter to Never and click Next.

6. Click Next through to the end, then click Finish.
7. Click Edit, then under the Identity Federation tab, click Add to add a

Name ID format.

Under Format Name, choose Unspecified. Under Source Name, choose
Logon ID.

9. Click OK and then Save.
10. Click Enable.
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Enabling SSO to SAP NetWeaver applications

To allow single sign-on (SSO) to your NetWeaver applications

1. In NetWeaver Admin, select Configuration | Security | Authentication and
Single Sign-On.

2. On the Authentication tab, highlight the ticket policy configuration. On the
Authentication Stack tab, click Edit.

3. Under Login Modules, click Add. Choose SAML2LoginModule from the dropdown
list. Click Add again, and choose CreateTicketloginModule from the list.

4. Change the order and the flag status of the five login modules to match the following,
then click Save. This will use federation, and fall back to forms if federation fails.

EvaluateTicketLoginModule SUFFICIENT
SAML2LoginModule OPTIONAL
CreateTicketLoginModule SUFFICIENT
BasicPasswordLoginModule REQUISITE
CreateTicketLoginModule OPTIONAL

Details of policy configuration "ticket™
Authertication Stack | Properties

Edit | | Save || Cancel |

Used Template:

Session Fixation Protection: | Strict

Login Modules

IEH Remove | | Move Up || Move Down |
| Login Module Name Flag ||:
|_| Evaluate Ticket LoginModule SUFFICIENT
|:| Create Ticket Login Module SUFFICIENT
|:| BasicPasswordLoginModule REQUISITE
|:| Create Ticket Login Module OPTIONAL |:

Options of login module "SAML2LoginModule™

| 2dd || Remove |

| Name = | Walue ||:
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About us

One Identity solutions eliminate the complexities and time-consuming processes often
required to govern identities, manage privileged accounts and control access. Our solutions
enhance business agility while addressing your IAM challenges with on-premises, cloud and
hybrid environments.

Contacting us

For sales or other inquiries, visit https://www.oneidentity.com/company/contact-us.aspx
or call +1-800-306-9329.

Technical support resources

Technical support is available to One Identity customers with a valid maintenance contract
and customers who have trial versions. You can access the Support Portal at
https://support.oneidentity.com/.

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

« Submit and manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation

« View how-to videos at www.YouTube.com/Oneldentity
« Engage in community discussions

o Chat with support engineers online

« View services to assist you with your product
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