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Introduction

Starting with One Identity Safeguard for Privileged Sessions version 4 F2, certain parts and
features of SPS can be configured using a RESTful API (Representational State Transfer
Application Programming Interface). The REST server conforms to the Hypermedia as the
Engine of Application State (HATEOAS).

The SPS REST API uses JSON over HTTPS. The REST server has a single entry point and all
resources are available at paths (URLs) returned in the response for a request sent to the
entry point. The only path that is guaranteed not to change is /api/authentication. Every
other path should be reached by navigating the links returned.

The SPS REST API allows you to create, read, update and delete (CRUD) the configuration
resources of SPS.

In this tutorial, all examples are displayed with curl, but you can use any other HTTP
client. In the examples it is assumed that the REST server is listening on the default HTTP
port of SPS (443).

If you receive the "417 - Expectation Failed" error code when using curl, use curl with the -
-httpl.0 or the -H "Expect:" option.

Message format

Response headers

The following headers are included in every response. Other headers are specific to
responses to specific requests.

o Allow: The SPS REST API allows you to create, read, update and delete (CRUD) the
configuration resources of SPS. The value of the header lists the available actions for
the resource or object.

o Content-Language: The language of the response. Currently only English (en) is
supported.

o Content-Type: All messages are JavaScript Object Notation (JSON) objects. The SPS
REST server sends all REST API responses in application/json format.

@)N EIDENTITY SPS 6.0 REST API Reference Guide
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Response body

The response body contains JSON objects. These objects always contain a meta field with
links to different parts of the REST service. In most cases, the following entries can be
found in the meta object. Error messages are returned in the error element.

Element Type Description Notes
meta Top level
element, contains
links to different
parts of the REST
service
changes string Path to the trans- This value is always
action changelog /api/transaction/changes. For
details, see Reviewing the
changelog of a transaction on
page 34,
remaining_ integer Time left until the SPS closes idle sessions after
seconds session times out a period of inactivity. This
in seconds value shows the number of
seconds left until the timeout.
For details on setting the
session timeout, see Web
interface on page 54,
href string (relative Path of the For example,
path) resource that /api/authentication
returned the
response. When
creating a new
object, this is the
URL of the
created object.
parent string (relative
path)
next string (relative Path of the next For example,
path) sibling of the /api/configuration
current resource
prev string (relative Path of the
path) previous sibling
of the current
resource
first string (relative Path of the first

path)

©NE IDENTITY
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Element Type

Description

Notes

last string (relative

path)

transaction string (

/api/transaction

)

items list of JSON
objects

©ONE IDENTITY

Path of the last
sibling of the
current resource

The endpoint of
the transaction
log

List of endpoints
(objects)
available from
the current
endpoint

For details on how SPS
handles transactions, see How
to configure SPS using REST
on page 13,

Each object in the list contains
a key and a meta object for the
endpoint. For example:

{
"meta": {
"href": "/api/ssh-host-
keys",
"parent": "/api"
¥
"items": [
{
"key": "ssh-rsa-
10.10.100.1:22",
"meta": {

"href": "/api/ssh-host-
keys/ssh-rsa-
10.10.100.1:22"

}

¥

{

"key": "ssh-rsa-
10.10.20.35:22",

"meta": {

"href": "/api/ssh-host-
keys/ssh-rsa-
10.10.20.35:22"

}

¥

{

"key": "ssh-rsa-
10.40.0.28:22",

"meta": {

"href": "/api/ssh-host-
keys/ssh-rsa-
10.40.0.28:22"

}
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Element Type Description Notes

For example:

{
"meta": {
"href": "/api",
"next": "/api/configuration"
}

Error responses

All error responses are JSON objects with the following keys.

. meta: JSON object containing navigation links. For details, see Message format
on page 9.

« error: JSON object containing information about the error.

Element Type Description Notes

error Top level element, contains
links to different parts of the
REST service

type string The type of the error that For example, Unauthenticated, or
occurred NodeNotFound. For a complete list,
see Application level error codes
on page 36,
message string A textual message that For example, Unable to locate
describes the error the requested path,

details JSON List of additional information For example:
object about the error (for
example, the path where the  "details": {
error occurred) "path": "no/such/path"

}

The following is a complete error response.
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"error": {

"type": "NodeNotFound",

"message"”: "Unable to locate the requested path",
"details": {

"path": "no/such/path"

}

¥

"meta": {

"href": "/api/configuration/no/such/path",
"parent": "/api/configuration"

}

How to configure SPS using REST

The SPS REST server uses a transactional model for configuration management. Modifying
the configuration has the following main steps. The steps are explained in detail in later
sections of the tutorial. You find a simple transaction with detailed requests and responses
in How to configure SPS using REST: a sample transaction on page 14.

1. Authenticate on the SPS REST server, and receive a session_id. For details, see
Authenticate to the SPS REST API on page 18.

2. Open a transaction. This transaction will collect the changes and modifications you
do, compared to the SPS configuration that is active at the time of opening the
transaction. It is similar to a shopping cart, where your modifications are the items
in the cart. For details, see Open a transaction on page 28.

Note that opening a transaction locks the configuration of SPS similarly to accessing
SPS from the web interface. For details, see "Multiple users and locking" in the
Administration Guide.

3. Change and modify the configuration of SPS as you need. Note that to modify the
configuration, you must have the required privileges. For details, see "Managing user
rights and usergroups" in the Administration Guide. For details on navigating and
modifying the configuration of SPS, see Navigating the configuration of SPS on page
39 and Modifying the configuration of SPS on page 42

4, Commit your transaction to submit your changes to SPS (this is similar to clicking
Checkout in a web shop). For details, see Commit a transaction on page 30.

If the AAA > Settings > Accounting settings > Require commit log option is
selected in the SPS web interface, you must include a commit message (a message
object) in the request. This message will be visible on the AAA > Accounting page
of the SPS web interface. Note that on the AAA > Accounting page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

@)N EIDENTITY SPS 6.0 REST API Reference Guide 13
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If you do not want to commit your changes, and would like to restart with the original
configuration of SPS, you can simply delete the transaction. This is similar to the
rollback transaction in SQL. If your session times out, your transaction is deleted
automatically. For details, see Delete a transaction on page 32.

5. SPS checks and validates the changes in your transaction. If other users have
changed the configuration of SPS since you opened the transaction, SPS tries to
merge your changes to the current configuration.

6. If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.

How to configure SPS using REST: a
sample transaction

This procedure shows a sample transaction with detailed requests and responses. For
details on the transaction model, see How to configure SPS using REST on page 13.

1. Authenticate on the SPS REST server, and receive a session_id.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api",
"next": "/api",
"transaction": "/api/transaction"
}
}

--- END RESPONSE BODY ---
2. Open a transaction.

curl --data "" --cookie cookies --insecure -X POST https://<IP-address-of-
SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---
{

"meta": {
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"href": "/api/transaction”,
Ilpar‘entll : ll/apill
}

¥
--- END RESPONSE BODY ---

3. Retrieve a resource. The following example shows the resource corresponding to the
AAA > Settings page of the SPS web interface.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---
{
"key": "settings",
"meta": {
"first": "/api/configuration/aaa/settings”,
"href": "/api/configuration/aaa/settings”,
"last": "/api/configuration/aaa/settings”,
"next": null,
"parent": "/api/configuration/aaa",
"previous": null,
"transaction": "/api/transaction"
¥
"settings": {
"backend": {
"cracklib_enabled": false,
"expiration_days": @,
"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local™
¥
"method": {
"selection": "passwd"
})
"require_commitlog": false
}

}
--- END RESPONSE BODY ---

4. Change and modify the configuration of SPS as you need. The following example
configures SPS to check the password strength of the passwords for users of the SPS
web interface.
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# Body of the PUT request. You can read it from a file, for example, body.json

{

"backend": {
"cracklib_enabled": true,
"expiration_days": 0,
"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local™

¥

"method": {
"selection": "passwd"

}J

"require_commitlog": false

}

# Command to use
curl -H "Content-Type: application/json" -d @body.json --cookie cookies --
insecure -X PUT https://<IP-address-of-SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration/aaa/settings",
"href": "/api/configuration/aaa/settings",
"last": "/api/configuration/aaa/settings",
"next": null,
"parent": "/api/configuration/aaa",
"previous”: null,
"transaction": "/api/transaction"
}
}

--- END RESPONSE BODY ---
5. Commit your transaction to submit your changes to SPS.

curl -H "Content-Type: application/json" -d '{"status": "commit","message":
"My commit message"}' --cookie cookies --insecure -X PUT https://<IP-address-
of-SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---
{

"meta": {
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"href": "/api/transaction”,
"parent": "/api"
}

}
--- END RESPONSE BODY ---

If the AAA > Settings > Accounting settings > Require commit log option is
selected in the SPS web interface, you must include a commit message (a message
object) in the request. This message will be visible on the AAA > Accounting page
of the SPS web interface. Note that on the AAA > Accounting page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

6. If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.
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Using the SPS REST API

The following sections give you a general overview of how the SPS REST API works.

Authenticate to the SPS REST API

Prerequisites:

o The REST server must permit password authentication to the SPS web interface. If
only certificate-based authentication is permitted, see Authenticate to the SPS REST
API using X.509 certificate on page 21.

To check the permitted authentication method, query the
/api/authentication/types endpoint.

« If the types field of the response includes the x509 object, certificate-based
authentication is permitted.

« Ifitincludes only the basic object, password authentication is permitted.

« Ifitincludes both fields, then certificate-based authentication is permitted for
the users, but the admin user can authenticate with password as well. Note that
in this case, SPS assumes that the admin user will authenticate with a
password, and expects password-authentication on the /api/authentication
endpoint. To authenticate with a certificate, use the
/api/authentication?type=x509 endpoint.

« You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
enabled on the interface. For details on configuring management access, see
"Configuring user and administrator login addresses" in the Administration Guide.

« For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
For example, if the user has the ICA Control / Connections privilege then they
can access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see "Modifying group privileges" in the
Administration Guide.
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Note that the built-in api usergroup does not have this privilege by default, it is used
to access the SOAP RPC API of SPS.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

Make sure that user credentials are encoded in UTF-8.

The authentication procedure:

1.

4.

URL

To authenticate on the SPS REST server, send a GET request over HTTPS using the
basic HTTP authentication method, including your username and password to the
/api/authentication resource.

If the authentication is successful, the server returns the 200 status code, and a meta
object in the response body. Also, the HTTP headers of the response include an HTTP
cookie named session_id. This cookie is used to identify the client in every
subsequent HTTP request.

For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id ©87658d7e30cdc2552b015dd761b6f7ccb25bbd5

The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

GET https://<IP-address-of-SPS>/api/authentication

Headers

Header Description Required Values

name

Authorization Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==
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Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA BUNDLE
environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the CA
certificate of SPS from Basic Settings > Management > SSL certificate > CA
X.509 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -l cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecoffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-SPS>/api/configuration

Response

The following is a sample response received if the authentication is successful.

For details of the meta object, see Message format on page 9.

{
"meta": {
"href": "/api",
"next": "/api",
"transaction": "/api/transaction”
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.
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Code Description Notes

200
400
401

401

405

OK Successful authentication
InvalidAuthenticationRequest Unable to authenticate: no valid credentials found.

Unauthenticated The requested resource cannot be retrieved
because the client is not authenticated and the
resource requires authorization to access it. The
details section contains the path that was
attempted to be accessed, but could not be

retrieved.

AuthenticationFailure Authenticating the user with the given credentials
has failed.

MethodNotAllowed You tried using an unsupported HTTP method. Use

the GET method for authentication.

Authenticate to the SPS REST API using
X.509 certificate

Prerequisites:

The REST server must permit certificate authentication to the SPS web interface. If
only password-based authentication is permitted, see Authenticate to the SPS REST
API on page 18.

To check the permitted authentication method, query the
/api/authentication/types endpoint.

o If the types field of the response includes the x509 object, certificate-based
authentication is permitted.

« Ifitincludes only the basic object, password authentication is permitted.

o If itincludes both fields, then certificate-based authentication is permitted for
the users, but the admin user can authenticate with password as well. Note that
in this case, SPS assumes that the admin user will authenticate with a
password, and expects password-authentication on the /api/authentication
endpoint. To authenticate with a certificate, use the
/api/authentication?type=x509 endpoint.

You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
enabled on the interface. For details on configuring management access, see
"Configuring user and administrator login addresses" in the Administration Guide.

For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
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For example, if the user has the ICA Control / Connections privilege then they
can access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see "Modifying group privileges" in the
Administration Guide.

Note that the built-in api usergroup does not have this privilege by default, it is used
to access the SOAP RPC API of SPS.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

Make sure that user credentials are encoded in UTF-8.

The authentication procedure:

1.

URL

To authenticate on the SPS REST server, send an HTTPS GET request, including your
certificate to the /api/authentication?type=x509 resource. The certificate must be
signed by the Trusted CA certificate that is configured on the AAA > Settings >
X.509 > AUTHENTICATION CA field of the SPS web interface, or the
/api/configuration/aaa/settings resource.

If the authentication is successful, the server responds with an HTTP 302 redirect to
the /api/ resource, and also , sets an HTTP cookie named session_id. This cookie is
used to identify the client in every subsequent HTTP request. The response body also
includes a meta object.

For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id 087658d7e30cdc2552b015dd761b6f7ccb25bbd5

The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

GET https:<IP-address-of-SPS>/api/authentication
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Headers

Header Description Required Values

name

Authorization Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==

Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA BUNDLE
environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the CA
certificate of SPS from Basic Settings > Management > SSL certificate > CA
X.509 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -1 cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecoffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-SPS>/api/configuration

Response

The following is a sample response received if the authentication is successful.

For details of the meta object, see Message format on page 9.
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"meta": {
"href": "/api",
"next": "/api",
"transaction”: "/api/transaction”

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code

Description

Notes

302

400

401

401

405

OK

InvalidAuthenticationRequest

Unauthenticated

AuthenticationFailure

MethodNotAllowed

Successful authentication. If the authentication is
successful, the server returns the 302 status code,
and a meta object in the response body. Also, the
HTTP headers of the response include an HTTP
cookie named session_id. This cookie is used to
identify the client in every subsequent HTTP
request. The Location header in the response is
/api/.

Unable to authenticate: no valid credentials found.
SPS returns this message if password fallback is
enabled for the admin user, but the admin tries to
authenticate with a certificate on the
/api/authentication endpoint. To authenticate with
a certificate, use the
/api/authentication?type=x509 endpoint.

The requested resource cannot be retrieved
because the client is not authenticated and the
resource requires authorization to access it. The
details section contains the path that was
attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given credentials
has failed.

You tried using an unsupported HTTP method. Use
the GET method for authentication.

Retrieve user information

You can check the endpoints and methods that a particular user is authorized to access.
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Prerequisites:

o The user must be logged in.

URL

GET https:<IP-address-of-SPS>/api/user_info

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user al1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command retrieves user information from SPS about the logged in user,
using the session ID received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/user_info

Response

The following is a sample response received if the request to retrieve user information is
successful.

For details of the meta object, see Message format on page 9.

{
"user": {
"name": "admin",
}
"endpoints": [
{
"methods": [
"DELETE",
IIGETII’
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"pPOST",

"PUT"
1
"url": "/api"
¥
{
}
1B
"meta": {

"href": "/api/user_info",

}

}

Element Type Description

user Top-level element, contains the details of the user whose
access rights information has been retrieved.

name string The username of the logged-in user whose information has

been retrieved.

endpoints Top-level element, contains the details of the endpoints that

the user is authorized to access.

methods string The methods that user is authorized to use, and the
permitted HTTP method (for example, GET, POST) for each
endpoint. This information is also available on the
/api/endpoints endpoint.

url string The resource that the user is authorized to access.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
200 OK User information has been retrieved successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
jization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.
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Checking the transaction status

Before changing anything in the configuration of SPS, you must POST a request to open a
transaction.

« For details about the transaction model of SPS see How to configure SPS using REST
on page 13.

« To check the configuration changes you made in the transaction, see Reviewing the
changelog of a transaction on page 34.

URL

GET https:<IP-address-of-SPS>/api/transaction/

Sample request

The following command retrieves the transaction status of SPS, using the session ID
received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if opening the transaction is successful.

For details of the meta object, see Message format on page ©.
{
"key": "transaction",
"meta": {
"href": "/api/transaction",
"parent": "/api"
}s
"transaction": {

"status": "closed"
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Element Type Description

transaction Top level element, contains the details of the current trans-
action

status string The status of the current transaction. By default, or after a
successful commit it is closed. After successfully opening a
transaction, it is open

Open a transaction

Before changing anything in the configuration of SPS, you must POST a request to open a
transaction. For details about the transaction model of SPS see How to configure SPS using
REST on page 13.

Note that opening a transaction locks the configuration of SPS similarly to accessing SPS
from the web interface. For details, see "Multiple users and locking" in the
Administration Guide.

URL
POST https:<IP-address-of-SPS>/api/transaction
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user a1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

POST body

Note that you must:
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« either send an empty body in the POST request,

o orinclude a Content-Length: © header.

Otherwise the SPS REST server returns a 411 - Length Required error.

Sample request

The following command opens a new transaction on SPS, using the session ID received
during the authentication.

curl -X POST --data "" --cookie cookies https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if opening the transaction is successful.
For details of the meta object, see Message format on page 9.

{
"meta": {
"href": "/api/transaction",
"parent": "/api"
}
}

After opening a transaction successfully, the transaction status changes to open.

{
"body": {
"status": "open"
3
"key": "transaction",
"meta": {
"changes": "/api/transaction/changes",
"href": "/api/transaction",
"parent": "/api"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
200 OK Transaction opened successfully.
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Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved
because the client is not authenticated and the
resource requires authorization to access it.
The details section contains the path that was
attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given creden-
tials has failed.

405 MethodNotAllowed You tried using an unsupported HTTP method.
Use the POST method to open a transaction.

409 WebGuiOrRpcApiConfiglnProgress The configuration of SPS is locked. Opening a
new transaction is not allowed while another
user is modifying configuration through inter-
faces other than the REST API. For example,
web GUI, console, and so on.

411 UnsupportedMethod You must send a body (which can be empty)
in this POST request, otherwise the SPS REST
server returns a 411 - Length Required error.

Commit a transaction

To submit your changes to SPS, you have to commit the transaction by using a PUT request
with a JSON object. For details about the transaction model of SPS, see How to configure
SPS using REST on page 13.

URL
PUT https:<IP-address-of-SPS>/api/transaction
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.
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Cookie Description Required Values

name
Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

PUT body

The PUT request must include the following JSON object in its body.

{

"status": "commit"

}

If the AAA > Settings > Accounting settings > Require commit log option is
selected in the SPS web interface, you must include a commit message (a message object)
in the request. This message will be visible on the AAA > Accounting page of the SPS
web interface. Note that on the AAA > Accounting page, changes performed using the
REST API are listed as changes to the REST server/REST configuration page.

{

"status": "commit",
"message": "My commit message"

Sample request

The following command commits a transaction to SPS, using the session ID received during
the authentication.

curl -d '{"status": "commit","message": "My commit message"}' --cookie cookies -X
PUT https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if committing the transaction is successful.
For details of the meta object, see Message format on page 9.

After a successful commit, the transaction status changes to closed. To make other
changes, you have to open a new transaction.
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"meta": {
"href": "/api/transaction",
"parent”: "/api"
})
"key": "transaction",
"transaction": {
"status": "closed"

}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
200 OK Transaction committed successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

405 MethodNotAllowed You tried using an unsupported HTTP method. Use the PUT
method to commit a transaction.

Delete a transaction

To delete your changes, you have to delete the transaction. This is similar to the
rollback transaction in SQL. For details about the transaction model of SPS, see How to
configure SPS using REST on page 13. Deleting the transaction also deletes the
configuration lock of SPS.

URL

DELETE https:<IP-address-of-SPS>/api/transaction
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Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command deletes a transaction, reverting the configuration to the state it
was in when the transaction was opened, or to the current configuration available on SPS
(if another user has modified it since you opened the transaction).

curl --cookie cookies -X DELETE https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if deleting the transaction is successful.
For details of the meta object, see Message format on page S.

{
"meta": A
"href": "/api/transaction",
"parent”: "/api"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
200 OK Transaction deleted successfully.
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Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

405 MethodNotAllowed

The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given credentials has
failed.

You tried using an unsupported HTTP method. Use the

DELETE method to reset a transaction.

Reviewing the changelog of a
transaction

To review your changes, retrieve the changelog of the transaction. For details about the
transaction model of SPS, see How to configure SPS using REST on page 13.

URL

GET https:<IP-address-of-SPS>/api/transaction/changes

Cookies

Cookie
name

Description Required Values

session_
id

Contains the Required
authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71de30e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command retrieves the changelog of the transaction.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction/changes
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Response

The response contains the list of changes performed in the transaction, as list of JSON
objects. Every change has a type and a path, other elements depend on the type of the
transaction. For example, when you delete an object, the changelog includes the deleted
object in the old_value field.

Element Type Description

new_ list The new order of a list after the change. This field is available

order for reorder transactions.

new_ string or JSON The value of the object after the change. For example, the

value object new value of a parameter.

old_ string or JISON The order of a list before the change. This field is available

order object for reorder transactions.

old_ string or JSON The value of the object before the change. For example, the

value object value of a deleted object.

path string Path of the changed endpoint or object.

type string The type of the change. One of: create, delete, reorder,
replace

The following is a sample response received if the changelog is empty.

{
"meta": A
"href": "/api/transaction/changes",
"parent": "/api/transaction",
"transaction": "/api/transaction"
})
"changes": []

}

The following is a sample changelog received after deleting a Channel policy.

{
"meta": {
"href": "/api/transaction/changes",
"parent": "/api/transaction",
"transaction": "/api/transaction"
1
"changes": [
{
"o0ld_value": {
"name": "“deny",
"rules": []

}s
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"path": "/api/configuration/ssh/channel policies/94615110156697e93121f3",

"type": "delete"

}
]
¥

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

200 OK
401 Unauthenticated

401 AuthenticationFailure

405 MethodNotAllowed

Transaction changelog has been retrieved successfully.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

Authenticating the user with the given credentials has
failed.

You tried using an unsupported HTTP method. Use the GET
method to retrieve the changelog a transaction.

Application level error codes

In addition to the standard HTTP status codes, in certain cases, the SPS REST server
provides additional information in the response about the error. The following table
contains a brief description of such errors. For more details, see the error object in the

response body.

Code Description

Notes

400 InvalidRequestBody

400 ConfigTreeNotAvailable

400 SyntacticError
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The request body sent by the user has an
invalid format. This may be an error with the
encoding or the body is not a properly
encoded JSON value.

An error occurred while preparing the config-
uration tree for the REST API.

A value to be set is not accepted syntactically.
The details section contains the path that was
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Code

Description

Notes

400

400

401

401

403

404

404

405

409

InvalidPath

SemanticError

Unauthenticated

AuthenticationFailure

Unauthorized

NodeNotFound

NodeNotAvailable

MethodNotAllowed

MidAirCollisionSemanticError
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found to be invalid.

The path provided by the client contains a
syntax error. Path components are restricted
to contain only lowercase alphanumeric
characters, the dash (-) and the underscore
(L) characters. The details section contains
the path that was attempted to be accessed,
but could not be retrieved.

The configuration contains semantic errors,
inconsistencies or other problems that would
put the system into an unreliable state if the
configuration had been applied. The details
section contains the errors that were found in
the configuration.

The requested resource cannot be retrieved
because the client is not authenticated and the
resource requires authorization to access it.
The details section contains the path that was
attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given creden-
tials has failed.

The requested resource cannot be retrieved
because the client is not authorized to access
it. The details section contains the path that
was attempted to be accessed, but could not
be retrieved.

The requested endpoint does not exist in the
configuration. The details section contains
the path that you tried to access, but could not
be retrieved.

The requested endpoint exists in the config-
uration, however, it is not available directly.
The details section contains the path that you
tried to access, but could not be retrieved.

An attempt was made to change a config-
uration subtree in an unsupported way. The
method <method> is not allowed for this
node.

This error occurs when the configuration has
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Code Description

Notes

409

409

409

409

417

500

500

500

WebGuiOrRpcApiConfigInProgress

MidAirCollision

NoTransaction

DoubleTransaction

Expectation Failed

CommitMessageMissing

TransactionCommitError

AuthorizationError
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been changed by another client between
starting and committing a transaction, and the
changes in the transaction would interfere
semantically with the changes of that other
user. The recommended strategy to resolve
this error is to review the changes made in
the failing transaction, then roll it back, start
a new transaction, redo the changes, and
finally, commit the new transaction.

The configuration of SPS is locked. Opening a
new transaction is not allowed while another
user is modifying configuration through inter-
faces other than the REST API. For example,
web GUI, console, and so on.

This error occurs when the configuration has
been changed by another client between
starting and committing a transaction, and the
changes in the transaction would overwrite or
interfere with the changes of that other user.
The recommended strategy to resolve this
error is to review the changes made in the
failing transaction, then roll it back, start a
new transaction, redo the changes, and
finally, commit the new transaction.

An attempt was made to change the config-
uration when no transaction was open.

This error is returned when the client
attempts to open a transaction while another
transaction of that client is already started.

If you receive the "417 - Expectation Failed"
error code when using curl, use curl with the -
-httpl.@ or the -H "Expect:" option.

This error is returned when a commit
message is required for committing a trans-
action, but it was not provided in the commit
request.

Unexpected internal errors during committing
a transaction are interpreted as Trans-
actionCommitError.

The request could not be authorized due to an
unexpected internal error.
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Navigating the configuration of SPS

The main starting point of navigating the SPS configuration using REST is the https:<IP-
address-of-SPS>/api/configuration endpoint. If you query this endpoint, the response
contains a list of other endpoints that you can follow to list the various resources of SPS, or
to list the objects of a specific resource. For example, https:<IP-address-of-
SPS>/api/configuration/rdp lists resources related to controlling the Remote Desktop (RDP)
protocol, while https:<IP-address-of-SPS>/api/configuration/rdp/channel policies lists
the available RDP Channel Policies.

Note that when you want to create an object that references another object (for example, a
Channel Policy that uses a Content Policy), then the referenced object (in this case, the
Content Policy) must already exist. For details, see Create a new object on page 44.

To modify or delete an object, you need the ID of the object. For details, see Change an
object on page 47 and Delete an object on page 42.

The following is a sample command to query the https:<IP-address-of-
SPS>/api/configuration endpoint, and a sample response.

curl --cookie cookies https:<IP-address-of-SPS>/api/configuration

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration",
"href": "/api/configuration”,
"last": "/api/configuration”,
"next": null,
"parent"”: null,
"previous": null,
"transaction": "/api/transaction"
1
"items": [
{
"key": "aaa",
"meta": {
"href": "/api/configuration/aaa"
}
1
{
"key": "alerting",
"meta": {
"href": "/api/configuration/alerting"
}
})
{
"key": "datetime",
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"meta": {

"href": "/api/configuration/datetime"
}
}J
{
"key": "http",
"meta": {
"href": "/api/configuration/http"
}
1
{
"key": "ica",
"meta": {
"href": "/api/configuration/ica"
}
1
{
"key": "local services",
"meta": {
"href": "/api/configuration/local_services"
}
})
{
"key": "management",
"meta": {
"href": "/api/configuration/management”
}
}J
{
"key": "network",
"meta": {
"href": "/api/configuration/network"
}
1
{
"key": "passwords",
"meta": {
"href": "/api/configuration/passwords"
}
1
{
"key": "plugins",
"meta": {
"href": "/api/configuration/plugins"
}
})
{

"key": "policies",
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"meta": {

"href": "/api/configuration/policies"
}
}J
{
"key": "private keys",
"meta": {
"href": "/api/configuration/private_keys"
}
1
{
"key": "rdp",
"meta": {
"href": "/api/configuration/rdp"
}
1
{
"key": "reporting",
"meta": {
"href": "/api/configuration/reporting"
}
})
{
"key": "ssh",
"meta": {
"href": "/api/configuration/ssh"
}
}J
{
"key": "telnet",
"meta": {
"href": "/api/configuration/telnet"
}
1
{
"key": "troubleshooting",
"meta": {
"href": "/api/configuration/troubleshooting"
}
1
{
"key": "vnc",
"meta": {
"href": "/api/configuration/vnc"
}
})
{

nkeyll : “X599",
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"meta": {
"href": "/api/configuration/x509"
}
}
]

}
--- END RESPONSE BODY ---

Modifying the configuration of SPS

The following sections describe deleting, creating and changing objects.

Delete an object

To delete a configuration object (for example, a policy), use a DELETE request with the ID
of the object as the key.

« You cannot delete policies or objects that are used in other policies (for example, you
cannot delete a Time policy that is used in a Channel policy).

o To delete an element of a list (for example, a user from a local user database), use a
PUT request. The body the request should include the entire object, but remove the
element you want to delete from the related list of the object.

« You cannot delete built-in policies that are available on SPS by default.

« You must commit your changes to take effect. For details, see Commit a transaction
on page 30.

URL

DELETE https:<IP-address-of-SPS>/api/configuration/<endpoint>/<object-id>

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user al1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
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Cookie Description Required Values
name

SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command deletes an RDP Channel policy.

curl --cookie cookies -X DELETE -https:<IP-address-of-
SPS>/api/configuration/rdp/channel policies/<object-id>

Response

The following is a sample response received.

{
"meta": {

"first": "/api/configuration/rdp/channel policies/-20100",

"href": "/api/configuration/rdp/channel policies/<id-of-the-deleted-
object>",

"last": "/api/configuration/rdp/channel _policies/<id-of-the-deleted-
object>",

"next": null,

"parent": "/api/configuration/rdp/channel policies",
"previous": "/api/configuration/rdp/channel policies/655555",
"transaction": "/api/transaction”

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
200 OK The resource was successfully deleted.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
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Code Description Notes

that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

409  Conflict No open Transaction is available. Open a transaction
before using this request. For details, see Open a trans-
action,

Create a new object

To create a new object (for example, a new policy), complete the following steps.

1. Authenticate and open a transaction.
2. Post the new object as a JSON object to the appropriate resource URL.

3. If successful, the REST server creates an ID for the new object, and returns it in the
key field of the response.

4. Commit the transaction.
Note the following points when you create a request:

« Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:

"time policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time policies/-100"
}
}

In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",

« You have to include empty fields in the object as well, for example:

SPS 6.0 REST API Ref Guid
@)NE IDENTITY eference Guide 44
Using the SPS REST API



"users": [
{ "certificates": [], "passwords": [ "<reference-to-password>"
], "public_keys": [], "username": "myusername" }

]

« The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

. The body wrapper that is displayed in the response is not needed when you create or
modify an object, for example:

{
"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-password>"
], "public_keys": [], "username": "myusername" }
]
}

URL

POST https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-resource>

Table 1: Headers

Header Description Required Values
name

Content- Specifies the Required application/json
Type type of the

data sent. SPS

uses the JSON

format

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response,
token of the for example,
user alf71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API.
Sample request

The following command creates a new RDP Channel policy. The data content of the request
is read from the file body. json

SPS 6.0 REST API Ref Guid
@)NE IDENTITY eference Guide 45
Using the SPS REST API



curl -H "Content-Type: application/json" -d @body.json --cookie session_
id=1aca4793549c6f22aecd98bc1047d1bf32dd76ef -X POST https://<object-
id>/api/configuration/rdp/channel policies/

For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.

{
"name": "drawing-only",
"rules": [
{
"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false
¥
"allowed_for": {
"clients": T[],
"gateway_groups": [],
"remote_groups": [],
"servers": [],
"time_policy": "-100"
¥

"channel": "#drawing"

Response

The following is a sample response received, showing the properties of Content
policy objects.

For details of the meta object, see Message format on page S.

{
"key": "f79bcc85-bb8b-4fa5-al4l-ebdct2bbef33z”,
"meta": {

"href": "/api/configuration/rdp/channel policies/f79bcc85-bb8b-4fa5-al41l-
eb4cf2beef33”,

"parent": "/api/configuration/rdp/channel policies",
"transaction”: "/api/transaction”
}
}
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

201 Created The new resource was successfully created.

400 Bad Request The request body format is invalid. The data is not a
properly formatted JSON object.

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

409  Conflict No open Transaction is available. Open a transaction
before using this request. For details, see Open a trans-
action on page 28.

417 Expectation Failed If you receive the "417 - Expectation Failed" error code

when using curl, use curl with the --http1.e or the -H
"Expect:" option.

Change an object

To modify or update an object, use a PUT request on the object you want to change. In the
body of the request, you have to upload the entire object, not only the parameter that you
want to change.

To delete an element of a list (for example, a user from a local user database), use a PUT
request. The body the request should include the entire object, but remove the element you
want to delete from the related list of the object.

Note the following points when you create a request:

o Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:
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"time policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-100

}

In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",
« You have to include empty fields in the object as well, for example:

"users": |
{ "certificates": [], "passwords": [ "<reference-to-password>"
], "public_keys": [], "username": "myusername" }

]

« The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

« The body wrapper that is displayed in the response is not needed when you create or
modify an object, for example:

{
"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-password>"
], "public keys": [], "username": "myusername" }
]
}

URL

PUT https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-resource>/<id-
of-the-object-to-modify>

Table 2: Headers

Header Description Required Values
name

Content- Specifies the Required application/json
Type type of the

data sent. SPS

uses the JSON

format
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Header Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response,
token of the for example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API.

Sample request

The following command updates an RDP Channel policy. The data content of the request is
read from the file body. json.

curl -H "Content-Type: application/json" -d @body.json --cookie session_
1d=07640a0bf14cdd361d8f5ae2bob482a786c7a604 -X PUT
https://10.40.255.17/api/configuration/rdp/channel policies/<id-of-the-object-to-
modify>

For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.

{
"name": "drawing-only",
"rules": [
{
"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false
})
"allowed for": {
"clients": T[],
"gateway groups": [],
"remote_groups": [],
"servers": [],
"time_policy": "-100"
}J

"channel": "#drawing"

Response

The following is a sample response received.

For details of the meta object, see Message format on page 9.
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"meta": {
"first": "/api/configuration/rdp/channel policies/-20100",
"href": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"last": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"next": null,
"parent": "/api/configuration/rdp/channel _policies",
"previous": "/api/configuration/rdp/channel policies/655555",
"transaction": "/api/transaction"
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created..
400 Bad Request The request body format is invalid. The data is not a

properly formatted JSON object.

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

409 Conflict No open Transaction is available. Open a transaction
before using this request. For details, see Open a trans-
action on page 28.

417 Expectation Failed If you receive the "417 - Expectation Failed" error code
when using curl, use curl with the --http1.e or the -H
"Expect:" option.
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Basic settings

Retrieve basic firmware and host
information

The /api/info endpoint contains generic information about the SPS host. Note that part of
this information is available without authentication.

URL

GET https://<IP-address-of-SPS>/api/info

Cookies

Cookie
name

Description Required Values

session_
id

Contains the Required
authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command displays the information about SPS that is available without
authentication.
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curl https://10.40.255.171/api/info

The following command displays the information about SPS that is available for
authenticated users.

curl --cookie cookies https://<IP-address-of-SPS>/api/info

Response

The following is a sample response received by an anonymous user.
For details of the meta object, see Message format on page 9.

{
"body": {
"domainname": "example",
"hostname": "scbwriter",
"nickname": null,
"support_link": "mailto:scb-administrator@example.com"
¥
"key": "about_info",
"meta": {
"href": "/api/info",
"parent": "/api"
}
}

The following is a sample response received by an authenticated user.

{
"body": {
"analytics_enabled": false,
"build _date": "2018-06-15T20:18:40+00:00",
"config hash": "2abde4c81d9b544bf53faed4f4b9657fc",
"domainname": "example",
"firmware_version": "5.7.0",
"hostname": "scbwriter",
"nickname": null,
"roles": [
"central-management",
"search-master"
1,
"support_link": "mailto:scb-administrator@example.com",
"version": "5 F7"
¥
"key": "about_info",
"meta": {
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"href": "/api/info",

"remaining_seconds": 9889

"parent": "/api"

Element

Description

analytics_enabled

build date

config hash

domainname

hostname

nickname

support_link

firmware_version

version

Status and error codes

Indicates whether or not the One Identity Safeqguard for
Privileged Analytics module has been enabled.

Build date of the SPS firmware. This element is included
in the response only for authenticated users.

Contains the hash of the XML database running on the
given SPS host.

Name of the domain used on the network. You can
configure this parameter on the
/api/configuration/network/naming endpoint. For details,
see Naming options on page 64,

Name of the machine running SPS. You can configure
this parameter on the /api/configuration/network/naming
endpoint. For details, see Naming options on page 64,

The nickname of the SPS host. Use it to distinguish the
devices. It is displayed in the core and boot login shells.
You can configure this parameter on the
/api/configuration/network/naming endpoint. For details,
see Naming options on page 64,

The e-mail address of the SPS administrator, as setin
the admin_address parameter of the
/api/configuration/management/email endpoint. For
details, see Mail settings on page 114,

The version number of the firmware running on SPS, for
example, 4.3.2a. This element is included in the
response only for authenticated users.

The name of the major release running on SPS, for
example, 4 F3. This element is included in the response
only for authenticated users.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.
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Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

Network settings

The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

Web interface

Authenticating the user with the given credentials has
failed.

Configuration options for the web interface of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/webinterface

Cookies

Cookie
name

Description Required Values

session_
id

Contains the Required
authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists the configuration options for the SPS web interface.
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curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/webinterface

Response

The following is a sample response received when listing the configuration options of the
SPS web interface.

For details of the meta object, see Message format on page 9.

{

"body": {
"timeout": 10

}s

"key": "webinterface",

"meta": {
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/webinterface”,
"last": "/api/configuration/management/webinterface”,
"next": null,
"parent": "/api/configuration/management"”,
"previous": "/api/configuration/management/syslog",
"transaction": "/api/transaction"

Element Type Description

key string Top level element, contains the ID of the endpoint.

body Top Contains the configuration options of the SPS web interface.
level
element
(string)

timeout int Session timeout, in minutes. SPS terminates sessions that are
idle for this period. This setting applies sessions that access the
SPS web interface and the SPS REST interface.
Modify the configuration of the web interface

To modify the configuration of the web interface, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/webinterface endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.
Status and error codes

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Network configuration options

Contains the endpoints for configuring networking on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/network

@)N EIDENTITY SPS 6.0 REST API Reference Guide 56

Basic settings



Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists network configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network

Response

The following is a sample response received when listing network configuration options.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "dns",
"meta": {
"href": "/api/configuration/network/dns"
}
})
{
"key": "ip_forwarding_rule_pairs",
"meta": {
"href": "/api/configuration/network/ip forwarding_rule pairs"
}
}J
{
"key": "naming",
"meta": {
"href": "/api/configuration/network/naming"
}
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}s

{
"key": "nics",
"meta": {
"href": "/api/configuration/network/nics"
}
1
{
"key": "routing",
"meta": {
"href": "/api/configuration/network/routing"
}
}
])
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/network",

"last": "/api/configuration/x509",
"next": "/api/configuration/passwords",

"parent": "/api/configuration",
"previous": "/api/configuration/management"”,
"transaction": "/api/transaction"
}
}
Element Description
dns The address of the primary and secondary DNS server.

ip_forwarding_rule_
pairs

naming
nics

routing

Rules for routing between the network interfaces.

DNS search domain, hosthame, and appliance nickname settings.
References the endpoints of the three physical network interfaces.

Routing table. Defines the address of the gateway server for each
configured subnet.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

401 Unauthenticated The requested resource cannot be retrieved because the
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Code Description Notes

that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

DNS servers

Contains the address of the primary and secondary DNS server.

URL
GET https://<IP-address-of-SPS>/api/configuration/network/dns
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configured DNS servers.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/dns

Response

The following is a sample response received when listing the configured DNS servers.

For details of the meta object, see Message format on page 9.
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"body": {
"primary": "192.168.56.1",
"secondary”: null

¥
"key": "dns",
"meta": {
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/dns",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/ip forwarding rule pairs",
"parent": "/api/configuration/network",
"previous": null,
"transaction”: "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoints.
body Top level element Contains the addresses of the DNS servers.
(string)
primary string The IP address of the primary DNS server.
secondary string The address of the secondary DNS server.

Modify the address of the DNS servers

To modify the address of a DNS server, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/dns endpoint. You can find a detailed description of
the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Routing between interfaces

Configures routing between network interfaces. To use an interface in single-interface
router mode, configure both interface_a and interface_b elements to reference that
same interface.

URL
GET https://<IP-address-of-SPS>/api/configuration/network/ip_forwarding rule pairs
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).
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Sample request

The following command lists interface routing rules.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/ip
forwarding rule_pairs

Response

The following is a sample response received when listing interface routing rules.
For details of the meta object, see Message format on page 9.

{
"body": [
{
"interface_a": {
"key": "nicl.interfaces.ff7574025754b3df1647001",
"meta": {
"href":
"/api/configuration/network/nics/nicl/interfaces/ff7574025754b3df1647001"
}
1
"interface b": {
"key": "nicl.interfaces.ff7574025754b3df1647001",
"meta": {
"href":
"/api/configuration/network/nics/nicl/interfaces/ff7574025754b3df1647001"
}
}
}
1,
"key": "ip_forwarding rule_pairs",
"meta": {
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/ip_ forwarding rule pairs",
"last": "/api/configuration/network/routing”,
"next": "/api/configuration/network/naming",
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/dns",
"transaction": "/api/transaction"

Element Type Description

key string Top level element, contains the ID of the endpoint.

body Top Contains the rules for routing between the network inter-
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Element Type Description

level faces.

element

(list)
interface_ string References the identifier of the network interface. You can
a configure network interfaces at the

/api/configuration/network/nics/ endpoint.

To modify or add a network interface, use the value of the
returned key as the value of the interface_a element, and
remove any child elements (including the key).

interface_ string References the identifier of the network interface. You can
b configure network interfaces at the
/api/configuration/network/nics/ endpoint.

To modify or add a network interface, use the value of the
returned key as the value of the interface b element, and
remove any child elements (including the key).

Add a rule for routing between the network interfaces

To add a rule, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create the JSON object for the new list of rules.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/ip_forwarding rule_pairs endpoint. You can find a
detailed description of the available parameters listed in Element.

If the POST request is successful, the response includes the key of the new rule.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Modify a rule for routing between the network interfaces

To modify a rule, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Modify the JSON object of the list of rules.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/ip_forwarding_rule_pairs endpoint. You can find a
detailed description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Naming options
Contains the settings for the DNS search domain, hostname, and appliance nickname.
URL
GET https://<IP-address-of-SPS>/api/configuration/network/naming
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from
id authentication the REST server in the authentication response, for

token of the
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Cookie Description Required Values
name

user example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the naming settings.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/naming

Response

The following is a sample response received when listing naming settings.

For details of the meta object, see Message format on page 9.

{

"body": {
"domainname": "example",
"hostname": "api-docs",
"nickname": null

1

"key": "naming",

"meta": {
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/naming",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/nics",
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/ip_ forwarding rule pairs",
"transaction": "/api/transaction"

Element Type Description

key string Top level element, contains the ID of the endpoint.

body Top Contains the naming settings.
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Element Type Description

level
element
(string)

domainname string The domain name of the network.
hostname  string The hostname of SPS.

nickname string The nickname for the appliance. Use this hame to distin-
guish between multiple SPS appliances on the network. This
name is visible in the boot and core login shells.

Modify a name

To modify a name, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/naming endpoint. You can find a detailed description
of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.
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Network addresses

Contains the network addresses configured for each physical NIC.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/nics

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user al1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the endpoints for the physical network interfaces.
curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/nics/
The following commands retrieve the properties of a specific physical network interface.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nicl

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic2

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic3

Response

The following is a sample response received when listing physical network interfaces.
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For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "nicl",
"meta": {
"href": "/api/configuration/network/nics/nic1"

Ilkeyll: Ilniczll,
"meta": {
"href": "/api/configuration/network/nics/nic2"

Ilkeyll: Ilnj-c3llJ
"meta": {
"href": "/api/configuration/network/nics/nic3"

}

1,

"meta": {
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/nics",
"last": "/api/configuration/network/routing”,
"next": "/api/configuration/network/routing”,
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/naming",
"transaction": "/api/transaction"

}

When retrieving the endpoint of a specific physical network interface, the response is
the following.

{
"body": {
"interfaces": {
"@order": ["ff7574025754b3df1647001"],
"f£7574025754b3df1647001" : {
"addresses": {

"1": "198.51.100.123/24",
"6001481625b7c21ef97598": "2001:db8:1234::5678/48",
"@order": ["1", "6001481625b7c21ef97598" ]

1
"mtu": 1500,
"name": "external",
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"source_based routes": [

{
"gateway": "198.51.100.1",
"target _network": "203.0.113.0/24"
})
{
"gateway": "2001:db8:1234::1",
"target_network": "2001:db8:aaaa::/48"
}
1,
"vlantag": ©
}
})
"name": "etho",
"speed": "auto"
1
"key": "nicl",
"meta": {
"first": "/api/configuration/network/nics/nic1",
"href": "/api/configuration/network/nics/nic1",
"last": "/api/configuration/network/nics/nic3",
"next": "/api/configuration/network/nics/nic2",
"parent": "/api/configuration/network/nics",
"previous": null,
"remaining_seconds": 10800,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the physical network
interface (nic1, nic2 or nic3).
body Top level Contains the properties of the physical network interface.
element
(string)
interfaces Top level Contains the configuration of all virtual interfaces on the
item physical NIC.
name string The system name of the physical network interface (etho,
ethl or eth2). Do not change this value.
speed string The speed of the physical network interface. The default
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value is auto. Change this setting only for troubleshooting
purposes. Possible values are:

e auto
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Element Type

Description

Elements Type
of

Negotiate the network speed automatically. This is
the default value.

10-half
10BaseT/Half.
100-half
100BaseT/Half.
10-full
10BaseT/Full.
100-full
100BaseT/Full.
1000-full
1000BaseT/Full.

Description

interfaces

@order list Lists the keys of the interfaces in the order
they are be displayed on the SPS web UI.

<key-of- string  Contains the addresses, name, and vlantag of

an- the network interface.

interface>

addresses

mtu

name

©ONE IDENTITY

<key-of-
address>

@order

Each physical NIC has an automatically
created interface key, where the value of the
vlanid element is set to e.

To add a valid virtual network interface to the
physical NIC, create an additional interface,
and assign a value between 1 and 4094 to its
vlanid element.

string  Contains the addresses of the interface, and

their display order.

string Contains the IP address range.

list Lists the keys of the addresses in the order

they are displayed on the SPS web UI.

integer Maximum Transmission Unit (MTU) to set per

network interface (VLAN or network interface
card). Default value: 1500

string The name of the interface, as displayed on the
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Elements Type
of
interfaces

Description

source_
based
routes

vlantag

Elements of source_ Type
based_routes

SPS web UI.

list Contains details of the network routing rule
specific to packets coming out of this partic-
ular interface.

string  The ID of the interface.

For the physical interface, the value is @. For
virtual interfaces, the value is between 1 and
4094.

Do not set the VLAN ID unless your
network environment is already
configured to use this VLAN.
Otherwise, your SPS appliance will
be unavailable using this interface.

Description

gateway string

target_network string

Status and error codes

The IPv4 or IPv6 address of the gateway used to access
the network set in this routing rule.

The IPv4 or IPv6 address of the host or network access-
ible via this routing rule.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

404 NotFound

©NE IDENTITY

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
jization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given credentials has
failed.

The requested object does not exist.
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Routing table

Contains the address of the gateway server for each configured subnet.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/routing

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user al1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configured subnets and the corresponding gateway
servers.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/routing

Response

The following is a sample response received when viewing the routing table.

For details of the meta object, see Message format on page 9.

{
Ilbodyll: [
{
"gateway": "192.168.56.1",
"target_network": "0.0.0.0/0"
}
1
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"key": "routing",

"meta": {
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/routing"”,
"last": "/api/configuration/network/routing"”,
"next": null,

"parent": "/api/configuration/network",
"previous": "/api/configuration/network/nics",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level element Contains the routing table.
(list)
gateway string The IP address of the gateway server.
target_ string The network id (IP address and subnet mask) of
network the subnet.

Add a subnet

To add a subnet, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create the JSON object for the new routing table.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/routing endpoint. You can find a detailed description
of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Modify the routing table

To modify the routing table, you have to:
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1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the routing table.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/netowrk/routing endpoint. You can find a detailed description
of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Local services of SPS

Contains the endpoints for configuring the local services of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/local services
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Cookies

Cookie Description Required Values

name

session_ Contains the  Required The value of the session ID cookie received from
id authentication the REST server in the authentication response, for

token of the
user

Sample request

example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists the local services.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_services

Response

The following is a sample response received when listing local services.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "admin_web",
"meta": {
"href": "/api/configuration/local_services/admin_web"
}
¥
{
"key": "analytics",
"meta": {
"href": "/api/configuration/local_services/analytics"
}
¥
{
"key": "cluster",
"meta": {
"href": "/api/configuration/local_services/cluster"
}
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{
"key": "indexer",
"meta": {
"href": "/api/configuration/local_services/indexer"
}
1
{
"key": "postgresql",
"meta": {
"href": "/api/configuration/local_services/postgresql"
}
})
{
"key": "snmp_agent",
"meta": {
"href": "/api/configuration/local_ services/snmp_agent"
}
¥
{
"key": "ssh",
"meta": {
"href": "/api/configuration/local_services/ssh"
}
1
{
"key": "user_web",
"meta": {
"href": "/api/configuration/local_services/user_web"
}
}
1,
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/local_services",
"last": "/api/configuration/x509",
"next": "/api/configuration/management”,
"parent": "/api/configuration”,
"previous": "/api/configuration/ica",
"transaction": "/api/transaction"
}

Element Description

admin_web  Web login for administrators and users: On this address, users can,
depending on their access privileges, modify the configuration of SPS, and
perform authentication-related activities (gateway authentication, 4-eyes
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Element

Description

analytics

cluster
indexer
postgresql
snmp_agent
ssh

user_web

authorization).
Enables One Identity Safeguard for Privileged Analytics.

To enable One Identity Safeguard for Privileged Analytics and analyze the
behavior of your users, One Identity Safeguard for Privileged Sessions (SPS)
requires a special license. Also, depending on the number of your users and
sessions, the performance and sizing of SPS must be considered. If you are
interested in One Identity Safeguard for Privileged Analytics, contact our
Sales Team, or your One Identity representative. For details on One Identity
Safeguard for Privileged Analytics, see the One Identity One Identity
Safeguard for Privileged Analytics website. For details on enabling One
Identity Safeguard for Privileged Analytics, see Safeguard for Privileged
Analytics Configuration Guide.

Configure the cluster service of SPS.

Configure the indexer services of SPS, including remote indexing.
Configure direct remote access to the connection database of SPS.
Configure the SNMP server of SPS.

Configure remote SSH access to SPS.

Web login for users only: The configuration of SPS cannot be viewed or
altered from this address. Users (even ones with administrator privileges)
can only perform gateway authentication and 4-eyes authorization.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has

failed.
404 NotFound The requested object does not exist.
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Local services: Web login for administrators

The SPS administrators and users can, depending on their access privileges, modify the
configuration of SPS, and perform authentication-related activities (gateway
authentication, 4-eyes authorization). On this endpoint you can configure on which
interfaces can the administrators access SPS, and optionally restrict the access to these
interfaces.

URL
GET https://<IP-address-of-SPS>/api/configuration/local services/admin_web
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local
services/admin_web
Response

The following is a sample response received when listing the configuration options.

For details of the meta object, see Message format on page 9.
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"body": {
"access_restriction": {
"allowed from": [
"10.40.0.0/16"
]J

"enabled": true

}s

"bruteforce_protection": true,
"listen": [

{
"address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
"href":

"/api/configuration/network/nics/nicl#interfaces/f{7574025754b3df1647001/addresses/
1Il
}

¥
"http_port": 80,
"https_port": 443

1

"key": "admin_web",

"meta": {
"first": "/api/configuration/local_services/admin_web",
"href": "/api/configuration/local_services/admin_web",
"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/indexer",
"parent": "/api/configuration/local_services",
"previous": null,
“"transaction": "/api/transaction"

Element Description

Typ-
e

ke strin- Top level element, contains the ID of the endpoint.
y g

bo Top Contains the configuration options of the SPS web interface.
dy level

elem-

ent
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Element Description
Typ-

(stri-
ng)

access_ JSO Enables and configures limitations on the clients that can
restric N access the web interface, based on the IP address of the
tion obje clients.

ct

allow list The list of IP networks from where the administrators are

ed_ permitted to access this management interface. To specify

from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.

enabl bool Setitto true to restrict access to the specified client

ed ean addresses.
brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean access after failed login attempts for increasingly longer
protect period. Enabled by default.
ion
listen list Selects the network interface, IP address, and port where the
clients can access the web interface.
addre JSO- A reference to a configured network interface and IP address
ss N where this local service accepts connections. For example, if
obje- querying the interface
ct /api/configuration/network/nics/nicl#interfaces/ff75740257
54b3df1647001/addresses/ returns the following response:
{
"body": {
"interfaces": {
"@order": [
"££7574025754b3df1647001"
1B
"f££7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
nqn
]
¥
"name": "default",
"vlantag": @
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Element Description

Typ-
e
}
1
"name": "etho",
"speed": "auto"
}J
"key": "nicl",
"meta": {
"first": "/api/configuration/network/nics/nic1",
"href": "/api/configuration/network/nics/nic1",
"last": "/api/configuration/network/nics/nic3",
"next": "/api/configuration/network/nics/nic2",
"parent": "/api/configuration/network/nics",
"previous": null,
"transaction": "/api/transaction"
}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1"

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff75740
25754b3df1647001/addresses/1"

}
})

http_ integ- The port number where SPS accepts HTTP connections. Note
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Element Description

Typ-
e

port er that SPS automatically redirects connections from this port to
the HTTPS port set in https_port.

http integ- The port number where SPS accepts HTTPS connections.
s er

port

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
jization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Local services: Web login for users

The SPS users can perform authentication-related activities (gateway authentication, 4-
eyes authorization). On this endpoint you can configure on which interfaces can the users
access SPS, and optionally restrict the access to these interfaces.

URL
GET https://<IP-address-of-SPS>/api/configuration/local_services/user_web
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from
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Cookie Description Required Values

name

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local
services/user_web

Response

The following is a sample response received when listing the configuration options.
For details of the meta object, see Message format on page 9.

{
"body": {
"access_restriction": {
"allowed from": [
"10.40.0.0/16"
]J
"enabled": true
})
"bruteforce_protection": true,
"listen": [
{
"address": {
"key": "nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#tinterfaces/ff7574025754b3df1647001/addresses/
1n

}

1
"http_port": 80,

"https_port": 443
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1
Ts
"key": "user_web",
"meta": {
"first": "/api/configuration/local_ services/user_web",
"href": "/api/configuration/local_services/user_web",
"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/indexer",
"parent": "/api/configuration/local services",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Description
Typ-
e
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top Contains the configuration options of the SPS web interface.
dy level
elem-
ent
(stri-
ng)
access_ JSO Enables and configures limitations on the clients that can
restric N access the web interface, based on the IP address of the
tion obje clients.
ct
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean addresses.
brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean access after failed login attempts for increasingly longer
protect period. Enabled by default.
ion
listen list Selects the network interface, IP address, and port where the
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clients can access the web interface.
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Element Description

Typ-
e

addre JSO- A reference to a configured network interface and IP address

ss N where this local service accepts connections. For example, if
obje- querying the interface
ct /api/configuration/network/nics/nicl#interfaces/ff75740257

54b3df1647001/addresses/ returns the following response:

{
"body": {
"interfaces": {
"@order": [
"££7574025754b3df1647001"
]J

"f£7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
nqn
]
¥

"name": "default",
"vlantag": @

}

}s
"name": "etho",
"speed": "auto"

1

"key": "nicl",

"meta": {
"first": "/api/configuration/network/nics/nic1",
"href": "/api/configuration/network/nics/nic1",
"last": "/api/configuration/network/nics/nic3",
"next": "/api/configuration/network/nics/nic2",
"parent": "/api/configuration/network/nics",
"previous": null,
"transaction": "/api/transaction"

}

}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1
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Element Description

Typ-
e

This is the format you have to use when configuring the
address of the local service using REST:

"address":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1"

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the

following format:

"address": {

"ey":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff75740
25754b3df1647001/addresses/1"

}
}J

http_ integ- The port number where SPS accepts HTTP connections. Note
port er that SPS automatically redirects connections from this port to
the HTTPS port set in https_port.

http integ- The port number where SPS accepts HTTPS connections.
s er

port

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.
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Local services: cluster interface

To enable cluster management, enable the cluster interface on all nodes that you want to
be part of your Safeguard for Privileged Sessions (SPS) cluster. Complete the following
steps on each and every node of the cluster.

O [ NOTE:

All nodes in a cluster must run the same version of SPS.

URL
GET https://<IP-address-of-SPS>/api/configuration/local_ services/cluster
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local
services/cluster

Response

The following is a sample response received when listing the configuration options.

For details of the meta object, see Message format on page 9.
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"body": {
"enabled": true,
"listen_address": {

ey
"nicl.interfaces.ff7574025754b3df1647001.addresses.2553887595ce3ca7fleaesd",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/f{7574025754b3df1647001/addresses/2
553887595ce3ca7fleaesd"

}
}s

"key": "cluster",

"meta": {
"first": "/api/configuration/local_services/admin_web",
"href": "/api/configuration/local_services/cluster",
"last": "/api/configuration/local services/user_web",
"next": "/api/configuration/local services/indexer",
"parent": "/api/configuration/local services",
"previous": "/api/configuration/local_services/analytics",
"remaining_seconds": 600,
"transaction": "/api/transaction"

Element Type Description

enabled boolean By default, this option is set to false. Set it to true
to enable the cluster interface.

listen_ Top level Contains the key of the network interface that is
address element used as the cluster interface.
(string)

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.
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Code Description

Notes

401  AuthenticationFailure Authenticating the user with the given credentials has

404 NotFound

failed.

Date and time

Date & time

The requested object does not exist.

Contains the endpoints for configuring date and time on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/datetime

Cookies

Cookie
name

Description Required Values

session__
id

Contains the Required
authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists endpoints for configuring date and time settings on SPS.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/datetime
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Response

The following is a sample response received when listing the endpoints for date and

time settings.

For details of the meta object, see Message format on page 9.

{
"items": [

{

"key": "ntp_servers",

"meta": {
"href":

"/api/configuration/datetime/ntp_servers"

"key": "timezone",

"meta": {

"href":

}
Is

"meta": {

"/api/configuration/datetime/timezone"

"first": "/api/configuration/aaa",
"href": "/api/configuration/datetime",
"last": "/api/configuration/x509",
"next": "/api/configuration/http",
"parent": "/api/configuration",

"previous":

"transaction":

Element

"/api/configuration/alerting",

"/api/transaction"

Description

ntp_servers

timezone

NTP server addresses.

Timezone settings.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

401 Unauthenticated The requested resource cannot be retrieved because the
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client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
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Code Description Notes

that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

NTP servers

This endpoint contains NTP server addresses.

URL
GET https://<IP-address-of-SPS>/api/configuration/datetime/ntp_servers
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists NTP server addresses.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/datetime/ntp_
servers

Response

The following is a sample response received when listing NTP server addresses.
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For details of the meta object, see Message format on page 9.

{
"body": [
{
"selection": "fqdn",
"value": "pool.ntp.org"
}
1,
"key": "ntp_servers",
"meta": {
"first": "/api/configuration/datetime/ntp_servers",
"href": "/api/configuration/datetime/ntp_servers",
"last": "/api/configuration/datetime/timezone",
"next": "/api/configuration/datetime/timezone",
"parent": "/api/configuration/datetime",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the list of NTP server addresses.
element (list)
selection string Defines the address type (IP or domain name).
Possible values are:
e fqdn
The NTP server address is provided as a fully
qualified domain name.
° 1p
The NTP server address is provided as an IP
address.
value string The address of the NTP server.

Add an NTP server

To add an NTP server's address, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Create the JSON object for the new NTP server address list.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Modify an NTP server address

To modify an NTP server's address, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the NTP server address list.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

201 Created
400 InvalidQuery
401 Unauthenticated

401 AuthenticationFailure

404 NotFound
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The new resource was successfully created.
The requested filter or its value is invalid.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
jization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given credentials has
failed.

The requested object does not exist.
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Timezone

Configures the time zone.

URL

GET https://<IP-address-of-SPS>/api/configuration/datetime/timezone

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user al1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command displays the configured time zone.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/datetime/timezone

Response

The following is a sample response received when querying the configured time zone.
For details of the meta object, see Message format on page 9.

{
"body": "America/New_York",
"key": "timezone",
"meta": {
"first": "/api/configuration/datetime/ntp_servers",
"href": "/api/configuration/datetime/timezone",
"last": "/api/configuration/datetime/timezone",
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"next": null,

"parent": "/api/configuration/datetime",

"previous": "/api/configuration/datetime/ntp_servers",
"transaction": "/api/transaction"

Element Type Description

key string  Top level element, contains the ID of the endpoint.

body string  Contains the configured time zone. Possible values are:

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmara
Africa/Asmera
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Element Type

Description
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Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Ceuta
Africa/Conakry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/El_Aaiun
Africa/Freetown
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Element Type

Description
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Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Element Type

Description
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entina/Tucuman

America/Argentina/Ushuaia

America/Aruba
America/Asuncion
America/Atikokan
America/Atka
America/Bahia
America/Barbados
America/Belem
America/Belize
America/Blanc-Sablon
America/Boa_Vista
America/Bogota
America/Boise
America/Buenos_Aires
America/Cambridge Bay
America/Campo_Grande
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
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Element Type Description

ca/Miquelon
America/Moncton
America/Monterrey
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Nipigon
America/Nome
America/Noronha
America/North_Dakota/Center
America/North_Dakota/New_Salem
America/Panama
America/Pangnirtung
America/Paramaribo
America/Phoenix
America/Port-au-Prince
America/Port_of Spain
America/Porto_Acre
America/Porto_Velho
America/Puerto_Rico
America/Rainy River
America/Rankin_Inlet
America/Recife
America/Regina
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Element Type Description

ope/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Guernsey
Europe/Helsinki
Europe/Isle of Man
Europe/Istanbul
Europe/Jersey
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/Ljubljana
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Mariehamn
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/Nicosia
Europe/Oslo
Europe/Paris
Europe/Podgorica
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara
Europe/San_Marino
Europe/Sarajevo
Europe/Simferopol
Europe/Skopje
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
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Element Type Description

Modify the time zone

To modify time zone, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the body element.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/timezone endpoint. You can find a detailed
description of the available time zone values listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

©NE IDENTITY SPS 6.0 REST API Reference Guide |

Basic settings



Logs, monitoring and alerts

Management options

Contains the configuration endpoints for managing SPS.

URL
GET https://<IP-address-of-SPS>/api/configuration/management
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists management configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/management

Response

The following is a sample response received when listing management endpoints.

For details of the meta object, see Message format on page 9.
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{

"items": [
{
"key": "certificates”,
"meta": {
"href": "/api/configuration/management/certificates”
}
1
{
"key": "disk fillup_ prevention",
"meta": {
"href": "/api/configuration/management/disk_fillup prevention"
}
})
{
"key": "email",
"meta": {
"href": "/api/configuration/management/email”
}
}J
{
"key": "health_monitoring",
"meta": {
"href": "/api/configuration/management/health_monitoring"
}
1
{
"key": "snmp",
"meta": {
"href": "/api/configuration/management/snmp"
}
1
{
"key": "soap",
"meta": {
"href": "/api/configuration/management/soap"
}
})
{
"key": "syslog",
"meta": {
"href": "/api/configuration/management/syslog"
}
}J
{
"key": "webinterface",
"meta": {
"href": "/api/configuration/management/webinterface"
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}

}
1
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/management”,
"last": "/api/configuration/x509",
"next": "/api/configuration/network",
"parent": "/api/configuration”,
"previous": "/api/configuration/local services",
"transaction": "/api/transaction"
}
}
Endpoints Description
certificates References the certificates of SPS's internal Certificate Authority,

disk fillup_
prevention

email

health_
monitoring

snmp
soap
syslog

webinterface

Timestamping Authority, and the SSL certificate of the web interface.

Disk fill-up prevention.

SMTP server address and authentication, administrator e-mail, and e-mail
addresses for alerts and reports.

Configuration settings for monitoring the utilization of SPS.

SNMP settings.
Configuration settings for the RPC API.
Syslog server address and authentication.

Configuration settings for the SPS web interface.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has

failed.
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Code Description Notes

404 NotFound The requested object does not exist.

Syslog server settings

SPS can send its system log messages to remote syslog servers, for example, syslog-ng
Premium Edition, syslog-ng Store Box, Splunk, or HPE ArcSight Data Platform.

URL
GET https://<IP-address-of-SPS>/api/configuration/management/syslog
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the syslog server settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/syslog

Response

The following is a sample response received when listing syslog server settings.

For details of the meta object, see Message format on page S.
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"body": {
"certificates":
"ca":
"client": {
"key":
"meta":

561a5d9e2bb7"
}
}
})

"include_node_id":

"receivers": [

{

"address"
"selection":
"value":

1
"port":

{

"<ca-cert>",

"191725ec-b71b-47ab-9e87-561a5d9e2bb7",

{
"href":

"/api/configuration/x509/191725ec-b71b-47ab-9e87-

true,

| .

ip,
"10.20.30.40"

514,

"protocol™: {

"ip_protocol":
"protocol_type":
"tls_enabled":

}
15

"server_key check":

})

"key": "syslog",

"meta": {
"first":
"href":
"last":
"next":
"parent":
"previous":
"transaction":

Element

“tep”,
"legacy-bsd",
false

"optional-trusted"

"/api/configuration/management/certificates”,
"/api/configuration/management/syslog",
"/api/configuration/management/webinterface",
"/api/configuration/management/webinterface”,
"/api/configuration/management",

"/api/configuration/management/soap",

"/api/transaction”

Type Description

key
body
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string

Top
level
element
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Element

Type

Description

certificates

include_
node_id

receivers

server_key
check
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ca

client

(string)

Top
level
item

string

string

boolean

Top
level
list

string

Contains the certificates of the client (SPS), and
the certificate of the CA.

The CA certificate of the Certificate Authority.
Configure this option if the value of the tls_
enabled element is set to true.

Configure this option if the value of the tls_
enabled element is set to true, and the syslog
server requires mutual authentication. Otherwise,
set its value to null.

References the identifier of the client's (SPS's)
X.509 certificate. You can configure certificates at
the /api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use the
value of the returned key as the value of the x509_
identity element, and remove any child elements
(including the key).

Set to true to display separate hostnames for
syslog messages sent by the nodes of a SPS HA
cluster.

The node ID included in the hostname filed of the
syslog message is the MAC address of the node's
HA interface. Messages of the core firmware are
always sent by the master node.

Contains the addresses of the syslog servers.

Configures validating the syslog server's
certificate with the CA. The following values are
possible:

e optional-trusted

If the server sends a certificate, SPS checks
if itis valid (not expired) and that the
Common Name of the certificate contains
the domain name or the IP address of the
server. If these checks fail, SPS rejects the
connection. However, SPS accepts the
connection if the server does not send a
certificate.
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Element

Type Description

e optional-untrusted

SPS accepts any certificate shown by the
server.

e required-trusted

SPS verifies the certificate shown by the
server.

e required-untrusted

SPS requests a certificate from the server,
and rejects the connection if no certificate is
received, if the certificate is not valid
(expired), or if the Common Name of the
certificate does not contain the domain
name or the IP address of the server.

Elements of Type Description

receivers

address Top Contains the address of the syslog server.
level
item

selection string

value string
port int
protocol Top
level
item
ip_ string
protocol

©ONE IDENTITY

Defines the address type (IP or domain name). Possible
values are:

o fqdn

The server address is provided as a fully qualified
domain name.

° ip
The server address is provided as an IP address.

The address of the syslog server, corresponding to the
format set in the selection field.

The port of the syslog server.

Contains the syslog protocol settings.

Configures the IP protocol. The following options are
available:

o tcp
TCP protocol.
e udp
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Elements of Type
receivers

Description

protocol_ string
type

tls_ string
enabled

Examples:

UDP protocol.

Configures the syslog protocol. The following options are
available:

e legacy-bsd
BSD-syslog protocol.
e syslog
IETF-syslog protocol.
Set to true to enable TLS encryption.

If TLS is enabled, the value of the ca and client elements
cannot be null.

Default settings: no external syslog servers.

{

"certificates": {
"ca": null,
"client": null

}s

"include_node_id": true,

"receivers": [],

"server_key check": "optional-untrusted"

Upload CA certificates

SPS uses only the key part of the CA certificate.

You can choose to upload a single certificate or a certificate chain.

To use a certificate with the SPS API, remove all data, and substitute line breaks with \n.
The same is true for a certificate chain: copy individual certificates one after the other, and

substitute line breaks with \n.

The following is an example certificate, as used on the SPS web interface:

MIIDnDCCA0QCCQDc5360b5tPQTANBgkqhkiGOwOBAQUFADCB]zELMAKGATUEBhMC
QOEXEDAOBgNVBAgTBO9udGFyalW8xEDAOBENVBACTB1RvcmOudG8XEDAOBENVBAOT
BOJhbGFiaXQxFjAUBgNVBASTDURVY3VtZW50YXRpb24xEDAOBENVBAMTB2IhbGF i
aXQxIDAeBgkghkiGOwOBCQEWEWNhdGFpbEB1iYWxhYm1OLmh1MBAXDTE2MDQYMJE2
MDAYN1oXDTE3MDQyMjE2MDAyN1owgY8xCzAIBgNVBAYTAKNBMRAWDEYDVQQIEwWdP

©NE IDENTITY
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bnRhcm1vMRAWDgYDVQQHEwdUb3JvbnRvVMRAWDEYDVQQKEWACYWXxhYm1OMRYwWFAYD
VQQLEw1Eb2N1bWVudGF@aWOuMRAWDEYDVQQDEwWd1YWxhYm1OMSAwHEYJIKoZIhvceN
AQkBFhFjYXRhaWxAYmFsYWJpdC50dTCCASIwDQYJIKoZIhvcNAQEBBQADEEEPADCC
AQoCggEBA0Ga9I2jmV1VAVWEI/Wy7ahTeyaIljK52FQUXqxG8ok0SD+nV74ZFUuiS
59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOIL JW4ArAIoxDY6vDU9/4v9dDiQfEPlauw
OgNRjPS1MLZzjS0QDSKgPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc
3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDO9Y5N1dzKody7Hncs
X5kVIvO+Z6bBHfg/7wHWYysJIdwNuLreBy TOvPMEWdA83k3Fy2gYNk7RcOBbRFbQTX
hJVFUzSUWHVhFQtAb4diKU5voqepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA
R5DIWOHSEKoGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqv4TdnNaD+FvP
AB1kgbmC4hJAsjMLU2blne6m+SLmzhRuMxcA6x+fnYvcQT57IbRdq2E/40]Geyuy
©jQE+nmoVD31DytIOXCfQvZhl1ltcbBEShp5USme4PmNhY6QfUlgjsFjPfoVG7XDB
uNaUoWS6RvVZPmL5TIuvFotqe96ES6DT]jC8rBfQYVvSoVN]jPNUMXOC8xstRSEG70Jc
N5+4ImYnFNxSG20hZpFy@0FDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11l/Fzo7mt
qYyyD11d890UEYZ+aJQd/A==

The same certificate, as accepted by the SPS API:

"certificate": "----- BEGIN CERTIFICATE-----
\NMIIDnDCCA0QCCQDc5360b5tPQTANBgkqhkiGOWOBAQUFADCB]zELMAKGATUEBhMC\NQOEXEDAOBENVBAET
BO9udGFyaW8xEDAOBENVBACTB1RvcmOudG8XEDAOBENVBAOT\nBOJIhbGFiaXQxFjAUBgNVBASTDURVY3VtZW
50YXRpb24xEDAOBgNVBAMTB2JhbGFi\naXQxIDAeBgkghkiGOw@BCQEWEWNhdGFpbEBiYWxhYm1OLmh1iMB4X
DTE2MDQyMjE2\nMDAYN1oXDTE3MDQyMjE2MDAYN1owgY8xCzAIBgNVBAYTAKNBMRAWDEYDVQQIEwdP\nbnRh
cmlvMRAWDgYDVQQHEwdUb3JvbnRVMRAWDEYDVQQKEWdCYWxhYm1OMRYwFAYD\nVQQLEw1Eb2N1bWVudGFoaW
9uMRAWDgEYDVQQDEwdiYWxhYm1@MSAwHgYJIKoZIhvcN\nAQkBFhF jYXRhaWxAYmFsYWIpdC50dTCCASIwDQYJ
KoZIhvcNAQEBBQADggEPADCC\nAQoCggEBAOGa9I2jmV1VAVIWEI/Wy7ahTeyaljK52FQUXgxG8okOSD+nV74
ZFUuiS\n59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOIL JWArATIoxDY6vDU9/4v9dDiQfEP1auw\n@gNRjPSIML
z2jSOQDSKgPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc\n3mV2zkvtD61CXzbezAVdArD16Wny
sRyzxyH8WEhFwZepWxFD9Y5N1dzKody7Hncs\nX5kVIve+Z6bBHfg/7wHWYysJdwNuLreBy TOvPMeWdA83k3F
y2gYNk7RcOBbRFbQTX\nhJVfUzSUWHVhFQtAb4diKU5voqepfNMCAWEAATANBgkghk iGOwOBAQUFAAOCAQEA
\NR5DIWOHSEK0oGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqV4TdnNaD+FvP\nAB1kgbmC4hJAsjML
U2blne6bm+SLmzhRuMxcA6x+fnYvcQT57IbRdq2E/403Geyuy\n@jQE+nmoVD31DytIOXCFQvZhlltcbBEShp
5USme4PmNhY6QfUlgjsF jPfoVG7XDB\nuNaUoWS6RVZPmL5TuvF9tqe96ES6DT C8rBFQYVSOVNGjPnUMXOC
8xstRSEG70Jc\nN5+4ImYNFNxSG20hZpFy@0FDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11l/Fzo7mt\nqYyy
D11d890UEYZ+alQd/A==\n----- END CERTIFICATE----- \n"

Modify syslog server settings

To modify the syslog server settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/syslog endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Disk fill-up prevention

Contains the configuration options for preventing disk fill-up.

URL
GET https://<IP-address-of-SPS>/api/configuration/management/disk fillup prevention
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from
id authentication the REST server in the authentication response, for

token of the
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Cookie Description Required Values
name

user example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists disk fill-up prevention options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/management/disk
fillup_prevention

Response

The following is a sample response received when listing disk fill-up prevention settings.
For details of the meta object, see Message format on page 9.

{
"body": {
"archiving enabled": false,
"enabled": true,
"used_space_ratio_limit": 8@
¥
"key": "disk_fillup_prevention",
"meta": {
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/disk fillup_ prevention",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/email",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/certificates”,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
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Element Type

Description

body Top level

element
(string)

archiving _ boolean

enabled

enabled boolean

used_ int

space_

ratio_

limit

Contains the configuration settings for disk fill-up preven-
tion.

Set to true to automatically start all configured
archiving/cleanup jobs when disk usage goes over the
value of the used_space _ratio_limit element.

Set to true to enable disk fill-up prevention.

Disk utilization limit, in percent. When used disk space
reaches this limit, SPS disconnects all clients.

Set to 0 to turn the feature off.

Modify disk fill-up prevention settings

To modify the disk fill-up prevention settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the disk fill-up configuration endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/disk_fillup prevention endpoint. You can find a
detailed description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

201 Created
401 Unauthenticated

©NE IDENTITY

The new resource was successfully created.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.
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Code Description Notes

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Mail settings

Configuration settings for SMTP server address and authentication, administrator e-mail,
and e-mail addresses for alerts and reports.

URL
GET https://<IP-address-of-SPS>/api/configuration/management/email
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists mail settings.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/management/email

Response

The following is a sample response received when listing mail settings.

For details of the meta object, see Message format on page 9.
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"body": {
"admin_address"

"alerting_address":
"reporting_address":

.
.

"<admin-email>",

"sender_address": null,

"smtp_auth": {

"enabled": false

}s

"smtp_encryption": {

"<alerts-target-email>",
"<reports-target-email>",

"selection": "disabled"
})
"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"
}
¥
"key": "email",
"meta": {
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/email",
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/health_monitoring",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/disk_fillup_prevention",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top Contains the configuration options for e-mail.
level
element
(string)
admin_ string The e-mail address of the administrator of SPS.
address
alerting_ string The e-mail address where monitoring alerts are
address sent.
reporting string The e-mail address where traffic reports are
address sent.
sender_ string The address of the sender (SPS).
address
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Element Type Description
smtp_auth Top Configures authentication to the SMTP server.
level
item
enabled boolean Set to true to enable authenticating to the SMTP
server.
password  string References the password of the authenticating
user. You configure passwords at the
/api/configuration/passwords/ endpoint.
To modify or add a password, use the value of the
returned key as the value of the password
element, and remove any child elements
(including the key).
username  string The username for authenticating to the SMTP
server.
smtp_ Top Configuration settings for encrypting the commu-
encryption level nication between SPS and the SMTP server.
item
smtp_ Top Contains the address of the SMTP server.
server level
item
selection string Defines the address type (IP or domain name).
Possible values are:
e« fqdn
The SMTP server address is provided as a
fully qualified domain name.
° ip
The SMTP server address is provided as an
IP address.
value string The address of the SMTP server.
Elements of smtp_ Type Description
encryption
client_ Top Configures authenticating as a client with an
authentication level X.5009 certificate.
item Can only be enabled if the value of the selection
element is set to starttls.
enabled boolean Set to true to enable authenticating as a client
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with an X.509 certificate.

SPS 6.0 REST API Reference Guide
116

Basic settings



Elements of smtp_ Type
encryption

Description

X509
identity
selection string
server_ Top
certificate_ level
check item
enabled boolean
server_ string
certificate_
ca

Examples:

Enable authentication to the SMTP server.

Can only be enabled if the value of the selection
element of snmp_encryption is set to starttls.

References the identifier of the authenticating
client's X.509 certificate. You can configure
certificates at the /api/configuration/x509/
endpoint.

To modify or add an X.509 certificate, use the
value of the returned key as the value of the
x509_identity element, and remove any child
elements (including the key). For details, see
Certificates stored on SPS on page 213.

Configures encrypted communication with the
SMTP server. The following values are possible:

e disabled
Disables e-mail encryption.
o starttls
Enables STARTTLS encryption.

Configuration settings for validating the SMTP
server's certificate.

Can only be enabled if the value of the selection
element is set to starttls.

Set to true to enable validating the SMTP
server's certificate.

Can only be enabled if the value of the selection
element of snmp_encryption is set to starttls.

The CA certificate of the Certificate Authority.

{
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",

"sender_address": null,
"smtp_auth": {
"enabled": true,
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"password": {

}s

"key": "aec663b5-f5bd-4c93-bb51-36fea3328e58",
"meta": {

"href": "/api/configuration/passwords/aec663b5-f5bd-4c93-bb51-36fea3328e58"
}

"username": "<smtp-username>"

}s

"smtp_encryption": {
"selection": "disabled"

}s

"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"

}
}

Configure STARTTLS encryption without certificate checks.

{
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",
"sender_address": null,
"smtp_auth": {
"enabled": true,
"password": {
"key": "0210848a-b301-47d5-9023-779c5fe951f7",
"meta": {
"href": "/api/configuration/passwords/0210848a-b301-47d5-9023-
779c5fe951f7"
}
¥
"username": "<smtp-username>"
})
"smtp_encryption": {
"client_authentication": {
"enabled": false
1
"selection": "starttls",
"server_certificate check": {
"enabled": false
}
})
"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"
}
}
@)N EIDENTITY SPS 6.0 REST API Reference Guide 118

Basic settings



Configure STARTTLS encryption with server certificate check, and authenticate as client
with an X.509 certificate.

{
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",

"sender_address": null,
"smtp_auth": {
"enabled": true,
"password": {
"key": "37716c4f-759d-4900-9740-e222211498cf",
"meta": {
"href": "/api/configuration/passwords/37716c4f-759d-4900-9740-
€a22211498cf"

}
1
"username": "<smtp-username>"
})
"smtp_encryption": {
"client_authentication": {
"enabled": true,
"x509_identity": {
"key": "c3a23e32-d75b-46le-afc0-14d1f6692879",
"meta": {
"href": "/api/configuration/x509/c3a23e32-d75b-461e-afcO-
14d1f6692879"

}
}
}s

"selection": "starttls",
"server_certificate check": {
"enabled": true,
"server_certificate ca": "<ca-cert>"
}
})
"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"

CA certificates

CA certificates must not contain any metadata. SPS uses only the key part of the
certificate.

To use a certificate with the SPS API, remove all metadata, and substitute line
breaks with \n.

The following is an example certificate, as used on the SPS web interface:
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©ONE IDENTITY 119

Basic settings



MIIDNDCCA0QCCQDc5360b5tPQTANBgkqhkiGOwOBAQUFADCB]zELMAKGATUEBhMC
QOEXEDAOBgNVBAgTBO9uUdGFyalW8xEDAOBgNVBACTB1RvcmOudG8XEDAOBENVBAOT
BOJhbGFiaXQxF jAUBgNVBASTDURVY3VtZW50YXRpb24xEDAOBgNVBAMTB2JhbGF i
aXQxIDAeBgkghkiGOweBCQEWEWNhdGFpbEBiYWxhYm1@Lmh1MB4XDTE2MDQyM]E2
MDAyN1oXDTE3MDQyMjE2MDAYNlowgY8xCzAIBgNVBAYTAKNBMRAWDEYDVQQIEwdP
bnRhcm1vMRAWDgYDVQQHEwdUb3JvbnRvMRAWDEYDVQQKEWACYWXxhYm1OMRYwWFAYD
VQQLEw1Eb2N1bWVudGF@aWOuMRAWDEYDVQQDEwdiYWxhYm1OMSAwHEYIKoZIhveN
AQKkBFhFjYXRhaWxAYmFsYWJpdC50dTCCASIwDQYJKoZIhvcNAQEBBQADEEEPADCC
AQoCggEBA0Ga9I2jmV1VAVWEI/Wy7ahTeyaIljK52FQUXqxG8ok0SD+nV74ZFUuiS
59X+20w1aDqVGrDMgPNhSVpYXUvVDUAUOIL JW4ArAIoxDY6vDU9/4v9dDiQfEPlauw
OgNRjPS1MLZzjSOQDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc
3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDOY5N1dzKody7Hncs
X5kVIve+Z6bBHfg/7wHWYsJIdwNuLreBy TOvVPMEWdA83k3Fy2gYNk7RcOBbRFbQTX
hJVfUzSUWHVhFQtAb4diKU5vogqepfNMCAWEAATANBgkghk iGOwOBAQUFAAOCAQEA
R5DIWOHSEK0oGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqV4TdnNaD+FvP
AB1kgbmC4hJAsjMLU2blne6bm+SLmzhRuMxcA6Xx+fnYvcQT57IbRdq2E/40]Geyuy
0jQE+nmoVD31DytIOxCFQvZhl1tcbBES5hp5USme4PmNhY6QfUlg]jsFjPfoVG7XDB
uNaUoWS6RVZPmL5IuvFotqe96ES6DT]jC8rBfQYVSoVN]jPNUMXOC8xstRSEG70Jc
N5+4ImYnFNxSG20hZpFy@0FDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11/Fzo7mt
qYyyD11d890UEYZ+aJQd/A==

The same certificate, as accepted by the SPS API:

"certificate": "----- BEGIN CERTIFICATE-----
\NMIIDnDCCA0QCCQDc5360b5tPQTANBgkghkiGOWOBAQUFADCB]zELMAKGATUEBhMC\nQOEXEDAOBENVBAET
BO9udGFyaW8xEDAOBENVBACTB1RvcmOudG8XEDAOBENVBAOT\nBOJIhbGFiaXQxFjAUBgNVBASTDURVY3VtZW
S50YXRpb24XxXEDAOBgNVBAMTB2JhbGF i\naXQxIDAeBgkghkiGOwOBCQEWEWNhdGFpbEBiYWxhYm1OLmh1MB4X
DTE2MDQyM7j E2\nMDAYN1oXDTE3MDQyM7jE2MDAYN1owgY8xCzAIBgNVBAY TAKNBMRAWDEYDVQQIEwdP \nbnRh
cm1vMRAWDgYDVQQHEwdUb3JvbnRVMRAWDEYDVQQKEWdCYWxhYm1OMRYwFAYD\nVQQLEw1Eb2N1bWVudGFeaW
9uUMRAWDgEYDVQQDEwd1YWxhYm1eMSAwHgYIKoZIhvcN\nAQkBFhF jYXRhaWxAYmFsYWIpdC50dTCCASIwDQYJ
KoZIhvcNAQEBBQADggEPADCC\nAQoCggEBAOGa9I2imVIVAVWET /Wy7ahTeyaIjK52FQUXqxG8okOSD+nV74
ZFUuiS\n59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOIL JW4rAIoxDY6vDU9/4v9dDiQfEP1auw\n@gNRjPSIML
zjSO0QDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc\n3mV2zkvtD61CXzbezAVdArD16Wny
sRyzxyH8WEhFwZepWxFD9Y5N1dzKody7Hncs\nX5kVIvO+Z6bBHfg/7wHWysJdwNuLreBy TOVPMEWdA83k3F
y2gYNk7RcOBbRFbQTX\nhJVFUzSUWNHVhFQtAb4diKU5voqepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA
\NR5DIWOHSEK0oGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqV4TdnNaD+FvP\nAB1kgbmC4hJAsjML
U2blnebm+SLmzhRuMxcA6x+fnYvcQT57IbRdq2E/40JGeyuy\n@jQE+nmoVD31DytIOXCFQvZhlltcbBEShp
S5USme4PmNhY6QfUlgjsFjPfoVG7XDB\nuNaUoWS6RVZPmL5IuvFOtqe96ESEDTjC8rBfQYVSoVN]jPnUMxOC
8xstRSEG70Jc\nN5+4ImYnFNxSG20hZpFy@OFDf2g7Fx+W50/NtXamUF1S{f8W1PZc@30V11l/Fzo7mt\nqYyy
D11d890UEYZ+aJQd/A==\n----- END CERTIFICATE----- \n"

Modify mail settings

To modify mail settings, you have to:
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1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/email endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Health monitoring

Configuration settings for monitoring the utilization of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/health_monitoring
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Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists health monitoring settings.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/health_monitoring

Response

The following is a sample response received when listing health monitoring settings.
For details of the meta object, see Message format on page 9.

{
"body": {
"maximum_disk utilization_ratio": 80,
"maximum_loadl": null,
"maximum_load15": null,
"maximum_load5": null,
"maximum_swap_utilization_ratio": 70
1
"key": "health_monitoring",
"meta": {
"first": "/api/configuration/management/certificates",
"href": "/api/configuration/management/health_monitoring",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/snmp",
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"parent": "/api/configuration/management",

"previous": "/api/configuration/management/email",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of
the endpoint.
body Top level element Contains health monitoring settings.
(string)
maximum_disk_ int The highest allowed value for disk
utilization ratio utilization (in %).
maximum_load1 int Average maximum for load for 1
minute.
maximum_load15 int Average maximum load for 15
minutes.
maximum_load5 int Average maximum load for 5
minutes.
maximum_swap_ int The highest allowed value for swap

utilization_ratio

Modify health monitoring settings

To modify health monitoring settings, you have to:

1. Open a transaction.

utilization (in %).

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/health_monitoring endpoint.You can find a
detailed description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has

failed.

404 NotFound The requested object does not exist.

SNMP settings

Contains the configuration endpoints for SNMP settings.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/snmp

Cookies

Cookie Description Required Values

name

session_ Contains the Required
id authentication

token of the

user

©NE IDENTITY

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).
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Sample request

The following command lists the endpoints for SNMP configuration settings.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/management/snmp

Response

The following is a sample response received when listing SNMP configuration endpoints.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "trap",
"meta": {
"href": "/api/configuration/management/snmp/trap"
}
}
])
"meta": {
"first": "/api/configuration/management/certificates",
"href": "/api/configuration/management/snmp",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/soap",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/health_monitoring",
"transaction”: "/api/transaction”
}
}
Element Description
trap Configuration settings for SNMP traps.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.
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Code Description Notes

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

SNMP traps

Configuration settings for the address and protocol of the SNMP server.

URL
GET https://<IP-address-of-SPS>/api/configuration/management/snmp/trap
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user al1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration of the SNMP server.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/snmp/trap

Response

The following is a sample response received when listing the address and protocol settings
of the SNMP server.

For details of the meta object, see Message format on page 9.
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"body": {
"enabled": true,
"version": {
"selection": "2c",
"value": {

"community": "public",

"server": {
"selection":

"ip")

"value": "10.20.30.40"

¥
s
"key": "trap",
"meta": {

"first": "/api/configuration/management/snmp/trap",
"href": "/api/configuration/management/snmp/trap",
"last": "/api/configuration/management/snmp/trap",

"next": null,

"parent”: "/api/configuration/management/snmp",

"previous": null,

"transaction": "/api/transaction"

Element Type

Description

key string

body Top level
element (string)

enabled boolean

version Top level item

Elements of version

Top level element, contains the ID of the endpoint.

Contains the address and protocol settings of the SNMP
server.

Set to true to send alerts to an SNMP server.

Contains the configuration settings for the server
address, and the SNMP protocol.

Type Description

selection

©NE IDENTITY

string Defines the SNMP protocol to use. Possible
values are:

o 2C

Configures version 2c of the SNMP
protocol.

e 3
Configures version 3 of the SNMP
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Elements of version

Type

Description

value

auth_method

auth_
password

community

encryption_

method

©ONE IDENTITY

Top
level
item

string

string

string

string

protocol.

Contains the SNMP server address, and the
protocol-specific settings.

Required parameter when using SNMP
version 3. Configures encrypted
communication with the SNMP server.
Possible values are:

o md5: Use MD5 encryption. The auth_
password element must reference a
valid password.

o shal: Use SHA1 encryption. The auth_
password element must reference a
valid password.

Required parameter when using SNMP
version 3. References the password used for
authenticating to the SNMP server. You can
create passwords at the
/api/configuration/passwords/ endpoint.

To modify or add a password, use the value
of the returned key as the value of the
password element, and remove any child
elements (including the key).

The referenced password must be at least 8
characters long, and can contain letters (a-z,
A-Z), numbers (0-9) the special characters
(1"#8%&" ()*+,;<=8@[\]1* {|}_./:?-) and the
space character.

Must be used if version 2c of the SNMP
protocol is configured.

The name of the SNMP community.

Must be used if version 3 of the SNMP
protocol is configured.

Configures encrypted communication with the
SNMP server. Possible values are:

« none: No encryption. The value of the
encryption_password element must also
be set to null.

« aes: AES encryption. The encryption_
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Elements of version Type Description

password element must reference a
valid password.

o des: DES encryption. The encryption_
password element must reference a
valid password.

encryption_ string Must be used if version 3 of the SNMP
password protocol is configured.

Set to null if the value of the encryption_
method is set to none.

References the password used for encrypting
the communication with the SNMP server.
You can create passwords at the
/api/configuration/passwords/ endpoint.

To modify or add a password, use the value
of the returned key as the value of the x509_
identity element, and remove any child
elements (including the key).

The referenced password must be at least 8
characters long, and can contain letters (a-z,
A-Z), numbers (0-9) the special characters
(1" #8%&" () *+, ;<=8@[\]~ {|}_./:?-) and the
space character.

engine_id string Must be used if version 3 of the SNMP
protocol is configured.

The Engine ID. Must be a a hexadecimal
number at least 10 digits long (for example,

0x0123456789ABCDEF).
server top Contains the IP address of FQDN of the SNMP
level server.

item

selection string Defines the address type (IP or domain
name). Possible values are:

e fqdn
The SNMP server address is provided
as a fully qualified domain name.

° 1p
The SNMP server address is provided
as an IP address.
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Elements of version Type Description

value string The address of the SNMP server.

username string Must be used if version 3 of the SNMP
protocol is configured.

The username for sending SNMP traps.

Examples:

Configure a server with the SNMP v2c protcol.

{

"enabled": true,
"version": {
"selection": "2c",
"value": {
"community": “public",
"server": {
"selection": "ip",
"value": "<server-ip>"

}

Configure a server with the SNMP v3 protocol, and MD5 authentication.

{

"enabled": true,
"version": {
"selection": "3",
"value": {
"auth_method": "md5",
"auth_password": {
"key": "d21f3675-8dff-43c5-2982-17839390a6b3",
"meta": {
"href": "/api/configuration/passwords/d21f3675-8dff-43c5-a982-
17839390a6b3"

¥
}s

"encryption_method": "none",
"encryption_password": null,
"engine_id": "<©x0123456789ABCDEF>",
"server": {

"selection": "ip",

"value": “"<server-ip>"
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}s

"username": "<username>"

Configure a server with the SNMP v3 protocol, SHA1 authentication, and AES-encrypted
communication.

"enabled": true,
"version": {
"selection": "3",
"value": {
"auth_method": "sha",
"auth_password": {
"key": "of5f646d-d6e7-4ada-bc66-ead670faff3f",
"meta": {
"href": "/api/configuration/passwords/@f5f646d-d6e7-4a4a-bc66-
ead670faff3f"
}
¥

"encryption_method": "aes",
"encryption_password": {
"key": "6237d67a-b6b4-49e0-bof6-6d68dof08cc3",
"meta": {
"href": "/api/configuration/passwords/6237d67a-b6b4-49e0-bof6-
6d68d0f08cc3"
}

1
"engine_id": "<©@x0123456789ABCDEF>",

"server": {
"selection": "ip",
"value": "<server-ip>"

}s

"username": "<username>"

Modify SNMP trap settings

To modify the address and protocol settings for the SNMP server, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Modify the JSON object of the SNMP trap endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/snmp/trap endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Local services: access for SNMP agents

External SNMP agents can query the basic status information of SPS. On this endpoint you
can configure on which interfaces can the users access SPS, and optionally restrict the
access to these interfaces, and configure authentication and encryption settings.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/snmp_agent
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Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local
services/snmp_agent

Response

The following is a sample response received when listing the configuration options.
For details of the meta object, see Message format on page 9.

{
"body": {
"access_restriction": {
"enabled": false
}J
"enabled": true,
"listen": [
{
"address": {
"key": "nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
"href":

"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/addresses/
1II

}
}s
"port": 161
}
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"system contact": "mycontact",
"system description": "mydescription",
"system location": "mylocation",
"version_2c": {
"community": "mycommunity",
"enabled": true
¥
"version 3": {
"enabled": true,
"users": [
{
"auth_method": "sha",
"auth_password": {
"key": "5476940c-ba38-4002-96d4-cb09d6921c68",
"meta": {
"href": "/api/configuration/passwords/5476940c-ba38-
4002-96d4-cb09d6921c68"

}s

"encryption_method": "aes",
"encryption_password": {
"key": "99782a91-63de-4a5c-82ff-b82273894dc7",
"meta": {
"href": "/api/configuration/passwords/99782a91-63de-
4a5c-82ff-b82273894dc7"

}
}J
"username": "myusername"
}
]
}
1
"key": "snmp_agent",
"meta": {
"first": "/api/configuration/local services/admin_web",
"href": "/api/configuration/local_services/snmp_agent",
"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/ssh",
"parent": "/api/configuration/local_services",
"previous": "/api/configuration/local_services/postgresql”,
"transaction": "/api/transaction"
}
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Element

Description

Typ-
e
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top Contains the configuration options of the SNMP agent.
dy level
elem-
ent
(stri-
ng)
access_ JSO Enables and configures limitations on the clients that can
restric N access the web interface, based on the IP address of the
tion obje clients.
ct
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean addresses.
enabled bool- Enables the SNMP server. If this option is set to False, SPS
ean ignores every other option of this endpoint.
listen list Selects the network interface, IP address, and port where the
clients can access the web interface.
addre JSO- A reference to a configured network interface and IP address
ss N where this local service accepts connections. For example, if
obje- querying the interface
ct /api/configuration/network/nics/nicl#interfaces/ff75740257

©ONE IDENTITY

54b3df1647001/addresses/ returns the following response:

{
"body": {
"interfaces": {
"@order": [
"f£7574025754b3df1647001"
1,

"f££7574025754b3df1647001" : {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
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Element Description

Typ-
3

}s

"name": "default",
"vlantag": ©
}
}J

"name": "etho",
"speed": "auto"

}s

"key": "nicl",

"meta": {
"first":

"/api/configuration/network/nics/nicl"”,

"href": "/api/configuration/network/nics/nic1",
"last": "/api/configuration/network/nics/nic3",
"next": "/api/configuration/network/nics/nic2",
"parent": "/api/configuration/network/nics",
"previous": null,
"transaction": "/api/transaction"

}

}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1"

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {
Ilkeyll :
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
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Element

Description

Typ-
3

port

system_
contact

system_
descrip
tion

system_
descrip
tion

versio
n_2c

commu
nity

enabl
ed

versio
n_3
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"href":
"/api/configuration/network/nics/nicl#interfaces/f{7574
025754b3df1647001/addresses/1"

}
}J

integ- The port number where this local service accepts
er connections.

strin- Optional. For example, it can contain the contact information
g of the SPS administrator.

strin- Optional. For example, it can contain information of the SPS
g host.

strin- Optional. For example, it can contain the location of the SPS
g appliance.

JSO- Enables and configures SNMP queries using the SNMP v2c

N protocol. You can have both the SNMP v2c and v3 protocols
obje- enabled at the same time. For example:
ct

"version_2c": {
"community": "mycommunity",
"enabled": true

}s

strin- Optional. Specifies the community to use.
g

bool- Optional. Enables SNMP queries using the SNMP v2c protocol.
ean

JSO- Enables and configures SNMP queries using the SNMP v3

N protocol. You can have both the SNMP v2c and v3 protocols
obje- enabled at the same time. You must configure an
ct authentication method and a password, encryption is

optional. For example:

"version 3": {
"enabled": true,
"users": [
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Element

Description

Typ-
3

Elements of
version_3

"auth_method": "sha",
"auth_password": {
"key": "5476940c-ba38-4002-96d4-

cb09d6921c68",

"meta": {
"href":

"/api/configuration/passwords/5476940c-ba38-4002-96d4-
cb09d6921c68"

}
}s

"encryption_method": "aes",
"encryption_password": {
"key": "99782a91-63de-4a5c-82ff-

b82273894dc7",

"meta": {
"href":

"/api/configuration/passwords/99782a91-63de-4a5c-82ff-
b82273894dc7"

Type

}
}s

"username": "myusername"

Description

enabled
users

auth_method

auth_
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boolean
JSON

object

string

string

Optional. Enables SNMP queries using the SNMP v2c
protocol.

Contains the configuration parameters for the SNMP v3

protocol.

Required parameter when using SNMP version 3.
Configures encrypted communication with the SNMP
server. Possible values are:

o md5: Use MD5 encryption. The auth_password
element must reference a valid password.

o shal: Use SHA1 encryption. The auth_password
element must reference a valid password.

Required parameter when using SNMP version 3.
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Elements of Type Description
version_3

password References the password used for authenticating to the
SNMP server. You can create passwords at the
/api/configuration/passwords/ endpoint.

To modify or add a password, use the value of the
returned key as the value of the x509_identity element,
and remove any child elements (including the key).

The referenced password must be at least 8 characters
long, and can contain letters (a-z, A-Z), numbers (0-9)
the special characters (!"#$%&' ()*+, ;<=8@[\]""
{|}_./:?-) and the space character.

encryption_ string Configures encrypted communication with the SNMP
method server. Possible values are:

« none: No encryption. The value of the encryption_
password element must also be set to null.

o aes: AES encryption. The encryption_password
element must reference a valid password.

o des: DES encryption. The encryption_password
element must reference a valid password.

encryption_ string Set to null if the value of the encryption_method is set to
password none.

References the password used for encrypting the
communication with the SNMP server. You can create
passwords at the /api/configuration/passwords/
endpoint.

To modify or add a password, use the value of the
returned key as the value of the x509_identity element,
and remove any child elements (including the key).

The referenced password must be at least 8 characters
long, and can contain letters (a-z, A-Z), humbers (0-9)
the special characters (!"#$%&' ()*+, ;<=R@[\]""
{|}_./:?-) and the space character.

username string The username for sending SNMP traps.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.
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Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

404 NotFound

The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

Alerting

Authenticating the user with the given credentials has
failed.

The requested object does not exist.

Contains the endpoints for configuring alerting on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting

Cookies

Cookie
name

Description Required Values

session_
id

Contains the Required
authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists alerting configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/alerting
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SPS 6.0 REST API Reference Guide
140

Basic settings



Response

The following is a sample response received when listing alerting configuration endpoints.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "system alerts",
"meta": {
"href": "/api/configuration/alerting/system alerts"
}
3
{
"key": "traffic_alerts",
"meta": {
"href": "/api/configuration/alerting/traffic_alerts"
}
}
1,
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/alerting",
"last": "/api/configuration/x509",
"next": "/api/configuration/datetime",
"parent": "/api/configuration",
"previous": "/api/configuration/aaa",
"transaction": "/api/transaction"
}
}
Element Description
system_alerts Configuration options for system-related alerts.
traffic_alerts Configuration options for traffic-related alerts.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

401 Unauthenticated
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The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
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Code Description Notes

401 AuthenticationFailure

404 NotFound

retrieved.

failed.

System alerts

Authenticating the user with the given credentials has

The requested object does not exist.

Configuration options for sending system-related alerts.

E-mail alerts, when enabled, are sent to the e-mail address configured in the alerting_
address element of the /api/configuration/management/email endoint.

SNMP alerts, when enabled, are sent to the SNMP server configured at the
/api/configuration/management/snmp/trap endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting/system alerts

Cookies

Cookie
name

Description Required

Values

session_
id

Contains the Required
authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists configuration options for system-related alerts.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/alerting/system_alerts
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Response

The following is a sample response received when listing configuration options for system-
related alerts.

For details of the meta object, see Message format on page 9.

{

"body": {

"xcbAlert": {
"email": false,
"snmp": false

}s

"xcbArchiveFailed": {

"email": false,
"snmp": false

}s

"xcbBackupFailed": {

"email": false,
"snmp": false

}s

"xcbBruteForceAttempt"”: {

"email": false,
"snmp": false

}s

"xcbConfigChange":

"email": false,
"snmp": false
¥

"xcbDBError": {
"email": false,
"snmp": false

})

"xcbDiskFull™: {
"email": false,
"snmp": false

¥

"xcbError": {
"email": false,
"snmp": false

}s

"xcbFirmwareTainted": {

"email": false,
"snmp": false
¥
"XcbHWError": {
"email": false,
"snmp": false

}s

"xcbHaNodeChanged": {
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"email": false,
"snmp": false

¥

"xcbLicenseAlmostExpired": {
"email": false,
"snmp": false

¥

"xcbLimitReached": {
"email": false,
"snmp": false

¥

"xcbLoadAvgHigh": {
"email": false,
"snmp": false

¥

"xcbLogin": {
"email": false,
"snmp": false

¥

"xcbLoginFailure": {
"email": false,
"snmp": false

¥

"xcbLogout": {
"email": false,
"snmp": false

¥

"xcbRaidStatus": {
"email": false,
"snmp": false

¥

"xcbSwapFull™: {
"email": false,
"snmp": false

¥

"xcbTimeSyncLost": {
"email": false,
"snmp": false

¥

"xcbTimestampError": {
"email": false,
"snmp": false

}

¥

"key": "system_alerts",

"meta": {
"first": "/api/configuration/alerting/system_alerts",
"href": "/api/configuration/alerting/system_alerts",
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"last": "/api/configuration/alerting/traffic_alerts",

"next": "/api/configuration/alerting/traffic_alerts",
"parent": "/api/configuration/alerting",
"previous”: null,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
bod Top Contains the configuration options for
y level system-related alerts.
elemen-
t
(string)
xcbAlert Top General alert.
level
item
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbArchiveFailed Top Data archiving failure.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbBackupFailed Top Data and configuration backup failure.
level
item
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbBruteForceAttempt Top Too many successive failed login
level attempts.
item
emai boolean Setto true to enable e-mail alerts.
1
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Element Type Description
snmp boolean Set to true to enable SNMP alerts.
xcbConfigChange Top Configuration change.
level
item
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbDBError Top Database error occured.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbDiskFull Top Disk utilization reached the percentage
level configured in the maximum_disk_
item utilization_ratio element of the api/con-
figuration/management/monitoring
endpoint.
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Setto true to enable SNMP alerts.
xcbError Top General error.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbFirmwareTainted Top The firmware is tainted.
level
item
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Setto true to enable SNMP alerts.
XcbHWError Top Hardware error.
level
item
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Element Type Description
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbHaNodeChanged Top HA node state changed.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbLicenseAlmostExpire Top License expires soon.
d level
item
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbLimitReached Top License limit reached.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbLoadAvgHigh Top The average load exceeded any of the
level values configured in the maximum_loadl,
item maximum_load5 or maximum_loadl15 elements
of the api/con-
figuration/management/monitoring
endpoint.
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbLogin Top Successful login.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
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Element Type Description
xcbLoginFailure Top Failed login.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbLogout Top Logout from the web configuration
level interface.
item
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbRaidStatus Top RAID status changed.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbSwapFull Top The utilization of the swap exceeded the
level value configured in the maximum_swap_
item utilization_ratio element of the api/con-
figuration/management/monitoring
endpoint.
emai boolean Set to true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbTimeSynclLost Top Time sync lost.
level
item
emai boolean Setto true to enable e-mail alerts.
1
snmp boolean Set to true to enable SNMP alerts.
xcbTimestampError Top Time stamping error.
level
item
emai boolean Set to true to enable e-mail alerts.
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Element Type Description

1

snmp boolean Set to true to enable SNMP alerts.

Modify a system-related alert

To enable or disable an alert, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/alerting/system_alerts endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Traffic alerts

Configuration options for sending traffic-related alerts.
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E-mail alerts, when enabled, are sent to the e-mail address configured in the alerting_
address element of the /api/configuration/management/email endoint.

SNMP alerts, when enabled, are sent to the SNMP server configured at the
/api/configuration/management/snmp/trap endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting/traffic_alerts

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration options for traffic-related alerts..

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/alerting/traffic_alerts

Response

The following is a sample response received when listing the configuration options for
traffic-related alerts.

For details of the meta object, see Message format on page 9.

{
"body": {
"scbAuthFailure": {
"email": false,
"snmp": false

}s
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"scbAuthSuccess": {
"email": false,
"snmp": false

}J

"scbChannelDenied": {
"email": false,
"snmp": false

¥

"scbConnectionDenied": {
"email": false,
"snmp": false

}J

"scbConnectionFailed": {
"email": false,
"snmp": false

¥

"scbConnectionTimedout": {
"email": false,
"snmp": false

}J

"scbCredStoreClosed™: {
"email": false,
"snmp": false

¥

"scbCredStoreDecryptError™: {
"email": false,
"snmp": false

}J

"scbCredStoreUnlockFailure™: {
"email": false,
"snmp": false

¥

"scbGWAuthFailure": {
"email": false,
"snmp": false

}J

"scbGWAuthSuccess": {
"email": false,
"snmp": false

¥

"scbProtocolViolation": {
"email": false,
"snmp": false

}J

"scbRealTimeAlert": {
"email": false,
"snmp": false

}s
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"scbSshHostKeyLearned": {
"email": false,
"snmp": false
}J
"scbSshHostKeyMismatch": {
"email": false,
"snmp": false
¥
"scbUserMappingFailure": {
"email": false,
"snmp": false

}
¥
"key": "traffic_alerts",
"meta": {
"first": "/api/configuration/alerting/system_alerts",
"href": "/api/configuration/alerting/traffic_alerts",
"last": "/api/configuration/alerting/traffic_alerts",
"next": null,
"parent": "/api/configuration/alerting",
"previous": "/api/configuration/alerting/system alerts",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the
ID of the endpoint.
body Top level Contains the configuration
element options for traffic-related alerts.
(string)
scbAuthFailure Top level User authentication failed.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbAuthSuccess Top level Successful user authentication.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
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Element Type Description

scbChannelDenied Top level Channel opening denied.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbConnectionDenied Top level Connection denied.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbConnectionFailed Top level Connection to the server failed.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbConnectionTimedout Top level Connection timed out.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbCredStoreClosed Top level The requested credential store
item is closed.
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbCredStoreDecryptError Top level Failure to decrypt a credential.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
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Element Type Description
scbCredStoreUnlockFailure Top level Failure to unlock the credential
item store.
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbGWAuthFailure Top level The user failed to authenticate
item on the gateway.
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbGWAuthSuccess Top level Successful authentication on the
item gateway.
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbProtocolviolation Top level Protocol violation.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbRealTimeAlert Top level Real-time audit event detected.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
alerts.
scbSshHostKeylLearned Top level New SSH hostkey learned.
item
email boolean Set to true to enable e-mail
alerts.
snmp  boolean Set to true to enable SNMP
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Element Type Description
scbSshHostKeyMismatch Top level SSH host key mismatch.
item
email boolean Set to true to enable e-mail

scbUserMappingFailure

snmp  boolean

Top level
item

email boolean

snmp  boolean

Modify a traffic-related alert

To enable or disable an alert, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

alerts.

Set to true to enable SNMP
alerts.

User mapping failed on the
gateway.

Set to true to enable e-mail
alerts.

Set to true to enable SNMP
alerts.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/alerting/traffic_alerts endpoint. You can find a detailed
description of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

201 Created
401 Unauthenticated
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The new resource was successfully created.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
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Code Description Notes

that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.
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User management and access

control

User management and access control

The AAA endpoint contains the configuration endpoints for the authentication,
authorization, and account (AAA) settings of the users who access SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/

Cookies
Cookie Description Required Values
name
session_ Contains the Required The value of the session ID cookie received from
id authentication the REST server in the authentication response, for

token of the
user

Sample request

example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists the AAA configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/
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Response

The following is a sample response received when listing AAA configuration endpoints.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "acls",
"meta": {
"href": "/api/configuration/aaa/acls"

"key": "local database",
"meta": {
"href": "/api/configuration/aaa/local_database'

"key": "settings",
"meta": {
"href": "/api/configuration/aaa/settings™

}

1,

"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/aaa",
"last": "/api/configuration/x509",
"next": "/api/configuration/alerting",
"parent": "/api/configuration",
"previous": null,
"transaction": "/api/transaction"

Element Description

acls Access control settings for usergroups.

local_database Local users and usergroups.

settings Authentication and user database settings.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete

list of error codes, see Application level error codes on page 36.
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Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Authentication and user database
settings

Contains settings for authenticating to SPS. You can create a user database locally on SPS,
or connect to an LDAP server to authenticate users. You can configure authentication with
passwords, X.509 certificates, or against a RADIUS server.

URL
GET https://<IP-address-of-SPS>/api/configuration/aaa/settings
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the authentication and user database settings.
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curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/settings

Response

The following is a sample response received when listing authentication and user
database settings.

For details of the meta object, see Message format on page 9.

{
"key": "settings",
"body": {
"method": {
"selection": "x509",

"admin_fallback": true,
"trusted ca": {
"key": "18610698755c8de61207a7",
"meta": {"href": "/api/configuration/policies/trusted ca_
1ists/18610698755c8de61207a7" }

s
"username_attribute": "commonName"
3
"backend": {
"selection": "ldap",
"schema": {
"selection": "ad",
"membership_check": {
"enabled": true,
"nested_groups": false
3
"memberof_check": {
"enabled": true,
"memberof_user_attribute": "memberOf"
3s
"user_dn_in_groups": []
s
"servers": [
{
"host": {
"selection": "ip",
"value": "10.110.0.1"
s
"port": 389
}s
{
"host": {
"selection": "fqdn",
"value": "my.example"

@)N EIDENTITY SPS 6.0 REST API Reference Guide

User management and access control

160



1
"port": 389
}
] B
"user_base_dn": "ou=People,dc=example",
"group_base_dn": "ou=Groups,dc=example",
"bind_dn": "cn=admin,dc=example",
"bind_password": {
"key" XXX = XXX = XXXX = XXXX = XXXXXXXXXXXX "
"meta": {"href": "/api/configuration/passwords#XXXXXXXX-XXXX-XXXX-
XXX = XOKXXXXXXXX ™ }
}J
"encryption”: {
"selection": "starttls",
"server_certificate_check": {
"enabled": false
1
"client authentication": {
"enabled": true,
"x509_identity": {
"key" XXX = XXX = XXXX = XXXX = XXXXXXXXXXXX "
"meta": {"href": "/api/configuration/x509/XXXXXXXX-XXXX-
XXX = XXX = XHXXKXXXXXXX ™ }

}
}
}
¥
"require_commitlog": true
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the authentication settings.
element
(string)
backend Top level item  Settings for the user database (local or LDAP), and
password policy.
method Top level item  Settings for the authentication method (password,
RADIUS server, or X.509 certificate).
require_ boolean Set to true to request the user to write an explanation
commitlog to every configuration change.
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Elements of backend Type Description

selection string Defines the user database back-
end. Possible values are:

e ldap

Use an LDAP server (AD or
POSIX) for authentication.

e local

Use a local user database for
authentication.

cracklib_ boolean Password setting. Set to false if a

enabled RADIUS server or X.509 certificate
is used for authentication. Must be
used if the value of the selection
element is set to local.

Set to true to test the strength of
user passwords with simple
dictionary attacks before they are
committed.

O [ NOTE:

The strength of the password
is determined by its entropy:
the variety of numbers,
letters, capital letters, and
special characters used, not
only by its length.

To execute some simple
dictionary-based attacks to
find weak passwords, set
Cracklib (eg. dictionary)
check on password to

Enabled.
expiration_ int Password setting. Setto o if a
days RADIUS server or X.509 certificate

is used for authentication. Must be
used if the value of the selection
element is set to local.

Configures the number of days the
user passwords are considered
valid. Expired passwords must be
changed upon login.

The @ value means the passwords

©NE IDENTITY SPS 6.0 REST API Reference Guide |

User management and access control



Elements of backend

Type

Description

minimum_
password_
strength

remember_
previous_
passwords

user_base_
dn
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string

int

string

do not expire. The highest value
you can configure is 365.

Password setting. Set to disabled
if a RADIUS server or X.509
certificate is used for
authentication. Must be used if the
value of the selection elementis
set to local.

Configures the required password
strength for new passwords.
Possible values are:

e disabled
Any password is accepted.
e good
Weak passwords are not
accepted.
o strong

Only strong passwords are
accepted.

Password setting. Setto o if a
RADIUS server or X.509 certificate
is used for authentication. Must be
used if the value of the selection
element is set to local.

Configures the number of previous
passwords to retain to prevent
password reuse.

The @ value means passwords can
be reused.

Must be used if the value of the
selection element is set to 1dap.

Name of the DN to be used as the
base of queries regarding users.
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Elements of backend

Type Description

group_base_
dn
bind_dn
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O [ NOTE:

You must fill in this field. It is
OK to use the same value for
user_base_dn and group_base_
dn.

However, note that
specifying a sufficiently
narrow base for the LDAP
subtrees where users and
groups are stored can speed
up LDAP operations.

string Must be used if the value of the
selection element is set to 1dap.

Name of the DN to be used as the
base of queries regarding groups.

O [ NOTE:

You must fill in this field. Itis
OK to use the same value for
user_base_dn and group_base_
dn.

However, note that
specifying a sufficiently
narrow base for the LDAP
subtrees where users and
groups are stored can speed
up LDAP operations.

string The Distinguished Name that SPS
should use to bind to the LDAP
directory. Must be used if the
value of the selection element is
set to ldap.

O [ NOTE:

SPS accepts both pre-
win2000-style and Win2003-
style account names (User
Principal Names), for
example
administrator@example.com is
also accepted.
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Elements of backend Type

Description

bind_ string
password
encryption Top
level
item
selection string

©NE IDENTITY

Must be used if the value of the
selection element is set to 1dap.

References the password SPS uses
to authenticate on the server. You
can configure passwords at the
/api/configuration/passwords/
endpoint.

To modify or add a password, use
the value of the returned key as
the value of the password element,
and remove any child elements
(including the key).

O [ NOTE:

One Identity Safeguard for
Privileged Sessions (SPS)
accepts passwords that are
not longer than 150
characters. The following
special characters can be
used: !"#$%&'

O *+,-./:5<=>20[\]1*-"{ [}

Must be used if the value of the
selection element is set to 1dap.

Configuration settings for
encrypting the communication
between SPS and the LDAP server.

Defines the type of encryption SPS
uses to communicate with the
LDAP server. Possible values are:

e disabled

The communication is not
encrypted.

e ssl

If you set the address using
a domain name ("host": {
"selection": "fgdn"), and
you use a TLS-encrypted
with certificate verification
to connect to the LDAP
server, use the full domain
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Elements of backend Type

Description

client_ Top
authentication level
item
enabled boolean
X509 string
identity

©NE IDENTITY

name (for example
ldap.example.com), otherwise
the certificate verification
might fail. The name of the
LDAP server must appear in
the Common Name of the
certificate.

O | NOTE:

TLS-encrypted
connection to Microsoft
Active Directory is
supported only on
Windows 2003 Server
and newer platforms.
Windows 2000 Server
is not supported.

e starttls
Opportunistic TLS.

Must be used with the selection
child element.

Configures the X.509 certificate
SPS uses to authenticate on the
LDAP server.

Must be used with the client-
authentication parent element.

Set to true if the LDAP server
requires mutual authentication.

Must be used if the enabled
element is set to true.

References the identifier of the
X.509 certificate stored on SPS.
You can configure certificates at
the /api/configuration/x509/
endpoint.

To modify or add an X.509 host
certificate, use the value of the
returned key as the value of the
X509 _identity element, and
remove any child elements
(including the key).
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Elements of backend Type Description
server_ Top Must be used with the enabled child
certificate_ level element.
check item Configuration settings for verifying
the LDAP server's certificate.
enabled boolean Must be used with the server_
certificate_check parent element.
Set to true to verify the LDAP
server's certificate using the
certificate of a Certificate
Authority (CA).
server_ string Must be used if the enabled
certificate element is set to true.
ca The certificate of the CA.
schema Top Must be used if the value of the
level selection element is set to 1dap.
item Schema settings for AD and POSIX
servers.
selection string Configures which LDAP schema to
use: AD or POSIX. Possible values
are:
« ad: Microsoft Active
Directory server. For details
and examples, see Example:
Microsoft Active Directory
server.
o posix: The server uses the
POSIX LDAP scheme.
Must be used with the
member _uid attribute and
username_attribute
elements. For details and
examples, see Example:
POSIX LDAP server.
membership_ Top
check level
element
enabled boolean POSIX: Enables POSIX primary
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and supplementary group
membership checking.
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Elements of backend Type

Description

nested boolean
groups

member_uid_  string

attribute
memberof_check Top
level
element
enabled boolean
memberof_ string
user_
attribute
memberof_ string
group_
objectclass
username_ string

attribute
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AD: Enables Active Directory
specific non-primary group
membership checking.

Must be used if the selection
element is set to ad.

Enable nested groups allows AD
nested group support.

Must be used if the value of the
selection element is set to posix.

The POSIX group membership
attribute name is the name of the
attribute in a posixGroup group
object, which lists the plain
usernames that are members of
the group. These groups are
usually referred to as
supplementary groups of the
referred user. Can be null.

The Enable checking for group DNs
in user objects setting allows
checking a configurable attribute
in the user object. This attribute
contains a list of group DNs the
user is additionally a member of.
This user attribute is usually
memberOf.

To enable memberof_check, set it to
true.

Must be used if the memberof_check
is set it to true. The name of the
user attribute (for example,
memberOf) that contains the group
DNs.

Must be used if the value of the
selection element is set to posix.

The objectClass of the referred
groups that can be referred in the
memberof_user_attribute.

Must be used if the value of the
selection element is set to posix.
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Elements of backend Type Description
Username (user ID) attribute
name is the name of the attribute
in the user object, which contains
the user’s plain username.
user_dn_in_ Top Check the user DN in these groups
groups level is a list of additional group object
list classes and their respective
attributes where SPS will look for
member user DNs.
Add object_class / attribute pairs.
SPS will search for the user DN in
the group's attribute defined here.
For example:
"user_dn_in_groups": [
{
"object class":
"groupOfNames",
"attribute": "member"
¥
{
"object class":
"groupOfUniqueNames",
"attribute":
"uniqueMember"
}
]
object_class string Consider groups of this
objectClass.
attribute string Name of the group attribute which
contains the user DN.
servers Top Must be used if the value of the
level selection element is set to 1dap.
list Contains the addresses and ports
of the LDAP servers.
host Top Contains the address of the LDAP
level server.
item
selection string Defines the address type (IP or
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domain name). Possible values
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Elements of backend Type Description

are:
e fqdn

The LDAP server address is
provided as a fully qualified
domain name.

° 1p
The LDAP server address is
provided as an IP address.

value string The address of the LDAP server.

» If you set the address using
an IP address ("selection":
"ip"), use an IPv4 address.

« If you set the address using
a domain name ("host": {
"selection": "fqdn"), and
you use a TLS-encrypted
with certificate verification
to connect to the LDAP
server, use the full domain
name (for example
ldap.example.com), otherwise
the certificate verification
might fail. The name of the
LDAP server must appear in
the Common Name of the

certificate.
port int The port of the LDAP server.
Elements of method Type Description
selection string  Configures the authentication method.

Possible values are:

« passwd: Use passwords for
authentication.

« radius: Configure authentication
against a RADIUS server.
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Elements of method

Type

Description

servers

address

authentication_
protocol

selection

value
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Top
level
list

Top
level
item

Top
level
item

string

string

The challenge/response
authentication method
is currently not
supported. Other
authentication methods
(for example password,
SecurelID) should work.

o x509: Use X.509 certificates for
authentication.

RADIUS setting. Must be used if the
value of the selection element is set to
radius.

Contains the RADIUS server addresses
and port numbers, and references the
shared secrets.

RADIUS setting. Must be used if the
value of the selection element is set to
radius.

The address and port number of the
RADIUS server.

RADIUS setting. Set to pap to use the
Password Authentication Protocol. To
use the Challenge-Handshake

Authentication Protocol, set it to chap.

RADIUS setting. Must be used if the
value of the selection element is set to
radius.

Defines the address type (IP or domain
name). Possible values are:
e fqdn

The RADIUS server address is
provided as a fully qualified
domain name.

° ip
The RADIUS server address is
provided as an IP address.

RADIUS setting. Must be used if the
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Elements of method

Type

Description

port

shared_secret

admin_
fallback

dn

trusted_
ca
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int

string

boolean

string

string

value of the selection element is set to
radius.

The address of the RADIUS server.

RADIUS setting. Must be used if the
value of the selection element is set to
radius.

The port number of the RADIUS server.

RADIUS setting. Must be used if the
value of the selection element is set to
radius.

References the identifier of the shared
secret. You can view or modify the list
of shared secrets at the
/api/configuration/passwords/
endpoint.

To modify or add a shared secret, use
the value of the returned key as the
value of the shared_secret element,
and remove any child elements
(including the key).

X.509 setting. Must be used if the value
of the selection element is set to x5009.

Set to true to allow the admin user to
use password for login.

X.509 setting. Must be used if the value
of the selection element is set to x5009.

X.509 DN field name of the username
(case sensitive). In most cases, this
value is either CN or UID.

X.509 setting. Must be used if the value
of the selection element is set to x509.

References the identifier of the trusted
CA. You can view or modify the list of
trusted CAs at the
/api/configuration/policies/trusted_
ca_lists/ endpoint.

To modify or add a trusted CA, use the
value of the returned key as the value

of the trusted_ca element, and remove
any child elements (including the key).
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Example: Local user database with password authentication

This example configures a local user database with a password policy to authenticate
the users of SPS:

O | NOTE:

One Identity Safeguard for Privileged Sessions (SPS) accepts passwords that
are not longer than 150 characters. The following special characters can be
used: !"#$%&" ()*+,-./:;<=>?@[\]1*-"{|}

O | NOTE:

The strength of the password is determined by its entropy: the variety of
numbers, letters, capital letters, and special characters used, not only by its
length.

To execute some simple dictionary-based attacks to find weak passwords, set
Cracklib (eg. dictionary) check on password to Enabled.

O | NOTE:

Changes to the password policy do not affect existing passwords. However,
setting password expiry will require every user to change their passwords after
the expiry date, and the new passwords must comply with the strength
requirements set in the password policy.

{
"backend": {
"cracklib_enabled": false,
"expiration_days": 0,
"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local"
¥
"method": {
"selection": "passwd"
¥
"require_commitlog": false
}

Example: Local user database with RADIUS server

This example configures a local user database with a RADIUS server to authenticate
the users of SPS. Note that the password-related elements have to be disabled, as
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the RADIUS server determines the password policy.

A [ CAUTION:

The challenge/response authentication method is currently not
supported. Other authentication methods (for example password,
SecurelID) should work.

A | CAUTION:

After you commit this configuration, the SPS web interface will be
available only after successfully authenticating to the RADIUS
server. Note that the default adnin account of SPS will be able to
login normally, even if the RADIUS server is unaccessible.

{
"backend": {
"cracklib_enabled": false,
"expiration_days": 0,
"minimum_password_strength": "disabled",
"remember_previous_passwords": 0,
"selection": "local"
¥
"method": {
"selection": "radius",
"servers": [
{
"address": {
"selection": "ip",
"value": "<server-ip>"
3
"port": <port>,
"shared_secret": "<id-of-the-password>"
}
]
¥
"require_commitlog": false
¥

Example: Local user database with X.509 certificates

This example configures a local user database with X.509 certificates to authenticate
the users of SPS. Note that the password-related elements have to be disabled.
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"backend": {
"cracklib_enabled": false,
"expiration_days": 0,
"minimum_password_strength": "disabled",
"remember_previous_passwords": @,
"selection": "local"

})

"method": {
"admin_fallback": true,
"dn": "<CN>",
"selection": "x509",
"trusted_ca": "<id-of-the-trusted-ca>"

1

"require_commitlog": false

}
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Example: POSIX LDAP server

O | NOTE:

o The admin user is available by default and has all privileges. It is not
possible to delete this user.

o Enabling LDAP authentication automatically disables the access of every
local user except for admin. The admin user can login to SPS even if LDAP
authentication is used.

o SPS accepts both pre-win2000-style and Win2003-style account names
(User Principal Names). User Principal Names (UPNs) consist of a
username, the at (@) character, and a domain name, for example
administrator@example.com.

o For the username of SSH users, only valid UTF-8 strings are allowed.
« The following characters cannot be used in:

o usernames: /\[]:; |=+*2<>"

o group names: /\[]:;|=+*2<>"@,

« When using RADIUS authentication together with LDAP users, the users
are authenticated to the RADIUS server, only their group memberships
must be managed in LDAP. For details, see "Authenticating users to a
RADIUS server" in the Administration Guide.

o SPS treats user and group names in a case insensitive manner if the
matching rule for the attribute in question is case insensitive in the LDAP
database.

Nested groups can slow down the query and cause the connection to
timeout if the LDAP tree is very large. In this case, disable the
Enable nested groups option.

0 | NOTE:

You also have to configure the usergroups in SPS and possibly in your LDAP
database. For details on using usergroups, see "Using usergroups" in the
Administration Guide.

This example configures a POSIX LDAP server, communication between SPS and the
LDAP server is not encrypted. Note that for password authentication, the password-
related elements have to be omitted from the JSON, as the POSIX server determines
the password policy.
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"backend": {

"selection": "ldap",

"user_base_dn": "<base-dn>",

"group_base _dn": "<base-dn>",

"bind_dn": "<bind-dn>",

"bind_password": "<id-of-the-password>",

"schema": {
"selection": "posix",
"username_attribute": "<uid-attr>",

"membership_check": {
"enabled": true,
"member_uid_attribute": "<memberUid-attr>"
1
"memberof_check": {
"enabled": true,
"memberof_user_attribute": "<user-attr-of-group-dns>",

"memberof_group_objectclass": "<object-class-of-groups>"
¥
"user_dn_in_groups": []
¥
"servers": [
{
"host": {
"selection": "ip",
"value": "<ip-of-server>"
¥
"port": <port>
}
1,

"encryption”: {
"selection": "disabled"

}
1
"method": {

"selection": "passwd"
1

"require_commitlog": false
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Example: Microsoft Active Directory server

O | NOTE:

o The admin user is available by default and has all privileges. It is not
possible to delete this user.

o Enabling LDAP authentication automatically disables the access of every
local user except for admin. The admin user can login to SPS even if LDAP
authentication is used.

o SPS accepts both pre-win2000-style and Win2003-style account names
(User Principal Names). User Principal Names (UPNs) consist of a
username, the at (@) character, and a domain name, for example
administrator@example.com.

o For the username of SSH users, only valid UTF-8 strings are allowed.
« The following characters cannot be used in:

o usernames: /\[]:; |=+*2<>"

o group names: /\[]:;|=+*2<>"@,

« When using RADIUS authentication together with LDAP users, the users
are authenticated to the RADIUS server, only their group memberships
must be managed in LDAP. For details, see "Authenticating users to a
RADIUS server" in the Administration Guide.

o SPS treats user and group names in a case insensitive manner if the
matching rule for the attribute in question is case insensitive in the LDAP
database.

Nested groups can slow down the query and cause the connection to
timeout if the LDAP tree is very large. In this case, disable the
Enable nested groups option.

0 | NOTE:

You also have to configure the usergroups in SPS and possibly in your LDAP
database. For details on using usergroups, see "Using usergroups" in the
Administration Guide.

This example configures a Microsoft Active Directory server with mutual
authentication, and SPS verifies the certificate of the server. Note that for password
authentication, the password-related elements have to be omitted from the JSON, as
the AD server determines the password policy.

©NE IDENTITY SPS 6.0 REST API Reference Guide | _

User management and access control



https://support.oneidentity.com/technical-documents/safeguard-for-privileged-sessions/6.0.2/administration-guide/user-management-and-access-control/authenticating-users-to-a-radius-server/
https://support.oneidentity.com/technical-documents/safeguard-for-privileged-sessions/6.0.2/administration-guide/user-management-and-access-control/authenticating-users-to-a-radius-server/
https://support.oneidentity.com/technical-documents/safeguard-for-privileged-sessions/6.0.2/administration-guide/user-management-and-access-control/managing-user-rights-and-usergroups/using-usergroups/
https://support.oneidentity.com/technical-documents/safeguard-for-privileged-sessions/6.0.2/administration-guide/user-management-and-access-control/managing-user-rights-and-usergroups/using-usergroups/

"backend": {
"selection": "ldap",
"user_base_dn": "<base-dn>",
"group_base _dn": "<base-dn>",
"bind_dn": "<bind-dn>",
"bind_password": "<id-of-the-password>",
"schema": {

"selection": "ad",
"membership_check": {
"enabled": true,
"nested_groups": true
¥
"memberof_check": {
"enabled": true,
"memberof_user_attribute": "<user-attr-of-group-dns>"

¥
"user_dn_in_groups": []
¥
"servers": [
{
"host": {
"selection": "ip",
"value": "<ip-of-server>"
¥
"port": <port>
}
1B

"encryption": {
"selection": "starttls",
"server_certificate_check": {
"enabled": true,
"server_certificate ca": "<cert>"
}s
"client_authentication": {
"enabled": true,
"x509_identity": "<id-of-the-cert-and-key>"

}
}
})
"method": {
"selection": "passwd"
1
"require_commitlog": false
¥
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Modify the authentication and user database settings

To modify the authentication and user database settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/aaa/settings endpoint. You can find a detailed description of
the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Privileges of usergroups

This endpoint lists the usergroups configured on SPS, and the privileges (ACLs) of
each group.

Note that currently you cannot edit the privileges (ACLs) of the groups using the REST API.
If you change the privileges of a usergroup on the SPS web interface, the changes will
apply to the users when they authenticate again on SPS, the privileges of active sessions
are not affected.
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URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/acls

Cookies

Cookie Description Required
name

Values

session_ Contains the Required
id authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists the local users.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/acls

Response

The following is a sample response received when querying the endpoint.

For details of the meta object, see Message format on page 9.

{
"body": [
{
"group": "basic-view",
"objects": [
"/special/basic"
1,
"permission"”: "read"
b
{
"group": "basic-write",
"objects": [
"/special/basic"
1
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"permission": "write

¥
{
"group": "auth-view",
"objects": [
"/special/auth"
1B
"permission": "read"
s
{
"group": "auth-write",
"objects": [
"/special/auth”
1B
"permission”: "write"
¥
{
"group": "search",
"objects": [
"/special/searchmenu”
1,
"permission”: "read"
¥
{
"group": "changelog",
"objects": [
"/special/changelog"
1,
"permission”: "read"
¥
{
"group": "policies-view",
"objects": [
"/special/pol”
1
"permission”: "read"
¥
{
"group": "policies-write",
"objects": [
"/special/pol”
1B
"permission": "write"
¥
{
"group": "ssh-view",
"objects": [
"/special/ssh"
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15

"permission”: "read"
1
{
"group": "ssh-write",
"objects": [
"/special/ssh"
1
"permission”: "write"
}s
{
||gr‘oup|| : “r‘dp'vieW",
"objects": [
"/special/rdp"
1
"permission”: "read"
}s
{
"group": "rdp-write",
"objects": [
"/special/rdp"
1
"permission”: "write"
}s
{
"group": "telnet-view",
"objects": [
"/special/telnet"
1
"permission”: "read"
}s
{
"group": "telnet-write",
"objects": [
"/special/telnet"
1
"permission”: "write"
}s
{
"group": "vnc-view",
"objects": [
"/special/vnc"
1,
"permission”: "read"
}s
{
"group": "vnc-write",
"objects": [
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"/special/vnc"

1B
"permission": "write"
¥
{
"group": "indexing",
"objects": [
"/special/search/search",
"/special/bap"
1B
"permission": "write"
¥
{
"group": "ica-view",
"objects": [
"/special/ica"
1B
"permission": "read"
¥
{
"group": "ica-write",
"objects": [
"/special/ica"
1
"permission”: "write"
¥
{
Ilgr‘Oupll : llap]‘-llJ
"objects": [
"/special/rpcapi"
1B
"permission”: "write"
s
{
"group": "http-view",
"objects": [
"/special/http"
1B
"permission": "read"
¥
{
"group": "http-write",
"objects": [
"/special/http"
1,
"permission”: "write"
¥
{
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"group": "indexer-view",
"objects": [
"/special/indexer"

Is

"permission”: "read"

"group": "indexer-write",
"objects": [
"/special/indexer"
1
"permission”: "write"
})
])
"key": "acls",
"meta": {
"first": "/api/configuration/aaa/acls",
"href": "/api/configuration/aaa/acls",
"last": "/api/configuration/aaa/settings”,
"next": "/api/configuration/aaa/local_database",
"parent": "/api/configuration/aaa",
"previous": null,
"transaction": "/api/transaction"

Element Type Description

body Top level Contains the properties of the user.
element
(JSON object)

group string The name of the usergroup.
objects list The list of privileges that the group has access to.
permission read | write The type of the permission. The group needs write
access to configure an object, or to perform
certain actions.
Status and error codes
The following table lists the typical status and error codes for this request. For a complete

list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
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Code Description Notes

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Audit data access rules

This endpoint enables you to restrict the search and access privileges of usergroups to
audit data.

URL
GET https://<IP-address-of-SPS>/api/acl/audit_data
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the available audit data access rules.

curl --cookie cookies https://<IP-address-of-SPS>/api/acl/audit_data
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Response

The following is a sample response received when querying the endpoint.

For details of the meta object, see Message format on page 9.

{

"items": [

"key": "autogenerated-10211162955b9621d4eb244",
"meta": {
"href": "/api/acl/audit_data/autogenerated-
10211162955b9621d4eb244"

¥
}
1,
"meta": {
"href": "/api/acl/audit_data",
"parent": "/api/acl",
"remaining_seconds": 600,
"transaction": "/api/transaction"
¥
}
Element Type Description
items Top-level element (list of  List of endpoints (objects) available from
JSON objects) the current endpoint.
key string The ID of the endpoint.
meta Top-level item (JSON Contains the path to the endpoint.
object)
href string (relative path) The path of the resource that returned the
response.

Query a specific audit data access rule
To find out the contents of a particular audit data access rule, complete the following steps:

O | NOTE:

If you have an SPS user who has Search > Search in all connections privileges in
AAA > Access Control, the autogenerated-all-data-access-id rule is automatically
generated. Therefore, you can almost always query this audit data access rule.
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1. Query the https://<IP-address-of-SPS>/api/acl/audit_data/<key-of-
rule-to-be-queried> endpoint.

curl --cookie cookies https://<IP-address-of-SPS>/api/acl/audit_data/<key-of-
rule-to-be-queried>

The following is a sample response received.

For details of the meta object, see Message format on page 9.

{
"body": {
"name": "my_ssh_rule",
"query": "psm.connection_policy:my ssh_connection_policy",
"groups": [
"ssh-view",
"ssh-write"
]
¥
"key": "autogenerated-10211162955b9621d4eb244",
"meta": {

"href": "/api/acl/audit_data/autogenerated-
10211162955b9621d4eb244",

"parent": "/api/acl/audit_data",

"remaining seconds": 600,

"transaction": "/api/transaction"
}
}
Elements Type Description
body Top-level Contains the JSON object of the rule.
element (JSON
object)
name string The human-readable name of the audit data
access rule that you specified when you created
the rule.
query  string The query that members of the usergroup(s) are
allowed to perform.
groups list The usergroup(s) whose access to audit data you

want to restrict.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.
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Code Description Notes

201 Created The new resource was successfully created.

400  SemanticError The configuration contains semantic errors,
inconsistencies or other problems that would put the
system into an unreliable state if the configuration had
been applied. The details section contains the errors that
were found in the configuration.

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Active sessions

The api/active-sessions endpoint has only one parameter and it only serves the DELETE
request that terminates the specified session.

URL
GET https://<IP-address-of-SPS>/api/active-sessions
Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).
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Sample request

The following command lists the ACLs:

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/acls

The user (in this example, userl) has to be a member of a group that has read and
write/perform privileges for Active Sessions (/special/active_sessions). After
authentication, userl can delete the active session determined by the session ID.

curl -k --user userl --cookie-jar /tmp/cookie
https://192.168.122.194/api/authentication

curl -k --cookie /tmp/cookie https://192.168.122.194/api/active-
sessions?id=svc/rpokH8fD9kx6CaxNLznKx2/test:12 -X DELETE

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

400 SessionldMissing No session id is given in the id query parameter.

500 SessionTerminationFailed The session could not be terminated due to internal
errors.

Manage users and usergroups locally
on SPS

Contains the endpoints for managing users and usergroups locally on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/local_database
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Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the endpoints of the local database.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local_
database

Response

The following is a sample response received when listing the endpoint.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "groups",
"meta": {
"href": "/api/configuration/aaa/local database/groups"
}
1
{
"key": "users",
"meta": {
"href": "/api/configuration/aaa/local database/users"
}
}
]J
"meta": {
"first": "/api/configuration/aaa/acls",
"href": "/api/configuration/aaa/local_database",
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"last": "/api/configuration/aaa/settings",

"next": "/api/configuration/aaa/settings",
"parent": "/api/configuration/aaa",
"previous": "/api/configuration/aaa/acls”,
"transaction": "/api/transaction"
}
}
Element Description
groups Endpoint that contains local usergroups.
users Endpoint that contains local usernames.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Manage usergroups locally on SPS

Contains the local usergroups of SPS. You can use local groups to control the privileges of
SPS local and LDAP users — who can view and configure what. You can edit the group
memberships here as well.

Note that currently you cannot edit the privileges (ACLs) of the groups using the REST API.
If you change the privileges of a usergroup on the SPS web interface, the changes will
apply to the users when they authenticate again on SPS, the privileges of active sessions
are not affected.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/local_database/groups
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Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the local usergroups.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local
database/groups

Response

The following is a sample response received when querying a particular usergroup
endpoint.

For details of the meta object, see Message format on page S.

{
"body": {
"members": [],
"name": "http-write"
}J
"key": "ca2dc85730ca082ee6b5c8",
"meta": {
"first": "/api/configuration/aaa/local_
database/groups/224696054489c27f6c5710",
"href": "/api/configuration/aaa/local

database/groups/ca2dc85730ca082ee6b5c8",
"last": "/api/configuration/aaa/local
database/groups/ca2dc85730ca082ee6b5f8",

"next": "/api/configuration/aaa/local
database/groups/bo@80blba546232548bb1f9",

"parent": "/api/configuration/aaa/local_database/groups",
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"previous": "/api/configuration/aaa/local
database/groups/b080blba546232548bb1ag",

"transaction": "/api/transaction"
}
}
Element Type Description
body Top level element (JSON Contains the properties of the usergroup.
object)
members list Lists the names of the users belonging to
the group.
name string The name of the group.
key string Top level element, contains the ID of the
endpoint.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has

failed.

404 NotFound The requested object does not exist.

409 NoTransaction No open Transaction is available. You must open a trans-
action first (for details, see Open a transaction on page
28).

Add new local usergroup

To create a new local usergroup, you have to POST the name and members of the group as
a JSON object to the https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/groups endpoint. For details, see Create a new object on page 44.

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Create a new usergroup.

POST the name of the group and the list of member accounts as a JSON object to the
https://<IP-address-of-SPS>/api/configuration/aaa/local_database/groups endpoint.
The body of the POST request should be the following. Note that you must refer to
existing user accounts, and use their reference IDs, not their usernames.

{

"name": "new-userggroup",
"members": ["46785097158061f46c63d0", "1362061674580df4€00620d" ]
}

For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/aaa/local_database/groups --data '{"name":
"new-usergroup”, "members": ["46785097158061f46c63d0",
"1362061674580df4e00620d" ]}

If the POST request is successful, the response includes a reference ID for the
usergroup object.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Delete usergroup

To delete a usergroup, you have to:

1. Open a transaction (for details, see Open a transaction on page 28).

2. DELETE the https://<IP-address-of-SPS>/api/configuration/aaa/local
database/groups/<ID-of-the-group> endpoint. For details, see Delete an object on
page 42. If the DELETE request is successful, the response includes only the meta
object, for example:

{
"meta": {
"href": "/api/configuration/aaa/local
database/groups/be80blba546232548bb1a9",
"parent": "/api/configuration/aaa/local_database/groups"
}
}

3. Commit your changes to actually delete the object from SPS (for details, see Commit
a transaction on page 30).

Delete user from usergroup

To delete a user from a usergroup, you have to:
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Open a transaction (for details, see Open a transaction on page 28).

2. Create an updated version of the usergroup object that does not include the user you
want to delete.

3. PUT the updated usergroup object to the https://<IP-address-of-
SPS>/api/configuration/aaa/local_database/groups/<ID-of-the-group> endpoint. For
details, see Delete an object on page 42.

4, Commit your changes to actually delete the object from SPS (for details, see Commit
a transaction on page 30).

Manage users locally on SPS

Contains the local users of SPS. You can use local users and groups to control the privileges
of SPS local and LDAP users — who can view and configure what.

0 [ NOTE:

The admin user is available by default and has all possible privileges. It is not possible
to delete this user.

Local users cannot be managed when LDAP authentication is used. When LDAP
authentication is enabled, the accounts of local users is disabled, but they are not
deleted,

When using RADIUS authentication together with local users, the users are
authenticated to the RADIUS server, only their group memberships must be managed
locally on SPS.

For details, see Authentication and user database settings on page 159.

URL

GET https://<IP-address-of-SPS>/api/configuration/aaa/local_database/users

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user al1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
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Cookie Description Required Values
name

between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the local users.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local_
database/users

The following command displays the parameters of a specific user.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/aaa/local
database/users/<ID-of-the-user>

Response

The following is a sample response received when querying the list of users.

For details of the meta object, see Message format on page S.

{
"items": [
{
"key": "103640099357f3b14f0529a",
"meta": {
"href": "/api/configuration/aaa/local
database/users/103640099357f3b14f0529a"
¥
¥
{

"key": "46785097158061f46c63d0",
"meta": {
"href": "/api/configuration/aaa/local
database/users/46785097158061f46c63d0"

}
}
1B
"meta": {
"first": "/api/configuration/aaa/local database/groups",
"href": "/api/configuration/aaa/local_database/users",
"last": "/api/configuration/aaa/local database/users",
"next": null,
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"parent": "/api/configuration/aaa/local_database",
"previous": "/api/configuration/aaa/local_ database/groups”,
"transaction": "/api/transaction"

The following is a sample response received when querying a specific user.

{
"body": {
"name": "testuser",
"password": {
"key": "8f84d7d1-9del-429a-a7a7-c33a61cc7419",
"meta": {
"href": "/api/configuration/passwords/8f84d7d1-9del-429a-
a7a7-c33a6lcc7419"

¥
}J
"password_created": 1476796261
}J
"key": "46785097158061f46c63d0",
"meta": {
"first": "/api/configuration/aaa/local_
database/users/103640099357f3b14f0529a",
"href": "/api/configuration/aaa/local_
database/users/46785097158061f46c63d0",
"last": "/api/configuration/aaa/local_

database/users/46785097158061f46c63d0",
"next": null,

"parent": "/api/configuration/aaa/local_database/users",
"previous": "/api/configuration/aaa/local_
database/users/103640099357f3b14f0529a",
“"transaction": "/api/transaction"
}
Element Type Description
body Top level Contains the properties of the user.
element (JSON
object)
name string The username of the user account.
password reference A reference to a password object. To create or update
passwords, see Passwords stored on SPS on page 206.
password_ integer The date when the password of the account was
created changed in UNIX timestamp format (for example,
1476796261).
key string Top level element, contains the ID of the user.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

400 SemanticError

401 Unauthenticated

401 AuthenticationFailure

404 NotFound

409 NoTransaction

©NE IDENTITY

You tried to reuse a password object. You can use a
password object for only one purpose, that is, you cannot
reference a password object twice.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given credentials has
failed.

The requested object does not exist.

No open Transaction is available. You must open a trans-
action first (for details, see Open a transaction on page
28).
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Managing SPS

Troubleshooting options

Configures debug logging and the retention time of core dump files.

« Debug logging increases the log level of the non-network-related events, adding the
commands executed by the SPS web interface to the log.

« SPS automatically generates core dump files if an important software component of
the system crashes. These core dump files can be of great help to the One Identity
Support Team to identify problems. To download the generated core dump files,
navigate to Basic Settings > Troubleshooting > Core files on the web

interface of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/troubleshooting

Cookies

Cookie Description Required Values

name

session_ Contains the Required
id authentication

token of the

user

©NE IDENTITY

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).
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Sample request

The following command queries the troubleshooting settings.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/troubleshooting

Response

The following is a sample response received.

For details of the meta object, see Message format on page 9.

{
"body": {
"core_files": {
"retention_days": 14
s
"debug_logging": {
"enabled": true
}
})
"key": "troubleshooting",
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/troubleshooting"”,
"last": "/api/configuration/x509",
"next": "/api/configuration/vnc",
"parent": "/api/configuration",
"previous": "/api/configuration/telnet",
"transaction”: "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top Contains the troubleshooting settings.
level
element
(string)
core_ Top Contains the settings for core dump file retention.
files level
item
retention_ int Retention time for core files, in days.
days
debug_ Top Settings for debug logging.
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Element Type Description
logging level
item
enabled boolean Set to true to increase the log level of the non-

network-related events, adding the commands
executed by the SPS web interface to the log.

Modify troubleshooting settings

To modify troubleshooting settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the troubleshooting options.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/troubleshooting endpoint. You can find a detailed description
of the available parameters listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

201 Created The new resource was successfully created.

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.
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Internal certificates

This endpoint references the certificates of SPS's internal Certificate Authority,
Timestamping Authority, and the SSL certificate of the web and REST interface.

URL
GET https://<IP-address-of-SPS>/api/configuration/management/certificates
Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the internal certificates of SPS.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/certificates

Response

The following is a sample response received when listing the internal certificates of SPS.

For details of the meta object, see Message format on page 9.

{
"body": {
"ca": {
"selection": "identity",

"x509 identity": {
"key": "fbd684el-elac-4f34-ad25-86c560c51e24",
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"meta": {
"href": "/api/configuration/x509/fbd684el-elac-4f34-ad25-86c560c51e24"

}
}
}J
"server": {
"key": "fdlc73e8-bcb8-4d13-991f-722f492dco74",
"meta": {
"href": "/api/configuration/x509/fd1c73e8-bcb8-4d13-991f-722f492dco74"
}
¥
"tsa": {
"key": "20e72ede-78ef-460a-b843-68a35d994142",
"meta": {
"href": "/api/configuration/x509/20e72ede-78ef-460a-b843-68a35d994142"
}
}
1
"key": "certificates",
"meta": {
"first": "/api/configuration/management/certificates"”,
"href": "/api/configuration/management/certificates”,
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/disk_fillup prevention",
"parent": "/api/configuration/management",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Type Description
key string  The ID of the endpoint.
body Top Contains the internal certificates of SPS.
level
element
(string)
ca Top Contains the certificate of SPS's internal Certificate
level Authority.
item

selection string Must be set to identity.

X509_ string References the certificate of SPS's internal Certificate

identity Authority. You can configure certificates at the
/api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use the value
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Element Type Description

of the returned key as the value of the x509_identity
element, and remove any child elements (including

the key). For details, see Certificates stored on SPS
on page 213.

server string References the SSL certificate of SPS's web interface.
You can configure certificates at the
/api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use the value
of the returned key as the value of the x509_identity
element, and remove any child elements (including

the key). For details, see Certificates stored on SPS
on page 213.

tsa string References the certificate of SPS's internal
Timestamping Authority. You can configure
certificates at the /api/configuration/x5609/ endpoint.

To modify or add an X.509 certificate, use the value
of the returned key as the value of the x509_identity
element, and remove any child elements (including

the key). For details, see Certificates stored on SPS
on page 213.

Modify a certificate

To modify a certificate, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create a CA

Have the value of the key element of a valid X.509 CA certificate stored on SPS.

3. Modify the JSON object of the endpoint.

Use the X.509 certificate's key as the value of the ca element. You can find a detailed
description of the available parameters listed in Element . PUT the modified JSON
object to the https://<IP-address-of-
SPS>/api/configuration/management/certificates endpoint.

4. Commit your changes.

For details, see Commit a transaction on page 30.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Passwords stored on SPS

To create a new password, you have to POST the password or its hash as a JSON object to
the https://<IP-address-of-SPS>/api/passwords endpoint. For details, see Create a new
object on page 44. The body of the POST request must contain a JSON object with the
parameters listed in Element . The response to a successful POST message is a JSON
object that includes the reference ID of the created password in its key attribute. You can
reference this ID in other parts of the configuration, for example, to set the password of a
user account. Note that you can use a password object for only one purpose, that is, you
cannot reference a password object twice.

URL
POST https://<IP-address-of-SPS>/api/configuration/passwords

« Note that the GET method is not permitted on this endpoint, you cannot list the
existing passwords. However, if you know the reference ID of a password, you can
display its properties:

GET https://<IP-address-of-SPS>/api/configuration/passwords/<reference-ID-of-
the-password; >

« You cannot directly delete or modify a password, the DELETE and PUT methods are
not permitted on password objects. To update a password, create a new one, then
update the object that uses the old password to reference the new password.
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Table 3: Headers

Header Description Required Values
name

Content- Specifies the Required application/json
Type type of the

data sent. SPS

uses the JSON

format

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response,
token of the for example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API,

Sample request

The following command creates a new password object.

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/passwords --data '{"plain": "newpassword"}'

If you do not want to include the actual password in the request, the SHA-256 hash of the
password is enough:

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/passwords --data '{"hash":
"$6$rounds=5000$1120/EFyQ4dW3dg/$XxrECLFXgZ1C2Xrl1s257E2aZend2fM7R . sOGGIpkPy1x50RTX670
30PWexV1B3f5wnaZ0QCBF .Nj1Dgyg2WEe. /" }"

Type Description
Element

hash string Must contain the SHA-256 hash of the password to be created, for
example, "hash":
"ddec437eeblda25al146a24c432d1165bcb46daa7fecc6aaldc636265c83caall”,

The request must contain at least the hash or the plain attribute.

nthash string Optional. Contains the NT-HASH of the password to be created, for
example, "nthash": "2c@la73ad9e597f6eab0d072ed74616¢"

plain string Contains the password in plain-text format, for example, "plain":
"mypassword”. The request must contain at least the hash or the plain
attribute.
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Response

The response to a successful POST message is a JSON object that includes the reference ID
of the created password in its key attribute.

For details of the meta object, see Message format on page 9.

{
"key": "faa96916-c85e-46ff-8697-f4cc5e596e7f",

"meta": {
"href": "/api/configuration/passwords/faa96916-c85e-46ff-8697-
f4cc5e596e7f",
"parent": "/api/configuration/passwords",
"transaction": "/api/transaction"

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

201 Created The new resource was successfully created.

400 InvalidQuery The requested filter or its value is invalid.

401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.
405 MethodNotAllowed The method <method> is not allowed for this node.

Modify or delete password

You cannot directly delete or modify a password, the DELETE and PUT methods are not
permitted on password objects. To update a password, create a new one, then update the
object that uses the old password to reference the new password. After you commit the
transaction, SPS will automatically delete the old password. For details, see Change the
admin password.

Change the admin password

To change the password of the admin user, complete the following steps.
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1.

Open a transaction.

For details, see Open a transaction on page 28.

Create a new password object

POST a JSON object containing the password or the hash of the password to the
https://<IP-address-of-SPS>/api/passwords endpoint. For details, see Element
For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/passwords --data '{"plain": "mypassword"}'

If the operation is successful, the response includes a reference key to the new
password object.

Reference the key of the password in the user configuration.

Modify the JSON object of the user to reference the key of the new password
object, and PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/aaa/local_database/users/<key-of-the-user> endpoint. For
example:

curl -X PUT -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/aaa/local
database/users/14322374245a7de542bbbo4 --data '{"name": "admin", "password":
"<key-of-the-new-password>"}"'

Commit your changes.

For details, see Commit a transaction on page 30.

Change the root password

To change the password of the root user, complete the following steps.

1. Open a transaction.
For details, see Open a transaction on page 28.
2. Create a new password object
POST a JSON object containing the password or the hash of the password to the
https://<IP-address-of-SPS>/api/passwords endpoint. For details, see Element .
For example:
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curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/passwords --data '{"plain": "mypassword"}'

If the operation is successful, the response includes a reference key to the new
password object.

3. Configure SPS to use this password for the root user configuration.

PUT the reference key of the new password object to the https://<IP-address-of-
SPS>/api/configuration/management/root_password endpoint. For example:

curl -X PUT -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-SPS>/api/configuration/management/root_password --data '"<key-of-
the-new-password>""

Note that you must PUT the reference key as a JSON string, enclosed in
double-quotes.

4. Commit your changes.

For details, see Commit a transaction on page 30.

Private keys stored on SPS

To create a new private key, you have to POST the private key as a JSON object to the
https://<IP-address-of-SPS>/api/private_keys endpoint. For details, see Create a new
object on page 44. The body of the POST request must contain a JSON object with the
parameters listed in Element . The response to a successful POST message is a JSON
object that includes the reference ID of the created private key in its key attribute. You can
reference this ID in other parts of the configuration. Note that you can use a private-key
object for only one purpose, that is, you cannot reference one object twice.

URL
POST https://<IP-address-of-SPS>/api/configuration/private_keys
« Note that the GET method is not permitted on this endpoint, you cannot list the
existing private keys. However, if you know the reference ID of a private key, you

can display its properties:

GET https://<IP-address-of-SPS>/api/configuration/private_keys/<reference-ID-
of-the-private-key;>

« You cannot directly delete or modify a private key, the DELETE and PUT methods are
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not permitted on private key objects. To update a private key, create a new one,
then update the object that uses the old private key to reference the new private key.

Table 4: Headers

Header Description Required Values
name

Content- Specifies the Required application/json
Type type of the

data sent. SPS

uses the JSON

format

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response,
token of the for example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API,

Sample request
The following command creates a new private key object. Note the following requirements:

« The key must be in PKCS-1 PEM format.
o Encrypted private keys are not supported.

« The body of the POST message must be the private key as a single line, enclosed in
double-quotes.

« Replace line-breaks in the PEM file with \n

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-

address-of-SPS>/api/configuration/private keys --data "----- BEGIN RSA PRIVATE KEY---
\NMIIEpAIBAAKCAQEAU3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n..... \nI2SchDibk
/Xj/ZvuEQ23LvzayWOVVuVHtH33ZX3SU4SadvpaeC+30ddVTwQOWRGO\N .........
Qbn5W3xKz4vXDDQHEbE svDQOA7+uCEuHp04s33IK9KEa®Zdp745AUBDSGXNAHFzc\n- - - - - END RSA

PRIVATE KEY----- \n"
Querying a specific key returns the following information about the key:

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/private_
keys/<reference-ID-of-the-private-key;>

Element Type Description
public-key- string The fingerprint of the public key that matches the
fingerprint private key.
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Element Type Description

digest string The fingerprint of the key, for example
ef:d3:8e:d0:81:4f:a2:8f:3b:8b:0c:dd:c7:8f:8c:7e
hash_ string The hash algorithm used to create the fingerprint,
algorithm for example, sha256.
type string The type of
the private
key. Must be
rsa

Response

The response to a successful POST message is a JSON object that includes the reference ID
of the created public key in its key attribute.

For details of the meta object, see Message format on page 9.

{
"key": "faa96916-c85e-46ff-8697-f4cc5e596e7f",

"meta": {
"href": "/api/configuration/private keys/faa96916-c85e-46ff-8697-
f4cc5e596e7f",
"parent": "/api/configuration/private_keys",
"transaction": "/api/transaction"

}

The response to querying a specific key is a JSON object that includes the parameters of
the key, for example:

{
"body": {
"public-key-fingerprint": {
"digest": "ef:d3:8e:d0:81:4f:a2:8f:3b:8b:0c:dd:c7:8f:8c:7e",
"hash_algorithm": "md5"

¥

lltypell: llr'sall
¥
"key": "6c4d1116-d79d-475b-bb37-9f844f085c14",
"meta": {

"first": "/api/configuration/private_keys/e5d13d18-07c5-43fa-89f4-
c3d2ecel7c71",

"href": "/api/configuration/private keys/6c4d1116-d79d-475b-bb37-
9f844f085c14",

"last": "/api/configuration/private_keys/6c4d1116-d79d-475b-bb37-
9f844f085c14",

"next": null,
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"parent": "/api/configuration/private_keys",

"previous": "/api/configuration/private keys/e5d13d18-07c5-43fa-89f4-
c3d2ecel7c71",

"transaction": "/api/transaction"

}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
400 SyntacticError Syntax error: Could not load PEM key: Unsupported

private key format, only PKCS-1 is supported. Encrypted
private keys are not supported.

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.
405 MethodNotAllowed The method <method> is not allowed for this node.

Modify or delete private key

You cannot directly delete or modify a private key, the DELETE and PUT methods are not
permitted on private key objects. To update a private key, create a new one, then update
the object that uses the old private key to reference the new private key. After you commit
the transaction, SPS will automatically delete the old private key.

Certificates stored on SPS

To create a new certificate, you have to POST the certificate and its private key as a JSON
object to the https://<IP-address-of-SPS>/api/x509 endpoint. For details, see Create a new
object on page 44. The body of the POST request must contain a JSON object with the
parameters listed in Element . The response to a successful POST message is a JSON
object that includes the reference ID of the created certificate in its key attribute. You can
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reference this ID in other parts of the configuration. Note that you can use a certificate
object for only one purpose, that is, you cannot reference one object twice.

URL
POST https://<IP-address-of-SPS>/api/configuration/x509

« Note that the GET method is not permitted on this endpoint, you cannot list the
existing certificates. However, if you know the reference ID of a certificate, you can
display its properties:

GET https://<IP-address-of-SPS>/api/configuration/x509/<reference-ID-of-the-
private-key;>

« You cannot directly delete or modify a certificate, the DELETE and PUT methods are
not permitted on certificate objects. To update a certificate, create a new one, then
update the object that uses the old certificate to reference the new certificate.

Table 5: Headers

Header Description Required Values
name

Content- Specifiesthe  Required application/json
Type type of the

data sent. SPS

uses the JSON

format

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response,
token of the for example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API.

Sample request

The following command creates a new certificate object. Note the following requirements:
The key must be in PKCS-1 PEM format.

You need the certificate and the private key as well.

Encrypted private keys are not supported.

The attributes of the POST message that contain the certificate and the private key must be
a single line, enclosed in double-quotes.

Replace line-breaks in the PEM certificate with \n

The certificate and the certificate chain must be valid, SPS will reject invalid certificates
and invalid certificate chains.
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curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-

address-of-SPS>/api/configuration/x509 --data '{"private key": "----- BEGIN RSA
PRIVATE KEY-----
\NMIIEpAIBAAKCAQEAU3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n..... \nI2SchDibk
/Xj/ZvuEQ23LvzayWOVVuVHtH33ZX3SU4SadvpaeC+30ddVTWQOWRGO\N .........
Qbn5W3xKz4vXDDQHEDE svDQOA7+uCEuHp04s33IKOKEa®Zdp745AUBDSGXNAHFzc\n----- END RSA

PRIVATE KEY----- \n"}'

The body should be:

{
"certificate": "----- BEGIN CERTIFICATE-----

\NMIIEpAIBAAKCAQEAU3QMMhgeg9ZMLNTdvQoNN1deVRE2SROVKY+ALNnzPZF4fUoJy\n..... \nI2SchDibk
/XJj/ZvuEQ23LvzayWOVVuVHtH3JZX3SU4SalvpaeC+30ddVTWQOWRGO\n .........
Qbn5W3xKz4vXDDQHEbE svDQOA7+UCEUHp04s33IKOKEa®Zdp745AUBDSGXNAHFzc\n- - -- - END
CERTIFICATE----- ",

"private key": "----- BEGIN RSA PRIVATE KEY-----
\NMIIEpAIBAAKCAQEAU3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n..... \nI2SchDibk
/Xj/ZvuEQ23LvzayWOVVuVHtH33ZX3SU4SadvpaeC+30ddVTWQOWRGO\n .........
Qbn5W3xKz4vXDDQHEDE svDQOA7+uCEuHp04s33IKOKEa®Zdp745AUBDSGXNAHFzc\n----- END RSA
PRIVATE KEY----- "

"issuer_chain": []

Element Description

cert st The certificate in PKCS-1 PEM format (replace line-breaks with \n). For
ific ri  example:
ate n ----- BEGIN CERTIFICATE-----
g \nMIIEpAIBAAKCAQEAu3QMMhqeg9ZMLNfdvQoNN1deVRE2SROVKY+ALnzPZF4fUoJy\n.
«...\nI2SchDibk/Xj/ZvuEQ23LvzayWOVVuVHtH3JZX3SU4SalvpaeC+30ddVTwQOWRq
o\n .........
Qbn5W3xKz4vXDDQHEDE svDQOA7+UuCEUHpO4s33IK9KEa@Zdp745AUBDSGXNAHFzc\n- - -
--END CERTIFICATE-----

pri st The private key of the certificate, without encryption or password
vat ri protection (replace line-breaks with \n). For example:

key g \nNMIIEpAIBAAKCAQEAU3QMMhgqeg9ZMLNFdvQONN1deVRE2SROVKY+ALnzPZF4fUoJy\n.
««..\nI2SchDibk/Xj/ZvuEQ23LvzayWOVVuVHtH3JZX3SU4SalvpaeC+3o0ddVTwQOWRq
o\n .........
Qbn5W3xKz4vXDDQHEbE svDQOA7+uCEuHp04s33IK9KEa®Zdp745AUBDSGXNAHFzc\n- - -
--END RSA PRIVATE KEY-----
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Element Description

T-
y-
p-
e
iss li A comma-separated list of the Certificate Authority (CA) certificates that
ue st can be used to validate the uploaded certificate.
r‘_
cha
in

Querying a specific key returns the following information about the key:

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/x509/<reference-
ID-of-the-private-key;>

Element Type Description
fingerprint string The fingerprint of the certificate.
digest string The fingerprint of the certificate, for example
ef:d3:8e:d0:81:4f:a2:8f:3b:8b:0c:dd:c7:8f:8c:7e
hash_ string The hash algorithm used to create the fingerprint,
algorithm for example, sha256.
subject string The subject
string of the
certificate.

Response

The response to a successful POST message is a JSON object that includes the reference ID
of the created certificate in its key attribute.

For details of the meta object, see Message format on page 9.

{
"key": "faa96916-c85e-46ff-8697-f4cc5e596e7f",

"meta": {
"href": "/api/configuration/x509/faa96916-c85e-46ff-8697-
f4cc5e596e7f",
"parent": "/api/configuration/x509",
"transaction": "/api/transaction"

}

The response to querying a specific certificate is a JSON object that includes the
parameters of the certificate, for example:
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"body": {
"fingerprint": {
"digest": "ef:d3:8e:d0:81:4f:22:8f:3b:8b:0c:dd:c7:8f:8c:7e",
"hash_algorithm": "md5"
})
"subject":
"C=R0O/ST=State/L=Locality/0=0rganization/OU=0rganizationalUnit/CN=example.com/emailA
ddress=root@example.com"

¥
"key": "6c4d1116-d79d-475b-bb37-9f844f085c14",
"meta": {

"first": "/api/configuration/x509/e5d13d18-07c5-43fa-89f4-
c3d2ecel7c71",

"href": "/api/configuration/x509/6c4d1116-d79d-475b-bb37-
9f844f085c14",

"last": "/api/configuration/x509/6c4d1116-d79d-475b-bb37-
9f844f085c14",

"next": null,

"parent": "/api/configuration/x509",

"previous": "/api/configuration/x509/e5d13d18-07c5-43fa-89f4-
c3d2ecel7c71",

"transaction": "/api/transaction"

}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
400 SyntacticError Syntax error: Could not load PEM key: Unsupported

private key format, only PKCS-1 is supported. Encrypted
private keys are not supported.

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.
405 MethodNotAllowed The method <method> is not allowed for this node.
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Modify or delete certificate

You cannot directly delete or modify a certificate, the DELETE and PUT methods are not
permitted on certificate objects. To update a certificate, create a new one, then update the
object that uses the old certificate to reference the new certificate. After you commit the
transaction, SPS will automatically delete the old certificate.

Local services: enabling SSH access to
the SPS host

Exclusively for troubleshooting purposes, you can access the SPS host using SSH.
Completing the Welcome Wizard automatically disables SSH access to SPS. Re-enabling it
allows you to connect remotely to the SPS host and login using the root user. The password
of the root user is the one you provided in the Welcome Wizard.

Accessing the One Identity Safeguard for Privileged Sessions (SPS) host
directly using SSH is not recommended or supported, except for
troubleshooting purposes. In such case, the One Identity Support Team
will give you exact instructions on what to do to solve the problem.

For security reasons, disable SSH access to SPS when it is not needed. For
details, see "Enabling SSH access to the One Identity Safeguard for
Privileged Sessions (SPS) host" in the Administration Guide.

The following encryption algorithms are configured on the local SSH service of SPS:

« Key exchange (KEX) algorithms:
diffie-hellman-group-exchange-sha256
o Ciphers:
aes256-ctr,aes128-ctr
« Message authentication codes:

hmac-sha2-512,hmac-sha2-256

URL

GET https://<IP-address-of-SPS>/api/configuration/local services/ssh
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https://support.oneidentity.com/technical-documents/safeguard-for-privileged-sessions/6.0.2/administration-guide/managing-one-identity-safeguard-for-privileged-sessions-sps/accessing-the-one-identity-safeguard-for-privileged-sessions-sps-console/enabling-ssh-access-to-the-one-identity-safeguard-for-privileged-sessions-sps-host/
https://support.oneidentity.com/technical-documents/safeguard-for-privileged-sessions/6.0.2/administration-guide/managing-one-identity-safeguard-for-privileged-sessions-sps/accessing-the-one-identity-safeguard-for-privileged-sessions-sps-console/enabling-ssh-access-to-the-one-identity-safeguard-for-privileged-sessions-sps-host/

Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local
services/ssh

Response

The following is a sample response received when listing the configuration options.
For details of the meta object, see Message format on page 9.

{
"body": {
"access_restriction": {
"allowed from": [
"10.40.0.48/24"
]J
"enabled": true
1
"allow_password_auth": true,
"bruteforce_protection": true,
"enabled": true,
"listen": [
{
"address": {
"key": "nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
"href":
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"/api/configuration/network/nics/nicl#interfaces/f{7574025754b3df1647001/addresses/
1Il

}
})
"port": 23
}
1
"public_keys": [
{
"comment": "key-comment anothercomment",
"selection": "rsa",
"value":

" AAAAB3NZzaC1yc2EAAAADAQABAAABAQDTNisLCjZ3vONMXqFBIdvpZOBY73+GdHpgoal 8YsydxIBsYgodYTD
z\WtYFVvdCVzBdcwCjyOuPwtZoYU3pLEFQ70VoDUDPMVn16idS/6tB2m89I5zdc02xUeCWTBpTGoOhNtc+YD
mXPGZ1FQIpXCwOMT91jviWm3IydDd5YKINwvdTh8zsRT/702ZD9uZs1wkQA/b2B9/hidCAkQkvs5H1B3041a
TdOJE9k9ON+gbaQjVvoInr+jdXaWvrScwFVxZhb7Q1LvUL60xW889bOWFMSa+/mnENarwerpwfk9OAyi5uQQ2
imY/tSnfgbS2RvIalsKwUsJasDgN21o/DuhON"

}
1
}J
"key": "ssh",
"meta": {
"first": "/api/configuration/local_services/admin_web",
"href": "/api/configuration/local_services/ssh",
"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/user_web",
"parent": "/api/configuration/local services",
"previous": "/api/configuration/local services/snmp_agent",
"transaction": "/api/transaction"
}
Element Description
Typ-
e
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top Contains the configuration options of the SSH server.
dy level
elem-
ent
(stri-
ng)
access_ JSO Enables and configures limitations on the clients that can
restric N access the web interface, based on the IP address of the
tion obje clients.
ct

©NE IDENTITY SPS 6.0 REST API Reference Guide | __

Managing SPS



Element

Description

Typ-
e
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean addresses.
allow_ bool- Enables password-based authentication, so administrators
passwor ean can remotely login to SPS. If this option is set to False, SPS
d_auth ignores every other option of this endpoint.
brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean access after failed login attempts for increasingly longer
protect period. Enabled by default.
ion
enabled bool- Enables the SSH server, so administrators can remotely login
ean to SPS. If this option is set to False, SPS ignores every other
option of this endpoint.
listen list Selects the network interface, IP address, and port where the
clients can access the web interface.
addre JSO- A reference to a configured network interface and IP address
ss N where this local service accepts connections. For example, if
obje- querying the interface
ct /api/configuration/network/nics/nicl#interfaces/ff75740257

©NE IDENTITY

54b3df1647001/addresses/ returns the following response:

{
"body": {
"interfaces": {
"@order": [
"f£7574025754b3df1647001"
1B

"f££7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",

"@order": [
nyn
]
¥
"name": "default",
"vlantag": @
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Element Description

Typ-
e
}
1
"name": "etho",
"speed": "auto"
}J
"key": "nicl",
"meta": {
"first": "/api/configuration/network/nics/nic1",
"href": "/api/configuration/network/nics/nic1",
"last": "/api/configuration/network/nics/nic3",
"next": "/api/configuration/network/nics/nic2",
"parent": "/api/configuration/network/nics",
"previous": null,
"transaction": "/api/transaction"
}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1"

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff75740
25754b3df1647001/addresses/1"

}
})

port integ- The port number where this local service accepts
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Element Description
Typ-

er connections.

public_ list Lists the public keys that can be used to authenticate on SPS.
keys For example:

"public_keys": [
{
"comment": "user@example.com
anothercomment",
"key": {
"selection": "rsa",
"value":
"AADDB3NzaClyc2EABBADAQA. ...... /DuhON"
}
¥
{

"comment": "username@example.com",

"key": {
"selection": "rsa",
"value":

"ASFDFAB3NzaClyc2EAAAABIWAAASATASF/EuQh9zc2umxX. . .dU="
}
}
I

One Identity recommends using 2048-bit RSA keys (or
stronger).

Elements of public_ Type Description
keys

commen- string Comments of the public key.
t

key JSON Contains the type of the key and the key itself. For
objec- example:
t
"key": {

"selection": "rsa",

"value":
"ASFDFAB3NzaClyc2EAAAABIWAAASATASF/EuQh9zc2umxX. . .
du="

}

selec- rsa The type of the public key. Must be rsa.
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Elements of public_ Type Description
keys

tion

value string The public key itself.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

RPC API

The SPS RPC API allows you to access, query, and manage SPS from remote applications.
You can access the API using the Simple Object Access Protocol (SOAP) protocol over
HTTPS, meaning that you can use any programming language that has access to a SOAP
client to integrate SPS to your environment.

URL
GET https://<IP-address-of-SPS>/api/configuration/management/soap
Cookies

Cookie Description Required Values

name
session_ Contains the Required The value of the session ID cookie received from
id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For
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Cookie Description Required Values
name

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the RPC API settings.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/management/soap

Response

The following is a sample response received when listing the RPC API settings.

For details of the meta object, see Message format on page 9.

{
"body": {
"enabled": true
})
"key": "soap",
"meta": A
"first": "/api/configuration/management/certificates",
"href": "/api/configuration/management/soap",
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/syslog",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/snmp",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level element Contains the RPC API configuration options.
(string)
enabled boolean Set to true to enable the RPC API.
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Modify RPC API settings

To modify the RPC API settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/soap endpoint. You can find a detailed description
of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Manage the SPS license

You can display information about the currently used SPS license from the https://<IP-
address-of-SPS>/api/configuration/management/license endpoint.
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Accessing the One Identity Safeguard for Privileged Sessions (SPS) host
directly using SSH is not recommended or supported, except for
troubleshooting purposes. In such case, the One Identity Support Team
will give you exact instructions on what to do to solve the problem.

For security reasons, disable SSH access to SPS when it is not needed. For
details, see "Enabling SSH access to the One Identity Safeguard for
Privileged Sessions (SPS) host" in the Administration Guide.

The following encryption algorithms are configured on the local SSH service of SPS:

« Key exchange (KEX) algorithms:
diffie-hellman-group-exchange-sha256
« Ciphers:
aes256-ctr,aesl128-ctr
« Message authentication codes:

hmac-sha2-512,hmac-sha2-256

URL

GET https://<IP-address-of-SPS>/api/configuration/management/license

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user a1f71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the configuration options.
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https://support.oneidentity.com/technical-documents/safeguard-for-privileged-sessions/6.0.2/administration-guide/managing-one-identity-safeguard-for-privileged-sessions-sps/accessing-the-one-identity-safeguard-for-privileged-sessions-sps-console/enabling-ssh-access-to-the-one-identity-safeguard-for-privileged-sessions-sps-host/
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curl --cookie cookies -H "Content-Type: application/json"
https://10.30.255.28/api/configuration/management/license

Response

The following is a sample response received.

For details of the meta object, see Message format on page 9.

{
"body": {
"customer": "Example",
"limit": 5000,
"limit_type": "host",
"serial": "b937d212-db7d-0f2f-4c87-295e3c57024a",
"valid _not_after": "2018-11-07",
"valid _not_before": "2017-11-06"
¥
"key": "license",
"meta": {
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/license",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/root_password",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/health_monitoring",
"remaining_seconds": 600,
“"transaction": "/api/transaction",
"upload": "/api/upload/license"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top Contains the parameters of the license.
level
element
(string)
customer string The company permitted to use the license (for
example, Example Ltd.).
limit integer The actual value of the session or host limit (see
limit_type).
limit_ host | « host: Limits the number of servers (individual IP
type session addresses) that can be connected through SPS.
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Element Type

Description

serial string

valid_ date
not_
after

valid_ date
not_
before

Status and error codes

o session: Limits the number of concurrent
sessions (parallel connections) that can pass
through SPS at a time (for example 25). SPS will
reject additional connection requests until an
already established connection is closed.

The unique serial number of the license.

The date when the license expires. The dates are
displayed in YYYY/MM/DD format.

The date after which the license is valid. The dates are
displayed in YYYY/MM/DD format.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

404 NotFound

Upload a new license

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given credentials has
failed.

The requested object does not exist.

To upload a new license file, complete the following steps.

1. Download your license file from support portal.

2. Open a transaction.

For details, see Open a transaction on page 28.

3. Upload the license file.

Upload the file to the https://<IP-address-of-SPS>/api/upload/license endpoint.

For example:
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https://support.oneidentity.com/en-US/Login

curl --cookie cookies -F 'data=@/path/license.txt' -H "Expect:" --insecure
https://<IP-address-of-SPS>/api/upload/license

4. Restart the traffic on SPS.

SPS will not use the new license to ongoing sessions. For the new license to take full
effect, you must restart all traffic on the Basic Settings > System > Traffic
control page of the SPS web interface.

curl --cookie cookies -F 'data=@/path/license.txt' -H "Expect:" --insecure
https://<IP-address-of-SPS>/api/upload/license

5. Commit your changes.

For details, see Commit a transaction on page 30.

Change contact information

The About page on the SPS web interface and the /api/info endpoint contains various
contact information. You can change this to a custom email address or URL.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/support_info

Cookies

Cookie Description Required Values

name

session_ Contains the Required
id authentication

token of the

user

©NE IDENTITY

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71de30e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).
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Sample request

The following command lists the RPC API settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/support_info

Response

The following is a sample response received when querying the endpoint.

For details of the meta object, see Message format on page 9.

{

"body": {
"uri": null

1

"key": "support_info",

"meta": {
“"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/support_info",
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/syslog",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/splunk_forwarder",
"remaining seconds": 600,
"transaction": "/api/transaction"

}

Change the support link

To change the support link, complete the following steps.

1. Open a transaction.

For details, see Open a transaction on page 28.

2. PUT a JSON object containing the new support link.

PUT a JSON object containing the new support link to the https://<IP-address-of-
SPS>/api/configuration/management/support_info endpoint. For example:

curl -X PUT -d '{"uri": { "selection": "mailto", "value":
"mailto:support@example.com” } }' -H "Content-Type: application/json" --
cookie cookies "https://<IP-address-of-
SPS>/api/configuration/management/support_info"

To use an HTTP or HTTPS link as contact info, use the following JSON object:
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"uri": {
"selection": "url",
"value": "http://example.com"
}

}

To use a email address as contact info, use the following JSON object:

{
"uri: {
"selection": "mailto",
"value": "mailto:support@example.com"
}
}

3. Commit your changes.

For details, see Commit a transaction on page 30.

Splunk integration

SPS can forward session data to Splunk near real-time. Using the One Identity Safeguard
for Privileged Sessions App for Splunk you can integrate this data with your other sources,
and access all your data related to privileged user activities from a single interface. To
configure SPS to forward session data to Splunk, complete the following steps.

Prerequisites and restrictions:

o SPS version 5 F5 or later
o Splunk version 6.5 or later

« SPS does not send historical data to Splunk, only data from the sessions started after
you complete this procedure.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/splunk_forwarder
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Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the endpoints for SNMP configuration settings.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/splunk forwarder

Response

The following is a sample response received when querying the endpoint.

For details of the meta object, see Message format on page 9.

{
"body": {
"enabled": true,
"flush_interval": 600,
"host":
{ "selection": "fqgdn", "value": "splunk.example.com" },
"pam_address":
{ "selection": "fqdn", "value": "scb.example.com" },
"port": 8088,
"ssl":
{ "selection": "insecure" },
"token": "2134356431"
}
}
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Elements of remote_ Type Description
desktop_gateway
body JSON Top-level element
object
enabled boolean Set to true and configure the other options as
needed for your environment to forward session
data from SPS to Splunk.
flush_ integer If the Splunk server becomes unaccessible, SPS
interval [seconds] will try to resend the data when this period
expires.
host JSON Contains the hostname or the IPv4 address of the
object Splunk server.
"host":
{ "selection": "fqdn", "value":
"splunk.example.com" },
"host":
{ "selection": "ip", "value":
"192.168.1.1" },
selection fqdn | ip Defines the address type (IP or domain name).
Possible values are:
« fqdn: The server address is provided as a
fully qualified domain name.
o ip: The server address is provided as an
IPv4 address.
value string The address of the server.
port integer The port number where your Splunk HTTP Event
Collector is accepting connections. By default,
Splunk uses port 8088.
ssl JSON Determines if encryption is used between SPS and
object Splunk.
selection string Determines if encryption is used between SPS and

©ONE IDENTITY

Splunk. Possible values:

« disabled: Use this option if your Splunk
HTTP Event Collector accepts only
unencrypted HTTP connections.

Since the data forwarded to Splunk contains
sensitive information, One Identity

SPS 6.0 REST API Reference Guide
234

Managing SPS



Elements of remote_ Type Description
desktop_gateway

recommends to use HTTPS encryption
between SPS and Splunk.

"ssl": { "selection": "disabled" },

o insecure: Use HTTPS encryption between
SPS and Splunk.

"ssl": { "selection": "insecure" },

o secure: Use HTTPS encryption between SPS
and Splunk and also verify the identity of
the Splunk server. If you use this option,
you must include the certificate of the
Splunk server, or the certificate of the CA
that issued the certificate of the Splunk
server in the certificate option.

"ssl":

{ "certificate": "----- BEGIN
CERTIFICATE-----
\NMIIFPzCCAyegA\n. . ..\nr81DCPog\newgJl\

"selection": "secure"

}s

token string The HTTP Event Collector authentication token you
have generated for SPS.

Configure Splunk forwarder

1. Install the One Identity Safeguard for Privileged Sessions App for Splunk to your
Splunk installation. This will automatically enable and configure the HTTP Event
Collector (HEC) in your Splunk installation, and create an HTTP Event Collector
authentication token ("HEC token") that SPS will use.

To help identify the source of the received data, the following settings are configured
automatically in the One Identity Safeguard for Privileged Sessions App for Splunk:

« index: The One Identity Safeguard for Privileged Sessions App for Splunk
creates the index automatically, with the name balabit_events.

« sourcetype: The source type of the events the SPS fowards is balabit:event.

2. On your Splunk interface, navigate to Settings > Data inputs > HTTP Event
Collector. Copy the Token Value from the Balabit_HEC field. This is the HTTP Event
Collector authentication token and you will need it when configuring SPS.

©NE IDENTITY SPS 6.0 REST API Reference Guide | ___

Managing SPS



3. Create the JSON object that configures SPS to forward session
data to Splunk.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/splunk_forwarder endpoint. You can find a
detailed description of the available parameters listed in Elements of remote_
desktop_gateway. For example,

{
"enabled": true,
"flush_interval”: 600,
"host":
{ "selection": "fqdn", "value": "splunk.example.com" },
"pam_address":
{ "selection": "fqdn", "value": "psm.example.com" },
"port": 8088,
"ssl":
{ "selection": ™"insecure" },
"token": "2134356431"
}

4. Commit your changes.

For details, see Commit a transaction on page 30.

5. Splunk will display the data received from SPS as it was received from the host set in
the pam_address field. By default, this is the hostname and domain name of the SPS
appliance as set on the /api/configuration/network/naming endpoint. Adjust this field
as needed for your environment.

6. Start a session that SPS will audit to test your configuration, and verify that the data
of the session appears in Splunk.

Splunk integration

The universal SIEM forwarder can automatically send data about the audited sessions to
Splunk, ArcSight, or other third-party systems. The messages are standard syslog
messages in RFC3164 format (also called legacy-syslog or BSD-syslog format). The body
of the syslog message (the MESSAGE part) can be formatted as JavaScript Object Notation
(JSON), Common Event Format (CEF), or JSON-CIM format. For information about the
details of the messages that the universal SIEM forwarder sends to the external SIEM
network elements, see SiemMessage.

One of the main advantages of the universal SIEM forwarder is that it has a lower impact
on network and performance.

Each message contains the minimal information relevant to the event. Use the built-in
correlation feature of the SIEM to combine events by session ID and view all information
in one place.
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Prerequisites and restrictions

o SPS version 5 F9 or later
o Splunk version 6.5 or later

o The CEF format is supported on all currently supported versions of ArcSight ESM, IBM
QRadar and Microsoft Azure Sentinel.

« SPS does not send historical data, only data from the sessions started after you
complete this procedure.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/universal siem
forwarder

Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the endpoints for SNMP configuration settings.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/universal siem forwarder

Response

The following is a sample response received when querying the endpoint.

For details of the meta object, see Message format on page 9.
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"body": {
"enabled": true,
"prefix": "myprefix",
"targets": [
{
"format": "json_cim",
"name": "siem target",
"protocol™: {
"selection": "syslog",
"value": {
"address": {
"selection": "ip",
"value": "192.168.1.1"
¥
"port": 5555,
"tls": {
"selection": "disabled"
}
}
}
}
]
}
Elements Type Description
body JSON Top-level element
object
enabled boolean Set to true and configure the other options as needed
for your environment to forward session data from
SPS to an external SIEM device.
prefix string A prefix to make the data more readable.
The prefix is added to each JSON key. For example, if
you use sps__as a prefix, in the forwarded JSON
message the {"protocol": "ssh"} key changes to
{"sps_protocol": "ssh"}, which allows you to identify
the forwarded data more easily.
Other formats ignore the Prefix option.
targets JSON Specifies the details of the target SIEM device.
object
format cef | The format of the message sent to the SIEM. Use the
json | following:
json_ . C e
cim o Jjson_cim: if using Splunk.
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Elements Type Description
o cef: if using CEF-compatible SIEMs, for
example, Microsoft Sentinel.
« json: for general use.
name string The name of the SIEM forwarder policy.

protocol JSON
object

Specifies connection details to the target SIEM device.
For example:

"protocol™: {
"selection": "syslog",
"value": {
"address": {
"selection": "ip",
"value": "192.168.1.1"
¥
"port": 5555,
"tls": {
"selection": "secure",
"trusted ca list ref":
"1241814345d074efd1ded7"

}
}
}
Elements of protocol Type Description
selection string Must be syslog
value JSON object Contains the address of

address

©ONE IDENTITY

JSON object

the SIEM and the TLS
settings of the
connection.

Contains the type and the
value of the address. For
example:

"address": {
"selection":
"ip",
"value":
"192.168.1.1"

}s

"address": {
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Elements of protocol

Type

Description

selection string

value string

port

tls

©ONE IDENTITY

Defines the address type (IP
or domain name). Possible
values are:

e fqdn

The server address is
provided as a fully
qualified domain
name.

° ip
The server address is

provided as an IP
address.

The address of the server,
corresponding to the format
set in the selection field.

integer

JSON object

"selection":
"fqdn",

"value": "my-
siem.example.com"

}s

The port number of the
server.

The security settings of
the connection. For
example:

tls": {
"selection":
"secure",
"trusted ca list
ref":
"1241814345d074efdlde
d7z"

}

"tls": {
"selection":
"disabled"

}
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Elements of protocol

Description

selection disabled
I
insecure
| secure

trusted_ string
ca_list_
ref

o disabled: Use an

unencrypted
connection. Since the
data forwarded
contains sensitive
information, One
Identity recommends
to use TLS encryption
between SPS and your
SIEM.

insecure: Use TLS
encryption, but do not
validate the certificate
of the SIEM.

secure: Use TLS
encryption and validate
the certificate of the
SIEM. If you use this
option, you must also
set the trusted ca_
list_ref field.

The key of the trusted CA list
used to validate the
certificate of the SIEM. This
option is required if you set
"selection": "secure". For
details on creating trusted CA
lists, see Trusted Certificate
Authorities.

Configure universal SIEM forwarder

1. Open a transaction.

For details, see Open a transaction on page 28.

2. If you want to send the messages in an encrypted connection to the SIEM and also
validate the certificate of the SIEM, upload the certificate of the CA that signed the

certificate of the SIEM to a trusted CA list. For details on creating trusted CA lists,

see Trusted Certificate Authorities.
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3. Create the JSON object that configures SPS to forward session data
to your SIEM.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/universal siem_forwarder endpoint. You can
find a detailed description of the available parameters listed in Splunk
integration. For example,

{
"enabled": true,
"prefix": "myprefix",
"targets": [
{
"format": "json_cim",
"name": "siem_target",
"protocol": {
"selection": "syslog",
"value": {
"address": {
"selection": "ip",
"value": "192.168.1.1"
s
"port": 5555,
"tls": {
"selection": "disabled"
}
}
}
}
]

4. Commit your changes.

For details, see Commit a transaction on page 30.

Manage Safeguard for Privileged
Sessions clusters

When you have a set of two or more Safeguard for Privileged Sessions (SPS instances in
your deployment, you can join them into a cluster. This has several advantages. You can:

« Manage the nodes from one central location.

« Monitor their status and update their configuration centrally.
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« Search all session data recorded by all nodes in the cluster on a single node.

« Scale the performance of the cluster by adding new nodes and joining them to the
cluster easily.

« Extend auditing to other networks by adding new nodes to the cluster and joining
them to the cluster.

This is achieved by assigning roles to the individual nodes in your cluster: you can set one
of your Safeguard for Privileged Sessions nodes to be the Central Management node and
the rest of the nodes are managed from this central node.

O [ NOTE:

All nodes in a cluster must run the same version of SPS.

O | NOTE:

To configure the /api/cluster/ endpoint, your usergroup must have "read and
write/perform" privileges assigned to the Basic Settings > Cluster management
object. You can configure this on the AAA > Access Control page of SPS's web
interface.

For details, see "Managing user rights and usergroups" in the Administration Guide.

URL

GET https://<IP-address-of-any-node-in-cluster>/api/cluster

Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the endpoints available under the cluster endpoint.

curl --cookie cookies https://<IP-address-of-any-node-in-cluster>/api/cluster
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Response

The following is a sample response received.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "configuration_sync",
"meta": {
"href": "/api/cluster/configuration_sync"
}
¥
{
"key": "join_request",
"meta": {
"href": "/api/cluster/join_request"
}
1
{
"key": "nodes",
"meta": {
"href": "/api/cluster/nodes™
}
1
{
"key": "promote",
"meta": {
"href": "/api/cluster/promote"
}
}J
{
"key": "status",
"meta": {
"href": "/api/cluster/status"
}
}
])
"meta": {
"href": "/api/cluster",
"join_request": "/api/cluster/join_request",
"nodes": "/api/cluster/nodes",
"parent": "/api",
"promote"”: "/api/cluster/promote",
"status": "/api/cluster/status",
"configuration_sync": "/api/cluster/configuration_sync"
}
}
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Element Type Description

items Top-level element (list of  List of endpoints (objects) available from
JSON objects) the current endpoint.
key string The ID of the endpoint.
meta Top-level item (JSON Contains the path to the endpoint.
object)
href string (relative path) The path of the resource that returned the
response.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
jization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Promote a Safeguard for Privileged Sessions
node to be the Central Management node in
a new cluster

You can build a cluster by promoting a Safeguard for Privileged Sessions node to the role of
the Central Management node, and then join other nodes to your cluster.

To promote a node to be the Central Management node, complete the following steps:

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Create the Central Management node.

POST an empty request to the https://<IP-address-of-node-to-become-Central-
Management-node>/api/cluster/promote endpoint.
The following is a sample response received.

For details of the meta object, see Message format on page 9.

{

"body": {
"address": "<IP-address-of-Central-Management-node>",
"roles": [

"central-management”

]

¥

"meta": {

"href": "/api/cluster/nodes/b35c54da-b556-4f91-ade5-
d26283d68277",

"parent": "/api/cluster/nodes",

"remaining_seconds": 28800

}
}
Elements Type Description
body Top-level element (JSON Contains the JSON object of the
object) node.
address string The IP address of the node.
roles string The role of the node.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Join node(s) to the cluster

Once you have a Central Management Safeguard for Privileged Sessions node in place,
then you can join other nodes to your cluster.

To join nodes to your cluster, complete the following steps for each node that you want to
join to the cluster:
1. Open a transaction.

For details, see Open a transaction on page 28.

©NE IDENTITY SPS 6.0 REST API Reference Guide | _

Managing SPS



2. Create a join request.

POST the IP address of the Central Management node as a JSON object to the
https://<IP-address-of-node-to-join-to-cluster>/api/cluster/join_request
endpoint. The body of the POST request should be the following:

{

"central_management_address": "<IP-address-of-Central-Management-node>"

}

For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-node-to-join-to-cluster>/api/cluster/join_request --data '
{"central_management_address": "<IP-address-of-Central-Management-node>"}"

The following is a sample response received.
For details of the meta object, see Message format on page 9.

By default, no role is assigned to a non-management node, that is why the "roles"
array is empty.

{
"body": {
"address": "<IP-address-of-node-joined-to-cluster>",
"node_id": "46f97a58-4028-467d-9a22-9cfe78ae3elc",
Ilpskll :
"Ler7HZDFmZCxnLLgHNRfZYfORh1ZS9919vEVr5UKtIJEb1d4WeaHcBmQILs4VDWINn",
"roles": []
¥
"meta": {
"href": "/api/cluster/join_request",
"parent": "/api/cluster",
"remaining_seconds": 600
}
}
Elements Type Description
body Top-level element Contains the JSON object of the node.
(JSON object)
address string The IP address of the node.
node_id string A reference ID for the node.
psk string The pre-shared key of the node used for
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Elements Type Description

authentication.

roles  string The role of the node.

3. Join the node to the cluster.

POST the "body" object of the response to the https://<IP-address-of-Central-

Management-node>/api/cluster/nodes endpoint as a JSON object. The body of the POST
request should be the following:

{
"address": "<IP-address-of-node-joined-to-cluster>",
"node_id": "46f97a58-4028-467d-9a22-9cfe78ae3elc",
llpskll :

"Ler7HZDFmZCxnLLgHNRfZYfORh1ZS9919vEVr5UKtIJEb1d4WeaHcBmQILs4VDWINn",
"roles": []

}s

For example:

POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-Central-Management-node>/api/cluster/nodes --data '{"address":
"<IP-address-of-node-joined-to-cluster>", "node id": "46f97a58-4028-467d-
9a22-9cfe78ae3elc"”, "psk":

"Ler7HZDFmZCxnLLgHNRTZYfORh1ZS9919vEVr5UKtIEb1d4WeaHcBmQILs4VDWIN", "roles" :
(1}

If the POST request is successful, the response includes:

{
"body": {
"address": "<IP-address-of-node-joined-to-cluster>",
"roles": []
}J
"key": "46f97a58-4028-467d-9a22-9cfe78ae3elc",
"meta": {

"href": "/api/cluster/nodes/46f97a58-4028-467d-9a22-
9cfe78ae3elc",

"parent": "/api/cluster/nodes",
"remaining seconds": 28800
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4. Commit your changes on both the Central Management node and
the node you joined to the cluster.

For details, see Commit a transaction on page 30.

Query join status

To find out whether a node has been joined to a cluster, complete the following steps.

1. Query the /api/cluster/join_request endpoint on the node whose join status you
want to figure out.

curl GET --cookie cookies https://<IP-address-of-node-to-be-

queried>/api/cluster/join_request

The following is a sample response received.

For details of the meta object, see Message format on page S.

"details": {
"central_management_address": "<IP-address-of-Central-
Management-node>"
3
"meta": {
"href": "/api/cluster/join_request”,
"parent": "/api/cluster",
"remaining_seconds": 600
1
"status": "in cluster"
}
Elements Type Description
details Top- Contains the IP address of the Central
level Management node of the cluster.
element
central_ string The IP address of the Central Management
management_ node.
address Not provided when no cluster has been set
up yet.
status string Possible values are:
o not configured: Displayed when no
cluster has been set up yet.
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Elements Type Description

o in progress: Displayed when the
join action is in progress.

o in cluster: Displayed when the
node is already in the cluster.

Assign a role to a node

By default, nodes do not have any roles assigned to them. The only exception is the Central
Management node, which you specifically promoted to fulfill that role. To assign a role to a
node in the cluster, complete the following steps.

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Update the JSON object of the node.

PUT the role you want to assign to the node and the node's IP address as a JSON
object to the https://<IP-address-of-Central-Management-
node>/api/cluster/nodes/<node-id-of-node-to-be-updated> endpoint.

You can assign the following roles to a node:

0 [ NOTE:
The central-management role can only be assigned using the
/api/cluster/promote endpoint.

0 [ NOTE:
Ensure that each node has a search role and only one search role.

Role Description

managed- There can be several nodes with this role.

host Nodes with the Managed Host role synchronize their entire configuration

from the Central Management node, not only those elements of the
configuration that are related to the cluster.

search- There can be only one node with this role.

master The Search Master node is the one node in the cluster on which you can

search all the session data recorded by other nodes in the cluster,
provided that the other nodes have been assigned the Search Minion
role.
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Role Description

search- There can be several nodes with this role.

minion Nodes with the Search Minion role send session data that they recorded

to the Search Master for central search purposes. The session data
recorded by a Search Minion node is not searchable on the node itself,
only on the Search Master.

search- There can be several nodes with this role.

local Nodes with the Search Local role keep the session data that they

recorded for local searching. The session data recorded by a Search
Local node is searchable on the node itself, but not on the Search Master.

This is the only backward-compatible search role.

For further details on roles, see "Cluster roles" in the Administration Guide.

The body of the PUT request should be the following:

{

"roles": ["<role-to-assign>"],
"address": "<IP-address-of-node-to-be-updated>"

}

For example:
curl -H "Content-Type: application/json" --cookie cookies -X PUT https://<IP-
address-of-Central-Management-node>/api/cluster/nodes/46f97a58-4028-467d-9a22-

9cfe78ae3elc --data '{"roles": ["managed-host"], "address": "<IP-address-of-
node-to-be-updated>"}"

3. Commit your changes.

For details, see Commit a transaction on page 30.

Query nodes

To list the nodes available in a cluster, complete the following steps.

1. Query the /api/cluster/nodes endpoint on the Central
Management node.

curl --cookie cookies https://<IP-address-of-Central-Management-
node>/api/cluster/nodes

The following is a sample response received.
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For details of the meta object, see Message format on page 9.

{

"items": [

"key": "46f97a58-4028-467d-9a22-9cfe78ae3elc”,
"meta": {
"href": "/api/cluster/nodes/46f97a58-4028-467d-9a22-
9cfe78ae3elc”,
"status": "/api/cluster/status/46f97a58-4028-467d-
9a22-9cfe78ae3elc”

}s

{
"key": "b35c54da-b556-4f91-ade5-d26283d68277",

"meta": {
"href": "/api/cluster/nodes/b35c54da-b556-4f91-ade5-

d26283d68277",
"status": "/api/cluster/status/b35c54da-b556-4191-

ade5-d26283d68277"

}
}
1
"meta": {
"href": "/api/cluster/nodes",
"parent"”: "/api/cluster",

"remaining_seconds": 28800,
"self": "/api/cluster/nodes/b35c54da-b556-4f91-ade5-
d26283d68277",

"status": "/api/cluster/status"
}
¥
Elements Type Description
items Top-level element (list List of endpoints (objects) available
of JSON objects) from the current endpoint.
key string The ID of the node.
meta Top-level item (JSON Contains links to different parts of
object) the REST service.

href string (relative path) The path of the node that returned
the response.

status string (relative path) The path to the status of the node
that returned the response.
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Query one particular node

To query one particular node, complete the following steps.

1. Query the /api/cluster/nodes/<node-id-of-node-to-be-queried> endpoint
on the node that you want to query.

curl --cookie cookies https://<IP-address-of-node-to-be-
queried>/api/cluster/nodes/<node-id-of-node-to-be-queried>

The following is a sample response received.
For details of the meta object, see Message format on page 9.

{
"body": {
"address": "<IP-address-of-node-to-be-queried>",
"roles": [
"central-management”
]
s
"key": "b35c54da-b556-4191-ade5-d26283d68277",
"meta": {

"href": "/api/cluster/nodes/b35c54da-b556-4f91-ade5-
d26283d68277",

"parent": "/api/cluster/nodes",

"remaining seconds": 28800,

"status": "/api/cluster/status/b35c54da-b556-4f91-ade5-

d26283d68277"

}
}
Elements Type Description
body Top-level element (JSON Contains the JSON object of the
object) node.

address string The IP address of the node.
roles string The role assigned to the node.

key string The ID of the node.

Query the status of all nodes in the cluster

To query the status of all nodes in your cluster, complete the following steps.
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1. Query the /api/cluster/status endpoint on the Central
Management node.

curl --cookie cookies https://<IP-address-of-Central-Management-
node>/api/cluster/status

The following is a sample response received.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "b35c54da-b556-4f91-ade5-d26283d68277",
"fqdn": "sps.example.com",
"health_status": null,
"meta": {
"configuration": "/api/cluster/nodes/b35c54da-b556-4191-ade5-
d26283d68277",
"href": "/api/cluster/status/b35c54da-b556-4f91-ade5-d26283d68277"
}
1
{
"key": "46f97a58-4028-467d-9a22-9cfe78ae3elc”,

"last_seen": "2018-02-08T10:00:30Z",
"fqdn": "managed-host.cluster",
"health_status": {
"memory": 62.5,
"disk": 1.9,
"swap": O,
"loadl": ©.53,
"load5": 0.68,
"load15": 0.37,
"sessions": {
"ssh": 3,
"rdp": 4
}J
"total _sessions": 7
¥
"configuration_sync": {
"last_updated": "2018-02-08T09:59:00Z",
"last_checked": "2018-02-08T09:59:00Z",
"downloaded_xml_hash": "2853830f4aa®a%90a63e75bablb22e513",
"issues": {
"warnings": [
{
"message": "Connection 'simple_ssh_connection' and local service
'SSH' conflict on 10.30.42.42:22",
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"paths": [
"/api/configuration/ssh/connections/12345",
"/api/configuration/local_services/ssh"
]
}
]
}
}s
"meta": {
"configuration": "/api/cluster/nodes/46f97a58-4028-467d-9a22-
9cfe78ae3elc”,
"href": "/api/cluster/status/46f97a58-4028-467d-9a22-9cfe78ae3elc"

}
}
1B
"meta": {
"href": "/api/cluster/status",
"parent": "/api/cluster",
"self": "/api/cluster/status/b35c54da-b556-4f91-ade5-d26283d68277"
}
}
Elements Type Description
items Top-level List of endpoints (objects)
element available from the current
(list of endpoint.
JSON
objects)
key string The ID of the node.
fqdn string The address of the node as a
fully qualified domain name.
health_status null or The health status of a node. If
object the node is down, the value is
null. Otherwise, the health-
related data is listed.
memory floating Memory use
point
integer
(percent)
disk floating  Hard disk use
point
integer
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Elements

Type

Description

swap

loadl

load5

load15

sessions

total_
sessions

©ONE IDENTITY

(percent)

floating
point
integer
(percent)

floating
point
integer

floating
point
integer

floating
point
integer

string

integer
(number
of)

Swap use

The average system load during
the last one minute. The values
mean the following:

o« < 1: low system load
« 1-5: high system load

« > 5: extremely high
system load

The average system load during
the last five-minute period. The
values mean the following:

o« < 1: low system load
« 1-5: high system load

« > 5: extremely high
system load

The average system load during
the last fifteen-minute period.
The values mean the following:

o < 1:low system load
o 1-5: high system load

« > 5: extremely high
system load

The protocol type and the
number of ongoing sessions. For
example:

"sessions": {
"ssh": 3,
"rdp": 4

¥

The total number of ongoing
sessions.
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Elements Type

Description

meta Top-level
item
(JSON
object)

configuration string
(relative
path)

href string
(relative
path)

last_seen string

configuration_ Top-level

sync item
(JSON
object)

downloaded_ string
xml_hash

last_updated string

last_checked string

Contains links to different parts
of the REST service.

The path to the configuration of
the node that returned the
response.

The path to the node that
returned the response.

The last time the node sent
status information to the Central
Management node, in ISO 8601
format.

The hash of the latest
downloaded configuration file
(used for configuration synchron-
ization). If no configuration file
has been downloaded yet, it says
null.

The last time the node's config-
uration was synchronized, in ISO
8601 format.

The last time the node attempted
to fetch a new configuration, in
ISO 8601 format.

issues Top-level The issues that occurred during

item configuration synchronization.
(JSON
object)

Elements of Type Description

issues

warning Top-level

item (JSON
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Elements of Type Description

issues
object)
message string Human-readable text explaining why the warning
occurred.
details array List of additional information about the warning
(for example, the path where the warning
occurred).
error Top-level
item (JSON
object)
type string The type of the error.
message string Human-readable text explaining why the error
occurred.

details JSON object List of additional information about the error (for
example, the path where the error occurred).

Query the status of one particular node

To query the status of one particular node in your cluster, complete the following steps.

1. Query the /api/cluster/status/<node-id-of-node-to-be-queried>
endpoint on the Central Management node.

curl --cookie cookies https://<IP-address-of-Central-Management-
node>/api/cluster/status/<node-id-of-node-to-be-queried>

The following is a sample response received.
For details of the meta object, see Message format on page 9.

For details of the other objects, see tables Cluster status details and "issues"
object details.

{

"fqdn": "managed-host.cluster",
"key": "46f97a58-4028-467d-9a22-9cfe78ae3elc”,
"configuration_sync": {
"downloaded_xml_hash": "2853830f4aa0a90a63e75bablb22e513",
"last_updated": "2018-02-08T09:59:30Z",
"last_checked": "2018-02-08T09:59:30Z",
"issues": {}

}s
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"health_status": {
"memory": 62.5,
"disk": 1.9,
"swap": 0,
"loadl": @.53,
"load5": 0.68,
"load1l5": 0.37,
"sessions": {

"ssh": 3,
"rdp": 4
¥
"total_sessions": 7
¥
"last_seen": "2018-02-08T10:00:00Z",
"meta": {

"configuration": "/api/cluster/nodes/46f97a58-4028-467d-9a22-
9cfe78ae3elc",
"href": "/api/cluster/status/46f97a58-4028-467d-9a22-9cfe78ae3elc"

}
}
Elements Type Description
items Top-level List of endpoints (objects)
element available from the current
(list of endpoint.
JSON
objects)
key string The ID of the node.
fqdn string The address of the node as a
fully qualified domain name.
health_status null or The health status of a node. If
object the node is down, the value is
null. Otherwise, the health-
related data is listed.
memory floating Memory use
point
integer
(percent)
disk floating  Hard disk use
point
integer
(percent)
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Elements Type Description
swap floating  Swap use
point
integer
(percent)
load1l floating  The average system load during
point the last one minute. The values
integer mean the following:
o« < 1:low system load
« 1-5: high system load
« > 5: extremely high
system load
load5 floating  The average system load during
point the last five-minute period. The
integer values mean the following:
o < 1:low system load
« 1-5: high system load
« > 5: extremely high
system load
load15 floating  The average system load during
point the last fifteen-minute period.
integer The values mean the following:
o« < 1: low system load
« 1-5: high system load
. > 5: extremely high
system load
sessions string The protocol type and the
number of ongoing sessions. For
example:
"sessions": {
total integer The total number of ongoing
sessions (number sessions.
of)
meta Top-level Contains links to different parts
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Elements Type Description
item of the REST service.
(JSON
object)
configuration string The path to the configuration of
(relative the node that returned the
path) response.
href string The path to the node that
(relative returned the response.
path)
last_seen string The last time the node sent
status information to the Central
Management node, in ISO 8601
format.
configuration_ Top-level
sync item
(JSON
object)
downloaded_  string The hash of the latest
xml_hash downloaded configuration file
(used for configuration synchron-
ization). If no configuration file
has been downloaded yet, it says
null.
last_updated string The last time the node's config-
uration was synchronized, in ISO
8601 format.
last_checked string The last time the node attempted
to fetch a new configuration, in
ISO 8601 format.
issues Top-level The issues that occurred during
item configuration synchronization.
(JSON
object)
Elements of Type Description
issues
warning Top-level
item (JSON
object)
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Elements of Type Description

issues
message string Human-readable text explaining why the warning
occurred.
details array List of additional information about the warning
(for example, the path where the warning
occurred).
error Top-level
item (JSON
object)
type string The type of the error.
message string Human-readable text explaining why the error
occurred.

details JSON object List of additional information about the error (for
example, the path where the error occurred).

Upload and enable a configuration
synchronization plugin

Nodes fetch their configuration from the Central Management node, and merge it into their
own configuration. Depending on their role, nodes may merge the whole configuration into
their own (Managed Host nodes), or only the cluster-specific parts (nodes with no roles
assigned). Whenever a configuration change is made on the Central Management node and
the change is committed, it is synchronized to all nodes in the cluster as soon as the nodes
fetch the latest configuration from the Central Management node.

When synchronizing the central configuration across nodes, you may want to:

« Keep certain parts in the configuration of individual nodes as-is.

« Tailor certain parts of the central configuration to specific needs of individual nodes
in the cluster (for example, your nodes may access external services at different
network addresses).

You can achieve all of these by using a configuration synchronization plugin that contains
transformations for the problematic parts. The plugin only runs on nodes that have the
Managed Host role.

Customizing certain parts or features of a node using a configuration synchronization plugin
has the same limitations as configuring SPS through the REST API. In other words,
whatever you can configure through the REST API, you can configure the exact same
settings using the plugin. One notable difference between the REST API and the plugin is
that using the REST API, you can only read certain types of data (such as keys and
passwords), while using the configuration synchronization plugin, you can write these types
of data as well.
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Data structures in the plugin are represented as nested JSON objects. For object
references, the plugin uses keys.

The plugin works with the following key parameters:

o local config: The current configuration of a Managed Host node (those parts that can
be configured through the REST API).

o merged_config: The configuration of the Central Management node that is about to be
synced to the Managed Host node (those parts that can be configured through the
REST API), with settings related to networking, local services, management, and the
license of SPS whitelisted. These settings are never overwritten by configuration
synchronization.

« node_id: The unique ID of the Managed Host node in the cluster (you can retrieve this
identifier by querying the /api/cluster/nodes endpoint through the REST API).

o plugin_config: The configuration of the plugin provided as free-form text.
Specifying the configuration of the plugin is optional. It enables you to run
configuration synchronization on each cluster with different parameters if you have
multiple clusters.

Example: Customizing an IP address in a connection policy
For example, an RDP connection policy on a Managed Host node specifies the
following client and target addresses:

$ curl ... https://<url-of-Central-Management-
node>/api/configuration/rdp/connections/<id-of-the-connection-policy>

{
"body": {
"network": {
"clients": [
"0.0.0.0/0"
1
"ports": [
3389
])
"targets": [
"10.30.255.28/24"
]
¥
¥
}

Let's suppose that on the Central Management node, an RDP connection policy is
configured with these details:

@)N EIDENTITY SPS 6.0 REST API Reference Guide 263
Managing SPS



\

$ curl ... https://<url-of-Managed-Node>/api/configuration/rdp/connections/<id-
of-the-connection-policy>

{
"body": {
"network": {
"clients": [
"0.0.0.0/0"
1
"ports": [
3389
1,
"targets": [
"10.30.255.8/24"
]
})
¥
}

To ensure that the details of the connection policy on the Managed Host node are
kept as-is after configuration synchronization, add the following lines to the plugin
main.py file:

$ cat main.py
def merge(local config: dict, merged_config: dict, node_id: str, plugin_
config: str, **kwargs):
merged_config[ 'rdp' ][ 'connections'][<id-of-the-connection-policy>]
[ 'network' ][ 'targets'][0] = "10.30.255.8/24"
return merged_config

Due to possible new (as yet undefined) parameters, it is good practice to close the
parameter list of the merge function with **kwargs.

In case you need assistance with writing customized transformations, contact our
Professional Services Team, and a One Identity Service Delivery Engineer will be able
to help you.

0 [ NOTE:

Configuration settings related to networking (/api/configuration/network), local
services (/api/configuration/local_services), and the management of SPS
(/api/configuration/management) are not overwritten on the nodes by configuration
synchronization even when not using a plugin.

To upload a configuration synchronization plugin to the Central Management node,
complete the following steps.
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1. Open a transaction.

For details, see Open a transaction on page 28.

2. Upload the plugin file.

POST the plugin as a zip file (application/zip) to the https://<IP-address-of-
Central-Management-node>/api/upload/pluginsendpoint, for example:

curl -X POST -H "Content-Type: application/zip" --cookie cookies https://<IP-
address-of-Central-Management-node>/api/upload/plugins --data-binary @<path-
to-plugin.zip>

The following is a sample response received.

For details of the meta object, see Message format on page 9.

{
"body": {
"api": "1.0",
"default_configuration™": "",

"description”: "Whitelist the 1list of paths when merging the
configuration",

"name": "whitelist",
"path": "/opt/scb/var/plugins/configuration_sync/whitelist",
"scb_max_version": "",
"scb_min_version": "",
"version": "1.0"
¥
"key": "794a5el7-b8be-4426-8596-0dfcl29co6ef",
"meta": {

"href": "/api/configuration/plugins/configuration_sync/794a5el7-
b8be-4426-8596-0dfcl29co6ef",

"parent": "/api/configuration/plugins/configuration_sync",

"remaining_seconds": 599

}
}
Elements Type Description
body Top-level element
(JSON object)
api string Always "1.0".
default_ string Contains the default configuration of the
configuration plugin if there is one.
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Elements Type Description

description string The description of what the plugin does.
name string The name of the plugin.
path string The path to the plugin.
scb_max_ string The plugin is compatible with SPS
version versions not later than this one.
scb_min_ string The plugin is compatible with SPS
version versions not earlier than this one.
version string The version number of the plugin.

key string The ID of the plugin.

3. To enable the plugin, replace /api/cluster/configuration sync_
plugin with:

{
"enabled": true,
"plugin": "<'key' from-response-of-last-creation>",
"configuration": ™"

}

For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-Central-Management-node>/api/cluster/configuration_sync_plugin --
data '{"enabled": true, "plugin": "794a5e17-b8be-4426-8596-0dfc129co6ef",
"configuration": ""}'

The following is a sample response received:

{
"plugin”: {
"key": "794a5el7-b8be-4426-8596-0dfc129cO6ef",
"meta": {
"href": "/api/configuration/plugins/configuration_
sync/794a5e17-b8be-4426-8596-0dfc129c06ef™
}
}
}

4. Commit your changes.

For details, see Commit a transaction on page 30.
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Disable a configuration synchronization
plugin

To disable a configuration synchronization plugin on the Central Management node,
complete the following steps.
1. Open a transaction.

For details, see Open a transaction on page 28.

2. To disable the plugin, replace /api/cluster/configuration sync
plugin with:

{

"enabled": false

}
For example:

curl -X POST -H "Content-Type: application/json" --cookie cookies https://<IP-
address-of-Central-Management-node>/api/cluster/configuration_sync_plugin --
data '{"enabled": false}'

The following is a sample response received:

{
"plugin": {
"key": null,
"meta": {}

3. Commit your changes.

For details, see Commit a transaction on page 30.
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General connection settings

Channel policy

The channel policy lists the channels (for example, terminal session and SCP in SSH,
Drawing, Clipboard in RDP) that can be used in a connection. The channel policy can further
restrict access to each channel based on the IP address of the client or the server, a user
list, user group, or a time policy. For example, all clients may access the servers defined in
a connection via SSH terminal, but the channel policy may restrict SCP access only to a
single client. The policies set in the channel policy are checked when the user attempts to
open a particular channel type in the connection.

Channel policies are protocol specific. To list the available Channel policies for a protocal,
use the following command.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/<http|ica|rdp|ssh|telnet|vnc>/channel_policies

The following sections detail the properties of Channel policy objects.

URL

GET https:<IP-address-of-
SPS>/api/configuration/<http|ica|rdp|ssh|telnet|vnc>/channel policies/<object-id>

Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the

©NE IDENTITY SPS 6.0 REST API Reference Guide |

General connection settings



Cookie Description Required Values
name

SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the properties of a specific RDP Channel policy object.

curl --cookie cookies -https:<IP-address-of-SPS>/api/configuration/<rdp>/channel
policies/<object-id>

Response

The following is a sample response received, showing the properties of Channel
policy objects.

For details of the meta object, see Message format on page 9.

{
"body": {
"name": "terminal-only",
"rules": [
{

"actions": {

"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false

})

"allowed for": {
"clients": [],
"gateway groups": [],
"remote_groups": [],
"servers": [],
"time_policy": {

"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_ policies/-100"
}
}
1

"channel": "#drawing"
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}s
{

"actions": {

"audit": true,

"four_eyes": false,

"ids"

}s

"allowed for": {
"clients": [],

. false

"gateway groups": [],
"remote_groups": [],

"servers": [],
"time_policy": {

"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-100"
¥
}
¥
"channel": "cliprdr"
}
]
}
}
Element Type Description
name string Top level element, the name of the object. This name is also
displayed on the SPS web interface. It cannot contain
whitespace.
rules list of Top level element, contains the configuration properties of
JSON the object.
objects
actions  JSON The actions that SPS performs for the channel, for example,
object recording the traffic into an audit trail.
allowed_ JSON Specifies the access control rules of the channel, for
for object example, permitted target IP addresses or usergroups.
channel  string The type of the channel. Note that channels are protocol

©ONE IDENTITY

specific, and different type of channels can have different
parameters.

» For details on RDP-specific channels, see RDP channels
on page 417.

« For details on SSH-specific channels, see SSH channels
on page 458.
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Element Type

Description

For example:

"channel": "#drawing",

Element Type Description
actions JSON The list of actions to perform when the Content policy
object  matches the analyzed traffic. All actions are boolean values
(true or false)
audit boolean Set to true to record the activities of the channel into audit

content_ JSON
policy object

trails. Possible values: true or false

Specifies the Content policy to use in the channel, otherwise
its value is null (which is the default). For details on
Content policies, see Real-time content monitoring with
Content Policies For example:

"content_policy": {
"key": "<object-id>",

}

four_ boolean Set to true to require four-eyes authorization to access the
eyes channel. For details, see "Configuring four-eyes
authorization" in the Administration Guide. Possible values:
true or false
Element Type Description
allowed JSON Specifies the access control rules of the channel.
for object

clients ljst

gateway_ list
groups

©NE IDENTITY

To restrict the availability of the channel only to certain
clients, list the IP address or network of the clients allowed
to use this the channel. For IPv6 addresses, use the
canonized format of the address. For example:

"clients": [
"192.168.1.1/24",
"2001:db8:85a3::8a2e:0:0/32"

You can control channel access during gateway
authentication with blacklists or whitelists of user groups.
You can use local user lists on SPS, or LDAP groups.

To use this option, you must also configure web gateway
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Element Type Description

authentication in the connection policy, or client-side

gateway authentication back-end in the authentication

policy.

For example:

"gateway groups": ["groupl", "group2"],

To configure local user lists, see User lists on page 336.
remote_ list You can control channel access during authentication to the
groups remote server with blacklists or whitelists of user groups.

You can use local user lists on SPS, or LDAP groups.

For example:

"remote_groups": ["groupl", "group2"],

To configure local user lists, see User lists on page 336.
servers |ist To restrict the availability of the channel only to certain

servers, list the IP address or network of the servers that

your clients are allowed to access using this the channel. For

IPv6 addresses, use the canonized format of the address.

For example:

"servers": [
"192.168.1.1/24",
"2001:db8:85a3::8a2e:0:0/32"
time_ JSON Specifies the Time policy to use in the channel. If you do not
policy object want to restrict access, use the default 7x24 policy-1ee. For
details on Time policies, see Time policy on page 322. For
example:
"time_policy": {
llkeyll: ll_10@ll,
¥
Policies

List of endpoints for configuring policies and settings that can be referenced when
configuring connections.
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URL

GET https://<IP-address-of-SPS>/api/configuration/policies

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the available endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/policies

Response

The following is a sample response received when listing the available configuration
endpoints.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "aa_plugin_instances",
"meta": {
"href": "/api/configuration/policies/aa_plugin_instances"
}
}J
{
"key": "analytics",
"meta": {
"href": "/api/configuration/policies/analytics"
}
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{
"key": "archive_cleanup_policies",
"meta": {
"href": "/api/configuration/policies/archive_cleanup_policies"
}
¥
{
"key": "audit_policies",
"meta": {
"href": "/api/configuration/policies/audit policies"
}
}J
{
"key": "backup_policies",
"meta": {
"href": "/api/configuration/policies/backup policies"
}
¥
{
"key": "content_policies”,
"meta": {
"href": "/api/configuration/policies/content_policies"
}
¥
{
"key": "credentialstores”,
"meta": {
"href": "/api/configuration/policies/credentialstores”
}
¥
{
"key": "indexing",
"meta": {
"href": "/api/configuration/policies/indexing"
}
}J
{
"key": "ldap_servers",
"meta": {
"href": "/api/configuration/policies/ldap_servers"
}
¥
{
"key": "signing cas",
"meta": {
"href": "/api/configuration/policies/signing cas"
}
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}s

{
"key": "time_policies”,
"meta": {
"href": "/api/configuration/policies/time_policies™
}
1
{
"key": "trusted_ca_ lists",
"meta": {
"href": "/api/configuration/policies/trusted ca lists"
}
}J
{
"key": "user_databases",
"meta": {
"href": "/api/configuration/policies/user_databases"
}
¥
{
"key": "userlists",
"meta": {
"href": "/api/configuration/policies/userlists"
}
1
{
"key": "usermapping_policies",
"meta": {
"href": "/api/configuration/policies/usermapping policies™
}
}
1
"meta": {
"first": "/api/configuration/aaa",

"href": "/api/configuration/policies”,
"last": "/api/configuration/x509",
"next": "/api/configuration/private_keys",

"parent"”: "/api/configuration",

"previous": "/api/configuration/plugins",

"transaction": "/api/transaction"

}

}
Endpoint Description
aa_plugin_ Authentication and Authorization plugin policies
instances
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Endpoint

Description

analytics

archive_cleanup_
policies

audit_policies
backup_policies

content_policies

credentialstores
indexing
ldap_servers

signing_cas

time_policies

trusted_ca_lists

user_databases

userlists

usermapping_
policies

Analytics.

Archive/Cleanup policies.

Audit trail encryption, timestamping, and signing.
Backup policies.

Actions for detected commands, screen content, credit card inform-
ation, and window titles.

Local and external credential stores.
Languages for Optical Character Recognition (OCR).
LDAP servers.

Signing CAs for generating the server-side certificates on the fly. You
can use such CAs in SSL-encrypted RDP sessions, RDP sessions that
use Network Level Authentication (CredSSP), or SSH connections that
use X.509-based authentication.

To configure signing for audit trails, use the audit_policies endpoint.
Time policies.

Trusted Certificate Authorities (CAs), and options for restricting the
accepted certificates.

Local User Databases are available for RDP, SSH and Telnet protocols,
and can be used to authenticate the clients to credentials (passwords,
public keys, and certificates) that are locally available on SPS.

Local white- or blacklists of usernames that allow fine-control over
who can access a connection or a channel.

Usermapping policies describe who can use a specific username to
access the remote server.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description

Notes

401

©NE IDENTITY

Unauthenticated

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.
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Code Description Notes

401  AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Archive/Cleanup policy

Archiving transfers data from SPS to an external storage solution, cleanup removes
(deletes) old files. Archived data can be accessed and searched, but cannot be restored
(moved back) to the SPS appliance. Only those closed audit-trail files are archived where
the retention time has already elapsed. To list the available Archive policies, use the
following command.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/policies/archive_cleanup policies/

The following sections detail the properties of Archive/Cleanup policy objects.

URL

GET https:<IP-address-of-SPS>/api/configuration/policies/archive_cleanup_
policies/<object-id>

Cookies

Cookie Description Required Values
name

session_ Contains the Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71de30e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the properties of a specific Archive/Cleanup policy object.
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curl --cookie cookies -https:<IP-address-of-SPS>/api/configuration/policies/archive_
cleanu_policies/<object-id>

Response

The following is a sample response received, showing the properties of Archive/Cleanup
policy objects.

For details of the meta object, see Message format on page 9.

{
"key": "99375192754364c2blbdol",
"body": {
"name": "archive_all with_filelist",
"include_node_id_in_path": false,
"notification_event": {
"type": "all",
"send filelist": true,
"file count_limit": 123456
})
"target": {
"type": "nfs",
"server": {
"selection": "ip",
"value": "1.2.3.5"
¥
"path": "/data/backup”
})
"start_times": [
"10:10"
1
"template"”: "PROTOCOL/CONNECTION/ARCHIVEDATE/",
"retention_days": 30
}
}
Element Type Description
name string Top level element, the name of the object. This
name is also displayed on the SPS web
interface. It cannot contain whitespace.
include_node_ boolean Include the Cluster Node ID in the path. Recom-
id_in_path mended to set to True if the SPS instance is a

node in a cluster. This ensures that the ID of
the node is included in the path of the relevant
directory, which is required to prevent cluster
nodes from archiving data to the same
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Element

Type Description

notification_
event

type

send_filelist

file_count_

limit

target

type

server

domain

protocol _
version
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location, and so overwriting each other's data
and resulting in data loss.

Top

level

element

string » all: Sends notification emails on all
(all | archive-related events.

e”l‘or‘s' « errors-only: Sends notification emails
only | only on archive-related errors.

none)

« none: Sends no archive-related notific-
ation emails.

boolean This is meaningful only if notification_event is
set to all.

True if the list of files are included in the
notification e-mail.

integer This is meaningful only if notification_event is
set to all and send_filelist is set to True.

The maximum number of files that are included
in the notification e-mail.

Top Defines the address of the archive server,

level which protocol to use to access it, and other

element parameters. SPS can be configured to use the
SMB/CIFS, and NFS protocols to access the
archive server.

string « smb: Move data to a remote server using
(smb | SMB/CIFS
nfs |

« nfs: Move data to a remote server using
none) NFS

« none: Cleanup data. Data is deleted from
SPS forever and cannot be recovered.

Top
level
element

string Only if type is set to smb.

The domain name of the target server

string Only if type is set to smb.
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Element Type Description

The SMB protocol to use when SPS connects to
the server. Servers are usually backwards
compatible with earlier protocol versions (for
example, a server that supports version 2.1
supports versions 2.0 and 1.0 as well).

share string Only if type is set to smb.

The name and directory path of the share in the
following format:

share_name/path/to/directory

authentication Top Only if type is set to smb.
level
element
path string The path to the archive directory on the target
server
start_times list of The time when the archive process starts in

strings  H:MM or HH:MM format.

template string SPS organizes the audit trails into directories
based on the date or the protocol. The
subdirectories are created directly into the
archive directory. The following subdirectory
structures are possible:

e PROTOCOL/CONNECTION/ARCHIVEDATE/

e ARCHIVEDATE/CONNECTION/PROTOCOL/

o CONNECTIONDATE/PROTOCOL/CONNECTION/
o ARCHIVEDATE/

o CONNECTIONDATE/

retention_ integer Data older than this value is archived to the
days (days) external server. The archived data is deleted
from SPS.
Elements of Type Description
server
server Top level
element
selection string (ip | fqdn) o ip: IP address

o fgdn: Hostname
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Elements of Type Description

server
value string The IP address or the hostname of the remote
server
Elements of Type Description
authentication
authentication Top level element Only if type is set to smb.
selection string (password | « password: To log on using a
anonymous) username and password.
« anonymous: To log on anonym-
ously.
username  string Only if selection is set to password.

The username used to log on to the
remote server

password  string Only if selection is set to password.

The password corresponding to the
username

Audit policies

The list of audit policies. An audit policy contains settings for encrypting, timestamping,
and signing audit trails. To enable auditing for a connection, select an audit policy when
configuring connections, and enable auditing for the appropriate protocol channels in the
connection's channel policy.

© | NOTE:

The default audit policy is pre-selected when creating connection policies. Modify
that audit policy with care.

URL

GET https://<IP-address-of-SPS>/api/configuration/policies/audit_policies
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Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the audit policies.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/policies/audit_policies

The following command retrieves the properties of a specific policy.

curl --cookie cookies https://<IP-address-of-SPS>/api/policies/audit_
policies/<policy-id>
Response

The following is a sample response received when listing audit policies.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "78101850949e47437dd91d",
"meta": {
"href": "/api/configuration/policies/audit _policies/78101850949e47437dd91d"
}
}J
{
"key": "9161063345713111489305",
"meta": {
"href": "/api/configuration/policies/audit policies/9161063345713f11489305"
}
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}s

{
"key": "1e@89e2a-76b4-4079-94e3-c83ebc74dc2e",

"meta": {
"href": "/api/configuration/policies/audit_policies/1e089e2a-76b4-4079-94e3-
c83ebc74dc2e”
}
}
1B
"meta": {
"first": "/api/configuration/policies/audit_policies",
"href": "/api/configuration/policies/audit_policies",
"last": "/api/configuration/policies/usermapping policies”,
"next": "/api/configuration/policies/content_policies",
"parent": "/api/configuration/policies",
"previous": null,
"transaction": "/api/transaction"
}
}

When retrieving the endpoint of a specific audit policy, the response is the following.

{
"body": {
"encryption"”: {
"certificates": [
{
"certificate": "<certl>",
"four_eyes_certificate": "<cert2>"
}
1,

"different_certificates for_upstream": {
"certificates": [
{
"certificate": "<cert3>",
"four_eyes certificate": "<cert4>"
}
1

"enabled": true

}s

"enabled": true
}J
"name": “"<policy-name>",
"signing": {
"enabled": true,
"x509 identity": {
"key": "ecOb6604-37f6-4df6-bd2f-d7879a75b324",
"meta": {
"href": "/api/configuration/x509/ecOb6604-37f6-4df6-bd2f-d7879a75b324"
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}

}
¥
"timestamping_enabled": true
¥
"key": "1e@89e2a-76b4-4079-94e3-c83ebc74dc2e",
"meta": {

"first": "/api/configuration/policies/audit_policies/78101850949e47437dd91d",

"href": "/api/configuration/policies/audit_policies/1e@89e2a-76b4-4079-94e3-
c83ebc74dc2e",

"last": "/api/configuration/policies/audit_policies/1e@89e2a-76b4-4079-94e3-
c83ebc74dc2e",

"next": null,

"parent": "/api/configuration/policies/audit_policies",
"previous": "/api/configuration/policies/audit_policies/9161063345713f11489305",
"transaction": "/api/transaction"
¥
}
Element Type Description
key string Top level element, contains the ID of the policy.
body Top The configuration elements of the policy.
level
element
(string)
encryption Top Audit trail encryption settings.
level
element
name string The name of the policy. This name is also

displayed on the SPS web interface. It cannot
contain whitespace.

signing Top Audit trail signing settings.
level
element

enabled boolean Set to true to enable audit trail signing.

If signing is enabled, the x509_identity element
is also required.

X509 string Required for signing audit trails.

identity References the identifier of the X.509 certificate

stored on SPS. You can configure certificates at
the /api/configuration/x509/ endpoint.

To modify or add an X.509 host certificate, use
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Element Type Description

the value of the returned key as the value of the
x509_identity element, and remove any child
elements (including the key).

timestamping boolean Set to true to timestamp the audit trail.
Elements of encryption Type Description
certificates Top Contains the encrypting certificates.
level
list
certificate string The encrypting certificate. You can

replay an encrypted audit trail with
the private key of the encrypting

certificate.
four_eyes_ string Additional certificate for joint (4-
certificate eyes) encryption. You can only

replay a jointly encrypted audit trail
with the private keys of both certi-

ficates.
different_ Top Configures encrypting upstream
certificates_ level traffic separately.
for_upstream item
certificates Top The certificates for encrypting
level upstream traffic.
list

certificate string The encrypting certificate. You can
replay an encrypted upstream with
the private key of the encrypting
certificate.

four_eyes_  string Additional certificate for joint (4-

certificate eyes) encryption. You can only
replay a jointly encrypted upstream
with the private keys of both certi-
ficates.

enabled boolean Set to true to encrypt the upstream
traffic with separate certificate(s).

If upstream encryption is enabled,
the certificates elementis
required.

enabled boolean Set to true to enable encrypting
audit trails.
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Elements of encryption Type Description

If encryption is enabled, the
certificates and different_
certificates_for upstream elements
are required.

Examples:

Disable encryption, signing, and timestamping.

{
"encryption": {
"enabled": false
¥
"name": "default",
"signing": {
"enabled": false
¥
"timestamping_enabled": false
¥

Encrypt upstream traffic only (single certificate).

{
"encryption": {
"certificates": [],
"different_certificates_for_ upstream": {
"certificates": [
{
"certificate": "<cert>",
"four_eyes certificate": null
}
1

"enabled": true

}s

"enabled": true
s
"name": "Upstream_only",
"signing": {

"enabled": false

}s

"timestamping enabled": false

}

Enable signing and timestamping, no traffic encryption.
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"encryption": {
"enabled": false
})
"name": "Sign_and_timestamp"”,
"signing": {
"enabled": true,
"x509 identity": {
"key": "9508db81-4a3f-45a7-a2bl-a86f71c56416",
"meta": {
"href": "/api/configuration/x509/9508db81-4a3f-45a7-a2bl-a86f71c56416"

¥
}s

"timestamping_enabled": true

}

Enable signing and timestamping, and encrypt traffic with a single certificate (no separate
upstream encryption).

{
"encryption": {
"certificates": [
{
"certificate": "<cert>",
"four_eyes certificate": null
}
]J
"different_certificates_for_upstream": {
"enabled": false
s
"enabled": true
})
"name"”: "API_audit_pol",
"signing": {
"enabled": true,
"x509 identity": {
"key": "d0286f64-4laa-45el-abl9-830ac2f99f57",
"meta": {
"href": "/api/configuration/x509/d0286f64-41laa-45el-ab19-830ac2f99f57"
}
}
})
"timestamping_enabled": true
}
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Encrypting certificates

Encrypting certificates must not contain any metadata. SPS uses only the key part of the
certificate, no other data (expiry, etc.) are relevant for encryption.

To use a certificate with the SPS API, remove all metadata, and substitute line
breaks with \n.

The following is an example certificate, as used on the SPS web interface:

MIIDnDCCA0QCCQDc5360b5tPQTANBgkghkiGOWOBAQUFADCB]jzELMAKGATIUEBhMC
QOEXEDAOBgNVBAgTBO9UdGFyalW8XEDAOBgNVBACTB1RvcmOudG8XEDAOBENVBAOT
BOJhbGFiaXQxF jAUBgNVBASTDURVY3VtZW50YXRpb24XEDAOBgNVBAMTB2JhbGF i
aXQxIDAeBgkghkiGOw@BCQEWEWNhdGFpbEBiYWxhYm1OLmh1MBAXDTE2MDQyMJjE2
MDAyN1oXDTE3MDQyMjE2MDAyNlowgY8xCzAJBgNVBAYTAKNBMRAWDEYDVQQIEwdP
bnRhcm1vMRAWDEYDVQQHEwdUb3JvbnRVMRAWDEYDVQQKEWdCYWxhYm1OMRYwFAYD
VQQLEw1Eb2N1bWVudGF@aWOuMRAWDEYDVQQDEwWdiYWxhYm1@MSAwHgYJIKoZIhvcN
AQkBFhFjYXRhalWxAYmFsYWJpdC50dTCCASIwDQYJKoZIhvcNAQEBBQADgEEPADCC
AQoCggEBAOGa9I2jmV1VAVIWEI /Wy7ahTeyaljK52FQUXqxG8okOSD+nV74ZFUuiS
59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOILJW4rATIoxDY6vDUS/4v9dDiQfEPlauw
OgNRJjPS1MLzjSOQDSKgPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc
3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDO9Y5N1dzKody7Hncs
X5kVIve+Z6bBHTg/7wHWYsIdwNuLreBy TOvPMEWdA83k3Fy2gYNk7RcOBbRFbQTX
hJVfUzSUWHVhFQtAb4diKU5voqepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA
R5DIWOHsEKoGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tngV4TdnNaD+FvP
AB1kgbmC4hJAsjMLU2blne6m+SLmzhRUMXCA6X+fnYvcQT57IbRdg2E/401Geyuy
0jQE+nmoVD31DytIOxCQvZhl1ltcbBES5hp5USme4PmNhY6QfUlgjsFjPfoVG7XDB
uNaUoWS6RvVZPmL5IuvFOtqe96ESEDTjC8rBfQYVSOoVN]jPnUMxOC8xstRSEG70]c
N5+4ImYnFNxSG20hZpFy@0FDf2g7Fx+W50/NtXamUF1Sf8W1PZc030V11l/Fzo7mt
qYyyD11d890UEYZ+aJQd/A==

The same certificate, as accepted by the SPS API:

"certificate": "----- BEGIN CERTIFICATE-----

\nMIIDnDCCA0QCCQDc5360b5tPQTANBgkghkiGOWOBAQUFADCBjzELMAKGALIUEBhMC\NQOEXEDAOBENVBAET
BO9udGFyaW8xEDAOBgNVBACTB1RvcmOudG8XEDAOBENVBAOT \nBOJhbGF iaXQxFjAUBgNVBASTDURVY3VtZW
50YXRpb24xEDAOBgNVBAMTB2JhbGFi\naXQxIDAeBgkghkiGOw@BCQEWEWNhdGFpbEBiYWxhYm1OLmh1iMB4X
DTE2MDQyM7jE2\nMDAyN1oXDTE3MDQyMjE2MDAyN1owgY8xCzAIBgNVBAY TAKNBMRAWDEYDVQQIEwdP \nbnRh
cmlvMRAWDgYDVQQHEwdUb3JvbnRVMRAWDEYDVQQKEWdCYWxhYm1OMRYwFAYD\nVQQLEw1Eb2N1bWVudGFeaW
9UMRAWDgEYDVQQDEwd1YWxhYm1eMSAwHgYIKoZIhvcN\nAQkBFhF jYXRhaWxAYmFsYWIpdC50dTCCASIwDQYJ
KoZIhvcNAQEBBQADggEPADCC\nAQoCggEBAOGa9I2jmV1VAVIWEI/Wy7ahTeyaIjK52FQUXgxG8okOSD+nV74
ZFUuiS\n59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOIL JW4ArAIoxDY6vDU9/4v9dDiQfEP1lauw\n@gNRjPSIML
z2jS0QDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc\n3mV2zkvtD61CXzbezAVdArD16Wny
sRyzxyH8WEhFwZepWxFD9Y5N1dzKody7Hncs\nX5kVIvO+Z6bBHfg/7wHWysJIdwNuLr@By TOvPMEWdA83k3F
y2gYNk7RcOBbRFbQTX\nhJVfUzSUWHVhFQtAb4diKU5voqepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA
\NR5DIWOHSEK0oGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqV4TdnNaD+FvP\nAB1kgbmC4hJAsjML
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U2blnebm+SLmzhRuMxcA6x+fnYvcQT57IbRdq2E/401Geyuy\n@jQE+nmoVD31DytIOXCFQvZhlltcbBEShp
5USme4PmNhY6QfUlgjsFjPfoVG7XDB\nuNaUoWS6RVZPmML5IuvF9tqe96ES6DTjC8rBfQYVSoVN]jPnUMxeC
8xstRSEG70Jc\nN5+4ImYnFNxSG20hZpFy@0FDf2g7Fx+W50/NtXamUF1S{f8W1PZcO30V11l/Fzo7mt\nqYyy
D11d890UEYZ+aJQd/A==\n----- END CERTIFICATE----- \n"

Add an audit policy

To add an audit policy, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create the JSON object for the new audit policy.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/policies/audit_policies endpoint. You can find a detailed
description of the available parameters listed in Element .

If the POST request is successful, the response includes the key of the new audit
policy. For example:

{
"key": "1e@89e2a-76b4-4079-94e3-c83ebc74dc2e",
"meta": {
"href": "/api/configuration/policies/audit policies/1e@89e2a-76b4-4079-
94e3-c83ebc74dc2e",
"parent": "/api/configuration/policies/audit_policies",
"transaction": "/api/transaction"

3. Commit your changes.

For details, see Commit a transaction on page 30.

Modify an audit policy

To modify an audit policy, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the audit policy.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/policies/audit_policies/<policy-key> endpoint. You can find
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a detailed description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
jization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Backup policy

Backup policies define the address of the backup server, which protocol to use to access it,
and other parameters. To list the available Backup policies, use the following command.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/policies/backup_policies/

The following sections detail the properties of Backup policy objects.

URL

GET https:<IP-address-of-SPS>/api/configuration/policies/backup policies/<object-id>
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Cookies

Cookie Description Required
name

Values

session_ Contains the  Required
id authentication

token of the

user

Sample request

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
alf71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

The following command lists the properties of a specific Backup policy object.

curl --cookie cookies -https:<IP-address-of-SPS>/api/configuration/policies/backup

policies<object-id>

Response

The following is a sample response received, showing the properties of Backup

policy objects.

For details of the meta object, see Message format on page S.

{
"key": "99275192754364c2blbdel",

"body": {

"name": "backup_all with_filelist",
"include_node_id_in_path": false,

"notification_event": {
"type": "all",
"send_filelist": true,
"file count_limit": 123456

b
"target": {
"type": "nfs",
"server": {
"selection": "ip",
"value": "1.2.3.5"
s

"path": "/data/backup"
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}s

"start_times": [

"10:10"
]
}
}
Element Type Description
name string Top level element, the name of the object. This
name is also displayed on the SPS web
interface. It cannot contain whitespace.
include_node_ boolean Include the Cluster Node ID in the path. Recom-
id_in_path mended to set to True if the SPS instance is a
node in a cluster. This ensures that the ID of
the node is included in the path of the relevant
directory, which is required to prevent cluster
nodes from backing up data to the same
location, and so overwriting each other's data
and resulting in data loss.
notification_ Top
event level
element
type string . all: Sends notification emails on all
(all | backup-related events.
er‘;‘or‘s— « errors-only: Sends notification emails
only | only on backup-related errors.
none)
« none: Sends no backup-related notific-
ation emails.
send_filelist boolean This is meaningful only if notification_event is
set to all.
True if the list of files are included in the
notification e-mail.
file count_ integer This is meaningful only if notification_event is
limit set to all and send_filelist is set to True.
The maximum number of files that are included
in the notification e-mail.
target Top Defines the address of the backup server,
level which protocol to use to access it, and other
element parameters. SPS can be configured to use the
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Element Type Description
type string « rsync: Rsync over SSH
('"Sbync | « smb: Copy data to a remote server using
smb | SMB/CIFS
nfs)
« nfs: Copy data to a remote server using
NFS
server Top
level
element
domain string Only if type is set to smb.
The domain name of the target server
protocol _ string Only if type is set to smb.
version The SMB protocol to use when SPS connects to
the server. Servers are usually backwards
compatible with earlier protocol versions (for
example, a server that supports version 2.1
supports versions 2.0 and 1.0 as well).
share string Only if type is set to smb.
The name and directory path of the share in the
following format:
share_name/path/to/directory
authentication Top Only if type is set to smb.
level
element
username string Only if type is set to rsync.
The username used to log on to the remote
server
path string The path to the backup directory on the target
server
auth_key JSON Only if type is set to rsync.
object
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This key will be used to authenticate SPS on
the remote server. The public key of this
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keys stored on SPS on page 210. For example:
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Element Type Description

"auth_key": {
"key" XK - XXXX - XXXX - XXXX -
XXXKXXXXXXX™

"meta": {
"href": "/api/configuration/private_
key s / XXXXXXXX = XXXX = XHXXX = XXXX = XXXXKXXXXXXXK ™
}
¥
host_key Top Only if type is set to rsync.
level
element
or
string
port integer Only if type is set to rsync.
The port number of the SSH server running on
the remote machine
start_times list of The time when the archive process starts in

strings  H:MM or HH:MM format.

Elements of Type Description
server
server Top level
element
selection string (ip | fqdn) o ip: IP address

o fqgdn: Hosthame

value string The IP address or the hostname of the remote
server
Elements of Type Description
authentication
authentication Top level element Only if type is set to smb.
selection string (password | o password: To log on using a
anonymous) username and password.
« anonymous: To log on anonym-
ously.
username  string Only if selection is set to password.

The username used to log on to the
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Elements of Type
authentication

Description

password  string

El- T-Description

remote server

Only if selection is set to password.

The password corresponding to the
username

e- y-

m- p-

e- e

n_ -

ts

o-

f

ho

s

t_

ke

y

h  T-Only if type is set to rsync.

°  O"Wwhen editing this policy, for usability purposes, you can enter the public key of the

> P hostin the host_key element without using the selection and value elements. For

t | example:

ko e- "host_key": "ssh-rsa

€ V" AAAAB3NzaClyc2EAAAADAQABAAABAQDMIDa1PUIFZzgvZvPsShzgvMd/9WIn4I7RBFUO769g/0gTv

y € CRTgrF8IM/0iN@YzcUM3IGyPnJ101LE2Gb6CxVVECjP6pme7IroAnNo@39wQHR3Rx11KOEMC+OEOT
l mQycIdAS7grWNwD2VB2S7iyFErZhgRxhGIPKbR/kF31Q3dGtt3pr4+R6wnU91Z7RSETFB+NO9FE4
. f5Nqy+VEShgdc66E1FRXXVilmiTnIMAYim3T7UVNGRAZYIUAZ79tky Tp6I+DZ7k7BGITYwdBjhwr

0eVL56ILxpXylpzWONUMhHXLKsL42NfmeagjVUD1CIVOrfaGjCVGEeS31Qs6GVVxe78n"

€"When querying, the public key of the host will always be displayed in the selection

m_
e_and value elements.

n_
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El- T-Description
e- y-
m- p-
e- e
n- -
ts

o_

f

ho

s

t

ke
y

s-The algorithm the key is based on.

S5 O H O MW
3
1

s-The public key of the host.
t_
r-
i_

DT C L <
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El- T-Description
e- y-
m- p-

Example: querying an Rsync backup policy

When the query is the following:

curl --cookie cookies "https://<IP-address-of-

SPS>/api/configuration/policies/backup policies/99275192754364c2blbdo4"

The response is the following:

{
"key": "99275192754364c2blbde4",

"body": {
"name": "backup_rsync",
"include_node_id_in_path": true,
"notification_event": {
"type": "none",
"send_filelist": true,
"file count_limit": 10240
¥
"target": {
"type": "rsync",
"server": {
"selection": "ip",
"value": "192.168.122.1"
1

"username": "userl",
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"path": "/data/backup",
"auth_key": {
"key": XXX = XXX = XXXX = XXXX = XXXXXXXXXXXX™
"meta": {
"href": "/api/configuration/private_keys /XXXXXXXX-XXXX-XXXX-XXXX-
XXX ™
}
}J
"host_key": {
"selection": "rsa",
"value":
"AAAAB3NzaClyc2EAAAADAQABAAAAYQCsU80IBrib01qCi®3qZK+FtgS783VKE1TVZBtDQ1sXJI9FXu
6KNBvqVSAjcXilWY+izqn+P14UVRY1vOdz7WwLIWOUoTKHfPMqv3bdjwMABhd26POWSFyDf46yx1Yzv

Mwgc="
}J
"port": 1122
})
"start_times": [
"8:00"
]
}
}

Real-time content monitoring with
Content Policies

You can monitor the traffic of certain connections in real time, and execute various actions
if a certain pattern (for example, a particular command or text) appears in the command
line or on the screen, or if a window with a particular title appears in a graphical protocol.
Since content-monitoring is performed real-time, One Identity Safeguard for Privileged
Sessions (SPS) can prevent harmful commands from being executed on your servers. SPS
can also detect numbers that might be credit card numbers. The patterns to find can be
defined as regular expressions. In case of ICA, RDP, and VNC connections, SPS can detect
window title content.

The following actions can be performed:

« Log the eventin the system logs.
. Immediately terminate the connection.
« Send an e-mail or SNMP alerts about the event.

« Store the event in the connection database of SPS.

SPS currently supports content monitoring in SSH session-shell connections, Telnet
connections, RDP and Citrix ICA Drawing channels, and in VNC connections.
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O [ NOTE:

Command, credit card and window detection algorithms use heuristics. In certain
(rare) situations, they might not match the configured content. In such cases, contact
our Support Team to help analyze the problem.

Real-time content monitoring in graphical protocols is not supported for Arabic and
CIK languages.

To list the available Content policies, use the following command.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/policies/content_policies

The following sections detail the properties of Content policy objects.
URL

GET https:<IP-address-of-SPS>/api/configuration/policies/content_policies/<object-
id>

Cookies

Cookie Description Required Values
name

session_ Contains the  Required The value of the session ID cookie received from

id authentication the REST server in the authentication response, for
token of the example,
user alf71d030e657634730b9e887cb59a5e56162860. For

details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).

Sample request

The following command lists the properties of a specific Content policy object.

curl --cookie cookies -https:<IP-address-of-SPS>/api/configuration/policies/content_
policies/<object-id>
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Response

The following is a sample response received, showing the properties of Content

policy objects.

For details of the meta object, see Message format on page 9.

{
"body": {

"name": "example-content-policy-window-title",

"rules": [

{

"actions":

"lOg" :

{

true,

"notify": true,
"store_in_connection_database": true,
"terminate": false

}s

"event":

"ignore": [],
"match": [
"mmc.exe"

Is

"selection": "window_title"

}s

"gateway_groups": [],
"remote_groups": []

Element Type

Description

name string

rules JSON
object

actions JSON
object

event JSON
object

gateway  list
groups

©NE IDENTITY

Top level element, the name of the object. This name is also
displayed on the SPS web interface. It cannot contain
whitespace.

Top level element, contains the configuration properties of the
object.

The list of actions to perform when the Content policy matches
the analyzed traffic. All actions are boolean values (true or
false)

Specifies the event that triggers an action.

To apply the Content policy only for users belonging to specific
groups, list those groups in the gateway_groups or remote_groups
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Element Type

Description

fields. If the gateway groups or remote_groups field is set, the
content policy is applied only to connections of these
usergroups.

For example:

"gateway groups": ["groupl", "group2"],

remote_ list To apply the Content policy only for users belonging to specific
groups groups, list those groups in the gateway groups or remote_groups
fields. If the gateway groups or remote_groups field is set, the
content policy is applied only to connections of these
usergroups.
For example:
"remote_groups": ["groupl", "group3"],
Element Type Description
actions JSON The list of actions to perform when the Content policy
object matches the analyzed traffic. All actions are boolean
values (true or false)
log boolean Log the eventin the system logs. Possible values: true
or false
terminate boolean Immediately terminate the connection. Possible values:
true or false
notify boolean Send an e-mail or SNMP alerts about the event. Possible
values: true or false
store_in_ boolean Store the event in the connection database of SPS.
connection_ Possible values: true or false
database
Element Type Description
event JSON Specifies the event that triggers an action.
object
ignore list A list of strings or regular expressions. SPS will perform an

©ONE IDENTITY

action if the match expression is found in the connection, unless
itis listed in the ignore list. For example:

"ignore": [
"mmc.exe",
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Element

Type Description

ONE

match list

IDENTITY"

"cmd.exe"

Use Perl Compatible Regular Expressions (PCRE).

The following characters must be escaped using a
backslash character: '(single-quote). For example,
instead of .*' use .*\'

SPS uses substring search to find the expression in the
content. That is, SPS finds the expression even if there
is more content before or after the matching part. For
example, the conf pattern will match the following
texts: conf, configure, reconfigure, arcconf, and so
on.

Using complicated regular expressions or using many
regular expressions will affect the performance of
SPS.

If the multiple expressions are set, SPS processes
them one after the other, and stops processing the
content if the first match is found, even if other
expressions would also match the content. Therefore,
when using multiple expressions, start with the most
specific one, and add general expressions afterward.

A list of strings or regular expressions. SPS will perform an
action if the match expression is found in the connection, unless
itis listed in the ignore list. For example:

"match": [
"mmc.exe",
"cmd.exe"

o Use Perl Compatible Regular Expressions (PCRE).

« The following characters must be escaped using a

backslash character: '(single-quote). For example,
instead of .*' use .*\'

SPS uses substring search to find the expression in the
content. That is, SPS finds the expression even if there
is more content before or after the matching part. For
example, the conf pattern will match the following
texts: conf, configure, reconfigure, arcconf, and so
on.
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Element

Type Description

« Using complicated regular expressions or using many

regular expressions will affect the performance of
SPS.

If the multiple expressions are set, SPS processes
them one after the other, and stops processing the
content if the first match is found, even if other
expressions would also match the content. Therefore,
when using multiple expressions, start with the most
specific one, and add general expressions afterward.

selection string The type of event that you want to monitor.

©ONE IDENTITY

« command: The commands executed in the session-shell

channel of SSH connections, or in Telnet connections.

During indexing, if a separate certificate is
used to encrypt the upstream traffic,
command detection works only if the
upstream key is accessible on the machine
running the indexer.

« screen_content: Every text that appears on the screen.

For example, every text that is displayed in the terminal
of SSH or Telnet connections. This includes the executed
commands as well, unless echoing is turned off for the
terminal.

creditcard: Process every text that appears on the
screen and attempt to detect credit card numbers in SSH
or Telnet connections. SPS performs an action if the
number of detected credit card numbers exceeds the
value set as Permitted number of credit card
numbers.

Credit card number detection is based on the Luhn
algorithm and lists of known credit card number
prefixes.

window_title: Text appearing as window titles in case of
RDP, Citrix ICA, and VNC connections. Only Windows
Classic Themes are supported. Themes with rounded
corners, or Windows Aero themes are not supported.

For example:

"selection": "window_title"
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Add a content policy

To add a content policy, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create the JSON object for the new content policy.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/policies/content_policies endpoint. You can find a detailed
description of the available parameters listed in Element .

If the POST request is successful, the response includes the key of the new policy.
For example:

{
"key": "1e@89e2a-76b4-4079-94e3-c83ebc74dc2e",

"meta": {
"href": "/api/configuration/policies/content_policies/1e@89e2a-76b4-
4079-94e3-c83ebc74dc2e",
"parent": "/api/configuration/policies/content_policies",
"transaction": "/api/transaction"

3. Commit your changes.

For details, see Commit a transaction on page 30.

Modify a content policy

To modify a content policy, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the content policy.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/policies/content_policies/<policy-key> endpoint. You can
find a detailed description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 36.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

401  AuthenticationFailure Authenticating the user with the given credentials has

failed.

404 NotFound The requested object does not exist.

LDAP servers

SPS can authenticate the users of the controlled SSH or RDP connections to LDAP

databases.

URL

GET https://<IP-address-of-SPS>/api/configuration/policies/ldap_servers

Cookies

Cookie Description Required Values

name

session_ Contains the  Required
id authentication

token of the

user

©NE IDENTITY

The value of the session ID cookie received from
the REST server in the authentication response, for
example,
al1f71d030e657634730b9e887cb59a5e56162860. For
details on authentication, see Authenticate to the
SPS REST API on page 18.

Note that this session ID refers to the connection
between the REST client and the SPS REST API. It
is not related to the sessions that SPS records (and
which also have a session ID, but in a different
format).
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Sample request

The following command lists the available LDAP server configurations.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/policies/ldap_
servers

The following command retrieves the properties of a specific LDAP server.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/policies/ldap
servers/<object-id>

Response

The following is a sample response received when listing LDAP servers.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "3548834825727acc530407",
"meta": {
"href": "/api/configuration/policies/ldap_
servers/3548834825727acc530407"

}

}

])

"meta": {
"first": "/api/configuration/po