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Introduction

The Safeguard for Privileged Passwords Administration Guide is intended for IT
administrators, Unix Administrators, Security Administrators, System Auditors, and other
IT professionals who are installing and configuring Safeguard for Privileged Passwords for
the first time.

NOTE: The term "Unix" is used informally in the Safeguard for Privileged Passwords
documentation to denote any operating system that closely resembles the trademarked
system, Unix.

Introduction to Safeguard for
Privileged Passwords

The Safeguard for Privileged Passwords 3000 and 2000 Appliances are built specifically
for use only with the Safeguard for Privileged Passwords privileged management
software, which is pre-installed and ready for immediate use. The appliance is hardened
to ensure the system is secured at the hardware, operating system, and software levels.
The hardened appliance approach protects the privileged management software from
attacks while simplifying deployment and ongoing management and shortening the time
frame to value.

Safeguard for Privileged Passwords virtual appliances and cloud applications are also
available. When setting up a virtual environment, carefully consider the configuration
aspects such as CPU, memory availability, I/0 subsystem, and network infrastructure to
ensure the virtual layer has the necessary resources available. See One Identity's Product
Support Policies for more information on environment virtualization.

Safeguard privileged management software suite

Safeguard privileged management software is used to control, monitor, and govern
privileged user accounts and activities to identify possible malicious activities, detect
entitlement risks, and provide tamper proof evidence. The Safeguard products also aid
incident investigation, forensics work, and compliance efforts.

The Safeguard products' unique strengths are:
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One-stop solution for all privileged access management needs
Easy to deploy and integrate

Unparalleled depth of recording

Comprehensive risk analysis of entitlements and activities

Thorough Governance for privileged account

The suite includes the following modules:

Safeguard for Privileged Passwords automates, controls, and secures the
process of granting privileged credentials with role-based access management and
automated workflows. Deployed on a hardened appliance, Safeguard for Privileged
Passwords eliminates concerns about secured access to the solution itself, which
helps to speed integration with your systems and IT strategies. Plus, its user-
centered design means a small learning curve and the ability to manage passwords
from anywhere and using nearly any device. The result is a solution that secures
your enterprise and enables your privileged users with a new level of freedom and
functionality.

One Identity for Privileged Sessions is part of One Identity's Privileged Access
Management portfolio. Addressing large enterprise needs, Safeguard for Privileged
Sessions is a privileged session management solution, which provides industry-
leading access control, as well as session monitoring and recording to prevent
privileged account misuse, facilitate compliance, and accelerate forensics
investigations.

Safeguard for Privileged Sessions is a quickly deployable enterprise appliance,
completely independent from clients and servers to integrate seamlessly into
existing networks. It captures the activity data necessary for user profiling and
enables full user session drill-down for forensics investigations.

One Identity Safeguard for Privileged Analytics integrates data from
Safeguard for Privileged Sessions to use as the basis of privileged user behavior
analysis. Safeguard for Privileged Analytics uses machine learning algorithms to
scrutinize behavioral characteristics, and generates user behavior profiles for each
individual privileged user. Safeguard for Privileged Analytics compares actual user
activity to user profiles in real time, and profiles are continually adjusted using
machine learning. Safeguard for Privileged Analytics detects anomalies and ranks
them based on risk so you can prioritize and take appropriate action and ultimately
prevent data breaches.
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Figure 1: Privileged Sessions and Privileged Passwords
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Overview of the entities

Administrator Target Resources

Safeguard for Privileged Passwords is a password, keys, and secrets vault to secure assets
including computers, servers, network devices, directories, and applications.

A high-level introduction to the Safeguard for Privileged Passwords entities and how they
relate follows.

Assets, partitions, and profiles

Assets include computers, servers, network devices, directories, or applications for
Safeguard to manage. Assets have associated user accounts and service accounts. Assets
and accounts may be imported (for example, from Active Directory). Assets may or may
not be part of an asset group.

The partition is a container for delegated management for account passwords and SSH
keys (including check and change). Partitions are also useful to segregate assets to
various owners to achieve Separation of Duties (SoD). Partitions allow you to set up
multiple asset managers, each with the ability to define password guidelines for the
managed systems in their own workspace. Typically you would partition assets by
geographical location, owner, function, or by operating system. For example, you can
group Unix assets in a partition and delegate the Unix administrator to manage it. Every
partition should have a partition owner.

An asset can be assigned to only one partition at a time. When you assign an asset to a
partition, all accounts associated with that asset are automatically reassigned to that
partition, as well. Then, any new accounts you add for that asset are automatically
assigned to that partition.
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The profile includes the schedules and rules governing the partition’s assigned assets and
the assets' accounts. For example, the profile defines how often a password check is
required on an asset or account.

A partition can have multiple profiles, each assigned to different assets, if desired. An
account is governed by only one profile. If an account is not explicitly assigned to a
profile, the account is governed by the one assigned to the parent asset. If that asset does
not have an assigned profile, the partition's default profile is assigned. When updating or
restarting a service on a password change, the profile assigned to the asset is used for
dependent account service modifications. For more information, see Adding change
password settings.

When you create a new partition, Safeguard for Privileged Passwords creates a
corresponding default profile with default schedules and rules. You can create multiple
profiles to govern the accounts assigned to a partition. Both assets and accounts are
assigned to the scope of a profile.

For example, suppose you have an asset with 12 accounts and you configure the profile to
check and change passwords every 60 days. If you want the password managed for one of
those accounts every seven days, you can create another profile and add the individual
account to the new profile. Now, Safeguard for Privileged Passwords will check and change
all the passwords on this asset every 60 days except for this account, which will change
every seven days.

In the example below, Partition A has three profiles (Profile A, B, and C) and a default
profile. Profile A checks passwords every 30 days. Profile B checks passwords every three
months, and Profile C has the highest level of security, checking passwords every seven
days. Note that the asset Server has two profiles each governing different accounts
associated with the asset. Profiles A, B, and C are all explicitly assigned to the accounts
and assets shown. Asset cloud service doesn't have an explicitly assigned profile so the
default will be used to manage accounts on the asset.
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Figure 2: Password control
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Details: Assets and asset groups

An asset may be a computer, server, network device, directory, or application.

You can log in to an asset with more than one account, but an account can only be
associated with one asset.

If you select an asset for a profile, all accounts are included.

An asset must be assigned to only one partition. An asset typically has a profile, but
it is not mandatory.

You can create multiple assets for the same device or application then manage
different accounts on each asset. For example, a directory asset can manage a
subset of the forest.

An asset group is a set of assets that can be added to the scope of an entitlement's
access request policy.

Details: Partitions and profiles

A partition is a group of assets (and the assets’ associated accounts) governed by a
profile and used to delegate asset management. An asset can only be in one partition
at a time. All accounts associated with that asset are automatically added to the
partition.
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« Profiles are the schedules and rules that govern a partition’s assets and the assets’
accounts. You can set a default profile to assign or you can manually assign a profile
to an asset or account.

. When a partition is created, a default profile is created for that partition. This profile
is implicitly associated with all assets and accounts added to the partition. Later, a
different profile can be manually assigned to assets and account which is referred to
as an explicit association. Explicit associations (manual assignments) override
implicit associations (auto-assignments).

Accounts, account groups, entitlements, and entitlement access
request policies

Assets have associated accounts, like a user account or an account for a Windows service.
An account can only be associated with one asset.

Entitlements grant access to users, user groups, or both. An entitlement includes one or
more access request policies and may be related to job functions like help desk support or
Unix administrators.

An entitlement access request policy defines what is managed by the policy and is referred
to as the "scope of the policy." Different types of access requests include password, SSH
keys, and sessions.

« To define an access request policy for a password or SSH key request, the valid
properties in scope are accounts and account groups.

« To define an access request policy for a sessions request, the valid properties in
scope are accounts, account groups, assets, and asset groups. If only assets or asset
groups are defined in the access request policy, the Asset Based Session Access
must have an option other than None. For more information, see Access Config tab
on page 346.

Entitlement access request policies may include:

o The access type:
o Credential access types include Password Release and SSH key

« Sessions access types include the protocols Secure SHell (SSH), Remote
Desktop Protocol (RDP), and Telnet

o The scope: Accounts, account groups, assets, and asset groups, as needed

o Requester settings: This includes a reason for the request, comment, ticket number
(if applicable), and access duration

« Approver and Reviewer settings: If required, ththis includes the approvers and
reviewers along with notifications

« Access configuration: Settings based on the type of access (Password, SSH key, SSH
session, or RDP session set earlier)

« Session settings: Used for recording sessions, if you use Safeguard for
Privileged Sessions
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o Time restrictions: Days and hours of access, if you choose to set these

. Emergency settings: Who to contact, if you choose to specify this information

In the example below, each account or account group is assigned to only one asset. The
Server asset is associated with Account D and Account Group A which is made up of several
accounts. Entitlement access request policy A is assigned to Account Group A so that group
can check out passwords from 8 a.m. to 5 p.m. on Monday through Friday with no approval
required. Entitlement access request policy B, which is associated with Account D, allows
for password check out for the same time frame, but the check outs require approvals.
Entitlement access request policy C allows for password check out from 12:59 a.m. to
11:01 p.m. to allow for the system maintenance window.

Figure 3: Entitlements and accounts
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Details: Accounts and account groups

« An account can only be associated with one asset.

« An account group is a set of accounts that can be added to the scope of an
entitlement's access request policy. An account group can span multiple assets.

« Directory accounts are associated with assets that are directories.

« Both directory accounts and directory assets can can be visible or "shared" across
partition boundaries, for specific purpose. Directory assets can be shared for Asset
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Discovery jobs. Directory accounts can be used as a service account or dependent
account to a Windows service or task.

Details: Entitlements and access request policies

« An entitlement is a set of access request policies that restrict resources, typically
by job role.

« Entitlements are used to authorize users or members of user groups to access
accounts in the scope of the set of the entitlement's access request policies. One
entitlement may have zero, one, or multiple access request policies. Users and user
groups can be added to entitlements.

« Access request policies contain the details of the type of access as well as conditions.
For example, the type of access may include password versus session (RDP session,
SSH client, other protocols), time limits, individual accountability (change after
check-in), and other settings. Conditions may include number of approvers, time of
day, ticketing system, reason codes, and so on. An access request policy can only be
associated with one entitlement.

« Access request policies are scoped to resources. Sometimes that scoping is done
directly to accounts and the asset is implied. Or, the scoping is done to the asset and
the access request policy identifies the account.

Users and user groups

Users are individuals. A user may be assigned administrative permissions to govern
assets, partitions, accounts, and entitlement access request policies. A user may be
assigned more than one set of permissions by the Authorizer Administrator. It is a best
practice to follow the principles of separation of duties (SoD) in administration
assignments. For example, the assignment of Asset Administrator, Security Policy
Administrator, User Administrator, and Auditor should be different users.

Standard users do not have administrative permissions. They can request access, approve
access requests, or review completed access requests.

Users can be configured for two-factor authentication.

Details: Users and user groups

o A useris a person who can log into Safeguard for Privileged Passwords. A user can
be associated with an identity provider that is local or a user can be a directory user
from an external identity store such as Microsoft Active Directory. A user may be
associated with user groups, partitions, entitlements, and linked accounts.

o A user group is a set of users that can be added to an entitlement, typically based on
roles. The user group's access is governed by the entitlement’s access request
policies. Both local user groups and directory user groups can be added to Safeguard
for Privileged Passwords.

« A user can be assigned administrative permissions over assets, security, and so on.
A standard user has no administrative permissions and performs other duties, for
example, to approve access requests.
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Discovery

You can discover assets and accounts that are not being managed so you can place them
under management, if appropriate. Discovery jobs can be configured to discover assets
and accounts.

Access request workflow

At a high-level, an end user or custom integration application may submit an access
request for:

o A credential (password or SSH key) that is managed by Safeguard for
Privileged Passwords

« A session (such as RDP, SSH, or Telnet) to an asset that is managed by Safeguard for
Privileged Passwords with the addition of Safeguard for Privileged Sessions

The access request may immediately be granted, or it may first have to go through an
approval process.

Once approved, the credential or session can be checked out and used. For sessions, all
connections are proxied through Safeguard for Privileged Sessions and recorded.

After using the credentials or session, it can be checked in to signify that the user is done.
The access request policy may then be configured such that a review of the request is
required before it can be checked out again. For credential type requests, the access
request policy may also be configured to change the credential.

Key features

The One Identity portfolio includes the industry’s most comprehensive set of privileged
access management solutions. You can build on the capabilities of One Identity Safeguard
with solutions for granular delegation of the Unix root account and the Active Directory
administrator account; add-ons to make open source sudo enterprise-ready; and keystroke
logging for Unix root activities — all tightly integrated with the industry’s leading Active
Directory bridge solution.

The following key features are available in Safeguard for Privileged Passwords.

Table 1: One Identity Safeguard for Privileged Passwords key features

Feature Description

Auto-login Auto-login and sessions access request launch enhances security
and compliance by never exposing the account credentials to the
user.

Activity Center Using the Activity Center, you can quickly and easily view all

actions executed by Safeguard for Privileged Passwords users and
integrated processes. Activity Center reports can be searched,
customized, and filtered to zero in on the actions of a single user
or to audit a variety of actions across a subset of departments. In
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Feature

Description

Always online

Approval Anywhere

Cloud support

Directory integration

addition, you can schedule queries, and save or export the data.

Safeguard for Privileged Passwords Appliances can be clustered to
ensure high availability. Passwords, SSH keys, and sessions can
be requested from any appliance in a Safeguard for Privileged
Passwords cluster.

This distributed clustering design also enables the recovery or
continuation of vital technology infrastructure and systems
following a natural or human-induced disaster.

Leveraging One Identity Starling, you can approve or deny any
access request anywhere without being on the VPN.

Safeguard for Privileged Passwords can be run in the cloud using
Azure or AWS.

You can leverage your existing directory infrastructure (such as
Microsoft Active Directory). You import directory users and
directory groups. Directory users authenticate to Safeguard for
Privileged Passwords with their directory credentials. Managed
account users cannot be members of the Protected Users AD
Security Group.

Active Directory and LDAP data is automatically synchronized by
asset or identity and authentication providers schema as shown in
the following lists.

Asset schema list

« Users
« Username

« Password (modifiable in LDAP and not modifiable in
Active Directory)

« Description
o Groups
« Name
« Member
« Computer
« Name
« Network Address
o Operating System
« Operating System Version

« Description
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Feature

Description

Discovery

Event notification
options

Favorites

One Identity Starling

Partitions and
Profiles

Release control
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Identity and Authentication Providers schema list

o Users
« Username
o First Name
o Last Name
« Work Phone
« Mobile Phone
o Email
« Description
« External Federation Authentication
« Radius Authentication
. Managed Objects
o Groups
« Name
« Members

« Description

Quickly discover any privileged account or system on your
network with host, directory, and network-discovery options.

Safeguard for Privileged Passwords allows you to configure the
appliance to send event notifications to external systems such as
Email, Syslog, and SNMP.

Quickly access the passwords that you use the most right from the
Home screen. You can group several password requests into a
single favorite so you can get access to all the accounts you need
with a single click.

Expand the capabilities of Safeguard with One Identity Starling,
which offers immediate access to cloud delivered features and

services. This includes the all-you-can-eat Starling Two-Factor
Authentication (2FA) to protect Safeguard access.

Safeguard for Privileged Passwords allows you to group managed
systems into secure work areas that can be designated for
delegated management.

Manages password and SSH key requests from authorized users
for the accounts they are entitled to access via a secure web
browser connection with support for mobile devices.
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Feature

Description

RESTful API

Role-based access
control (RBAC)

Secure access to
legacy systems

Smartcard support

Two-factor
authentication
support

Work flow engine for
policy-based release
control

Safeguard for Privileged Passwords (SPP) is built with an API-first
design and uses a modernized API based on a REST architecture
that allows other applications and systems. Every function is
exposed through the API to enable quick and easy integration
regardless of what you want to do or which language your
applications are written in. There are even a few things that can
only only be done via the Safeguard SPP API. The Safeguard for
Privileged Passwords API tutorial is available on GitHub at:
https://github.com/oneidentity/safeguard-api-tutorial.

Safeguard for Privileged Passwords uses a role-based access
control hierarchy using administrator permissions sets. Numerous
roles are available for administrating Safeguard for Privileged
Passwords, enabling granular delegation and workflows along with
least privileged access.

Use smartcard, two-factor authentication, or other strong
authentication methods to gain access to systems. Because
Safeguard for Privileged Passwords acts as a gateway or proxy to
the system, it enables strong authentication to targets that cannot
or do not support those methods natively.

Authentication of your privileged users can be integrated with
Microsoft's Active Directory support for Smartcards or manually
uploaded to the Safeguard for Privileged Passwords Appliance
itself.

Protecting access to passwords with another password isn't
enough. Enhanced security by requiring two-factor authentication
to Safeguard for Privileged Passwords. Safeguard for Privileged
Passwords supports any Radius-based 2FA solution and One
Identity's Starling Two-Factor Authentication (2FA) service.

Using a secure web browser with support for mobile devices, you
can request access and provide approval for privileged passwords
and sessions. Requests can be approved automatically or require
dual/multiple approvals based on your organization’s policy. The
workflow engine supports time restrictions, multiple approvers
and reviewers, emergency access, and expiration of policy. It also
includes the ability to input reason codes and/or integrate directly
with ticketing systems or tickets used for internal tracking only.

Sessions key features

To record and playback sessions, use Safeguard for Privileged Sessions via a link to
Safeguard for Privileged Passwords.

The link is initiated from Safeguard for Privileged Sessions. For details about the link
steps and issue resolution, see the One Identity Safeguard for Privileged Sessions

Administration Guide.
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For more information, see SPP and SPS sessions appliance link guidance.

Appliance specifications

The Safeguard for Privileged Passwords Appliance is built specifically for use only with the
Safeguard for Privileged Passwords privileged management software that is already
installed and ready for immediate use. It comes hardened to ensure the system is secure
at the hardware, operating system, and software levels.

The following two tables list the Safeguard for Privileged Passwords 3000 Appliance and
2000 Appliance specifications and power requirements.

Table 2: 3000 Appliance: Feature specifications

3000 Appliance

Feature / Specification

Processor

# of Processors

# of Cores per Processor

L2/L3 Cache

Chipset

DIMMs

RAM

Internal HD Controller
Disk Hard Drive
Availability

I/0 Slots

RAID

NIC/LOM

Power Supplies

Fans

Chassis

Dimensions
(HxWxD)

Weight

(GNE IDENTITY
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Intel Xeon E3-1275v6 3.8 GHz

1

4 cores (8 threads)

8MB L3 Cache

Intel C236 Chipset

Unbuffered ECC UDIMM DDR4 2400MHz
32GB

LSI MegaRAID SAS 9361-4i Single

4 x Seagate 7E2000 2TB SAS 512E

TPM 2.0, EEC Memory, Redundant PSU
x16 PCIe 3.0, x8 PCIe 3.0

RAID10

4 port - dual GbE LAN with Intel i210-AT

Redundant, 700W, Auto Ranging
(100v~240V), ACPI compatible

1 Supermicro SNK-P0O046P and 2 Micron
16GB 2666MHz 2R ECC Unb Z01B Dual
Label

1U Rack

43 x 437.0 x 597.0 (mm)
1.7x 17.2 x 23.5 (in)

Max: 37 Ibs (16.78 Kg)
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Table 3: 2000 Appliance: Feature specifications

2000 Appliance

Feature / Specification

Processor

# of Processors

# of Cores per Processor

L2/L3 Cache
Chipset
DIMMs

RAM

Internal HD Controller

Disk
Availability
I/0 Slots
RAID
NIC/LOM

Power Supplies

Fans

Chassis

Dimensions
(HxWxD)

Weight

Miscellaneous

Intel Xeon E3-1275v5 3.60 GHz

1

4

4 x 256KB L2, 8MB L3 SmartCache
Intel C236 Chipset

DDR4-2400 ECC Unbuffered DIMMs
32GB

LSI MegaRAID SAS 9391-4i 12Gbps SAS3
4 x Seagate EC2.5 1TB SAS 512e

TPM 2.0, EEC Memory, Redundant PSU
x16 PCle 3.0, x8 PCIe 3.0

RAID10

3 x Intel i210-AT GbE

Redundant, 700W, Auto Ranging
(100v~240V), ACPI compatible

4 x 40mm Counter-rotating, Non-hot-
swappable

1U Rack

43 x 437.0 x 597.0 (mm)
1.7x 17.2 x 23.5 (in)

Max: 46 Ibs (20.9 KQ)
FIPS Compliant Chassis

Table 4: 3000 Appliance and 2000 Appliance: Power

requirements
Input Voltage

Frequency

Power Consumption (Watts)

BTU

100-240 Vac
50-60Hz
170.9

583

Safeguard for Privileged Passwords is also available as a virtual appliance and from the

cloud. For details see:
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« Using the virtual appliance and web management console

« Cloud deployment considerations
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System requirements and versions

Safeguard for Privileged Passwords has several graphical user interfaces that allow you to
manage access requests, approvals, and reviews for your managed accounts and systems:

« The Windows desktop client consists of an end-user view and administrator view. The
fully featured desktop client exposes all of the functionality of Safeguard based on
the role of the authenticated user.

« The web client is functionally similar to the desktop client end-user view and useful
for requesters, reviewers, and approvers. Many administration functions are
available as well.

« The web management console displays whenever you connect to the virtual
appliance and is used for first time configuration.
When setting up a virtual environment, carefully consider the configuration aspects
such as CPU, memory availability, I/O subsystem, and network infrastructure to
ensure the virtual layer has the necessary resources available. See One Identity's
Product Support Policies for more information on environment virtualization.

CAUTION: The Safeguard for Privileged Passwords client version must
match the installed Safeguard for Privileged Passwords version.

Ensure that your system meets the minimum hardware and software requirements for
these clients.

If a Safeguard Sessions Appliance is linked to Safeguard for Privileged Passwords, session
recording is handled via Safeguard for Privileged Session. The link is initiated from
Safeguard for Privileged Sessions. For details about the link steps and issue resolution, see
the One Identity Safeguard for Privileged Sessions Administration Guide.

Bandwidth

It is recommended that connection, including overhead, is faster than 10 megabits per
second inter-site bandwidth with a one-way latency of less than 500 milliseconds. If you
are using traffic shaping, you must allow sufficient bandwidth and priority to port 655
UDP/TCP in the shaping profile. These nhumbers are offered as a guideline only in that other
factors could require additional network tuning. These factors include but are not limited
to: jitter, packet loss, response time, usage, and network saturation. If there are any
further questions, please check with your Network Administration team.
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Desktop client system requirements

The desktop client is a Windows application suitable for use on end-user machines. You
install the desktop client by means of an MSI package that you can download from the
appliance web client portal. You do not need administrator privileges to install Safeguard
for Privileged Passwords.

NOTE: PUTTY is used to launch the SSH client for SSH session requests and is
included in the install. The desktop client looks for any user-installed PUTTY in the
following locations:

« Any reference to putty in the PATH environment variable

e C:/Program Files/Putty

e C:/Program Files(x86)/Putty

o C:/Putty
If PUTTY is not found, the desktop client uses the version of PUTTY that it installed at:
<user-home-dir>/AppData/Local/Safeguard/putty.

If the user later installs PUTTY in any of the locations above, the desktop client uses that
version which ensures the user has the latest version of PuTTY.

Table 5: Desktop client requirements

Component Requirements

Technology Microsoft .NET Framework 4.7.2 (or later)
Windows platforms  64-bit editions of:

. Windows 7

o Windows 8.1

« Windows 10

o Windows Server 2008 R2
o Windows Server 2012

o Windows Server 2012 R2
« Windows Server 2016

. Windows Server 2019

If the appliance setting, TLS 1.2 Only is enabled,
(Administrative Tools | Settings | Appliance | Appliance
Information), ensure the desktop client also has TLS 1.2
enabled. If the client has an earlier version of TLS enabled, you
will be locked out of the client and will not be able to connect to
Safeguard for Privileged Passwords.

IMPORTANT: The Windows 7 Desktop client has additional
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Component Requirements

requirements in order to enable TLS 1.2. For information, see
Update to enable TLS 1.1 and TLS 1.2 as default secure protocols
in WinHTTP in Windows.

Considerations:

« Internet Explorer security must be set to use TLS 1.0 or
higher. Ensure the proper "Use TLS" setting is enabled on
the Advanced tab of the Internet Options dialog (In
Internet Explorer, go to Tools | Internet Options |
Advanced tab).

o To use FIDO2 two-factor authentication, you will need a web
browser that supports the WebAuthn standard.

Desktop Player See One Identity Safeguard for Privileged Sessions Safeguard
Desktop Player User Guide available at: One Identity Safeguard
for Privileged Sessions - Technical Documentation.

Web client system requirements

Table 6: Web requirements

Component Requirements

Web browsers Desktop browsers:
o Apple Safari 13.1 for desktop (or later)
« Google Chrome 80 (or later)
« Microsoft Edge 80 (or later)
o Mozilla Firefox 69 (or later)

o Microsoft Internet Explorer 11 (Newer features may not
work with Internet Explorer. You are encouraged to upgrade
to a browser that can support all functionality.)

Mobile device browsers:

o Apple iOS 13 (or later)
« Google Chrome on Android version 80 (or later)
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Web management console system
requirements

Table 7: Web kiosk requirements

Component Requirements

Web management Desktop browsers:

console . Apple Safari 13.1 for desktop (or later)

« Google Chrome 80 (or later)
« Microsoft Edge 80 (or later)
o Mozilla Firefox 69 (or later)

o Microsoft Internet Explorer 11 (Newer features may not
work with Internet Explorer. You are encouraged to upgrade
to a browser that can support all functionality.)

Platforms and versions follow.

« You must license the VM with a Microsoft Windows license. We recommend using
either the MAK or KMS method. Specific questions about licensing should be directed
to your Sales Representative.

o Supported hypervisors:
o Microsoft Hyper-V (VHDX) version 8 or higher
« VMware vSphere with vSphere Hypervisor (ESXi) versions 6.5 or higher
« VMware Worksation version 13 or higher

o Minimum resources: 4 CPUs, 10GB RAM, and a 500GB disk. The virtual appliances
default deploy does not provide adequate resources. Ensure these minimum
resources are met.

Supported platforms

Safeguard for Privileged Passwords supports a variety of platforms, including custom
platforms.

Safeguard for Privileged Passwords tested platforms

The following table lists the platforms and versions that have been tested for Safeguard for
Privileged Passwords (SPP). Additional assets may be added to Safeguard for Privileged
Passwords. If you do not see a particular platform listed when adding an asset, use the
Other, Other Managed, Other Directory, or Other Linux selection on the
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Management tab of the Asset dialog. For more information, see Management tab (add
asset).

NOTE: Prior to Safeguard for Privileged Passwords 6.8, the version and architecture
information was readonly. It was stored with the platform and formed part of the
platform name. As of Safeguard for Privileged Passwords 6.8, this information is
no longer associated with the platform. It is now optional, and can be configured
on each asset.

A new set of platforms are defined in Safeguard for Privileged Passwords 6.8 to replace
the legacy platforms. See the table below for details on how the legacy platforms are
mapped to the new platforms.

For customers upgrading from a pre-6.8 version of Safeguard for Privileged Passwords,
the legacy platform will automatically be mapped to the corresponding new platform for
each existing asset. Following an upgrade, the platform id of each existing asset will
have changed. Some platform names may also have changed. From the desktop UI, only
the new platforms are available when creating an asset. By default, the API will also only
report the new platforms. For example, a GET request to the following URI will report
only the new platforms:

https://<appliance>/servive/core/V3/Platforms

The legacy platforms still exist within Safeguard for Privileged Passwords for reference,
but can only be retrieved using a filter query with the API. For example, the following will
retrieve the legacy Active Directory platform:

https://<appliance>/servive/core/V3/Platforms?filter=Id%20eq%203

SPP linked to SPS: Sessions platforms

CAUTION: When linking your One Identity Safeguard for Privileged
Sessions (SPS) deployment to your One Identity Safeguard for Privileged
Passwords (SPP) deployment, ensure that the SPS and SPP versions match
exactly, and keep the versions synchronized during an upgrade. For
example, you can only link SPS version 6.6 to SPP version 6.6, and if you
upgrade SPS to version 6.7, you must also upgrade SPP to 6.7.

Make sure that you do not mix Long Term Supported (LTS) and feature
releases. For example, do not link an SPS version 6.0 to an SPP version
6.1.

When Safeguard for Privileged Passwords (SPP) is linked with a Safeguard for Privileged
Sessions (SPS) appliance, platforms are supported that use one of these protocols:

o SPP 2.8 or lower: RDP, SSH
o SPP 2.9 or higher: RDP, SSH, or Telnet

Some platforms may support more than one protocol. For example, a Linux (or Linux
variation) platform supports both SSH and Telnet protocols.
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Table 8: Supported platforms: Assets that can be managed

Platform Name Legacy Platform (ID) Supports Supports
SPP SPS Access

ACF2 - Mainframe ACF2 - Mainframe LDAP r14 zSeries True True
ACF2 - Mainframe LDAP r15 zSeries

ACF2 - Mainframe ACF2 - Mainframe LDAP r14 zSeries True False
LDAP ACF2 - Mainframe LDAP r15 zSeries
Active Directory Active Directory True False
AIX AIX 6.1 PPC True True
AIX 7.1 PPC
AIX 7.2 PPC
AIX Other
Amazon Linux Amazon Linux 2 x86_64 True True

Amazon Linux Other x86_64

Amazon Web Amazon Web Services 1 True False
Services
CentOS Linux CentOS Linux 6 x86 True True

CentOS Linux 6 x86_64
CentOS Linux 7 x86_64
CentOS Linux 8 x86_64
CentOS Linux Other

Check Point GAIA Check Point GAIA (SSH) R76 True True
(SSH) Check Point GAIA (SSH) R77
Check Point GAIA (SSH) R80.30

Cisco ASA Cisco ASA 7.X True True
Cisco ASA 8.X
Cisco ASA 9.X
Cisco ASA Other

Cisco IOS (510) Cisco IOS 12.X True True
Cisco IOS 15.X
Cisco IOS 16.X
Cisco I0S Other

Debian GNU/Linux Debian GNU/Linux 10 MIPS True True
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Platform Name Legacy Platform (ID) Supports Supports
SPP SPS Access

(511) Debian GNU/Linux 10 PPC
Debian GNU/Linux 10 x86
Debian GNU/Linux 10 x86_64
Debian GNU/Linux 10 zSeries
Debian GNU/Linux 6 MIPS
Debian GNU/Linux 6 PPC
Debian GNU/Linux 6 x86
Debian GNU/Linux 6 x86_64
Debian GNU/Linux 6 zSeries
Debian GNU/Linux 7 MIPS
Debian GNU/Linux 7 PPC
Debian GNU/Linux 7 x86
Debian GNU/Linux 7 x86_64
Debian GNU/Linux 7 zSeries
Debian GNU/Linux 8 MIPS
Debian GNU/Linux 8 PPC
Debian GNU/Linux 8 x86
Debian GNU/Linux 8 x86_64
Debian GNU/Linux 8 zSeries
Debian GNU/Linux 9 MIPS
Debian GNU/Linux 9 PPC
Debian GNU/Linux 9 x86
Debian GNU/Linux 9 x86_64
Debian GNU/Linux 9 zSeries
Debian GNU/Linux Other

Dell iDRAC Dell iDRAC 7 True True
Dell iDRAC 8
Dell iDRAC 9

ESXi ESXi 5.5 True False
ESXi 6.0
ESXi 6.5
ESXi 6.7
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Platform Name Legacy Platform (ID) Supports Supports
SPP SPS Access

F5 Big-IP F5 Big-IP 12.1.2 True True
F5 Big-IP 13.0
F5 Big-IP 14.0
F5 Big-IP 15.0

Facebook (Deprec- Facebook (Deprecated)

ated)

Fedora Fedora 21 x86 True True

Fedora 21 x86_64
Fedora 22 x86
Fedora 22 x86_64
Fedora 23 x86
Fedora 23 x86_64
Fedora 24 x86
Fedora 24 x86_64
Fedora 25 x86
Fedora 25 x86_64
Fedora 26 x86
Fedora 26 x86_64
Fedora 27 x86
Fedora 27 x86_64
Fedora 28 x86
Fedora 28 x86_64
Fedora 29 x86
Fedora 29 x86_64
Fedora 30 x86
Fedora 30 x86_64
Fedora 31 x86
Fedora 31 x86_64
Fedora 32 x86
Fedora 32 x86_64
Fedora Other

Fortinet FortiOS Fortinet FortiOS 5.2 True True
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Platform Name Legacy Platform (ID) Supports Supports
SPP SPS Access

Fortinet FortiOS 5.6
Fortinet FortiOS 6.0
Fortinet FortiOS 6.2

FreeBSD FreeBSD 10.4 x86 True True
FreeBSD 10.4 x86_64
FreeBSD 11.1 x86
FreeBSD 11.1 x86_64
FreeBSD 11.2 x86
FreeBSD 11.2 x86_64
FreeBSD 12.0 x86
FreeBSD 12.0 x86_64

HP iLO HP iLO 2 x86 True True
HP iLO 3 x86
HP iLO 4 x86
HP iLO 5 x86

HP iLO MP HP iLO MP 2 IA-64 True True
HP iLO MP 3 IA-64

HP-UX HP-UX 11iv2 (B.11.23) IA-64 True True
HP-UX 11iv2 (B.11.23) PA-RISC
HP-UX 11iv3 (B.11.31) IA-64
HP-UX 11iv3 (B.11.31) PA-RISC

HP-UX Other
IBMi IBMi 7.1 PPC True True
(formerly AS400) IBMi 7.2 PPC

IBMi 7.3 PPC

IBMi 7.4 PPC
Junos - Juniper Junos - Juniper Networks 12 True True
Networks Junos - Juniper Networks 13

Junos - Juniper Networks 14

Junos - Juniper Networks 15

Junos - Juniper Networks 16
@NE IDENTITY Safeguard for Privileged Passwords 6.9 Administration Guide a3

Quest System requirements and versions



Platform Name

Legacy Platform (ID)

Supports

SPP

Supports
SPS Access

LDAP
Linux

macQOS

MongoDB

MySQL

Oracle

Oracle Linux (OL)

(GNE IDENTITY

Junos - Juniper Networks 17
Junos - Juniper Networks 18

Junos - Juniper Networks 19
OpenLDAP 2.4
Other Linux

macOS 10.10 x86_64
macOS 10.11 x86_64
macOS 10.12 x86_64
macOS 10.13 x86_64
macOS 10.14 x86_64
macOS 10.15 x86_64
macOS 10.9 x86_64
macOS Other

MongoDB 3.4
MongoDB 3.6
MongoDB 4.0
MongoDB 4.2

MySQL 5.6

MySQL 5.7

MySQL 8.0

Oracle 11g Release 2
Oracle 12c Release 1
Oracle 12c Release 2
Oracle 18c

Oracle 19c

Oracle Linux (OL) 6 x86
Oracle Linux (OL) 6 x86_64
Oracle Linux (OL) 7 x86_64
Oracle Linux (OL) 8 x86_64
Oracle Linux (OL) Other

True
True

True

True

True

True

True

False
True

True

False

False

False

True
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Platform Name

Legacy Platform (ID)
SPP

Supports

Supports
SPS Access

Other

Other Directory
Other Managed
PAN-OS

PostgreSQL

RACF - Mainframe

RACF - RACF -
Mainframe LDAP

Red Hat Enterprise
Linux (RHEL)

(GNE IDENTITY

Quest

Other False

Other Directory True
Other Managed True

PAN-OS 6.0 True
PAN-OS 7.0
PAN-OS 8.0
PAN-OS 8.1
PAN-OS 9.0

PostgreSQL 10 True
PostgreSQL 10.2

PostgreSQL 10.3

PostgreSQL 10.4

PostgreSQL 10.5

PostgreSQL 11

PostgreSQL 12

PostgreSQL 9.6

RACF - Mainframe z/0OS V2.1 Security True
Server zSeries

RACF - Mainframe z/0OS V2.2 Security
Server zSeries

RACF - Mainframe z/0OS V2.3 Security
Server zSeries

RACF - Mainframe LDAP z/0OS V2.1 True
Security Server zSeries

RACF - RACF - Mainframe LDAP z/0S
V2.2 Security Server zSeries

RACF - RACF - Mainframe LDAP z/0S
V2.3 Security Server zSeries

Red Hat Enterprise Linux (RHEL) 6 PPC True
Red Hat Enterprise Linux (RHEL) 6 x86

Red Hat Enterprise Linux (RHEL) 6
x86_64

Red Hat Enterprise Linux (RHEL) 6

False
False
False

True

False

True

False

True
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Platform Name

Legacy Platform (ID)

Supports
SPP

Supports
SPS Access

SAP HANA

SAP Netweaver
Application Server

Solaris

SonicOS

SonicWALL SMA or
CMS

SQL Server

(GNE IDENTITY

Quest

zSeries
Red Hat Enterprise Linux (RHEL) 7 PPC

Red Hat Enterprise Linux (RHEL) 7
x86_64

Red Hat Enterprise Linux (RHEL) 7
zSeries

Red Hat Enterprise Linux (RHEL) 8 PPC

Red Hat Enterprise Linux (RHEL) 8
x86_64

Red Hat Enterprise Linux (RHEL) 8
zSeries

Red Hat Enterprise Linux (RHEL) Other
SAP HANA 2.0 Other

SAP Netweaver Application Server 7.3
SAP Netweaver Application Server 7.4
SAP Netweaver Application Server 7.5

Solaris 10 SPARC
Solaris 10 x86
Solaris 10 x86_64
Solaris 11 SPARC
Solaris 11 x86_64
Solaris Other

SonicOS 5.9
SonicOS 6.2
SonicOS 6.4
SonicOS 6.5

SonicWALL SMA or CMS 11.3.0

SQL Server 2012
SQL Server 2014
SQL Server 2016
SQL Server 2017
SQL Server 2019

True

True

True

True

True

True

False

False

True

False

False

False
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Platform Name

Legacy Platform (ID) Supports Supports
SPP SPS Access

SUSE Linux
Enterprise Server
(SLES)

Sybase (Adaptive
Server Enterprise)

Top Secret -
Mainframe

Top Secret -
Mainframe LDAP

(GNE IDENTITY

Quest

SUSE Linux Enterprise Server (SLES) True True
11 IA-64

SUSE Linux Enterprise Server (SLES)
11 PPC

SUSE Linux Enterprise Server (SLES)
11 x86

SUSE Linux Enterprise Server (SLES)
11 x86_64

SUSE Linux Enterprise Server (SLES)
11 zSeries

SUSE Linux Enterprise Server (SLES)
12 PPC

SUSE Linux Enterprise Server (SLES)
12 x86_64

SUSE Linux Enterprise Server (SLES)
12 zSeries

SUSE Linux Enterprise Server (SLES)
15 PPC

SUSE Linux Enterprise Server (SLES)
15 x86_64

SUSE Linux Enterprise Server (SLES)
15 zSeries

SUSE Linux Enterprise Server (SLES)
Other

Sybase (Adaptive Server Enterprise) True False
15.7

Sybase (Adaptive Server Enterprise)
16

Sybase (Adaptive Server Enterprise)
17

Top Secret - Mainframe r14 zSeries True False
Top Secret - Mainframe r15 zSeries

Top Secret - Mainframe r16 zSeries

Top Secret - Mainframe LDAP r14 True True
zSeries

Top Secret - Mainframe LDAP r15
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Platform Name Legacy Platform (ID) Supports Supports
SPP SPS Access

zSeries

Top Secret - Mainframe LDAP r16
zSeries

Twitter (Deprecated) Twitter (Deprecated)

Ubuntu Ubuntu 14.04 LTS x86 True True
Ubuntu 14.04 LTS x86_64
Ubuntu 15.04 x86
Ubuntu 15.04 x86_64
Ubuntu 15.10 x86
Ubuntu 15.10 x86_64
Ubuntu 16.04 LTS x86
Ubuntu 16.04 LTS x86_64
Ubuntu 16.10 x86
Ubuntu 16.10 x86_64
Ubuntu 17.04 x86
Ubuntu 17.04 x86_64
Ubuntu 17.10 x86
Ubuntu 17.10 x86_64
Ubuntu 18.04 LTS x86
Ubuntu 18.04 LTS x86_64
Ubuntu 18.10 x86
Ubuntu 18.10 x86_64
Ubuntu 19.04 x86
Ubuntu 19.04 x86_64
Ubuntu 19.10 x86_64
Ubuntu 20.04 x86_64
Ubuntu Other

Windows Windows (SSH) 10 True True
Windows (SSH) Windows (SSH) 7

Windows Server Windows (SSH) 8

Windows Server Windows (SSH) 8.1

(SSH)

Windows (SSH) Other
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Platform Name

Legacy Platform (ID) Supports
SPP

Supports
SPS Access

Windows (SSH) Server 2008 R2
Windows (SSH) Server 2012
Windows (SSH) Server 2012 R2
Windows (SSH) Server 2016
Windows (SSH) Server 2019
Windows 10

Windows 7

Windows 8

Windows 8.1

Windows Other

Windows Server 2008

Windows Server 2008 R2
Windows Server 2012

Windows Server 2012 R2
Windows Server 2016

Windows Server 2019

Windows Vista

Table 9: Supported platforms: Directories that can be searched

Platform Name

Platform Version

Microsoft Active Directory Windows 2008+ DFL/FFL

LDAP

2.4

For all supported platforms, it is assume that you are applying the latest updates. For
unpatched versions of supported platforms, Support will investigate and assist on a case by
case basis but it may be necessary for you to upgrade the platform or use SPP's custom

platform feature.

Custom platforms

The following example platform scripts are available:

e Custom HTTP

e Linux SSH

o Telnet

« TN3270 transports are available
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For more information, see Custom platforms and Creating a custom platform script.

Sample custom platform scripts and command details are available at the following links
available from the Safeguard Custom Platform Home wiki on GitHub:

« Command-Reference:

https://github.com/Oneldentity/SafeguardCustomPlatform/wiki/Command-
Reference

« Writing a custom platform script:

https://github.com/Oneldentity/SafeguardCustomPlatform/wiki/WritingACustomPlat
formScript

« Example platform scripts are available at this location:

https://github.com/Oneldentity/SafeguardCustomPlatform/tree/master/SampleScri
pts

CAUTION: Example scripts are provided for information only. Updates,
error checking, and testing are required before using them in production.
Safeguard for Privileged Passwords checks to ensure the values match the
type of the property that include a string, boolean, integer, or password
(which is called secret in the API scripts). Safeguard for Privileged
Passwords cannot check the validity or system impact of values entered
for custom platforms.

Licenses

Hardware appliance

The Safeguard for Privileged Passwords 3000 Appliance and 2000 Appliance ship with the
Privileged Passwords module which requires a valid license to enable functionality.

You must install a valid license. Once the module is installed, Safeguard for Privileged
Passwords shows a license state of Licensed and is operational. If the module license is
not installed, you have limited functionality. That is, even though you will be able to
configure access requests, if a Privileged Passwords module license is not installed, you
will not be able to request a password release.

Virtual appliance Microsoft Windows licensing

You must license the virtual appliance with a Microsoft Windows license. We recommend
using either the MAK or KMS method. Specific questions about licensing should be directed
to your Sales Representative. The virtual appliance will not function unless the operating
system is properly licensed.
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Licensing setup and update

To enter licensing information when you first log in

The first time you log in as the Appliance Administrator, you are prompted to add a license.
The Success dialog displays when the license is added.

On the virtual appliance, the license is added as part of Initial Setup. For more information,
see Setting up the virtual appliance on page 62.
To configure reminders for license expiration

To avoid disruptions in the use of Safeguard for Privileged Passwords, the Appliance
Administrator must configure the SMTP server, and define email templates for the
License Expired and the License Expiring Soon event types. This ensures you will be
notified of an approaching expiration date. For more information, see Enabling email
notifications on page 511.

Users are instructed to contact their Appliance Administrator if they get an "appliance is
unlicensed" notification.

As an Appliance Administrator, if you receive a "license expiring" notification, apply a
new license.
To update the licensing file

Licensing update is only available using a virtual machine, not via the hardware.

@ web client: To perform licensing activities

Go to the licensing page:

1. Navigate to = Appliance | Licensing.

. To upload a new license file, click +Upload new license file and browse to
select the current license file.

=1
o To remove the license file, select the license and click Il Remove
selected license.

]

— desktop client: To perform licensing activities

1. Navigate to Administrative Tools | Settings | Appliance | Licensing.

. To upload a new license file, click +Add License and browse to select the
license file.

o To update a license file, select the license then select Update License in the
lower left corner of a module's licensing information pane, select the license
file, and click Open.
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Long Term Support (LTS) and Feature
Releases

Releases use the following version designations:

« Long Term Support (LTS) Releases: The first digit identifies the release and the
second is a zero (for example, 6.0 LTS).

o Maintenance LTS Releases: A third digit is added followed by LTS (for
example, 6.0.6 LTS).

o Feature Releases: The Feature Releases version numbers are two digits (for
example, 6.6).

Customers choose between two paths for receiving releases: Long Term Support (LTS)
Release or Feature Release. See the following table for details.

Table 10: Comparison of Long Term Support (LTS) Release and Feature Release

Release
frequency

Maintenance
Release

Support

Long Term Support
(LTS) Release

Frequency: Typically, every 2
years

Scope: Includes new features,
resolved issues and security
updates

Versioning: The first digit
identifies the LTS and the
second digitis a 0 (for example,
6.0 LTS, 7.0 LTS, and so on).

Frequency:Typically, every 3
months during full support

Scope: Includes critical
resolved issues

Versioning: A third digit
designates the maintenance LTS
Release (for example, 6.0.6
LTS).

Support extends typically 3
years after the original public-
ation date or until the next LTS
is published (whichever date is
later).

Release details can be found at Product Life Cycle.

(GNE IDENTITY
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Feature Release

Frequency: Typically, every 3
months

Scope: Includes the latest features,
resolved issues, and other updates,
such as security patches for the OS

Versioning: The first digit identifies
the LTS and the second digitis a
number identifying the Feature
Release (for example, 6.6, 6.7, and
SO on).

Frequency:Only for highly critical
issues

Scope: Includes highly critical
resolved issues

Versioning: A third digit designates
the maintenance Feature Release
(for example, 6.6.1).

Support extends typically 6 months
after the original publication date or
until the next feature or LTS Release
is published (whichever date is
later).
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CAUTION: Downgrading from the latest Feature Release, even to an LTS
release, voids support for SPP.

One Identity strongly recommends always installing the latest revision of the release path
you use (Long Term Support path or Feature Release path).

Moving between LTS and Feature Release versions

You can move from an LTS version (for example, 6.0.7 LTS) to the same feature version
(6.7) and then patch to a later feature version. After that, you can patch from the minimum
version for the patch, typically N-3. If you move from an LTS version to a feature version,
you will receive a warning like the following which informs you that you will only be able to
apply a Feature Release until the next LTS Release:

Warning: You are patching to a Feature Release from an LTS Release. If you apply this
update, you will not be able to upgrade to a non-Feature Release until the next LTS
major release version is available. See the Administration Guide for details.

You cannot move from a Feature Release to LTS Release. For example, you cannot move
from 6.7 to 6.0.7 LTS. You have to keep upgrading with each new Feature Release until the
next LTS Release version is published. For this example, you would wait until 7.0 LTS is
available.

Patching

You can only patch from a major version. For example, if you have version 6.6 and want to
patch to 7.7, you must patch to 7.0 LTS and then apply 7.7.

An LTS major version of Safeguard for Privileged Passwords (SPP) will only work with the
same LTS major version of Safeguard for Privileged Sessions (SPS). For the best
experience, it is recommended you use the latest supported version.
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Using API and PowerShell tools

Safeguard for Privileged Passwords has a robust API with an easy to use tutorial.
Safeguard PowerShell can be used to automate functions.

Using the API
Using Safeguard PowerShell

Using the API

Safeguard for Privileged Passwords (SPP) is built with an API-first design and uses a
modernized API based on a REST architecture which allows other applications and systems.
Every function is exposed through the API to enable quick and easy integration regardless
of which language your applications are written in. There are even a few things that can
only be done via the Safeguard SPP API.

A | CAUTION: Starting with Safeguard for Privileged Passwords 6.8, any user
that built a custom solution that monitors for events using ASP.NET
SignalR will need to make changes to their solutions due to the upgrade to
ASP.NET Core SignalR. For more information on this change and how to
upgrade between the two versions, see the Microsoft documentation.

Users that built custom solutions that do not rely on event monitoring via
SignalR should not be impacted.

NOTE: Safeguard for Privileged Passwords 6.8 versions of open source projects hosted
on GitHub (SafeguardDotNet, Safeguardlava, safeguard-bash) have been updated to
support ASP.NET Core SignalR so they will work with the new SignalR changes in
Safeguard for Privileged Passwords 6.8.

API tutorial

The Safeguard for Privileged Passwords API tutorial is available on GitHub at:
https://github.com/oneidentity/safeguard-api-tutorial.
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Access the SPP API

Safeguard for Privileged Passwords has the following API categories:

« Core: Most product functionality is found here. All cluster-wide operations: access
request workflow, asset management, policy management, and so on.

https://<Appliance IP>/service/core/swagger/

« Appliance: RAppliance-specific operations, such as setting IP address,
maintenance, backups, support bundles, appliance management.

https://<Appliance IP>/service/appliance/swagger/

« Notification: Anonymous, unauthenticated operations. This service is available
even when the appliance isn't fully online.

https://<Appliance IP>/service/notification/swagger/
. Event: Specialized endpoint for connecting to SignalR for real-time events.
https<Appliance IP>event/signalr

« a2a: Application integration specific operations. Fetching passwords and SSH keys,
making access requests on behalf of users, and so on.

https://<Appliance IP>/service/a2a/swagger

You must use a bearer token to access most resources in the API. When using the Swagger
web UI (as referenced in the URLs above), click the Authorize button at the top of each
page and log in using the web UI. The Swagger web UI adds the bearer token to each API
request automatically. However, if you are manually making the API request or writing
your own application/script, perform the following two steps to obtain a bearer token.

1. You must first authenticate using the OAuth 2.0 Resource Owner Password (or
SSH Key) Credentials or Client Credentials grant types.
An example of Resource Owner Password Credentials is:

POST https://<ApplianceIP>/RSTS/oauth2/token
Host: <ApplianceIP>
Content-Type: application/json

Accept: application/json

{
"grant_type": "password",
"username": "<Username>",
"password": "<Password>",
"scope": "rsts:sts:primaryproviderid:local”

b

Where:
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grant_type is required and must be set to password.

« username is required and set to the user account you want to log in as.
« password is required and set to the password associated with the username.

« scope is required and set to one of the available identity provider's scope ID.
The value shown in the example request, rsts:sts:primaryproviderid:local, is
the default value available on all Safeguard for Privileged Passwords
Appliances. User accounts that you create in Safeguard for Privileged
Passwords directly (that is, not an Active Directory or LDAP account) will most
likely have this scope value.

NOTE: The list of identity providers is dynamic and their associated scope ID
can only be obtained by making a request to:

https://<ApplianceIP>/service/core/v2/AuthenticationProviders
and parsing the returned JSON for the RstsProviderScope property.

If you wish to authenticate using a client certificate, you must use the OAuth
2.0 Client Credentials grant type in which your certificate is included as part
of the SSL connection handshake and the Authorization HTTP header is ignored.
Set the scope to rsts:sts:primaryproviderid:certificate or any other identity
provider that supports client certificate authentication.

POST https://<ApplianceIP>/RSTS/oauth2/token
Host: <ApplianceIP>
Content-Type: application/json

Accept: application/json

"grant_type": "client_credentials",
"scope": "rsts:sts:primaryproviderid:certificate”

by

2. After successfully authenticating, your response will contain an access_token that
must be exchanged for a user token to access the API.

POST https://<ApplianceIP>/service/core/v2/Token/LoginResponse
Host: <ApplianceIP>
Content-Type: application/json

Accept: application/json

"StsAccessToken": "<access_token from previous response>"

b

You should now have an authorization token to be used for all future API requests. The
token is to be included in the HTTP Authorization header as a Bearer token like this:
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Authorization: Bearer <UserToken value>
For example:
GET https://<ApplianceIP>/service/core/v2/Users/-2
Host: <ApplianceIP>
Accept: application/json
Authorization: Bearer eyJ@eXAi0iJKV1QiLCJhbGciOiJSUzIINi...

NOTE: The token will expire in accordance to the Token Lifetime setting that is
configured in Safeguard for Privileged Passwords (Settings | Safeguard Access |
Login Control) at the time the token was issued.

Customize the response using API query
parameters

You can use the following API query parameters to customize the response returned
from the API.

The following output parameters allow you to define the property names to be included and
the property names to be used for sorting.

Table 11: API query filtering: Output

Output Example Description/Notes

fields GET /Users?fields=FirstName,LastName List of property names to be
included in the output.

orderby Get /AssetAccounts?orderby=-AssetName,Name List of property hames to be
used to sort the output.

Implies descending order.

The following paging parameters allow you to include an item count, the starting page, and
the number of items per page.

Table 12: API query filtering: Paging

Paging Example Description/Notes

count GET /Assets?count=true Indicates, True or False,
whether to return a single
integer value representing the
total number of items that
match the given criteria.

page & GET /DirectoryAccounts?page=3&1imit=100 page defines which page
limit (starting with 0) of data to
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Paging

Example

Description/Notes

The following operators can be used to filter the results.

Table 13: API query filtering: filter parameter

return.

limit defines the size of the
page data.

Operator Example Description/Notes
eq GET /AssetAccounts?filter=Name eq equal to
'George’
ne GET /Users?filter=LastName ne 'Bailey’ not equal to
gt GET /Assets?filter=Id gt 10 greater than
ge GET /Assets?filter=Id ge 10 greater than or equal to
1t GET /Assets?filter=Id 1t 10 less than
le GET /Assets?filter=Id le 10 less than or equal to
and GET /UserGroups?filter=(Id eq 1) and both operands return true
(Name eq 'Angels')
or GET /UserGroups?filter=(Id eq 1) or at least one operand returns
(Name eq 'Bedford') true
not GET /UserGroups?filter=(Id eq 1) and not narrows the search by
(Name eq 'Potters') excluding the "not" value from
the results
contains GET /Users?filter=Description contains contains the word or phrase
'greedy’
q GET /Users?g=bob g can be used to search across
text properties; means
"contains" for all relevant
properties.
in GET /Users?filter=UserName in [ 'bob', property values in a

‘sally', ‘'frank']

predefined set

When using the filter parameter, you can use parenthesis () to group logical
expressions. For example, GET/Users?filter=(FirstName eq 'Sam' and LastName eq
'Smith') and not Disabled

When using the filter parameter, use the backward slash character (\) to escape quotes in
strings. For example: Get/Users?filter=UserName contains '\"'
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Using Safeguard PowerShell

PowerShell is a task-based command-line shell and scripting language used to automate
tasks that manage operating systems and processes. The Safeguard for Privileged
Passwords Powershell module and scripting resources can be found on GitHub here:
Oneldentity/safeguard-ps.

Installation

The Safeguard for Privileged Passwords Powershell module is published to the PowerShell
Gallery to make it easy to install using the built-in Import-Module cmndlet. Use the Update-
Module cmdlet to get the latest functionality.

By default, Powershell modules are installed for all users. You need to be running
Powershell as an Administrator to install for all users.

> Install-Module safeguard-ps

Or, you can install the modules just for you using the -Scope parameter which will never
require administrator permission:

> Install-Module safeguard-ps -Scope CurrentUser
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Using the virtual appliance and web
management console

Before you start: platforms and resources

When setting up a virtual environment, carefully consider the configuration aspects such as
CPU, memory availability, I/O subsystem, and network infrastructure to ensure the virtual
layer has the necessary resources available. See One Identity's Product Support Policies
for more information on environment virtualization.

You must license the VM with a Microsoft Windows license. Specific questions about
licensing should be directed to your Sales Representative.

Platforms and versions follow.

« You must license the VM with a Microsoft Windows license. We recommend using
either the MAK or KMS method. Specific questions about licensing should be directed
to your Sales Representative.

o Supported hypervisors:
o Microsoft Hyper-V (VHDX) version 8 or higher
« VMware vSphere with vSphere Hypervisor (ESXi) versions 6.5 or higher
« VMware Worksation version 13 or higher

o Minimum resources: 4 CPUs, 10GB RAM, and a 500GB disk. The virtual appliances
default deploy does not provide adequate resources. Ensure these minimum
resources are met.

Available wizards

The Appliance Administrator responsible for racking and initial configuration of the
appliance can create the virtual appliance, launch the Safeguard web management console,
and select one of the following wizards.
-
. 8= Initial Setup: Used to set up the virtual appliance for the first time including
naming, OS licensing, and networking. For more information, see Setting up the
virtual appliance on page 62.
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o —
. 8= Setup: After the first setup, Safeguard for Privileged Passwords updates
and networking changes can be made via the web management console by

clicking Setup.

. r Support Kiosk: The Support Kiosk is used to diagnose and resolve issues with
Safeguard for Privileged Passwords. Any user able to access the kiosk can perform
low-risk support operations including appliance restart or shutdown and support
bundle creation. In order to reset the admin password, the user must obtain a
challenge response token from One Identity support. For more information, see
Support Kiosk.

Security

CAUTION: To maximize security in the absence of a hardened appliance,
restrict the access to the Safeguard virtual disks, the web management
console, and the MGMT interface to as few users as possible. The Manage-
ment web kiosk gives access to functions without authentication, such as
pulling a support bundle and rebooting the appliance.

Security recommendations follow.

« X0 hosts the public API and is network adapter 1 in the virtual machine settings.
Connect this to your internal network.

« MGMT hosts the web management console and is network adapter 2 in the virtual
machine settings. This interface always has the IP address of 192.168.1.105.
Connect this to a private, restricted network accessible to administrators only, or
disconnect it from the network to restrict unauthenticated actions such as rebooting
or shutting down the appliance. The web management console is also available via
the VMware console.

Once setup is completed, you can verify which of your NICs is MGMT and X0 by referring to
the MAC address information found in Support Kiosk | Appliance Information |
Networking for X0 and MGMT. For more information, see Support Kiosk.

Backups: virtual appliance and hardware appliance

To protect the security posture of the Safeguard hardware appliance, Safeguard hardware
appliances cannot be clustered with Safeguard virtual appliances. Backups taken from a
hardware appliance cannot be restored on virtual appliances and backups taken from a
virtual appliance cannot be restored on a hardware appliance.

For more information, see Virtual appliance backup and recovery.

Upload and download

There is a web management console running on 192.168.1.105. When you connect to
the virtual appliance via the virtual display, the web management console is displayed
automatically; however, upload and download functionality are disabled when
connected this way.
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You may choose to configure the networking of your virtual machine infrastructure to
enable you to proxy to https://192.168.1.105 from your desktop. Connecting in this way
will enable you to upload and download from the web management console.

CAUTION: Cloning and snapshotting are not supported and should not be
used. Instead of cloning, deploy a new VM and perform Initial Setup.
Instead of snapshotting, take a backup of the virtual appliance.

Migrating the VM

VMware VMotion can be used for live migration of a virtual machine from one physical
server to another.

Setting up the virtual appliance

The Appliance Administrator uses the initial setup wizard to give the virtual appliance a
unique identity, license the underlying operating system, and configure the network. The
initial setup wizard only needs to be run one time after the virtual appliance is first
deployed, but you may run it again in the future. It will not modify the appliance identity if
run in the future.

Once set up, the Appliance Administrator can change the appliance name, license, and
networking information, but not the appliance identity (ApplianceID). The appliance must
have a unique identity.

The steps for the Appliance Administrator to initially set up the virtual appliance follow.

Step 1: Make adequate resources available

The virtual appliances default deploy does not provide adequate resources. The minimum
resources required are: 4 CPUs, 10GB RAM, and a 500GB disk. Without adequate disk
space, the patch will fail and you will need to expand disk space then re-upload the patch.

Step 2: Deploy the VM

Deploy the virtual machine (VM) to your virtual infrastructure. The virtual appliance is in
the InitialSetupRequired state.
Hyper-V zip file import and set up

If you are using Hyper-V, you will need the Safeguard Hyper-V zip file distributed by One
Identity to setup the virtual appliance. Follow these steps to unzip the file and import:

1. Unzip the Safeguard-hyperv-prod. .. zip file.
2. From Hyper-V, click Options.

3. Select Action, Import Virtual Machine.
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13.
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16.

On the Locate Folder tab, navigate to specify the folder containing the virtual
machine to import then click Select Folder.

On the Locate Folder tab, click Next.
On the Select Virtual Machine tab, select Safeguard-hyperv-prod....
Click Next.

On the Choose Import Type tab, select Copy the virtual machine (create a
new unique ID).

Click Next.

On the Choose Destination tab, add the locations for the Virtual machine
configuration folder, Checkpoint store, and Smart Paging folder.

Click Next.

On the Choose Storage Folders tab, identify Where do you want to store the
imported virtual hard disks for this virtual machine?.

Click Next.
Review the Summary tab, then click Finish.

In the Settings, Add Hardware, connect to Safeguard's MGMT and X0
network adapter.

Right-click on the Safeguard-hyperv-prod... and click Connect... to complete the
configuration and connect.

Step 3: Initial access

Initiate access using one of these methods:

« Via a virtual display: Connect to the virtual display of the virtual machine. You will

not be offered the opportunity to apply a patch with this access method. Upload and
download are not available from the virtual display. Continue to step 3. If you are
using Hyper-V, make sure that Enhanced Session Mode is disabled for the display.
See your Hyper-V documentation for details.

« Via a browser: Configure the networking of your virtual infrastructure to proxy

https://192.168.1.105 on the virtual appliance to an address accessible from your
workstation then open a browser to that address. For instructions on how to do this,
consult the documentation of your virtual infrastructure (for example, VMWare). You
will be offered the opportunity to apply a patch with this access method. Upload and
download are available from the browser. Continue to step 3.

IMPORTANT: After importing the OVA and before powering it on, check the VM to
make sure it doesn't have a USB controller. If there is a USB controller, remove it.

Step 4: Complete initial setup

Click Begin Initial Setup. Once this step is complete, the appliance resumes in the
Online state.
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Step 5: Log in and configure Safeguard for Privileged
Passwords

1. If you are applying a patch, check your resources and expand the disk space, if
necessary. The minimum resources are: 4 CPUs, 10GB RAM, and a 500GB disk.

2. Tologin, enter the following default credentials for the Bootstrap Administrator then
click Log in.
o User Name: admin
o Password: Admin123

3. If you are using a browser connected via https://192.168.1.105, the Initial
Setup pane identifies the current Safeguard version and offers the opportunity to
apply a patch. Click Upload Patch to upload the patch to the current Safeguard
version or click Skip. (This is not available when using the Safeguard Virtual
Kiosk virtual display.)

g —

4. Inthe web management console on the 8=Initial Setup pane, enter the following.
a. Appliance Name: Enter the name of the virtual appliance.
b. Windows Licensing: Select one of the following options:

. Use KMS Server: If you leave this field blank, Safeguard will use DNS
to locate the KMS Server automatically. For the KMS Server to be found,
you will need to have defined the domain name in the DNS Suffixes.

If KMS is not registered with DNS, enter the network IP address of your
KMS server.

. Use Product Key: If selected, your appliance will need to be connected
to the internet for the necessary verification to add your organization's
Microsoft activation key.

You can update this information in Administrative Tools | Settings |
Appliance | Operating System Licensing. For more information, see
Operating System Licensing.

c. NTP: Complete the Network Time Protocol (NTP) configuration.
o Select Enable NTP to enable the protocol.

o Identify the Primary NTP Server IP address and, optionally, the
Secondary NTP Server IP address.

d. Network (X0): For the X0 (public) interface, enter the IPv4 and/or IPv6
information, and DNS Servers information. Directory or network scans are
supported for IPv4 but not IPv6.

5. Click Save. The virtual appliance displays progress information as it configures
Safeguard, the network adapter(s), and the operating system licensing.

6. When you see the message Maintenance is complete, click Continue.
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Step 6: Access the desktop client or use the web client

You can go to the virtual appliance's IP address for the X0 (public) interface from
your browser:

. | desktop client: Log in and download the desktop client. For more information, see
Installing the desktop client on page 98.

. @ web client: Use the web client. For more information, see Using the web client
on page 82.

Step 7: Change the Bootstrap Administrator's password

For security reasons, change the password on the Bootstrap Administrator User. For more
information, see Setting a local user's password on page 609.

Step 8. After clustering, change the trusted servers,
CORS, and redirects setting

As a best practice, after you have created your Safeguard for Privileged Passwords cluster
(or if just using a single VM), change the Trusted Servers, CORS and Redirects setting to
the empty string or a list of values to integration applications you wish to allow. For more
details, see the Safeguard for Privileged Passwords Administration Guide, Trusted Servers,
CORS and Redirects.

View or change the virtual appliance setup
You can view or change the virtual appliance setup.

« From the web management console, click H Home to see the virtual appliance
name, licensing, and networking information.
« After the first setup, Safeguard for Privileged Passwords updates and networking

i —

changes can be made via the web management console by clicking 8= Setup.

Virtual appliance backup and recovery

Use the following information to back up and recover a Safeguard for Privileged Passwords
virtual appliance. Factory reset is not an option for virtual appliances. To factory reset a
virtual appliance, just redeploy the appliance.
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Backing up the virtual appliance

To ensure security of the hardware appliance, backups taken from a hardware appliance
cannot be restored on virtual appliances and backups taken from a virtual appliance cannot
be restored on a hardware appliance.

Backup is handled via Administrative Tools | Settings | Backup and Retention. For
more information, see Backup and Retention settings.

Recovery of the virtual appliance

A Safeguard for Privileged Passwords virtual appliance is reset by using the following
recovery steps.

On-prem virtual appliance (for example, Hyper-V or VMware)

1. Redeploy the virtual appliance and run Initial Setup. For more information, see
Setting up the virtual appliance.

2. Restore the backup. For more information, see Backup and Retention settings.

Cloud virtual appliance (for example, AWS or Azure)

1. Redeploy using the deployment steps:
o AWS: For more information, see AWS deployment.

o Azure: For more information, Azure deployment.

Support Kiosk

An Appliance Administrator triaging a Hyper-V or VMware virtual appliance that has lost
connectivity or is otherwise impaired can use the Support Kiosk even when the virtual
appliance is in quarantine. For more information, see What do I do when an appliance goes
into quarantine.

It is recommended that terminal settings be 90 x 45 or larger. Smaller settings may result
in a error like: Screen dimension to small. Also, the desktop client works the best at a
resolution of 1024 x 768 or higher.

When using the Windows Kiosk it is not possible to copy and paste. In Hyper-V it is possible
to automate typing text from the keyboard, and using full ESX it may be possible to
emulate keypresses via the API call PutUsbScanCodes().

1. On the web management console, click A Support Kiosk.
2. Select any of the following activities:
. Appliance Information
This is read-only. You can re-run setup to change networking information.
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« Power Options
You can reboot or shutdown the virtual appliance.

a. Enter the reason you want to reboot or shutdown the virtual appliance.
b. Click Reboot or Shutdown.
« Admin Password Reset

The Bootstrap Administrator is a built-in account to get the appliance running
for the first time. The default credentials (admin/Admin123) should be changed
once Safeguard is configured. If you lose the password, you can reset it to the
default using the challenge response process below.

Challenge response process

a. In Full Name or Email, enter your name or email to receive the
challenge question.

b. Click Get Challenge.

c. To get the challenge response, perform one of the following (see the
illustration that follows).

o Click Copy Challenge. The challenge is copied to the clipboard.
Send that challenge to Safeguard support. Support will send back
a challenge response that is good for 48 hours. Do not refresh
your screen.

« Screenshot the QR code and send it to Support. Support will send
back a challenge response that is good for 48 hours. Do not refresh
your screen.

o Use a QR code reader on your phone to get the challenge response.

requires you get a challenge from the appliance, send it to Safeguard support, and enter the

Copy Challenge

Response

d. After the response is accepted, click Reset Password. Once the
operation has completed, the password for the admin account will be
defaulted back to Admin123.
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« Support Bundle
A support bundle includes system and configuration information sent to One
Identity Support to analyze and diagnose issues. You can download a support
bundle or save the bundle to a Windows share location which you have already
set up. To generate a support bundle:

1. Select Include Event Logs if you want to include operating system
events. Unless requested by support, it is recommended to leave this
unchecked because it takes much longer to generate the support bundle.

2. Create the support bundle using one of these methods:

o If you are connected via the browser not the display, you can
click Download, navigate to the location for the download,
and click OK.

o To copy the bundle to the share:
1. Enter the UNC Path, Username, and Password.
2. Select Include Event Logs, if appropriate.

3. Click Copy To Share. A progress bar displays. The
operation is complete when you see The bundle was
successfully copied to the share.

. Diagnostic package

Appliance Administrators can execute a trusted, secure appliance diagnostics
package to help solve issues with configuration, synchronization, and
clustering, as well as other other internal challenges. The appliance
diagnostics package is available from the web Support Kiosk, not the Serial
Kiosk (Recovery Kiosk). The appliance diagnostics package can be used even
when the appliance is in quarantine. To protect against external threats,
Safeguard rejects illegitimate appliance diagnostics packages. The manifest
file in the appliance diagnostics package lists criteria that may include the
minimum Safeguard version, appliance ID, and expiration time-stamp UTC.
New product code and database changes are not included in an appliance
diagnostics package.

a. Toload for the first time, click Upload, select the file that has an .sgd
extension, then click Open.

o If the upload criteria is not met, the appliance diagnostics package
is not uploaded and a message like the following displays: The
minimum Safeguard version needed to run this diagnostic package
is <version>.

. If the upload is successful, the Diagnostic Package
Information displays with a Status of Staged. Select Execute
and wait until the Status changes to Completed.

b. Once uploaded, you can:

« Select Download Log to save the log file. Audit log entries are
available through the Activity Center during and after execution
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and are part of the appliance history.

. If the Expiration Date has not passed, you can select Execute to
execute the appliance diagnostics package again.

« Select Delete to delete the appliance diagnostics package, the
associated log file, and stop any appliance diagnostics package
that is running. Before uploading a different appliance diagnostics
package, you must delete the current one because there can be
only one appliance diagnostics package per appliance.

« Factory Reset (hardware appliance)

Perform a factory reset to recover from major problems or to clear the data
and configuration settings on a hardware appliance. All data and audit history
is lost and the hardware appliance goes into maintenance mode. For more
information, see Performing a factory reset.

A virtual appliance is reset by the recovery steps to redeploy and not a factory
reset. If you are attached to the console of a virtual machine, you will not have
the Factory Reset option. The options are only available for hardware.

o Lights Out Managment (BMC) (hardware appliance)
The Lights Out Management feature allows you to remotely manage the power
state and serial console to Safeguard for Privileged Passwords using the
baseboard management controller (BMC). When a LAN interface is configured,
this allows the Appliance Administrator to power on an appliance remotely or
to interact with the Recovery Kiosk.

For more information, see Lights Out Management (BMC).
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Cloud deployment considerations

Safeguard for Privileged Passwords can be run from the cloud.

Before you start: platforms and resources

When setting up a virtual environment, carefully consider the configuration aspects such as
CPU, memory availability, I/O subsystem, and network infrastructure to ensure the virtual
layer has the necessary resources available. See One Identity's Product Support Policies
for more information on environment virtualization.

Platforms that have been tested with the cloud deployments follow.

o AWS Virtual Machine (VM): For more information, see AWS deployment on page 72.

o Azure Virtual Machine (VM): For more information, see Azure deployment on
page 73.

For these deployments, the minimum resources used in test are 4 CPUs, 10GB RAM, and a
60GB disk. Choose the appropriate machine and configuration template. For example,
when you click Create in the Azure Marketplace, default profiles display. You can click
Change size to choose a different template.

Restricting access to the web management kiosk
for cloud deployments

The web management kiosk runs on port 9337 in AWS and Azure and is intended for
diagnostics and troubleshooting by Appliance Administrators.

A | CAUTION: The Management web kiosk is available via HTTPS port 9337 for
cloud platforms (including AWS and Azure). The Management web kiosk
gives access to functions without authentication, such as pulling a support
bundle or rebooting the appliance. In AWS, all ports are denied unless
explicitly allowed. To deny access to port 9337, the port should be left out
of the firewall rules. If the port is used, firewall rules should allow access
to targeted users.
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Azure: Block port 9337

Use the following steps to block access to port 9337 in Azure.

1. Navigate to the virtual machine running Safeguard for Privileged Passwords.
2. Inthe left hand navigation menu select Networking.
3. Click Add inbound port rule.

4. Configure the inbound security rule as follows:
Source: Any
Source port ranges: *
Destination: Any
Destination port ranges: 9337
Protocol: Any
Action: Deny
Priority: 100 (use the lowest priority for this rule)
Name: DenyPort9337

5. Click Add.

AWS: Block port 9337
Use the following steps to block access to port 9337 in AWS.

1. From the EC2 Dashboard, navigate to the EC2 Instance running Safeguard for
Privileged Passwords.

Select the instance.

In the Description tab, locate the Security groups field then click the name of the
security group.

4. Select the Inbound tab.
Click Edit.
Remove any existing rules and add the following rules:

o Type: Custom TCP Rule
Protocol: TCP
Port Range: 655
Source: Anywhere
Description: Cluster VPN

o Type: Custom UDP Rule
Protocol: UDP
Port Range: 655
Source: Anywhere
Description: Cluster VPN

o Type: HTTPS
Protocol: TCP
Port range: 443
Source: Anywhere
Description: Web API

o Type: Custom TCP Rule
Protocol: TCP
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Port Range: 8649
Source: Anywhere
Description: SPS Cluster

7. Click Save.

AWS deployment

IMPORTANT: Before deploying, make sure you have read Cloud deployment consid-
erations

Safeguard for Privileged Passwords (SPP) can be run in the cloud using Amazon Web
Services (AWS).

To deploy the Amazon Machine Image (AMI) of Safeguard for Privileged Passwords from
AWS, visit the AWS marketplace listing for Safeguard for Privileged Passwords (here) and
follow the Deployment steps.

Disk size considerations

CAUTION: Before making any changes to the disk size, shut down the VM
(stopped and deallocated).

Safeguard for Privileged Passwords (SPP) deploys with a minimal OS disk size. You should
increase the size of the OS disk based on your estimated usage and budget. SPP on
hardware comes with 1TB of disk. You can use more or less than this depending on how
many assets, accounts, and daily users you expect to have. 500GB is a minimal production
disk size and 2TB is the maximum.

Disk size can be handled through Amazon Elastic Compute Cloud (Amazon EC2). For more
information, see Getting Started with Amazon EC2. When you start up the VM, SPP
automatically resizes the OS disk volume to use the available space.

AWS security considerations

Running Safeguard for Privileged Passwords (SPP) in AWS comes with some security
considerations that do not apply to the hardware appliance. We recommend:

« Do not give Safeguard a public IP address.
« Use the AWS key vault to encrypt the disk.

o Limit access within AWS to the Safeguard virtual machine. SPP in AWS cannot protect
against rogue Administrators in the same way the hardware appliance can.

Static IP address required

Configure the SPP VM with a static IP address in AWS. In AWS, the IP address must not
change after the VM is deployed. If you need to change the IP address, take a backup,
deploy again, and restore the backup. You can script the VM deploy to pick up an existing
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virtual NIC with the IP address configuration. For details, see the Amazon Virtual Private
Cloud (VPC) documentation.

Deployment steps

AWS automatically licenses the operating system during the deployment with an AWS KMS.
Larger deployments warrant larger sizing choices. Safeguard for Privileged Passwords
hardware appliances have 32GB of RAM and 4 processors with at least 1TB of disk space.

AWS Marketplace steps
1. Go to the AWS marketplace listing for Safeguard for Privileged Passwords (here).

2. On the One Identity Safeguard for Privileged Passwords page, click Continue
to Subscribe.

3. Advance through the resource creation screens to configure your instance. In
addition to the Disk size considerations, AWS security considerations, and Static
IP address required; One Identity recommends you select the m4.2xlarge
instance type.

4. Once you have finished configuring the instance, select to launch the instance.
| NOTE: The instance launch process may take a while to complete.

5. Once the instance has finished launching, log into the web client using your static
IP address. You will need to use the default username (admin) and password
(Admin123). You should change the admin password immediately. For more
information, see Setting a local user's password on page 609.

View or change the cloud virtual appliance setup

You can view or change the virtual appliance setup.

You can use the Safeguard for Privileged Passwords web management kiosk on port 9337
for diagnostics and troubleshooting.

You can also check the system logs via AWS:

1. To view the system log from AWS, select Actions, then Instance Settings, and
then Get System Log.

2. Loginvia https://<your IP>:9337

To patch to a new version, use the desktop client or API.

Azure deployment

IMPORTANT: Before deploying, make sure you have read Cloud deployment consid-
erations

Safeguard for Privileged Passwords (SPP) can be run in the cloud using Azure. A version of
Safeguard for Privileged Passwords is available in the Azure Marketplace and an Azure
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Virtual Machine (VM) is required. See Windows virtual machines in Azure for details of
setting up your VM.

When using Azure, Safeguard for Privileged Passwords is available on HTTPS X0. The Azure
deployment does not use the MGMT service. The Recovery (Serial) Kiosk is used to view
appliance information, Administrator password reset, power restart or shut down, and
generating a support bundle. For more information, see Recovery Kiosk (Serial Kiosk).

Disk size considerations

Safeguard for Privileged Passwords (SPP) deploys with a minimal OS disk size. You should
increase the size of the OS disk based on your estimated usage and budget. SPP on
hardware comes with 1TB of disk. You can use more or less than this depending on how
many assets, accounts, and daily users you expect to have. 500GB is a minimal production
disk size and 2TB is the maximum.

1. Deploy SPP.
2. Verify you can login.
3. Shut down the VM (stopped and deallocated).

4. Follow Microsoft’s guidance for increasing the disk size: How to expand the OS drive
of a virtual machine.

When you start up the VM, SPP automatically resizes the OS disk volume to use the
available space.

Azure security considerations

Running Safeguard for Privileged Passwords (SPP) in Azure comes with some security
considerations that do not apply to the hardware appliance. We recommend:

« Do not give Safeguard a public IP address.
o Use the Azure key vault to encrypt the disk.

« Limit access within Azure to the Safeguard virtual machine. SPP in Azure cannot
protect against rogue Administrators in the same way the hardware appliance can.

Static IP address recommended

Configure the SPP VM with a static IP address in Azure. In Azure, the IP address must not
change after the VM is deployed. If you need to change the IP address, take a backup,
deploy again, and restore the backup. You can script the VM deploy to pick up an existing
virtual NIC with the IP address configuration. For details, see Microsoft’'s Virtual Network
documentation.

Deployment steps

Safeguard for Privileged Passwords is deployed from the Azure Marketplace. Azure
automatically licenses the operating system during the deployment with an Azure KMS.

The Azure base image includes the required configuration necessary to deploy into Azure
following Microsoft's guidance, Prepare a Windows VHD or VHDX to upload to Azure.
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Log into the Azure portal.
Under Azure services, click Create a resource.
Search for "One Identity Safeguard for Privileged Passwords” and click the tile.

On the One Identity Safeguard for Privileged Passwords screen, click Create.

LU A

Advance through the resource creation screens. Considerations follow:

o For small deployments, it is recommended to choose at least VM size Standard
D2s v3. Larger deployments warrant larger sizing choices. Safeguard hardware
appliances have 32GB of RAM and 4 processors with at least 1 TB of disk space.

« You must set an administrator user name and password as part of the image
creation, however, SPP will disable this account during initial setup.

o Set public inbound ports to None.
« Choose your Windows licensing option.

« Make sure to enable boot diagnostics and the serial kiosk. The Azure Serial
console will be used to provide access to the Safeguard Recovery Kiosk.

6. Once you are finished configuring the VM, click Create. Azure will deploy the SPP
virtual machine.

7. When the virtual machine deployment is finished, SPP will automatically start
initializing and configuring itself for the first use. This usually takes between 5-30
minutes, depending on the VM sizing. During initialization, Safeguard will enable the
firewall and disable remote access to the VM. You can monitor the progress of
initialization from the Azure Serial console. While the initialization is running, do not
log in to the VM or power off or restart the VM.

8. When initialization is complete, you will see the Safeguard Recovery (Serial) Kiosk
on the Azure Serial console screen.

9. Login to the appliance via the web using the default username and password admin /
Admin123. You should change the admin password immediately. For more
information, see Setting a local user's password on page 609.

10. After clustering, change the trusted servers, CORS and redirects setting.
As a best practice, after you have created your Safeguard for Privileged Passwords
cluster (or if just using a single VM), change the Trusted Servers, CORS and
Redirects setting to the empty string or a list of values to integration applications you
wish to allow. For more details, see the Safeguard for Privileged Passwords
Administration Guide, Trusted Servers, CORS and Redirects.

View or change the cloud virtual appliance setup
You can view or change the virtual appliance setup.
The Administrator uses the Recovery Kiosk (Serial Kiosk) to perform the following.

« Get appliance information
o Reset the Administrator password

o Restart or shut down the virtual appliance
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o Generate a support bundle

« Resolve a quarantine ( For more information, see What do I do when an appliance
goes into quarantine.)

For more information, see Recovery Kiosk (Serial Kiosk).

To patch to a new version, use the desktop client or API.

Virtual appliance backup and recovery

Use the following information to back up and recover a Safeguard for Privileged Passwords
virtual appliance. Factory reset is not an option for virtual appliances. To factory reset a
virtual appliance, just redeploy the appliance.

Backing up the virtual appliance

To ensure security of the hardware appliance, backups taken from a hardware appliance
cannot be restored on virtual appliances and backups taken from a virtual appliance cannot
be restored on a hardware appliance.

Backup is handled via Administrative Tools | Settings | Backup and Retention. For
more information, see Backup and Retention settings.

Recovery of the virtual appliance

A Safeguard for Privileged Passwords virtual appliance is reset by using the following
recovery steps.

Oon-prem virtual appliance (for example, Hyper-V or VMware)

1. Redeploy the virtual appliance and run Initial Setup. For more information, see
Setting up the virtual appliance.

2. Restore the backup. For more information, see Backup and Retention settings.

Cloud virtual appliance (for example, AWS or Azure)

1. Redeploy using the deployment steps:
o AWS: For more information, see AWS deployment.

o Azure: For more information, Azure deployment.
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Setting up Safeguard for Privileged
Passwords for the first time

Before Safeguard for Privileged Passwords can manage your privileged account passwords
and privileged sessions, you must first add all the objects you need to write access request
policies, such as users, accounts, and assets. By following these procedures, you will set
up a hierarchy of administrators that ensures your company follows role-based access
control. For more information, see Administrator permissions on page 655.

The setup steps in this section assume you have completed the appliance initial installation
and configuration steps in the Safeguard for Privileged Passwords Appliance Setup Guide.

Before Safeguard for Privileged Passwords can reset local account passwords on Windows
systems, you must change the local security policy to disable User Account Control: Run
all administrators in Admin Approval Mode. For more information, see Change
password or SSH key fails on page 695.

Step 1: Create the Authorizer Administrator

Step 2: Authorizer Administrator creates administrators
Step 3: Appliance Administrator configures the appliance
Step 4: User Administrator adds users

Step 5: Asset Administrator adds managed systems

Step 6: Security Policy Administrator adds access request policies

Step 1: Create the Authorizer
Administrator

1. Log in to your desktop client using the Bootstrap Administrator account. (The
password was changed from the default when you created the appliance using the
instructions in the Safeguard for Privileged Passwords Appliance Setup Guide.)

2. Create the Authorizer Administrator, which is a user who can authorize other
administrators. Give the user Authorizer permissions so the user can grant
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permissions to other users and change their own permissions. For more information,
see Adding a user on page 595.

3. Log out as the Bootstrap Administrator.
4. Log in as the Authorizer Administrator.

5. Disable the Bootstrap Administrator.

Step 2: Authorizer Administrator
creates administrators

Add the user administrator permissions. A user can have more than one set of permissions.
For a list of permissions granted to the different Safeguard for Privileged Passwords
administrators, see Administrator permissions.

1. Make sure you have logged into the desktop client using the Authorizer
Administrator account.

2. Customize the Local Password Rule. (Navigate to Settings | Safeguard for
Privileged Passwords Access | Password Rules.)

3. Add users for the following administrator permissions (Adding a user):
a. User Administrator

Help Desk Administrator

Appliance Administrator

Operations Administrator

Auditor

Asset Administrator

@ -~ ® a o T

Security Policy Administrator

Step 3: Appliance Administrator
configures the appliance

1. Log in to the desktop client using the Appliance Administrator account.
2. Navigate to Settings | Appliance | Networking and set the following:
a. IP Address
b. Netmask
c. Default Gateway
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d. DNS Servers
e. DNS Suffixes
For more information, see Networking on page 401.

3. Ensure the access request as well as password and SSH key management features
are enabled (Settings | Access Request | Enable or Disable Services). For
more information, see Enable or disable access request and services on page 378.

4. (Optional) Enable or disable Application to Application (A2) and audit data sharing
with Safeguard for Privileged Sessions (SPS) via Settings | Appliance | Enable or
Disable Services. For more information, see Enable or disable A2A and audit log
stream on page 390.

5. Configure the External Integration settings that apply (Settings | External
Integration):

a. Email: Configure the SMTP server to be used for email notifications. Safeguard
for Privileged Passwords provides default email templates for most events,
which can be customized. For more information, see Email on page 508.

b. Identity and Authentication: Configure directory services such as Active
Directory and LDAP servers to be used as identity and authentication providers
for Safeguard for Privileged Passwords users. Configure Safeguard for
Privileged Passwords as a relying party that uses SAML 2.0 to integrate with
external federation services to authenticate users. Create a RADIUS server to
be used as a primary or secondary authentication provider. For more
information, see Identity and Authentication on page 558.

c. SNMP: Configure SNMP subscriptions for sending SNMP traps to your
SNMP console when certain events occur. For more information, see SNMP
on page 514,

d. Starling: Join Safeguard for Privileged Passwords to Starling to take advantage
of other Starling services, such as Starling Two-Factor Authentication. For
more information, see Starling on page 516.

e. Syslog: Configure the syslog servers where event notifications are to be sent.
For more information, see Syslog on page 519.

f. Ticket Systems: Add external ticketing tracking system or track tickets not tied
to an external ticketing system. For more information, see Ticketing systems
on page 525.

Step 4: User Administrator adds users

1. Login to the desktop client using the User Administrator account.
2. Add users who can log in to Safeguard for Privileged Passwords (Adding a user).

3. Grant Help Desk Administrator permissions to one or more users.
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Step 5: Asset Administrator adds
managed systems

1.
2.

6.
7.

Log in to the desktop client using the Asset Administrator account.

Add partitions and, optionally, delegate partition ownership to other users (Adding a
partition).

(Optional) Set the following Password Management settings (or edit the default rules
and settings defined when the partition was added):

« Account Password Rules
o Change Password
» Check Password
« Password sync groups
(Optional) Set the following SSH Key Management settings:
o Change SSH Key settings
o Check SSH Key settings
o Discover SSH Key settings
o SSH Key Sync Groups settings

(Optional) Create profiles or edit the default profiles created (Creating a
password profile).

Add assets to the appropriate partitions and profiles (Adding an asset).

Add accounts to control access to the assets (Adding an account).

TIP: Create asset and account discovery jobs to discover and, optionally, automatically
add assets and accounts to Safeguard for Privileged Passwords. For more information,
see Discovery on page 285.

Step 6: Security Policy Administrator
adds access request policies

Log in to the desktop client using the Security Policy Administrator account.

2. Set Reasons. (Settings | Access Request | Reasons)

3. Configure Approval Anywhere. (Settings | External Integration | Approval

Anywhere).
Add user groups (Adding a user group).

5. Add local or directory users to local user groups (Adding users to a user group).

6. Add account groups (Adding an account group).
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Add accounts to account groups (Adding one or more accounts to an account group).
Add entitlements (Adding an entitlement).

Add users or user groups to entitlements (Adding users or user groups to an
entitlement).

10. Create access request policies (Creating an access request policy).
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Using the web client

The web client is functionally similar to the desktop client end-user view and useful for
requesters, reviewers, and approvers. Many administration functions are available as well.
The web client uses a responsive user interface design to adapt to the user's device, from
desktops to tablets or mobile phones. Only one user session will persist during a browser
session. Any tabs opened after initial authentication will use the existing user session.

NOTE: In this documentation, you will see the following icons which denote the interface:

Gi (web client)

| (desktop client)

To log into the web client application

The following steps assume the Safeguard for Privileged Passwords Appliance has been
configured and licensed. As a Safeguard for Privileged Passwords user, if you get an
appliance is unlicensed notification, contact your Appliance Administrator.

1. From your browser, enter the Safeguard for Privileged Passwords URL with the
IP address, such as https://11.1.111.11.

2. If an login notification displays, click OK to accept the notifications and
restrictions stated.

3. Onthe user log in screen, enter your credentials and click Log in.

Updating your avatar photo

To change your photo in the web client, expand the Username drop-down in the upper
right and select My Settings. On the My Settings page, select My Account and click the
circle icon with the username. Select the image file (under 64 KiB), then click Open. You
can right-click the photo to save or perform other photo options.

Using the left navigation menu
NOTE: Use the = button on mobile devices to expand and collapse the navigation menu.
The pages available to you display on the left. You will see H Home and, based on your

role, you may also see the following pages (depending on role, these pages may already be
listed in the left navigation pane without having to expand the top level heading):
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. ."ﬁ- Access Requests
. LT: My Requests
. b2 Personal Password Vault
L?'l| Approvals
. &- Reviews
. Appliance Management:
« =" Appliance
. D Backup and Retention
. % Certificates
. = Cluster
. [+ Enable or Disable Services
.- External Integration
. ‘ Real-Time Reports
. & Safeguard Access
. Q Search

You can reduce the left menu using the << button located at the bottom of the left
navigation menu.

Home

Click ﬂ Home to go to the home page. The Home page is tailored to your user rights and
permissions. If you are authorized by an entitlement to request, approve, or review access
requests, then your Home page gives you a quick view to the access request tasks that
need your immediate attention.

Based on your role, the dashboard displays My Requests, Approvals, and Reviews, the
number of tasks in each queue, and the status of each task (for example, Available,
Denied, Revoked, Pending) as well as whether the task is Due Today.

Additional widgets may also be available. For example: Appliance Resources and
Cluster Status.

In addition to tasks based on your role, you can perform the following from the
Home page:
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» Customize the information that is displayed on the page. Click nﬁ Settings.

. Read the Message of the Day from the Appliance Administrator. For more
information, see Message of the Day.

Requester's Home page view

Click the New Request button to open the New Access Request dialog, which lists the
assets and accounts you are authorized to access. From this dialog you specify the
assets, accounts and the type of access you are requesting, and additional details about
the request.

For more information, see:

« Requesting a password release
« Requesting an SSH key release

« Requesting session access

Click My Requests to view the requests awaiting action.

For more information, see:

« Taking action on a password release request
« Taking action on an SSH key release request

« Taking action on a session request

The Favorites pane displays a list of requests you have marked as a favorite, providing
a quick way to request access. For more information, see Desktop client favorite request
on page 106.

Approver's Home page view

Your job is to approve or deny the access requests listed on your Home page. Click
Approvals to view the requests awaiting your approval. As an approver, unless you are
also designated as a requester, you will see no favorites listed.

For more information, refer to these topics:

« Approving a password release request
« Approving an SSH key release request

« Approving a session request

Reviewer's Home page view

Your job is to review completed access requests listed on your Home page. Click Reviews
to view the completed requests requiring your review. As a reviewer, unless you are also
designated as a requester, you will see no favorites listed.

For more information, refer to these topics:
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« Reviewing a completed password release request
« Reviewing a completed SSH key release request

« Reviewing a session request

My Requests (web client)

If you are a requester, click u My Requests to make a request or see information

about requests.
If Show Account Availability is enabled you can identify if a privileged account is

available or not. Accounts display a A warning badge if in use by a request and an
account's status is updated immediately after being changed in order to avoid overlapping
account requests from multiple users. Hover over the badge to display <X> of <X> accounts
in use. Select an available account. Showing account availability requires additional API
queries that may impact performance. This toggle is set by the user not an administrator.
There is no global toggle.

NOTE: When the policy governing the request has enabled Allow simultaneous access
for multiple user access, the request may still be available even though Show Account
Request Availability indicates it is in use.

To make a request

You must be an authorized user of an entitlement to create a request for the assets and
accounts you need.

1. Click '—Ti' My Requests to go to the My Requests page.

2. Follow the workflow steps. For more information, see Requesting a password release
on page 142.

To create a favorite

You can create favorites for requests you make often. For more information, see Favorites
(web client) on page 92.

To view and manage requests

E‘

On the —~m My Requests page, you can view the requests. Control the display using the
following approaches:

« Click Sort By ¥ then select to sort by Account Name, Asset Name, Due Next,
Expiring Next, Most Recent, or Status.

« Click E sort up or F sort down to sort in ascending or descending order.
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Click Y Filters to filter by the status.
o All: Requests in all states.
. Available: Approved requests that are ready to view or copy.
. Pending Approval: Requests that are waiting for approval.

. Approved: Requests that have been approved, but the check out time has not
arrived. Or, for pending accounts restored when using the Safeguard for
Privileged Passwords suspend feature.

. Revoked: Approved requests retracted by the approver. The approver can
revoke a request after the request has become available.

. Expired: Requests for which the Checkout Duration has elapsed.
. Denied: Requests denied by the approver.

Click Q\ Search to see a list of searchable elements. Or enter search characters.
For more information, see Search box.

Personal password vault (web client)

The personal password vault extends security and credential protection to business
users to store and manage passwords. Users must have the Personal Passwords
permission granted.

User benefits include:

Users can store up to 100 personal passwords, set optional expiration dates, and
share passwords.

Users know at a glance the last time they changed their password.

Users have a history of personal password changes. This is handy if the user changes
the password in the vault but not on the target account or if the user needs to work
from a backup.

A password can be shared by the user with one other user. For example, when a user
is not available they can give a coworker access to a password. Access can be
revoked or the user that has the password shared can opt out of the share.

With the personal password vault, business user passwords are under the control of
the IT and security teams, versus a variety of methods of storing passwords. Benefits
of the personal password vault for Security Policy Administrators and User
Administrators include:

An organization sanctioned and controlled tool is used for users to store personal
passwords.

Personal passwords are secured and encrypted. They are stored separately from
managed account passwords.
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« The personal password vault audits the retrieval and change of passwords so
administrators know when users pulled information from the vault.

« Administrators can recover passwords when someone leaves the company. The
administrator must change the authentication provider to local, set the password of
the user, and then log in and view the personal password vault.

« There is no way to recover the personal password vault of a deleted user.

System users (like the bootstrap admin) cannot create personal accounts.

IMPORTANT: The Personal Password Vault permission, like any other permission, can be
set explicitly on a user or inherited from a Directory Group. If a user with the Personal
Password Vault permission stores one or more personal passwords and then later has the
permission revoked, either explicitly or by having been removed from all Directory

Groups from which they inherited it, the user will no longer be able to access ]
Personal Password Vault features. But the user’s data within the vault will still be
maintained. If at any point the user is granted the Personal Password Vault permission
again, they regain access to all of their existing data.

For more information, see Permissions tab (add user) on page 600.

The Personal Password Vault page toolbar functions follow.

Table 14: Personal Password Vault: Toolbar

Option

Description

+ New Entry

- Remove Entry

& Edit Entry

ﬂ Information

(GNE IDENTITY

Quest

Add an entry to the to the personal password vault.

Remove one or more selected entries from the personal
password vault. Once an entry is removed, you will not
have access to the credentials.

Modify the selected entry.

View information about the selected entry including:

« General tab:

Name: A meaningful name assigned to the
application or account to access.

Account Name: The user name for log on
[
authentication. Click ¥ Copy Account Name to
copy the name to your clipboard.
Password: The secret which you can > Show or

w Hide as well as copy by clicking I:-'TIE' Copy
Password.

Expires: The date the password is no longer valid.

. Notes tab: Information for the user and anyone
sharing the password, such as secondary secrets
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Option

Description

"‘: Share Credentials

E Stop Sharing

D History

»
50 Copy Account Name
I:-'TIE' Copy Password

@ Open URL

IIl Columns

G\ Search

or other instructions.

. Sharing tab: The user name of the person your
password is Shared With and the date the
Sharing Expires. To change the Sharing

Expires date, click 4 Edit, change the date and
then click v Save.

Select one or more entries then select the user you want
to share credentials with and the date to stop sharing.
Users must have this feature enabled to be listed. For
more information, see Permissions tab (add user) on
page 600.

Select one or more entries then click E Stop Sharing.

If a password is shared by another owner with you, you
cannot remove the share but you can opt yourself out of
the share.

Thirty days of password history display as a default. You
can set a date range for displaying password history by

selecting From and To values using the [zl calendar.

Or, you can click ‘ ¥ Date Range to select set time
periods for hours, days, months, or All History.

In addition to viewing the Date Changed, you can can <>

Show or “ Hide the password or I:-'TIE' Copy
Password.

Copy the account name of the selected entry.
Copy the password of the selected entry.

Click to open the URL web address entered when the
password was added or edited.

Click to select the columns you want to display.

Click Q\ to see a list of searchable elements. Or enter
search characters. For more information, see Search
box.

Entry details for various applications and systems display in the grid.

(GNE IDENTITY
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Table 15: Personal Password Vault: Passwords grid

Name

Account
Name

Expires

Shared

Shared
With

Owner

Sharing
Expires

A meaningful name given to the application or account to access, for example
Company Twitter.

The user name used for log on authentication.

The date the password expires or blank (no value) if the password does not
have an expiration date.

Display all the following values or click the Y filter to select a few values to
display:

« Not Shared if the password is not shared with another user.

« Shared if you are sharing the password with another user.

« Shared with Me if another user is sharing their password with you.

The user name (and domain name, if applicable) with whom the password is
shared; blank if the password is not shared.

You can hover over the user name to see the email address for verification.
The owner of the password.

The date sharing expires and the password will no longer be available to the
Shared With user.

To add a password

1. Onthe L] Personal Password Vault page, click + New Entry.

2. Enter the following values.

a.

Name: Enter a meaningful name for the application or account to access, for
example Company Twitter.

Account Name: Enter the user name you use to log on for authentication.

Password: You can type in a password or automatically generate a password.
Adding a password is optional. For example, you may want to store
information about an application or system in the Notes and not store the
actual password. The Notes limit is 2000 characters.

« If you type in the password, you can click ™ Show or w“w Hide to view

the entry or not. You can also click EIE' Copy Password to copy the
password to your clipboard.

. To automatically generate a password, click nﬂ Generate a password.
The password is automatically generated. You can change password
rules:

i. Length: Use the slider or enter a value to reset the required
length.
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ii. Numbers: Toggle the requirement to use numbers in the
password on “® or ® off. The password is regenerated per
the setting.

iii. Symbols: Toggle the requirement to use symbols in the password
on “® or ® off. The password is regenerated per the setting.
iv. Click c Regenerate to generate a new password.
v. Click OK to save the generated password.
vi. Back on the New Entry panel, you can click I:-'TIE' Copy Password to
copy the password to your clipboard.
d. Expires: Itis recommended that you set an expiration date to protect your

access. You can enter the date as MM/DD/YYYY or click the El calendar to
select a date.

e. URL: Enter the web address of the application or system, for example,

Amazon.com. Click ’qﬁ Open URL to test the link. You can also i
Copy the URL.

f. Notes: Enter any free form notes that are helpful for you or for the person
with whom you may share the password. You can also use Notes for
information about an application or system, such as certifications or keys. The
l[imit is 2000 characters.

3. Click Save.

To sharing your password with another user

1. On the &2 Personal Password Vault page in the grid, select one or more
entries to share.

Click "i Share Credentials.
On the Share Credentials dialog, click Browse.

4. On the Share With... dialog, users with Personal Passwords permissions are
available including their Display Name, Domain, and Email Address.
Administrators can add permissions. For more information, see Permissions tab (add
user) on page 600.

Select one user. To search for a user, enter a value in the Search text box

or click the QU icon then make a selection to search by Domain, Display
Name, or Email Address. Enter the first letters of the value to display the
matches and select the user.

Click OK.

5. Set the sharing end date which must be between one day and one year. In Stop
Sharing, enter the date as MM/DD/YYYY, click the [a¢] calendar and select the date,

or click ‘ i Sharing Expires to select a week or month interval. The password
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will not be available to the user on that date.

6. Click Share.

One easy way to change the Sharing Expires date later is to select the entry and click ﬂ

Information. On the Sharing tab, click & Edit, change the Sharing Expires date, then
click ¥ save.

To stop share your password with another user

1.

On the s Personal Password Vault grid, the Shared column displays Shared if
you are sharing the password.

Select one or more check boxes of entries to stop sharing.

Click E Stop Sharing. The Stop Sharing dialog displays as a warning.
Click Stop Sharing.

Approvals (web client)

Click

~a

Approvals on the left of the page to manage approvals. On the Approvals

page, you can:

« View details by selecting a request then looking at the details display on the right

of the page.

Approve one or more request: Select the requests. Then, click E Approve
all selected requests to approve all the requests you selected. Optionally,
enter a comment.

Deny one or more request: Select the requests. Then, click @ Deny all selected
requests to deny all the requests you selected. Optionally, enter a comment.

Change the columns that display: Click M and select the columns you want to see.
You can select columns including:

« Action: Displays E Approve only this request and @ Deny only
this request.

. Requester / Status: Displays the user name and the status of the approval
(for example, Pending 1 approval).

. Asset / Access Type: Displays the name of the asset and the type of access
(for example, Password, SSH Key, RDP, SSH, or Telnet).

« Account: Displays the managed account name.

« Ticket Number: Displays the ticket number, if required.
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« Request For: Displays the date and time as well as the window of availability
(for example, March 20, 2021 9:56 AM 2 hours).

« Search: For more information, see Search box on page 131.

For more information, see Approving a password release request on page 147.

Reviews (web client)

Select E» Reviews on the left of the page to manage reviews. On the Reviews
page, you can:

« View details by selecting a request then looking at the details display on the right of
the page, including the workflow.

« Mark one or more request as reviewed: Select the requests. Do the following:

o If no comment is needed, click E& Mark all the selected requests
as reviewed.

« If a comment is needed, this icon will display as *» One or more of the
selected requests requires review comments. Add the comment. Then,
click Mark as Reviewed.

« Change the columns that display: Click M Select columns to display then select
the columns you want to see.

« Action: Displays .ﬂ. This request requires review comments or *»
Mark only this request as reviewed.
« Requester: Displays the user name of the requester.

o Access Type: Displays the type of access (for example, Password, SSH
Key, RDP, SSH, or Telnet).

« Account: Displays the managed account name.
o Ticket Number: Displays the ticket number, if required.

« Request For/Duration: Displays the date and time as well as the window of
availability (for example, March 20, 2021 9:56 AM 2 hours).

« Search: For more information, see Search box on page 131.

Favorites (web client)

L.T‘

On your H Home or —l My Requests page, you will see My Favorites (number of
favorites). You can quickly make requests by creating a favorite of requests you make
often, then just click the favorite.
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You must be authorized to create requests for the assets and accounts you choose to

include in a favorite. To change the look of the favorite tiles, click m for large icons or =
for small icons.

If Show Account Availability is enabled you can identify if a privileged account is

available or not. Accounts display a (A warning badge if in use by a request and an
account's status is updated immediately after being changed in order to avoid overlapping
account requests from multiple users. Hover over the badge to display <X> of <X> accounts
in use. Select an available account. Showing account availability requires additional API
queries that may impact performance. This toggle is set by the user not an administrator.
There is no global toggle.

NOTE: When the policy governing the request has enabled Allow simultaneous access
for multiple user access, the request may still be available even though Show Account
Request Availability indicates it is in use.

Add a favorite

1. To the right of My Favorite Requests, click + New Favorite.
2. Onthe Asset Selection page, select the assets to access. Use the following
approaches to quickly find the assets you want:
o Click =N Search to search the Asset, Network Address, or Platform. For
more information, see Search box on page 131.

« Once you've selected assets, the number of Assets selected displays in the
lower left. You can toggle between Show only selected and Show all.

« Inthe lower right, select the number of Items per page that display. Click
the arrows to move through the pages.

3. Click Next.

On the Account & Access Type Selection page, select the account for the asset. If
there are several accounts associated with an asset:

a. Click the Select Account(s) link.
b. Select the account(s) for that asset.
c. Click OK.
d. Continue to select accounts for each asset.
5. Click Next to provide favorite details:
a. Enter a Name for the favorite.
b. Enter a Brief Description.
c. Select the color of the favorite's tile.
6. Click Add.

Use and manage a favorite

Once a favorite has been created, you can use and make changes to the favorite.
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1. Click the E menu on the right of the favorite and perform a task:

o Click Submit Request to submit the request and launch the request workflow.
Follow the workflow steps. For more information, see Requesting a password
release on page 142.

« Click Change Color to change the color of the favorite. This is useful to color
code types of requests.

« Click Remove to delete the favorite.

My Settings (web client)

From My Settings, you can set a variety of controls for using the web client. These include
page displays, update your information, including email notifications, check the version, or
download the Safeguard for Privileged Passwords desktop Windows client. The settings you
see are based on your role and permissions.

Go to My Settings

In the upper right corner, next to your user name, click ¥ then My Settings to proceed.
On the My Settings dialog, the tabs available are based on your role and permissions.

Using the nﬂ General tab

« Language drop-down: Use this drop-down to change the site language. By default,
this is set to Browser Language (Auto Detect).

« About Safeguard: The Appliance Version displays.
. Download Windows Client: Click to download the Windows desktop client.

Using the - My Account tab

. Contact Information: Click # Edit to change Email, Work Phone, or Mobile

Phone. Click ¥ Save to save your changes or click x Cancel to revert to the
previous setting.

o Location: Select your time zone in the drop-down box. Changing your time zone
may be prohibited based on your organization's security procedures. If available,
choose to:

. Display times in local computer time: This is the default. Itis the time
zone set on your local computer.

. Display times in my configured time zone: This is the time zone that is
set on this page.

. Manage Email Notifications: The Manage Email Notifications dialog displays
the type of events for which you are receiving email notifications. You can define the
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types of events for which you want to receive notifications. By default, all events are

selected. If the event is Built In to SPP, a v displays. When there are multiple
events, an Events link appears that leads to the Subscriptions dialog listing the
Name, Description, and Category of the event.

« Clear the check box for any events for which you do not want to receive an
email notification.

« To set all check boxes, select or clear the check box at the top of the list to the
left of the header.

NOTE: When there are no delegated owners assigned to a partition, email notific-
ations related to partitions are sent to the Asset Administrator. However, when a
delegated owner is specified to manage the assets and accounts in a partition,
email notifications related to partitions are sent to the delegated owner, not to the
Asset Administrator.

Manage FIDO2 Keys (Available if you are required to perform FIDO2 two-factor
authentication.): If the FIDO2 feature is enabled, at least one FIDO2 key must be
registered. When a key is added, the placeholder name is Unnamed Key. You can
enter a meaningful name or later edit the name. It is recommended that all users
have more than one key registered in case a key is lost or damaged. For existing
keys, you will see the name and date each existing key was registered and last used.

« To change a name, enter the new name, then click H Save.

- To remove a key, click = Remove by the key. One key must remain
registered. If a physical security key is lost, always delete the associated key
from Safequard for Privileged Passwords.

. To add a key, click + Register New FIDO2 Key.

a. You will be asked to insert or connect to the new key.

b. You will be prompted to reenter your primary credentials for verification.

c. Tap or activate your new FIDO2 key that is being registered.

d. You may then go back to the Manage FIDO2 Key page and give your
newly registered key a name, then click IjSave

For more information, see Requiring user to log in using secondary
authentication.

« Change Password: The password requirements are listed. Enter your Current

Password and the New Password as directed. (Click “Display or ﬁ'Hide to
view or hide the password as it is entered.) Click Save.

Change password (web client)

You can change your password.
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To change the password

AW N

In the upper right corner, next to your user name, click i
Click My Settings.
Open the My Account tab.

Click Change Password. The password requirements are listed.

Enter your Current Password and the New Password as directed. (Click o
Display or w Hide to view or hide the password as it is entered.)

Click Save to save your new password.

FIDO2 keys (web client)

If the FIDO2 feature is enabled, at least one FIDO2 key must be registered. When a key is

added, the placeholder name is Unnamed Key. You can enter a meaningful name or later
edit the name. It is recommended that all users have more than one key registered in case
a key is lost or damaged.

el

In the upper right corner, next to your user name, click *
Click My Settings.
Open the My Account tab.

Click Manage FIDO2 Keys. For existing keys, you will see the name and date each
existing key was registered and last used.

Perform an action:
« To change a name, enter the new name, then click B Save.

- To remove a key, click : Remove by the key. One key must remain
registered. If a physical security key is lost, always delete the associated key
from Safeguard for Privileged Passwords.

. To add a key, click + Register New FIDO2 Key.

a. You will be asked to insert or connect to the new key.

b. You will be prompted to reenter your primary credentials for verification.
c. Tap or activate your new FIDO2 key that is being registered.

d. You may then go back to the Manage FIDO2 Key page and give your

newly registered key a name, then click B Save.

For more information, see Requiring secondary authentication log in.
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Log out (web client)

Always securely log out of the web client. Log events are created based on how the user
logged out: UserLoggedOut or InactiveUserLoggedOut.

To log out

1. Inthe upper right corner, next to your user name, click ¥,
2. Click Log Out to securely exit the Safeguard for Privileged Passwords web client.
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Getting started with the desktop
client

To define and enforce security policy for your enterprise, you must first install the desktop
client application which gives you access to the Administrative Tools.

These topics explain how to install, start, and uninstall the Safeguard for Privileged
Passwords desktop client application:

Installing the desktop client
Starting the desktop client
Uninstalling the desktop client

Installing the desktop client

During initial installation and when applying a patch, make sure the desktop client file
is the one supplied with the appliance version. If the versions are not compatible,
errors may occur.

NOTE: PUTTY is used to launch the SSH client for SSH session requests and is
included in the install. The desktop client looks for any user-installed PUTTY in the
following locations:

« Any reference to putty in the PATH environment variable

e C:/Program Files/Putty

e C:/Program Files(x86)/Putty

e C:/Putty
If PUTTY is not found, the desktop client uses the version of PUTTY that it installed at:
<user-home-dir>/AppData/Local/Safeguard/putty.

If the user later installs PUTTY in any of the locations above, the desktop client uses that
version which ensures the user has the latest version of PuTTY.
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Installing the Safeguard for Privileged Passwords desktop client application

N o u s~ WwN

CAUTION: The Safeguard for Privileged Passwords client version must
match the installed Safeguard for Privileged Passwords version.

To download the Safeguard for Privileged Passwords desktop client Windows installer
.msi file, open a browser and navigate to:

https://<Appliance IP>/Safeguard.msi

Save the Safeguard.msi file in a location of your choice.

Run the MSI package.

Select Next in the Welcome dialog.

Accept the End-User License Agreement and select Next.

Select Install to begin the installation.

Select Finish to exit the desktop client setup wizard.

Check your desktop resolution. The desktop client works the best at a resolution of
1024 x 768 or greater.

Installing the Desktop Player

1.

CAUTION: If the Desktop Player is not installed and a user tries to play
back a session from the Activity Center, a message like the following will
display: No Desktop Player. The Safeguard Desktop Player is not installed. Would
you like to install it now? The user will need to click Yes to go to the
download page to install the player following step 2 below.

Once the Safeguard for Privileged Passwords installation is complete, go to the
Windows Start menu, Safeguard folder, and click Download Safeguard Player
to be taken to the One Identity Safeguard for Privileged Sessions - Download
Software web page.

Follow the Install Safeguard Desktop Player section of the player user guide
found here:

a. Go to One Identity Safeguard for Privileged Sessions - Technical
Documentation.

b. Scroll to User Guide and click One Identity Safeguard for Privileged Sessions
[version] Safeqguard Desktop Player User Guide.

For Safeguard Desktop player version 1.8.6 and later, ensure your signed web
certificate has a Subject Alternative Name (SAN) that includes each IP address of
each of your cluster members. If the settings are not correct, the Safeguard Desktop
Player will generate a certificate warning like the following when replaying sessions:
Unable to verify SSL certificate. To resolve this issue, import the appropriate
certificates including the root CA.

New Desktop Player versions

When you have installed a version of the Safeguard Desktop Player application, you will
need to uninstall the previous version to upgrade to a newer player version.
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Starting the desktop client

The following steps assume the Safeguard for Privileged Passwords Appliance has been
configured and licensed. As a Safeguard for Privileged Passwords user, if you get an
appliance is unlicensed notification, contact your Appliance Administrator.

To start the desktop client application

From the Windows Start menu, choose Safeguard.

2. On the server selection screen, enter or select the server's network DNS name or IP
address to connect to the appliance over the network and click Connect.

NOTE: When entering an IPv6 address, enclose the IPv6 address in square
brackets.

3. You will see a message like: You'll now be redirected to your web browser to
complete the login process. You can select: Don't show this message again.
Then, click OK.

4. If a login notification displays, click OK to accept the notifications and
restrictions stated.

5. On the user login screen, enter your credentials and click Log in.

o User Name: Enter your user or display name. Do not include spaces in
the User Name.

NOTE: When using directory account credentials, you have the option to
enter your domain\name.

« Password: Enter the password associated with the user entered above.

6. If your Safeguard for Privileged Passwords user account requires you to log in with
secondary authentication, enter the secure password token code, or other
authentication for your authentication service provider account and click Submit.

NOTE: The type and configuration of the secondary authentication provider (for
example, RSA SecurelD, FIDO2, One Identity Starling Two-Factor Authentication,
and so on) determines what you must provide for secondary authentication. Check
with your system administrator for more information about how to log in to
Safeguard for Privileged Passwords with secondary authentication.

7. When login is successful, you can close the web browser and return to the Safeguard
application.
To remove server DSN names or IP addresses no longer used

The DSN name or IP address on the server selection screen may be no longer used. If you
want to remove one or more selections, you can edit the user.config file using a text editor
like Notepad.

1. Go to:

C:\Users\<YourSafeguardUserName>\AppData\Local\One_Identity_
LLC\Client.Desktop.UI.exe_Url <UniqueGUID\<ClientVersion>\user.config
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Make a backup copy of user.config in case you want to return to the file.

Open the file and edit the following section to list only the addresses you want:
<setting name="ClusterHistory" serializeAs="Xml">

<value>

<ArrayOfString xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<string>10.5.33.57</string>
</ArrayOfString>
</value>
</setting>
4. Save the updated file.
5. Log on to verify the correct selections display.

Uninstalling the desktop client

You can uninstall a desktop client.

To uninstall the desktop client

1. Inthe Windows Control Panel, open Programs and Features.
2. Right-click the Safeguard for Privileged Passwords application and choose Uninstall.
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Using the desktop client

Safeguard for Privileged Passwords has two graphical user interfaces that allow you to
manage password and session requests, approvals, and reviews for your managed
accounts and systems:

« Windows desktop client: The desktop client consists of an end-user view and an
administrator view. The administrative functionality is dynamically enabled based on
the user's permissions. The desktop client user interface information follows.

« Web client: The web client is functionally similar to the desktop client end-user view.
For more information, see Using the web client on page 82.

NOTE: In this documentation, you will see the following icons which denote the interface:

Gi (web client)

| (desktop client)

Desktop client toolbar

The toolbar along the top-right corner of the Safeguard for Privileged Passwords console,
has these controls:

. ‘ (User avatar): Modify personal information, view notifications, or log out of the
Safeguard client. For more information, see User information and log out (desktop
client) on page 104.

Log events are created based on how the user logged out: UserLoggedOut or
InactiveUserlLoggedOut.

. {:} (Settings): Configure the desktop client application, including notifications and
Home page widgets, or view product information, including contact information. For
more information, see Settings (desktop client) on page 103.
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Settings (desktop client)

The desktop client console 'I} (Settings) allows you to configure the desktop client
application.

Set the following then click Done to save settings.

Notifications

Control notifications within Safeguard for Privileged Passwords:

« Run in the System Tray when you close the application.

When you select the Run in the System Tray check box, you cannot modify the
toast notifications check box which follows because you always get notifications. If
you deselect the Run in the System Tray check box, you can enable or disable
toast notifications which follows.

. Enable Toast Notifications to display event alerts on your console.

Toast notifications are alerts that appear when the desktop client application is not
the active foreground application: for example, when you are in another application
or when you have minimized the desktop client.

« Reset Notifications: Click Reset Notifications to reenable any notifications pop
ups that have been preciously suppressed.

Widgets

All widgets are enabled by default, indicating that the corresponding controls display on
your Home page. The toggles appear blue with the switch to the right when a widget is
enabled, and gray with the switch to the left when a widget is disabled.

Click the toggles to enable (™=fll) or disable (ll™™ ) the Home page widgets:
« Enable Requests
. Enable Approvals

« Enable Reviews

About dialog tab

Click About Safeguard for Privileged Passwords to display the following information.

o About: The trademark and copyright information.
. Contact: Information about how to get in touch with One Identity.

« Components: Links to information regarding the third-party components used in
Safeguard for Privileged Passwords.
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User information and log out (desktop
client)

On the desktop client, click the = user avatar (or the Welcome link with your user name)
then click My Account to modify your personal information, time zone (if allowed),
manage email notifications, view current notifications, or log out of Safeguard for
Privileged Passwords.

NOTE: Safeguard for Privileged Passwords Active Directory users cannot use My
Account to modify their email address, phone number, or change their password. They
must do these actions in Active Directory.

To update your personal information or time zone

-
1. From the toolbar, select your ™ yser avatar (or the Welcome link with your user
name) and choose My Account. Perform any of the following:

« To change your image, select B Change Photo.

« To change your email address, Work Phone, or Mobile Phone, type into the
appropriate box.

« Under Location, you can select a new Time Zone. Changing your time zone
may be prohibited based on your organization's security procedures. If
available, choose to:

. Display times in local computer time: This is the default. It is the
time zone set on your local computer.

. Display times in my configured time zone: This is the time zone
that is set on this page.

2. Click Done to close the My Account pane.

To manage the notifications you receive

[
1. From the toolbar, select your ™ yser avatar (or the Welcome link with your user
name) and choose My Account.

2. Click Manage Email Notifications.

The Manage Email Notifications dialog displays the type of events for which you
are receiving email notifications. You can define the types of events for which you
want to receive notifications.

NOTE: When there are no delegated owners assigned to a partition, email notific-
ations related to partitions are sent to the Asset Administrator. However, when a
delegated owner is specified to manage the assets and accounts in a partition,
email notifications related to partitions are sent to the delegated owner, not to the
Asset Administrator.
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3. By default, all events are selected. Clear the check box for any events for which you
do not want to receive an email notification. You can clear or check all check boxes
by selecting or deselecting the check box next to Events.

4. Click OK to save your selections and close the dialog.

5. Click Done to close the My Accounts pane.

To manage your FIDO2 keys

At least one key must be registered. When a key is added, the placeholder name is
Unnamed Key. You can enter a meaningful name or later edit the name. It is
recommended that all users have more than one key registered in case a key is lost
or damaged.

[
1. From the toolbar, select your ™ yser avatar (or the Welcome link with your user
name) and choose My Account.

2. Click Manage FIDO2 Keys. The name and date each key was registered and last
used displays.

. Click # Edit to change the name then click IjSave. Click QCancel to leave
the editing operation.

. Click Il pelete to delete a key. One key must remain registered. If a physical
security key is lost, always delete the associated key from Safeguard for
Privileged Passwords.

« Click Register New FIDO2 Key to add a key.

a. You will be asked to insert or connect to the new key.

b. You will be prompted to reenter your primary credentials for verification.
c. Tap or activate your new FIDO2 key that is being registered.
d

. You may then go back to the Manage FIDO2 Key page and give your
newly registered key a name.

3. Click Done to close the My Account pane.

For more information, see Requiring secondary authentication log in.

To change your user password

-
1. From the toolbar, select your ™ user avatar (or the Welcome link with your user
name) and choose My Account.

2. To change your user password, click Change Password and complete the
information.

3. Click Done to close the My Account pane.

Log Out

-
Click the ™ yser avatar (or the Welcome link with your user name) then click Log Out to
log out of the Safeguard for Privileged Passwords desktop client.
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Desktop client favorite request

If you are designated as a requester, the desktop client allows you to add an access
request as a Favorite to your Home page. Favorites are unique for the user; they are
available when you log in to the desktop client or the web client.

You can create a favorite request from your Favorites pane on your Home page or from
the New Access Request dialog when creating or editing an access request.

To create a favorite request from your Home page

1. Click H Home.
2. Inthe Favorites pane on the right, click + New Favorite.
3. Inthe New Favorite dialog, specify the following.

a. On the Asset Selection tab, select the assets to be included in the
access request.

b. On the Account & Access Type tab, highlight the accounts to be included in
the access request and the type of access being requested for each selected
account. The accounts include linked accounts, if any. For more information,
see Linked Accounts tab (user) on page 592.

o Account: The available account appears in the Account column. When
an asset has multiple accounts available, click Select Account(s) to
select an account from the displayed list.

« Access Type: The type of access request appears in the Access Type
column. When multiple access request types are available, this value
appears as a hyperlink. Click this hyperlink to select the access type.

4. Click the Add to Favorites button.
5. Inthe Add to Favorites dialog, perform the following:
a. Name: Enter a name for the request.
b. Description: Enter descriptive text about the request.

c. Color: Select the icon color to be used to display the request in your
Favorites pane.

d. Click Add. The dialogs closes and the new favorite are added to the Favorites
pane on your Home page.

To request a favorite

1. At the top of the Favorites pane, click the [ button to display the Request
Selected button.

Select the check box to the left of the favorite to be requested.

On the New Access Request page, edit your selections or enter a required reason
or comment before submitting it.

4. Click Submit Request.
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To create a new favorite request from an existing favorite

1.

6.

At the top of the Favorites pane, click the [ button to display the Request
Selected button.

Select the check box to the left of the favorite to used to create a new favorite. This
saves you time entering information.

On the New Access Request page, edit your selections or enter a required reason
or comment before submitting it.

At the bottom of the New Access Request dialog, click the Add to Favorites
button. The Add to Favorites button is enabled when you select the minimum
required information (that is, at least one asset, account, and an Access Type) for
the access request.

In the Add to Favorites dialog, specify the following:
a. Name: Enter a name for the request.
b. Description: Enter descriptive text about the request.

c. Color: Select the icon color to be used to display the request in your
Favorites list.

Click Add.

To change a favorite request's icon color

1.

At the top of the Favorites pane, click the [ button to display the Color
Selected button.

Select the check box to the left of the favorite request to be changed.
Click Color Selected.

In the Settings dialog, choose a color and select OK. The icon for the favorite now
appears in the color you selected.

To remove a favorite request

1.

At the top of the Favorites pane, click the [ button to display the Remove
Selected button.

Select the check box to the left of the favorite request to be removed.
Click the Remove Selected button.

Select Yes to confirm.

Desktop client navigation pane

In the desktop client, the Home page left navigation pane has these links.

H Home: Where you view and take action on the access request tasks that need

your immediate attention. As a requester, it also provides access to your list of
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Favorite access request queries.

. ‘Dashboard: Where Security Policy Administrators can audit access requests.
Where Asset Administrators can view information regarding accounts that are failing
different types of tasks.

. Activit