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About this guide

The One Identity Manager Configuration Guide gives you an overview of the One Identity
Manager architecture and the basics of working with objects in One Identity Manager. It
describes the structure of the One Identity Manager schema and explains how to customize
and extend the One Identity Manager schema to specific requirements.

In addition, it details how to customize the user interface of the administration tools,
especially Manager and Launchpad. The guide explains how to extend the user interface
navigation, customize forms, create reports, or localize custom captions.

The basic rules for process orchestration are described in the One Identity Manager. It
describes how to customize processes to your requirements and your own processes. An
explanation of how to configure logging of data changes and information from process
handling is also provided. Advanced configuration settings for the Job server One Identity
Manager Service are described. Information is also provided on integrating web services,
binding a SOAP Web Service and data exchange using SPML.

This guide is intended for end users, system administrators, consultants, analysts, and any
other IT professionals using the product.

NOTE: This guide describes One Identity Manager functionality available to the default
user. It is possible that not all the functions described here are available to you. This
depends on your system configuration and permissions.

Available documentation

You can access One Identity Manager documentation in the Manager and in the Designer by
selecting the Help > Search menu item. The online version of One Identity Manager
documentation is available in the Support portal under Technical Documentation. You will
find videos with additional information at www.YouTube.com/Oneldentity.

@NE IDENTITY One Identity Manager 8.2.1 Configuration Guide 17

Quest About this guide


https://support.oneidentity.com/identity-manager/technical-documents
http://www.youtube.com/OneIdentity

One Identity Manager software
architecture

The basis for the One Identity Manager structure is classic 3-tier architecture. However, in
One Identity Manager the object layer (business logic) is shared. This allows high
performance gain due to separate time and location processing.

Database layer

The database represents the core of One Identity Manager. It fulfills the main tasks, which
are managing data and calculating inheritance. Object properties can be inherited along the
hierarchical structures, such as departments, cost centers, location, or business roles. For
data management, the database maps managed target systems and ERP structures as well
as compliance rules and access permissions.

The database is separated into two logical parts; payload and metadata. The payload
contains all the information required to maintaining data, such as information about
employees, user accounts, groups, memberships, operating data, approval workflows,
attestation, recertification, and compliance rules.

The metadata contains the description of the application data model and scripts for
formatting roles and templates or conditional interactions. One Identity Manager’s entire
system configuration, all the front-end control settings, and the queues for asynchronous
processing of data and processes are also part of the metadata.

Recalculation of inheritance is started by the database trigger logic. For this purpose, the
triggers place processing tasks in a task list known as the DBQueue. The DBQueue
Processor processes these tasks and recalculates inheritance of the respective database
objects. A table labeled JobQueue is used to store processing orders that are to be run by
the object layer.

A SQL Server or a managed instance in Azure SQL Database is used as the
database system.

Object layer

The object layer enables object oriented access to the database data. The vI.DB.DLL
generates entities for objects and collections. Entities use external session services for
loading (EntitySource) and saving (UnitOfWork) data objects. Save operations are grouped
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so that several data objects can be saved in bulk. The default events Insert, Update, and
Delete are available for each object and can be generated after objects are saved.

One or more processing logics are assigned to each entity (EntityLogic). These combine
operations that can be run for a particular entity. Separate customizers were developed for
the various entities. A customizer is an EntityLogic that deliver specific behavior for an
entity. Customizers run processing logic which would normally be implemented in the
object code, such as mutual exclusion of properties.

A value template can be assigned to each of the generated object’s properties. Templates
are implemented for generating user data or for transforming values. You can use
templates to fill object properties with default values or to form property values from other
properties of the same or other objects.

One Identity Manager uses processes for mapping business processes. A process consists
of process steps that represent processing tasks and are joined by predecessor/successor
relations. This functionality allows flexibility when linking actions and sequences to object
events. Processes are modeled using process templates. A process generator
(Jobgenerator) is responsible for converting script templates in processes and process
steps into a concrete process in the ‘Job queue’.

The One Identity Manager Service enables the distribution throughout the network of
information that is administrated in the One Identity Manager database. The One Identity
Manager Service performs data synchronization between the database and any connected
target systems and runs actions at the database and file level.

The One Identity Manager Service retrieves process steps from the Job queue. Process
steps are run by process components. The One Identity Manager Service also creates an
instance of the required process component and transfers the process step parameters.
Decision logic monitors the performance of the process steps and determines how
processing should continue depending on the results of the run process components. The
One Identity Manager Service enables parallel processing of process steps because it can
create several instances of process components.

The One Identity Manager Service is the only One Identity Manager component authorized
to make changes in the target system.

Strictly speaking, the One Identity Manager Service is part of the object layer because it
does not contain any business logic. The One Identity Manager Service provides help for
realizing asynchronous processing.

Figure 1: One Identity Manager object layer
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Presentation layer

The presentation layer comprises front-ends that are used to input and output data. There
are different front-ends for different tasks. For example, a different front-end is used to
configure One Identity Manager than that for managing employee data. The contents to be
displayed and the extent to which it can be altered is determined in conjunction with the
access permissions of the respective user through the object layer. Available front-end
solutions are both client and browser-based.

Clients connect to an application server storing business logic. The application server
provides a connection pool for accessing the database and ensures a secure connection
to the database. Clients send their queries to the application server, which processes
the objects, for example, by determining values using templates and sending the
results back to the clients. The data from the application is sent to the database when
an object is saved.

Clients can alternatively work without external application servers by retaining the object
layer themselves and accessing the database layer directly. In this case, only the part of
the object layer that is required for the acquisition process is mapped in the clients.

To implement browser-based user interfaces, there is an application running on a web
server that is based on a website render engine. Users use a web browser to access the
website that has been dynamically set up and customized for them. Data exchange
between database and web server can take place either directly or through the
application server.
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Figure 2: Layer distribution with application server
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Figure 3: Layer distribution without application server
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Related topics

» Working with objects in One Identity Manager on page 22
» Inserting, modifying, and deleting an object in One Identity Manager on page 25

Working with objects in One Identity
Manager

Object oriented access to tables and data sets is done through the One Identity Manager
object layer.
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Figure 4: Access to tables and data sets
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The following applies to this:

e Object class - table

 Properties - columns

e Object - target

e Collection - number (1-n) of columns in a table with several lines.

Objects and collections are mapped using entities. Entities are those data units that can be
called from the database and saved to the database. An entity corresponds to a row in a
table in the database. It contains data columns and some metavalues such as display
values and permissions.

Entities can contain either some or all columns in a table. In the first case, these are
flagged by the IsPartial property and cannot be changed.

There are three types of entities:
e Read-only
Data values can only be read. You cannot save the entities.
e Delayed logic

You can change and store the entities. The delayed logic mode runs all business logic
rules and methods when saving the entity. If the entity runs with an application
server, it exists on the client side and does not use server resources.

¢ Interactive
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You can change and store the entities. The underlying logic is applied immediately
after a value is changed. The entities' primary application is in user interfaces, where
users want to see the business logic directly. For an entity to be able to run the logic
without restriction with the user's permissions, it must exist on the application server
if it is not run directly with a database.

The entities have the following default methods for performing the database operations.

Table 1: Default methods

Method Description

EntitySource Creating new objects and collections or loading objects and collec-
tions

UnitOfWork Grouping together save operations of multiple objects and collections

discard Discarding of objects

MarkForDeletion Marking objects to be deleted Not deleted until saved.

When an object is loaded, all the columns are loaded. When a collection is loaded, not all
the columns are loaded for performance reasons. The primary key columns are loaded and
all columns that are in the display template and those where an object is marked for
deletion. Defined display templates specify how each collection object is displayed in the
front-end. Defaults for each table's display template are stored in the One Identity Manager
schema and can be customized.

Objects recognize the following default events, which can be generated as a result
of saving.

Table 2: Default events of the objects

Event Description

Insert Insert an object.

Update Change an object.

Delete Delete an object.

Assign Add M:N assignments.
Remove Remove M:N assignments.

Processes can be linked to these events that run actions in different target systems, for
example, to add user accounts, add a home directory on a server, or write data to the One
Identity Manager database.
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Table 3: Lifecycle of an object

Front-end Object Event Database action
action state on
saving
Insert an Object Insert UID is created and the object is added to the
object. does not database.
exist.
Change Object Update Object properties are changed.
properties. exists in
the
database
and is
loaded.
Delete Object Delete For objects that have the Marked for deletion
object. exists in (XMarkedForDeletion) property:
the
e The MarkForDeletion method is run.
database . -
and is Objects are locked and cannot be modified.
loaded. « If deferred deletion > 0 days is configured, a

Related topics

deferred operation is created for deletion.
The objects are initially disabled. During the
retention period, you have the option to
restore the objects. If a deleted object is
restored, the object properties are reset to
their state before deletion. The objects are
finally deleted when the deferred deletion
time period has expired.

¢ Object with deferred deletion on 0 days are
deleted immediately.

Objects that do not have the Marked for deletion
property are immediately deleted.

e Inserting, modifying, and deleting an object in One Identity Manager on page 25

Inserting, modifying, and deleting an
object in One Identity Manager

All actions in One Identity Manager are run over the object layer and saved in the One
Identity Manager database. Each change to an object (insert, change, delete) is run within
a transaction. Another fixed item in a transaction of this type creates the processes itself.
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The transaction can only be successfully completed if the changes are saved and the
processes have been successfully generated. If errors occur within the transaction, the
entire transaction is rolled backed.

The following is an example of how to insert an object in One Identity Manager.
Run the following steps in the front-end:

e Insert a new object.

e Enter the object properties.

Dependent properties within this object are created with templates. Side effects
implemented in the Customizer, such as mutual exclusion of certain properties,
are applied.

e Save the object.
After saving the object in the front-end, run the following steps in the object layer:

e Start a transaction (Begin Transaction).
e The following steps are processed in parallel:
e Save the object in the database.
e Apply the templates and formatting scripts to dependent objects.

e Generate processing tasks for the One Identity Manager Service in the
Job queue.

e Generate processing tasks for the DBQueue Processor in the DBQueue.
e Generate a record of changes in the history.

e The transaction ends with success (Commit Transaction) or changes are rolled back if
an error occurs (Rollback Transaction).

The following figure shows the flow of data when an object is inserted.
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Figure 5: Dataflow inserting an object
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Customizing the One Identity
Manager default configuration

You can customize large parts of the One Identity Manager default configuration. For
example, you can specify your own display hames for columns or menu items or define
your own templates and formatting rule for column values.

If you customize a default configuration, the change is captured by a trigger and the default
configuration is copied into a configuration buffer. You can retrieve changes from the
configuration buffer and restore the default configuration in this way.

« Changes to data are labeled with the [& icon in front of the modified value. As long as
the changes have not been saved, you can restore them by clicking the icon.

» Changes to the default configuration are labeled with the Designer icon in the . To
restore the default configuration, click the icon.

If the default configuration is changed by a service pack, a complete version upgrade or by
loading a hotfix package during a One Identity Manager version upgrade, a check is made
to see if it has already been customized. In this case, the modified default configuration is
copied to the configuration buffer. This ensures that customizations do not go missing.

Related topics

» Reloading changes dynamically on page 28
» Locking and unlocking individual properties for editing on page 30

» System configuration reports on page 31

Reloading changes dynamically

Cached system data can be dynamically reloaded if it has changed. The changes are
reloaded automatically in background.

An exception to this are changes that effect the character of the user interface. These
changes are only reloaded after requesting confirmation from the user. The user can decide
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when to accept these changes. In the status bar of the Manager, the & icon indicates that

the user interface was modified.

The semaphore is incremented when changes are made. The semaphore is calculated when

the DBQueue Processor is run.

To configure the reloading of changes

1. Inthe Designer, check if the Common | CacheReload configuration parameter is
set. Otherwise, set the configuration parameter and compile the database.

2. Use the Common | CacheReload | Type configuration parameter to specify the
method for checking the validity of cached information. Permitted values are:

e ALWAYS: The validity of the cached information is checked during every

access.

« NEVER: The validity of the cached information is never checked.

e TIMER: The validity of the cached information is checked on expiry of

the interval.

3. If you use the TIMER method, specify the time in seconds in the Common |
CacheReload | Interval configuration parameter after which the values are to be

checked when they are accessed.

Which columns are reloaded is defined in the data model. In the Designer, you can find an
overview of the semaphore in the category Base data > Advanced > Semaphore.

e To reload data after changes to a column, the column must be assigned to

the semaphore.

» To reload data after inserting or deleting in a table, the primary column key must be

assigned to the semaphore.

Table 4: Changes to reload

Changes

Semaphore

Script assembly and Customizer

Calculate column dependencies

Assembly

BulkdDependencies

Names, such as column headings or display text Caption
Configuration parameter Config
Countries and time zones Country

Parts of user interface Dialog

Use of special program functions Feature

Icons Image

Tables, columns, table relations, column relations, objects, tasks Model
Notification Notification
@NE |DENT|TY One Identity Manager 8.2.1 Configuration Guide

Quest

Customizing the One Identity Manager default configuration



Changes Semaphore
Permissions and permissions groups Right

Software revisions status (for software update) SoftwareRevision
Statistic definitions DashBoardDef
Statistical content DashBoardContent

Module dependencies

User data stored in memory.

Changes to synchronization configuration
Changes to module dependencies

Changes to the Web Portal configuration
Changes to predefined SQL queries

Changes to permissions for Web API methods

Changes to password policies

ModuleDepend
UserDataResident
DPRConfiguration
ModuleDepend
AEDS

LimitedSQL
AEDSGROUP

PasswordPolicy

Locking and unlocking individual

properties for editing

You can prevent individual properties from being overwritten by transports or normal

editing using a lock.

For example, you may want to block processing, as follows:

e Configuration parameters and their values should not be overwritten when a test

environment is transported to a productive system.

e Server configurations should neither be overwritten in the test environment nor the

productive system during a transport.

AllowPropertyLocks).

to the users through permissions groups.

permissions groups.
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NOTE: To lock properties for editing, users require the Allow setting a change lock for
specific properties of individual objects program function (Common_

If certain users are allowed to lock properties for editing, you can assign the permissions

e The QBM_PropertyLock permissions group is provided for non role-based
login. This group owns the program function. Add the system users to the
permissions groups. Administrative system users automatically obtain these
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e The QER_4_PropertyLock permissions group is provided for non role-based
login. This group owns the program function. The permissions group is linked to the
Base roles | Lock single properties application role. Add the employees to the
application role.

To unlock and unlock a single property

1. Open the object in the Designer or the Manager.

2. Click the property name and select one of the following options from the
context menu:

* Prohibit modification: The property is locked for editing. The input field is
locked and grayed-out.

 Permit modification: The property is unlocked and available for editing.

System configuration reports

In the Designer, different reports about the system configuration and customizations are
available. When you select an entry in this category the corresponding report is generated.
Generating the report may take some time depending on its size.

To display a report about the system configuration

e In the Designer, select the Documentation category.

Table 5: System configuration reports

Report

Contents

System config-
uration

This report contains the description and settings of enabled config-
uration parameters.

Processes This report contains the description of all enabled default processes. The
process steps and their parameters as well as the scripts used and config-
uration parameters for a process are listed.

Process The report contains the description of all process components with their

Components tasks and parameters.

Templates This report contains the descriptions of all default templates including
affected columns, scripts used and configuration parameters.

Formatting This report contains the description of all default formatting rules

rules including scripts used and configuration parameters.

Scripts This report contains the description of all default scripts including config-
uration parameters used. The usage in processes, process steps,
templates, formatting rules and scripts is listed for each script.
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Report Contents
TimeTrace The report shows the configuration of the TimeTrace.
Full report Full report about system configuration. The report summarizes the

information contained in the partial reports.

Table 6: Reports available for customizing

Report

Contents

System config-
uration

Processes
Templates
Formatting

rules

Scripts

One Identity

This report contains the description and settings of enabled config-
uration parameters.

This report contains the description of all enabled default processes. The
process steps and their parameters as well as the scripts used and config-
uration parameters for a process are listed.

This report contains the descriptions of all default templates including
affected columns, scripts used and configuration parameters.

This report contains the description of all default formatting rules
including scripts used and configuration parameters.

This report contains the description of all default scripts including the
configuration parameters used. Process usage, process steps,
templates, formatting rules and scripts are listed for each script.

This report contains the description of custom One Identity Manager

Manager schema extensions (tables and columns). In addition, information about

schema customized database objects is also listed, such as database procedures,
functions, triggers, or view definitions.

Full report Full report about system configuration. The report summarizes the
information contained in the partial reports.
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Customizing the One Identity
Manager base configuration

The base data includes the main settings for configuring One Identity Manager. They are
usually checked and customized on a one-off basis before the system goes into operation.
The base data contains the database connection data, authentication module usage,
languages used or the configuration parameter settings.

Related topics

Overview of the database settings on page 33
Changing database connection data on page 36

Database configuration for a test, development, or productive environment on
page 37

Changing the database staging level on page 38

Language settings for displaying and maintaining the data on page 38

Setting login languages on page 39

Default country for determining working hours and public holidays on page 39
Configuration parameters for system configuration on page 40

Editing configuration parameters on page 40

Creating custom configuration parameters on page 41

For more information about the authentication modules, see the One Identity
Manager Authorization and Authentication Guide.

Overview of the database settings

NOTE: Changes to the data are not usually necessary and should only be made by
advanced users.
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To display database information

1. Inthe Designer, select the Base Data > General > Databases category.
2. Select the database in the List Editor.

3. The following information appears:

Table 7: Database information

Property

Meaning

Main database

Customer
Description

Customer prefix
Module owner
Staging level
Custom staging level

Status bar color

Last compiler relevant
configuration date

Simulation started

Stop DBQueue
Processor

(GNE IDENTITY

Quest

Identifies the database as the main database. The One Identity
Manager database is marked with this option when the schema
is installed the first time.

Name of the customer.
Description of database.

Customer ID for prefix. The customer prefix is used to create
and transfer customized scripts, processes, and extensions to
the One Identity Manager schema.

Module owner ID for prefix. The prefix is used to create and
transfer customized scripts, processes, and extensions to the
One Identity Manager schema.

Specifies whether the database is a test, development, or
production database. The permitted values are Development
system, Test environment, and Production system.

Detailed information about staging levels. This information is
shown in the status bar of the programs in the database connec-
tion tooltip and in the installation overview in the Launchpad.

The color of the status bar can be displayed in a different color
to the layout depending on the staging level. The color can be

defined by template and customized. The following colors are

defined as default:

* None - development system database is connected.
» Green - test environment database is connected.

» Yellow - production system database is connected.

Date and time of the last compiler relevant modification. If the
value is changed the database has to be recompiled.

Time at which the last front-end simulation was started.

If this option is set for the main database, the DBQueue
Processor does not process any more tasks. You can stop and
start the DBQueue Processor with the appropriate admin-
istrative permissions in Job Queue Info.
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Property

Meaning

Stop One Identity
Manager Service

provider

Connection parameter

Authentication module

Language (default)
Country (default)

Edition
Edition version
Edition description

Database ID

Single-user mode
process

Single-user mode start
time

(GNE IDENTITY

Quest

For more information, see the One Identity Manager Process
Monitoring and Troubleshooting Guide.

If this option is set for the main database, the One Identity
Manager Service does not process any more tasks. You stop
and start the service with the appropriate administrative
permissions in Job Queue Info.

For more information, see the One Identity Manager Process
Monitoring and Troubleshooting Guide.

VI.DB.ViSqlFactory,VI.DB is entered for the connection to
the SQL server.

Login data for the database user, database server, and the
database. The data is entered into the database during schema
installation.

The default authentication for logging in to the database.

For more information about One Identity Manager authen-
tication modules, see the One Identity Manager Authorization
and Authentication Guide.

The default language. Fallback alternative for displaying
language-dependent text.

The default country. The country that is taken into account
when determining working hours and public holidays.

Name of the installed edition.
Version number of the edition.
Detailed description of the edition.

Identifier for the database. The database ID is taken from the
original database server and database data. The database ID
has to be recalculated if a database is created from a database
backup on another server. When a database is compiled, the
database ID is checked and changed if necessary.

Process requiring single-user mode. If the value 0, a single-
user mode is not required.

NOTE: The DBQueue Processor checks at regular intervals
whether the single user mode is still required and resets the
setting if necessary.

Time of the request for single-user mode.

NOTE: The DBQueue Processor checks at regular intervals
whether the single user mode is still required and resets the

One Identity Manager 8.2.1 Configuration Guide 35

Customizing the One Identity Manager base configuration



Property

Meaning

Public key for encryp-
tion

Preparation phase for
migration

Related topics

| setting if necessary.

The public key is entered by the Crypto Configuration program
and is needed for database encryption. For more information
about database encryption, see the One Identity Manager
Installation Guide.

Progress display for step-by-step preparation of migration.
Possible phases are:

Green: The database is in normal operating mode.

Yellow: All database users will be informed about the
upcoming update. The system does accept anymore
processes. The preparation phase is displayed in the
program's status bar.

Orange: New users cannot log in to the database
anymore. All running processes will still be processed.
The preparation phase is displayed in the program's
status bar.

Red: The database is ready for updating. The preparation
phase is displayed in the program's status bar.

Red/green: The processes queued by migration are in the
final stage of processing.

» Changing database connection data on page 36

» Database configuration for a test, development, or productive environment on

page 37

e Language settings for displaying and maintaining the data on page 38

e Default country for determining working hours and public holidays on page 39

Changing database connection data

The One Identity Manager database connection data is set up by the initial schema
installation. This information is also accessed when tasks are generated for the One

Identity Manager Service.

advanced users.
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NOTE: Changes to the data are not usually necessary and should only be made by
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To change the connection parameter

1. Inthe Designer, select the Base Data > General > Databases category.
2. Inthe List Editor, select the database.

3. Select the Define connection string for database task.

4. Enter the connection data for the database.

e Server: Database server.

e (Optional) Windows Authentication: Specifies whether the integrated
Windows authentication is used. This type of authentication is not
recommended. If you decide to use it anyway, ensure that your environment
supports Windows authentication.

e User: The user's SQL Server login name.

e Password: Password for the user's SQL Server login.

 Database: Select the database.

5. Click OK.

6. Selectthe Database > Save to database and click Save.

Database configuration for a test,
development, or productive
environment

You use the staging level of the One Identity Manager database to specify whether the
database is a test database, development database, or a live database. A number of
database settings are controlled by the staging level.

If you change the database's staging level, the following settings are configured.

Table 8: Default settings for development, test, and live environments

Setting

Development Test envir- Live environment
environment onment

Color of the One
Identity Manager tools
status bar

Maximum DBQueue
Processor runtime

Maximum number of
slots for the DBQueue
Processor
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None Green Yellow
20 minutes 40 minutes 120 minutes
5 7 Maximum number of slots

according to the hardware
configuration
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Related topics

» Changing the database staging level on page 38

« DBQueue Processor configuration for test, development, or productive environments
on page 502

Changing the database staging level

To modify a database staging level

In the Designer, select the Base Data > General > Databases category.
In the List Editor, select the database.

In the edit view, select the General tab.

DR W N -

Change the value of the Staging level property to Test environment,
Development system, or Production system.

5. Confirm the security prompt with Yes.

6. Select the Database > Save to database and click Save.

Related topics

» Database configuration for a test, development, or productive environment on
page 37

« DBQueue Processor configuration for test, development, or productive environments
on page 502

Language settings for displaying and
maintaining the data

The default One Identity Manager installation is supplied in the English - United States
[en-US] and German - Germany [de-DE] language. You can add other languages to the
user interface and display text if required. In this instance, you must translate the text
before One Identity Manager goes live. There is a Language Editor in the Designer to help
you do this. A special control is provided in the One Identity Manager tools that aids multi-
language input.

One Identity Manager default language

Maintenance of default data takes place in the default language. The default language for
an installation of One Identity Manager is English - United States [en-US]. The default
language is valid across the system. It is not recommended to change the default language
during working hours.
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In the ideal case, the One Identity Manager language matches the user’s administration
tool login language. If these two settings are different, then the default language is
used if no captions are found in the requested login language for a set of language-
dependent data.

User login language

The language used in the user interface is the same as the language used when logging in
to the administration tools. When you log in for the first time, the system language is used
for displaying the user interface. Users can change their login language in the program
settings in all administration tools. This sets the language globally for all the user’s tools.
Therefore, the user does not have to set the login language in every tool separately.
Changes to the login language take effect after the tool is restarted.

Any language for which the Select in front-end option is activated can be used as a
login language.

Related topics

e Setting login languages on page 39

e Language-dependent data representation on page 210

Setting login languages

Any language for which the Select in front-end option is activated can be used as a
login language.

To enable an additional login language

In the Designer, select the Base data > Localization > Languages category.
In the List Editor, select the language.

In the Properties view, set the Select in front-end property to True.

Save the changes.

i AW

Select the Database > Save to database and click Save.

Default country for determining
working hours and public holidays

An employee's working hours need to be made public in order to determine the reaction
times of approvers or attestors to request processes in the IT Shop or during attestation.
For more information, see the One Identity Manager Identity Management Base Module
Administration Guide.
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If the system cannot determine an employee's country, the default country entered in the
database is used as the default.

To specify a default country
1. Inthe Designer, select the Base Data > General > Databases category.
2. In the List Editor, select the main database.
3. Inthe edit view, select the Settings tab.
4. Inthe Country (default), select the country.

5. Select the Database > Save to database and click Save.

Configuration parameters for system
configuration

Use configuration parameters to configure the behavior of the system's basic settings. One
Identity Manager provides default settings for different configuration parameters. Check
the configuration parameters and modify them as necessary to suit your requirements.

Configuration parameters are defined in the One Identity Manager modules. Each One
Identity Manager module can also install configuration parameters. In the Designer, you
can find an overview of all configuration parameters in the Base data > General >
Configuration parameters category.

Detailed information about this topic

e Editing configuration parameters on page 40

Editing configuration parameters

The configuration parameters supplied and their permitted values are maintained by the
schema installation. You cannot edit the properties of these parameters. You can set or
unset them and specify the actual value for the parameter. Other properties of predefined
configuration parameters cannot be edited. Changing a configuration parameter can result
in calculations for the DBQueue Processor.

TIP: In the Designer, in the hierarchical view of the Configuration Parameter Editor,
modified configuration parameters are framed in yellow

To edit configuration parameters

1. In the Designer, select the Base data > General > Configuration
parameters category.

2. Select the configuration parameter in the Configuration Parameter Editor.

@NE IDENTITY One Identity Manager 8.2.1 Configuration Guide 40

Quest Customizing the One Identity Manager base configuration



3. Inthe Configuration parameter view, select the Properties tab.
4. Customize the following settings.

e Enabled: Specifies whether the configuration parameter is set. To set the
configuration parameter, select the check box. To unset the configuration
parameter, deselect the check box.

e Value: Value of the configuration parameter.

TIP: You can edit the values of some configuration parameters in the Config-
uration Parameter Editor in a separate wizard. Click ... next to the input field
to start the wizard.

5. Select the Database > Save to database and click Save.

IMPORTANT: Compile the database if the configuration parameter is preprocessor
relevant.

Related topics

e Creating custom configuration parameters on page 41

e Preprocessor-relevant configuration parameters on page 336

Creating custom configuration parameters

If it is necessary to define other custom configuration parameters, you can add them below
the Custom configuration parameter.

To set up a new configuration parameter

1. In the Designer, select the Base data > General > Configuration
parameters category.

2. Select the Custom configuration parameter and use the Insert context menu to
insert a new configuration parameter.

3. Inthe Configuration parameter view on the Properties tab, edit the main data of
the configuration parameter.

4. (Optional) If a configuration parameter only permits certain values, specify the
permitted values on the Options tab.

e To create a new option, click Insert.
e To deleted and option, click Delete.

5. Select the Database > Save to database and click Save.

Related topics

» Editing configuration parameters on page 40

» Configuration parameter properties on page 42
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» Configuration parameter options on page 43

» Preprocessor-relevant configuration parameters on page 336

Configuration parameter properties

Table 9: Configuration parameter properties

Property Description

Full name Full name of the configuration parameter. This consists of the name of
the parameter and the name of the parent parameter.

Parameters Technical name of the configuration parameter.

Display name

Sort order

Value

Description

Enabled

Encrypted

The display name supplies the caption for the configuration parameter.
The display names can be stored as language-dependent.

NOTE: To show the display names in Configuration Parameter Editor,
select the Configuration parameter > Show captions menu item.

Configuration parameters that do not have a display hame are
displayed in brackets (<<>>) in this mode. In addition, a tooltip with
the technical name is displayed.

The sort order affects how the configuration parameters are ordered in
the Configuration Parameter Editor.

NOTE: The sort order is only effective if the display names are
displayed in Configuration Parameter Editor.

Value of the configuration parameter. You must enter a value for every
configuration parameter. Even parent configuration parameters that
serve no purpose other than providing a structure must not be empty,
otherwise the child configuration parameters cannot be accessed. Some
configuration parameters have several permitted values. These are
specified using the configuration parameter options and can be selected
here. A description of the selected option is also shown.

TIP: You can edit the values of some configuration parameters in the
Configuration Parameter Editor in a separate wizard. Click ... next to
the input field to start the wizard.

Description of the configuration parameter. In the Configuration
Parameter Editor, click Edit to edit the description.

Specifies whether the configuration parameter is set. If this option is set,
the configuration parameter is set. If this option is not set, then the
whole tree from this point on is considered disabled and the config-
uration parameter and its child parameters are considered not to exist.

Configuration parameters are marked with this option when they contain
encrypted data, for example, passwords. When a new value is entered it
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Property Description
is therefore encrypted immediately.
Preprocessor  Specifies whether this is a preprocessor relevant configuration
relevant parameter. A preprocessor statement is entered in the associated option
parameter field that is used for conditional compiling.

NOTE: When a preprocessor relevant configuration parameter is set it
is valid globally across the system. The preprocessor condition does
not come into effect until the database has been compiled. Every time
a preprocessor relevant configuration parameter or its option is
changed the database needs to be recompiled.

Related topics

» Editing configuration parameters on page 40

» Creating custom configuration parameters on page 41

» Configuration parameter options on page 43

» Preprocessor-relevant configuration parameters on page 336

Configuration parameter options

If a configuration parameter only permits certain values, these values are defined in the
configuration parameter options.

Table 10: Option properties

Property Description

Value Value permitted for the configuration parameter.

Description Description of the configuration parameter option.

Preprocessor  Preprocessor relevant configuration parameters as assigned a valid
expression preprocessor expression in the options. This can be used as a prepro-

cessor condition for conditional compiling.

Related topics

» Editing configuration parameters on page 40

» Creating custom configuration parameters on page 41

» Configuration parameter properties on page 42

» Preprocessor-relevant configuration parameters on page 336
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One Identity Manager schema
basics

The One Identity Manager data model is grouped logically into modules. The modules are
linked through predecessor relationships. A module can have one or more predecessors.
Each module extends the schema by its own tables and scripts and installs its own default
objects, such as its own templates, scripts, or processes.

The functions of a module do not become available until the module is present in the
database. For example, attestation functions do not become available until the Attestation
Module is present. If the One Identity Manager report functions are going to be used, the
report subscriptions module must be present in the database.

The Configuration Module is always present. The Configuration Module contains metadata
that describes the application data model and scripts for formatting rules and templates or
conditional interactions. One Identity Manager's system configuration, all the front-end
control settings, and the queues for asynchronous processing of data and processes are
also part of the metadata. The metadata is described by the system data model.

The other modules contain all the information required to maintaining data (payload), such
as information about employees, user accounts, groups, memberships, and operating data,
approval workflows, attestation, recertification, and compliance rules. The user data is
described by the application data model.

The table definitions are stored in the DialogTable table. The column definition of all the
tables are stored in the DialogColumn table. The tables relations and column relations are
stored in the QBMRelation and DialogValidDynamicRef tables.

Related topics

* Overview of the One Identity Manager schema on page 45

» Table types and default columns in the One Identity Manager data model on page 49
* Notes on editing table definitions and column definitions on page 53

e Table definitions on page 54

e Column definitions on page 74

e Table relations on page 99

* Dynamic foreign key on page 102
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» Adding custom tables or columns to the One Identity Manager schema on page 435

* One Identity Manager software architecture on page 18

Overview of the One Identity Manager
schema

The data model is mapped and edited in the Designer in the One Identity Manager
Schema category. This category displays the One Identity Manager default tables and the
custom tables including their properties. It gives you an overview of customizations to the
default configuration, the value templates and formatting rules of the database columns.

To display the schema overview

1. Inthe Designer, select the One Identity Manager Schema category.

2. Open the schema overview with the One Identity Manager Schema task.

TIP: When you select a table or column in the Designer, you can open the schema
overview using the Show table <table name> in schema and Show column
<column name> in schema tasks.

The schema overview has two modes for displaying the One Identity Manager schema.

e Displaying the data model

This mode gives you an overview of all tables including their columns and the
table relations.

e Displaying dependencies

This mode only displays those tables that have columns with dependencies due to
value templates. Tables and columns without dependencies are not shown.

Tables and their columns are displayed using a special control element. The name of the
database table is shown in the header of the control element. All other entries represent
columns in the table. Each control element entry has a tooltip. The tooltip content depends
on the display mode selected. The column entries are labeled with icons that mark
particular properties of the columns depending on the display mode.

Figure 6: Control elements for displaying database tables and their columns
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Use the Options > Show all columns and Options > Hide all columns menu items or
the icons in the control element header menu items to control how you display the column
entries. Use the Options > Hide small tables menu item to only show the name of the
table for tables with less than 20 columns.

To display tables and columns that are disabled by preprocessor conditions, use the
Options > Show disabled columns menu item.

You can change the layout of the control elements in the schema overview with the mouse.
Using the Options > Save table layout menu item the changes made to the schema
layout are saved in the internal database and in the Designer's change log.

Relations between tables or columns are represented by connecting lines. You can control
how these are displayed using the Options > Hide table relations menu item. If the
menu item is disabled all the connectors are shown. If the menu item is enabled then none
of the connectors are shown. If a control element is selected the connectors are highlighted
anyway without regard to the menu setting.

Figure 7: Using connectors to illustrate relations
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A connector points to column entries that are related to it. You can navigate between the
connection points using the connector. When you select a connector the cursor changes to
an arrow icon. Double-click on the connector to move the view to other end of the
connector. The direction is indicated by the arrow icon. Movement is controlled with the
Options > Animate movements menu item. When the cursor passes over a connector a
tool tip, whose contents depends on the display mode, is shown.

You can use the quick overview to navigate faster around the schema view. On the lower
right edge of the schema overview there is a button which you use to open the quick
overview. The area of the schema overview that is currently shown in the window is marked
with a frame in the quick overview. Using the mouse you can move this frame around in the
view. The corresponding area of the schema overview is then shown in the window.
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Figure 8: Opening the quick overview
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Related topics

» Displaying data models in the Designer on page 47

» Displaying the column dependencies based on templates on page 48

Displaying data models in the Designer

This mode gives you an overview of all tables including their columns and the table
relations.

To display the data model

1. Inthe Designer, select the One Identity Manager Schema category.
2. Open the schema overview with the One Identity Manager Schema task.

3. Select the Options > Data model menu item.

A table entry's tooltip contains the name of the table and the table's preprocessor
conditions. A column entry's tooltip contains the name of the column, description, data
type and the minimum and maximum length of the column.

A connector's tooltip shows the table relations. This tooltip contains the name of the tables
that are related to it and the table relation properties. A single mouse click on the connector
opens the table relation properties in the edit view.

Column entries are marked in the control with icons representing special properties, for
example the column's .Net data type.

@NE IDENTITY One Identity Manager 8.2.1 Configuration Guide 47

Quest One Identity Manager schema basics



Table 11: Meaning of the icons

Icon Meaning

o§ The column is a foreign key column (FK).

1 f The column is a primary key column (PK).

abe The column has the string or text data type.

Ta The column has the binary data type.

v The column has the bool data type.

123 The column has the int, byte, or short data type.
13 The column has the double or decimal data type.
5] The column has the date data type.

Related topics

» Displaying the column dependencies based on templates on page 48

Displaying the column dependencies based
on templates

This mode only displays those tables that have columns with dependencies due to value
templates. Tables and columns without dependencies are not shown.

To display the column dependencies

1. Inthe Designer, select the One Identity Manager Schema category.
2. Open the schema overview with the One Identity Manager Schema task.

3. Select the Options > Dependencies menu item.

The tooltip for a table entry contains the name of the table. The tooltip for the column
entries contains the name of the column. If a column has a value template it is shown in the
tooltip. If the column does not have a value template itself but is referenced by value
templates belong to other columns then those columns are named in the tooltip.

When you select a column, the connections to other columns are highlighted in color. A
tooltip shows the sender and subscriber relationship of the column dependencies. The
tooltip contains the names of tables that refer to each other. The sender, subscriber, and
the part of the value template that gives the reason for the dependency are also shown.
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Table 12: Meaning of colors for sender subscriber relations

Color Meaning
Green Column is sender.
Red Column is subscriber.

Related topics

» Displaying data models in the Designer on page 47

Table types and default columns in the
One Identity Manager data model

Different types of tables can be used at database level in One Identity Manager.

Table 13: Table types

Table Description
type

Simple Simple tables are the most common form for storing data.

table The following columns are defined for simple tables:

» Primary key, consisting of one column

¢ Object key (XObjectKey)

Many- Many-to-many or M:N tables contain the relationships between two other
to-many tables.
table

The following columns are defined for many-to-many tables:

* A two column primary key

Both columns are defined as foreign key columns on the referenced
table.

¢ Object key (XObjectKey)

Many-to-many tables are also called assignment tables in this documentation.

Many- Many-to-all or M:all tables are a special type of assignment tables that were
to-all developed for One Identity Manager.
table

M:all tables are implemented if part of an assignment (all) can reference
different tables, meaning dynamically determined. Valid tables can be limited
in this way. For example, the owner of a group can be a user account or a
group.
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Table Description
type

Furthermore M:all tables are used if additional information about an
assignment is mapped, for example, an assignment's validity period.

The following columns are defined for M:all tables:
e Primary key

» Foreign key defined as NOT NULL that references the primary key of
another table.

» Dynamic foreign key defined as NOT NULL that reference the object key
(XobjectKey) of the valid tables.

¢ Object key (XObjectKey)

You can define more foreign keys and dynamic foreign keys. These columns
must be defined as NULL.

Work Work tables are used to store data for which objects cannot be created. No
tables primary key is required for work tables. However, you can define up to two
primary keys.
Table 14: Default columns

Column Description

Primary key » If objects are generated from the table through the object
layer, the table requires a primary key.

» If a table represents a many-to-many mapping, a two
column primary key is defined. Both primary key columns
are defined as foreign key columns in the referenced
tables.

¢ No primary key is required for work tables.

¢ Primary key columns must be defined in Globally Unique
Identifier (GUID) format.

Default GUID's are created in the [0-9,a-f](8-4-4-4-12)
format.

Predefined module GUID's are mapped in the <MMM>-[@-
9,a-f](32) format, where <MMM> corresponds to the
module prefix. Custom module GUID's are created in the
<CCC>-[0-9,a-f](32) format. For more information, see
Working with a globally unique identifier module on page
64.

XObjectKey If objects are generated from the table through the object layer,
the table must have an object key column. The object key
(X0objectKey) is a unique key, which is capable of referencing
every object in the database.
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Column Description

XObjectKey syntax:
<Key><T>TableName</T><P>PrimaryKeyOfRow</P></Key>
with:

* TableName: table name

e PrimaryKeyOfRow: primary key column's GUID

An additional <P>SecondPrimaryKeyOfRow< /P> is used for two
column primary keys. The order in which columns used in the
XObjectKey are sorted depends on the foreign key columns
identifiers (alphabetical order).

Example:
PersonInProfitcenter table

<Key><T>PersonInProfitCenter</T><P><UID_
Person></P><P><>UID_Profitcenter</P></Key>

PersonInDepartment table

<Key><T>PersonInDepartment</T><P><UID_
Department></P><P><>UID_Person</P></Key>

Foreign key » The name of the foreign key column corresponds, as far as
possible, to the name of the references table's primary key.

» Foreign key columns are defined in GUID format.

» Atable is reference through the referenced table's primary
key.

» If the foreign key column is part of a many-to-all table, the
column in the One Identity Manager schema is labeled with
the Part of key of many-to-all table option
(DialogColumn.IsMAllKeyMember).

Dynamic foreign key » Dynamic foreign keys are used if a reference can point to
different tables. For example, the manager of a user
account (<MMM>Account.ObjectKeyManagertable) can be
another user account (<MMM>Account table) or a group
(<MMM>Group table).

* Dynamic foreign keys reference the (X0ObjectKey) object
key of the permitted tables.

» Permitted tables can be limited. All tables are permitted, if
there are no restrictions.

e A dynamic foreign key is flagged in the One Identity
Manager schema with the Dynamic foreign key option
(DialogColumn.IsDynamicFK).
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Column

Description

XDatelnserted
XDateUpdated
XUserlInserted
XUserUpdated
XTouched

XMarkedForDeletion

XOrigin

XIsInEffect

XDateSubltem

(GNE IDENTITY

Quest

« If the dynamic foreign key is part if a many-to-all table, the
column in the One Identity Manager schema is labeled with
the Part of key of many-to-all table option
(DialogColumn.IsMAllKeyMember).

The columns contain information about which users made
changes at what times. The columns must always exist together.

This column contains an element's processing status. The
processing status is used for creating custom configuration
packages.

This column defines whether the object is marked for deletion.
The columns exists when:

» The deferred deletion function can be applied to the table.

e The table is synchronized again a target system and
outstanding objects can be handled.

In order to determine the origin of an assignment, a XOrigin
column is defined in a many-to-many or a many-to-all table. The
individual bit positions provide the origin of a membership.

For more information about calculation of assignments, see the
One Identity Manager Identity Management Base Module
Administration Guide.

» To discover whether an assignment is in effect, a
XIsInEffect column is defined on an assignment table.

» The column only exists if the number of assignments differs
from the number of effective assignments.

For example, if an employee is deactivated, marked for
deletion, or classified as a security risk, inheritance of
company resources can be prohibited for this employee.
The group assignment is maintained but the assignment
has no effect.

o If the XIsInEffect column is used, a XOrigin column must
exist.

For more information about calculation of assignments, see the
One Identity Manager Identity Management Base Module
Administration Guide.

This column contains the change date for dependencies and is
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Column Description

required in order to take membership changes in a target system
into account during synchronization and provisioning.

For more information about synchronizing and provisioning
memberships, see the One Identity Manager Target System
Synchronization Reference Guide.

Notes on editing table definitions and
column definitions

e You can largely customize the tables and schemas from One Identity Manager to
your own requirements. In the Designer, edit the tables and columns in the
Schema Editor.

e The default configuration is moved to a configuration buffer during handling. You can
retrieve changes from the configuration buffer and restore the default configuration
in this way.

« Changes to data are labeled with the & icon in front of the modified value.
As long as the changes have not been saved, you can restore them by
clicking the icon.

e Changes to the default configuration are labeled with the Designer icon in the
. To restore the default configuration, click the icon.

e In the Designer, customized default tables and columns are displayed in the One
Identity Manager Schema > Customized tables category. The table definitions
and column definitions are labeled with an asterisk (*) in the Schema Editor schema.
More information about the customizations is shown in a tooltip.

e The database must be compiled for some changes to tables and columns.

e Use the One Identity Manager program to add custom tables or columns to the
Schema Extension schema. The Schema Extension program creates the schema
extensions in the database and ensures that the necessary extensions are made in
the One Identity Manager schema.

You can then make further adjustments to the table definitions and column
definitions in the Designer.

e In the Designer, customized tables are displayed in the One Identity Manager
Schema > Customized tables category.

e In the Designer, you can get an overview of existing columns with value templates in
the One Identity Manager Schema > Templates category. Column
dependencies due to value templates are mapped in the schema overview in the
Schema Editor.

@NE IDENTITY One Identity Manager 8.2.1 Configuration Guide 53

Quest One Identity Manager schema basics



e In the Designer, you can get an overview of the existing columns in the system with
predefined formatting types or formatting scripts in the One Identity Manager
Schema > Formatting rules category.

e In the Designer, reports on system configuration and customizations of tables and
columns are provided in the Documentation category.

Related topics

e Customizing the One Identity Manager default configuration on page 28

Table definitions

The One Identity Manager module table definitions are stored in the DialogTable table.
Predefined One Identity Manager schema table definitions are maintained through schema
installation and only a few properties can be modified.

Use the Designer's Schema Editor to edit One Identity Manager schema table definitions.

Detailed information about this topic

e Notes on editing table definitions and column definitions on page 53
e Table types in One Identity Manager on page 54

e Table scripts on page 63

« Working with a globally unique identifier module on page 64

e Specifying deferred deletion for objects on page 67

» Editing table definitions on page 68

e Table definition properties on page 68

» Supporting file groups on page 104

Table types in One Identity Manager

For access through the object layer, the tables in the One Identity Manager schema are
labeled with a particular table type. Additional properties are required for the table
definition, depending on the table type.

Table 15: Table types in the One Identity Manager schema

Table Meaning
types

Table The Table table type is used for simple tables, many-to-many tables, M:all
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Table
types

Meaning

Base

table

View

Proxy

Union

Read
only

tables, and work tables.

The Base table table type is used for simple tables, many-to-many tables,
M:all tables, and work tables in order to define database views with the View
type. Examples of base tables include the BaseTree table for mapping roles and
organizations, and the BasetreeHas* assignment tables for assigning company
resources to organizations and roles.

The View table type is used for database views on tables with the Base table
type. Database views with the View type represent subsets of the underlying
tables. Database views with the View type are mainly used to map roles. For
example, the database views Department, Locality and Profitcenter are
subsets of the Basetree base table.

The Proxy table type is used for database views on tables with the Table type
or on database views with the View type. Database views with the Proxy type
are union views of different tables. Columns are mapped between a database
view of the Proxy type and the underlying tables by means of the column
definitions and proxy view extensions. Database views with the Proxy type are
mainly used for mapping in the Unified Namespace.

The Union table type is used for database views on tables with the Table type
or on database views with the View, or Proxy type. Database views with the
Union type are union views of different tables and are used to group together
different object types with the same context. For example, the
QERAccProductUsage database view identifies which service items are used in
which IT Shop products. Database views with the Union type are mainly used
for editing the user interface and creating reports.

The Read only table type is used for database views on tables with the Table
type or on database views with the View, Proxy, or Union type. Database
views with the Read only table type may be subsets or unions of the
underlying tables. Database views with the Read only type are for display only
and are mainly used for editing the user interface and creating reports.

Related topics

e Database views of the View type on page 55

o Database views of the proxy type on page 57

e Database views of the Union type on page 59

e Database views of the Read-only type on page 61

Database views of the View type

Database views with the View type represent subsets of the underlying tables. Database
views with the View type are mainly used to map roles. For example, the Department,
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Locality, and Profitcenter database views are subsets of the Basetree base table.

Database views with the View type are predefined database views. Templates and
formatting rules can be defined for columns in these views.

The following information is used to define a database view of the View type.

Table 16: Properties for defining a database view of the View type

Property Meaning

Table Name of the table in the data model.
Type View type of table.
Base table Base table that the view is based on.

Condition for Restricting condition for creating the database view as a WHERE clause for

view defin- database queries. The condition relates to the underlying base table.

ition

Columns A reference is required for each column of the database view to a column
in the underlying base column. Make the assignment in the column defin-
ition.

Insert values Default settings for individual columns that are assigned when a new data
set is added. The values are entered in VB.Net syntax.

Selection Selection script as a VB.Net term, to determine during runtime whether
script the object passed belongs to the view.
Example:

The Department table is defined as a database view of the View type. When you enter
data in the Department table, the UID_OrgRoot column should be populated with the
QER-V-Department value.

Table 17: Example of defining a database view of type "View"

Property Value
Table Department
Type View

Base table BaseTree

Condition for view definition  UID_OrgRoot = 'QER-V-Department'

Insert values base.putvalue("UID_OrgRoot", "QER-V-Depart-
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Property Value

ment")

Selection script Value = (String.Equals($UID_OrgRoot$, "QER-V-
Department"”, StringCom-
parison.OrdinallgnoreCase))

Columns -->base columns Department.DepartmentName-->BaseTree.Ident_
(excerpt from column Org
definition) Department.Description-->BaseTree.Description
Resulting view definition create view dbo.Department as

select

Ident_Org as DepartmentName,

Description as Description,

from BaseTree
where UID_OrgRoot = 'QER-V-Department'

Related topics

e Table definition properties on page 68

» Column definition properties on page 91

» Defining insert values on page 132

» Creating new columns for database views with type view on page 442
o Database views of the proxy type on page 57

o Database views of the Union type on page 59

o Database views of the Read-only type on page 61

Database views of the proxy type

Database views with the Proxy table type are union views of different tables. Columns are
mapped between a database view of the Proxy type and the underlying tables by means of
the column definitions and proxy view extensions. The DBQueue Processor calculates the
actual view definition from the column mapping. This only takes into account tables that
are not disabled by a preprocessor condition. Templates and formatting rules cannot be
defined for columns in these views.

Database views of the Proxy type are mainly used for mapping the Unified Namespace. For
example, the UNSRoot database view is used for mapping of the ADSDomain or LDAPDomain
tables in the Unified Namespace.
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The following information is used to define a database view of the Proxy type.

Table 18: Properties for defining a database view of the proxy type

Property Meaning
Table Name of the table in the data model.
Type Type of Proxy table
Additional Database query generated as a SELECT statement for setting up the
view defin- database view. View definition extensions are generated by the DBQueue
ition Processor. The following are taken into account when generating:

e Tables in which the database view is entered as the proxy view

» Columns that have a reference to a proxy view column

» Columns that are defined as extensions to the proxy view

The extensions are linked to each other internally with the Union operator.
Condition Restricting condition for creating the database view as a WHERE clause for
for view database queries.
definition
Columns Database view columns.
Example:

The following mappings are required to map the ADSDomain table in the Unified
Namespace to the USRoot database view.

* The UNSRoot database view is entered as a proxy view in the ADSDomain table.

* The columns of the ADSDomain table to be mapped in the Unified Namespace
are given a reference to the corresponding columns in the proxy view.

For example, the Ident_Domain column in the ADSDomain table is mapped to the
Ident_root column of the UNSRoot proxy view.

¢ Columns that are expected in the UNSRoot database view but are not contained
in the ADSDomain table must be entered in the ADSDomain table as extensions to
the proxy view.

For example, the UNSRoot view expects input of the target system type in the
UID_DPRNameSpace column. This column is not in the ADSDomain tables.
Therefore, 'ADS-DPRNameSpace-ADS' as UID_DPRNameSpace is entered as an
extension to the proxy view in the ADSDomain table.

The DBQueue Processor generates the extended view definition from the data. The
following statement is a excerpt from the generated extension.
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select ... Ident_Domain as Ident_UNSRoot..., 'ADS-DPRNameSpace-ADS' as UID_
DPRNameSpace from ADSDomain

Related topics

» Table definition properties on page 68

e Column definition properties on page 91

» Database views of the View type on page 55
» Database views of the Union type on page 59

» Database views of the Read-only type on page 61

Database views of the Union type

Database views with the Union table type are union views of various tables and are mainly
used to group various object types with the same context. In the QERAccProductUsage union
view, for example, you determine which service items are used in which IT Shop products.

Database views with the Union type are predefined database views. Templates and
formatting rules cannot be defined for columns in these views. In the view definition, the
object key column (X0ObjectKey) must be referenced. This makes it possible to create a
single object with its permitted permissions.

Database views of the Union type are mainly used for editing the user interface and
creating reports.

The following information is used to define a database view of the Union type.

Table 19: Properties for defining a database view of the Union type

Property Meaning

Table Name of the table in the data model.
Type Type of table Union.

Additional Database query as a SELECT statement for setting up the database view.
view defin-

o NOTE: Never select NULL as <Column>. Instead, convert this explicitly to
ition the requested value type.
Example:
convert(nvarchar(max), NULL) as <column>
convert(varchar(38), NULL) as UID <column>
convert(varchar(138), NULL) as ObjectKey<column>
Several extensions for the view definition can be defined. The extensions
are linked to each other internally with the Union operator.
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Property Meaning

When you add a column to a custom table, an entry is created in the
DialogColumn table. When you delete a column, the entry is removed from
the DialogColumn table. Changes to the schema of default database views
are not permitted.

Condition Restricting condition for creating the database view as a WHERE clause for

for view database queries.

definition

Columns Database view columns.
Example:

The QERAccProductUsage table is defined as a database view of the Union type. In the
union view, you establish which service item is used in which products. The following
example shows an except from the definition based on system entitlements (table
ESet) and report subscriptions (RPSReport table).

Table 20: Example of defining a database view of Union type

Property Value

Table QERAccProductUsage

Type Union

Columns TableName, UID_AccProduct, XObjectKey

Extension 1: ESet

Additional view

definition

Extension 1: select 'ESet' as TableName, g.XObjectKey, g.UID_AccProduct
Query from ESet g

Extension 2: RPSReport

Additional view

definition

Extension 2: select 'RPSReport' as TableName, g.XObjectKey, g.UID_
Query AccProduct

from RPSReport g

Resulting view  create view dbo.QERAccProductUsage as

definition select * from
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Property Value
(

select convert(varchar(11), null) as TableName, convert
(varchar(38), null) as UID_AccProduct, convert(varchar
(138), null) as XObjectKey where 1=0

union all

select xxTab.TableName, xxTab.UID_AccProduct,
xXTab.XObjectKey

from (

select 'ESet' as TableName, g.XObjectKey, g.UID_
AccProduct

from ESet g
) as xxTab
union all

select xxTab.TableName, xxTab.UID_AccProduct,
xXTab.XObjectKey

from (

select 'RPSReport' as TableName, g.XObjectKey,
g.UID_AccProduct

from RPSReport g
) as xxTab

) as x

Related topics

» Table definition properties on page 68

» Column definition properties on page 91

» Creating database views with Union type on page 447
» Database views of the View type on page 55

» Database views of the proxy type on page 57

» Database views of the Read-only type on page 61

Database views of the Read-only type

Database views with the Read only table type may be subsets or unions of the underlying
tables. Database view with the Read only type are predefined database views. Templates
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and formatting rules cannot be defined for columns in these views.

Database views of the Read only type are for display only and are mainly used for editing
the user interface and creating reports.

The following information is used to define a database view of the Read only type.

Table 21: Properties for defining a database view of the Read-only type

Property Meaning
Table Name of the table in the data model.
Type Read only type of table.
Additional Database query as a SELECT statement for setting up the database view.
Yc',ew defin- NOTE: Never select NULL as <Column>. Instead, convert this explicitly to
ition the requested value type.
Example:
convert(nvarchar(max), NULL) as <column>
convert(varchar(38), NULL) as UID <column>
convert(varchar(138), NULL) as ObjectKey<column>
Several extensions for the view definition can be defined. The extensions
are linked to each other internally with the Union operator.
When you add a column to a custom table, an entry is created in the
DialogColumn table. When you delete a column, the entry is removed from
the DialogColumn table. Changes to the schema of default database views
are not permitted.
Condition Restricting condition for creating the database view as a WHERE clause for
for view database queries. The condition is attached to the view definition generated
definition from the extension.
Columns Database view columns.

Related topics

e Table definition properties on page 68

e Column definition properties on page 91

e Creating database views with read-only type on page 445

e Using Common Table Expressions in read-only database views on page 447

e Database views of the View type on page 55

o Database views of the proxy type on page 57

e Database views of the Union type on page 59
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Table scripts

Table scripts help you to define actions that are run before or after saving, loading, or
discarding an object. In this way, substantial changes or value checks that cannot be easily
done with formatting rules or templates, can be made to an object by running a table script
before it is saved. After the object is saved, changes to other objects can be made or task
and processes can be generated with table scripts, for example. The side effect and tasks
defined in the Customizer are applied following the table scripts.

You can customize predefined default table scripts and create your own additional
table scripts. Table scripts are stored in VB.Net syntax which allows use of all VB.Net
script functions.

To add table scripts

1. Inthe Designer, select the One Identity Manager schema category.
2. Select the table and start the Schema Editor with the Show table definition task.

3. In the Table properties view, select the Table scripts tab and create the
required scripts.

Table 22: Table scripts

script Description

Script (OnDiscarded) The script is run after the object is discarded.
Script (OnDiscarding) The script is run before the object is discarded.
Script (OnLoaded) The script is run after the object is loaded.
Script (OnSaved) The script is run after the object is saved.
Script (OnSaving) The script is run before the object is saved.

4. Select the Database > Save to database and click Save.

| IMPORTANT: Compile the database to bring the table scripts into effect.

Related topics

« Visual Basic .NET scripts usage on page 341
e Templates for generating values on page 75

» Creating formatting scripts on page 83
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Working with a globally unique identifier
module

To transport, for example, predefined reports, processes, workflows, or mail definitions
with a complete system configuration transport, the objects require a primary key with a
module GUID. These are objects are identified as part of the system configuration through
the module GUID.

Syntax

The table primary key has the cCC-[0-9,a-f](32) format.

NOTE: Entries with a module GUID are transferred automatically to the transport
package when a transport of the entire system configuration is created.

You can use the following table definition settings for generating a module GUID:

o If the Module GUID permitted and Module GUID required options are enabled,
the objects have to get a module GUID. The objects in this type of labeled tables are
given the CCC module prefix.

o If only the Module GUID permitted option is enabled, the objects can get a module
GUID in the required format. By default, the objects obtain a default GUID in the [0-
9,a-f](8-4-4-4-12) format. Create the objects with the CCC prefix if they should
obtain a module GUID. You can do this using the Object Browser.

Example:

¢ The Module GUID required and Module GUID permitted options are
enabled on the DialogGroup table. When creating a new permissions group, the
primary key is automatically generated in the format of a module GUID.

¢ For the AERole table only the Module GUID permitted option is set. To
ensure that your own application roles are added to the transport package,
create the application roles in the Object Browser with a module GUID.

NOTE:

e In the default case, the table's primary key is created with a default GUID.
To subsequently change a default GUID to a module GUID, you use the
Object Browser.

e GUIDs in tables that are labeled with IsNoReload = 1 in the QBM_VHeavylLoadTables
view cannot be changed.

IMPORTANT: Do not run the following steps for production databases. Only perform these
steps within the maintenance window. Otherwise, this could lead to inconsistent data.
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To change a default GUID to a module GUID

1. In Object Browser select the object for which you want to change the default GUID.
2. Display the Properties context menu.
3. Onthe Methods tab select the SwitchToModuleGuid() method and click Run.

To change a module GUID to a default GUID

1. In Object Browser select the object for which you want to change the module GUID.
2. Display the Properties context menu.
3. Onthe Methods tab select the SwitchToNormalGuid() method and click Run.

Related topics

» Table definition properties on page 68

Defining unique columns for tables

If there is a column or column combination for a table that needs to be unique, you define
multicolumn uniqueness in the Designer. The columns are collected into a unique groups.

~

Example:

¢ For the Hardware table, you must ensure that the name of the hardware is
unique. For the Hardware table, a Hardware unique group with the Ident_
Hardewarelist column is created.

¢ For the ADSDomain table, the combination of the domain identifier and its
defined name must provide unique values. For the ADSDomain table, an
ADSDomain unique group with the Ident_Domain and DistinguishedName
columns are created.

To group together columns in a unique group
1. Inthe Designer, select the One Identity Manager schema category.
2. Select the table and start the Schema Editor with Show table definition.

3. In the Table properties view, select the Multicolumn uniqueness tab and
click #.
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4. Enter the following information.

Table 23: Properties of tables for unique groups

Property Description
Unique Name of the unique group of columns.
group
Columns Enable the columns that must be unique when combined.
Error Text for an error message if the default error message is not to be
Message used. Customized error messages are shown in the form:
<table display name (Plural)>: <error message of the unique
group>
In the error you can include the following place holders:
» {0}: Display value of the other object that already has the same
value or has a value combination.
» {1}: The conflicting value.
The place holder syntax corresponds to a format place holder in Visual
Basic .NET.
Translate the given text using the & button.
Ignore Specifies whether empty values are permitted in a unique group. This
empty option can only be set if all columns in the group can be empty.
values

« If the option is set, empty values are permitted in the relevant
columns. If at least on of the relevant columns is not empty,
uniqueness is tested. If all the group's columns are empty,
uniqgueness is not tested. This allows several data records to be
inserted that all have empty group columns.

» If this option is not set, empty values are permitted but only
once for each column. Several data records whereby all the
group's columns are empty, cannot be inserted.

5. Select the Database > Save to database and click Save.

TIP: To prevent empty values in a column, define a minimum length for the column in the

column definition.

Related topics

» Table definition properties on page 68

e Column definition properties on page 91
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Specifying deferred deletion for objects

You can use deferred deletion to specify how long the objects remain in the database after
deletion is triggered before they are finally removed.

o If deferred deletion > 0 days is configured, a deferred operation is created for
deletion. The objects are initially disabled. During the retention period, you have the
option to restore the objects. If a deleted object is restored, the object properties are
reset to their state before deletion. The objects are finally deleted when the deferred
deletion time period has expired.

» Object with deferred deletion on 0 days are deleted immediately.

Example:

Deferred deletion is applied especially to target systems. By default, user accounts
are finally deleted from the database after 30 days. First, the user accounts are
disabled or blocked. You can reenable the user accounts up until deferred deletion
runs. After deferred deletion is run, the user accounts are deleted from the database
and cannot be restored anymore.

You define a deletion delay for each table. Use the following table properties:

» Deferred deletion [days] (default): Number of days to defer the delete operation.
If the value is 0, it is deleted immediately. Use this if all objects of a table are to be
handled with a defined deletion delay.

e Script (deferred deletion): Script in VB.Net syntax to determine an object-specific
deferred deletion. The script overwrites the value from the Deferred deletion
[days] property. For example, use the script to define different time periods for
individual objects in a table, depending on certain properties.

Example:

Deferred deletion of privileged user accounts is 10 days. The following Script
(deferred deletion) is entered in the UNSAccountB table.

If Not $IsPrivilegedAccount:Bool$ Then

Value = 10
End If
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Related topics

» Editing table definitions on page 68
» Table definition properties on page 68

» Working with objects in One Identity Manager on page 22

Editing table definitions

To edit table properties

In the Designer, select the One Identity Manager schema category.
Select the table and start the Schema Editor with the Show table definition task.

In the Table properties view, edit the table properties.

R W N R~

Select the Database > Save to database and click Save.

Related topics

e Table definition properties on page 68

Table definition properties

Table 24: Table definition properties

Property Description
Table Name of the table in the data model.
Usage type The table's usage type provides the basis for reports and the selection

of tasks for daily maintenance.

Permitted values are:

+ Work tables: The table is a work table and contains
transaction data.

+ Historical transaction data: The table contains transaction
data to create histories.

+ Configuration: The table contains data for the system
configuration.

+ Materialized data: The table contains materialized data. This
is recreated through DBQueue Processor calculations.

* Read-only data: The table contains read-only data.

« User data: The table contains user data.
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Property

Description

Display name
(singular)

Display name
(plural)

Display template

Display template
(long)

Hierarchy path

Display name for a single record in the table. Translate the given text
using the & button.

Displays table name The display name is used, for example, to
identify the table in a database search or for error output. Translate
the given text using the & button.

The display template is used to specify the form in which objects will
be represented, for example in the administration tool result list or in
reports. Translate the given text using the & button.For more inform-
ation, see Display template for displaying a list on page 132.

NOTE: You do not need to enter a display template for many-to-
many tables. For these tables, the viDB.DLL forms the display
template from the foreign keys.

Additional display template for individual tables containing the
object's full name.

Enter the foreign key columns here that should be used as a basis for
displaying tables hierarchically, for example, on assignment forms.
For more information, see Hierarchical display of data on assignment
forms on page 149.

Example:

An Active Directory user account (ADSAccount table) is typically
displayed on an assignment form below its Active Directory container
(UID_ADSContainer column). The Active Directory container
(ADSContainer table) is, on the other hand, displayed underneath its
Active Directory domain (UID_ADSDomain column). The path for the
hierarchy structure is entered as follows:

Table Hierarchy path
ADSAccount UID_ADSContainer,UID_ADSDomain
ADSContainer UID_ADSDomain

An alternative list for objects that do not have values in all foreign key
columns can be given after a pipe (]).

Example:
(UID_ADSContainer,UID_ADSDomain|UID_ADSDomain)

Remarks Text field for additional explanation.

Cache Loading behavior for tables in the Designer. This data is only required

information for system tables. Cache information for a table is composed of the
sort order and loading behavior.
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Property

Description

Disabled by
preprocessor

Preprocessor
condition

Deferred deletion
[days]

Script (deferred
deletion)

Icon

Background color

Proxy view

Extensions to

Permitted values are:

 Base table: The table is loaded before the user interface.
* User table: The table is only filled for the current user.

- Data table: The table is loaded in the background after the
user interface is loaded.

* Proxy: The table is displayed as a view of the original table in
the Designer. The data is loaded but cannot be modified.

* Load BLOBS: Columns with larger data sets (BLOB columns)
are loaded.

¢ No caching: The table is not loaded in the Designer.

If a table is disabled by a preprocessor condition, the option is set by
the Database Compiler. For more information, see Conditional compil-
ation using preprocessor conditions on page 335.

You can add preprocessor conditions to tables. The table is therefore
only available together with its columns when the preprocessor
condition is fulfilled. For more information, see Conditional compil-
ation using preprocessor conditions on page 335.

Number of days to defer the delete operation. If the value is 0, it is
deleted immediately. For more information, see Specifying deferred
deletion for objects on page 67.

Script in VB.Net syntax to determine an object-specific deferred
deletion. For more information, see Specifying deferred deletion for
objects on page 67.

Icon representing the table in the administration tool interface.

Color used to display the control for this table in the schema
overview.

Reference to database view, type Proxy, which uses the table
content.

Example:

The database view UNSRoot is used to map the ADSDomain and
LDAPDomain tables in the Unified Namespace.

For more information, see Database views of the proxy type on page
57.

List of columns as SQL text. These are used in the database view's

proxy view SELECT statement that is selected under Proxy view. For example,
use the extensions to the proxy view if columns are doubly mapped or
if additional proxy view need to be filled.
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Property

Description

Logical disk store

Scope hierarchy

Person object
path for table
lookup support

Export for SPML
schema

Many-to-many
table

Example:

The view UNSRoot expects the target system type as input in the UID_
DPRNameSpace column. This column is not in the ADSDomain and
LDAPDomain tables.

The proxy view extension is defined as follows:

Table Extension to proxy view
ADSDomain 'ADS-DPRNameSpace-ADS' as UID_DPRNameSpace
LDPDomain 'LDP-DPRNameSpace-LDAP' as UID_DPRNameSpace

For more information, see Database views of the proxy type on page
57.

The table's logical disk store. Associated tables are grouped together
in logical disk stores. In the default installation, logical disk stores are
predefined for the table in each module of One Identity Manager and
the system tables. You cannot change the assignments. You can
create your own logical disk storage for grouping custom tables.
Supporting file groups on page 104

Comma delimited list of all foreign key columns required for display-
ing objects in the scope hierarchy in the Synchronization Editor. List
of all columns that lead to tables made available by the parent object.

Path to the Person object for finding the person object within the table
lookup search for user accounts and email addresses. The resulting
data is mapped in QBMSplittedLookup.SplittedElement. If the value
no is entered, no employee can be determined for groups or BaseTree
derivatives, for example.

Example:

In the case of Exchange Online mailboxes (03EMailbox table), the
employee is determined through the Azure Active Directory user
accounts.

Enter the path to the person object as follows: FK(UID_AADUser).UID_
Person

This option determines whether the table should be exported for the
SPML schema. For more information, see Preparing the One Identity
Manager schema for export to the SPML schema on page 497.

Label for assignment tables (many-to-many tables). Assignment
tables are tables used to create relations between two other tables.
For more information, see Table types and default columns in the One
Identity Manager data model on page 49.
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Property

Description

Many-to-all table

No DB Transport

Assign by event

Retain in memory

Module GUID
permitted

Module GUID
required

Type

Base table
Condition for view
definition

Insert values

Selection script

Marks assignment tables, which have a dynamic foreign key as
partner. For more information, see Table types and default columns
in the One Identity Manager data model on page 49.

Tables labeled with this option cannot be excluded from a custom
configuration package. These tables are excluded from data
transport.

Specifies how assignments and deletions are handled in tables. This
option only applies to assignment tables (many-to-many tables) in
the application data model.

» If the option is not set, assignments, and deletions are dealt
with directly by the DBQueue Processor.

o If the option is set, tasks for the HandleObjectComponent process
component are set up in the Job queue. These tasks then carry
out the relevant operations. This makes it possible to link
specific processes directly to the Assign and Remove events. You
must implement this behavior on a custom basis.

Specifies whether the table contents for the data connection can be
buffered. The threshold is defined in the Common | Resid-
entTableLimit configuration parameter.

Specifies whether a primary key with a Globally Unique Identifier
module (GUID module) is permitted for objects. For more inform-
ation, see Working with a globally unique identifier module on page
64.

Specifies whether a primary key with a Globally Unique Identifier
module (GUID module) is required for objects. For more information,
see Working with a globally unique identifier module on page 64.

Table type. For more information, see Table types in One Identity
Manager on page 54.

Only for database views: Reference to base tables that a view is
based on.

Only for database views: Limiting condition for creating the database
view as WHERE clause for database queries.

Specify default settings for a column that is assigned when a new
data set is added. The values are entered in VB.Net syntax.

Only for database views: Selection script as VB.Net expression to
determine at runtime, whether the object passed belongs to this
database view.

Script Script in VB.Net syntax that is run after the object is loaded. For more
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Property

Description

(OnLoaded)

Script (OnSaving)

Script (OnSaved)

Script (OnDis-
carding)

Script (OnDis-
carded)

Number of rows

Basic record
lengths

Table size

Condition for
transport

Layout
information

Primary key 1

Primary key 2

Synchronization
mode

Columns for
alternative rules

information, see Table scripts on page 63.

Script in VB.Net syntax that is run before the object is saved. For
more information, see Table scripts on page 63.

Script in VB.Net syntax that is run after the object is saved. For more
information, see Table scripts on page 63.

Script in VB.Net syntax that is run before the object is discarded. For
more information, see Table scripts on page 63.

Script in VB.Net syntax that is run after the object is discarded. For
more information, see Table scripts on page 63.

Number of rows in the table The number of rows in the table is
determined once a day by maintenance tasks. The data material can
help to plan capacities and maintenance work on the database.

Maximum length of the data record with (clustered) main indexes.
Only the reference is saved for LOBs. The LOB content itself is stored
in the HEAP. The basic record length is determined once a day by
maintenance tasks. The data material can help to plan capacities and
maintenance work on the database.

The size of the table in MB. The size of the table in the database is
determined once a day by maintenance tasks. The data material can
help to plan capacities and maintenance work on the database.

Condition for selecting transportable objects. An empty condition
means that all object are transferred.

(Only for internal use) Information about the layout in the Designer.

(Only for internal use) Name of the table's first primary key column.
The sort order of primary key 1 and primary key 2 corresponds to
the physical order in the schema.

(Only for internal use) Name of the table's second primary key
column. The sort order of primary key 1 and primary key 2
corresponds to the physical order in the schema.

Permitted directions of synchronization and handling methods for this
table if synchronization is set up automatically between two One
Identity Manager databases.

Comma delimited list of columns to be used for creating alternative
object matching rules in an automatically created synchronization
project. If the One Identity Manager connector cannot identify a
system object through the primary object matching rule, it applies
the alternative rules to determine a matching system object. For
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Property Description

more information about this, see the One Identity Manager User
Guide for the One Identity Manager Connector.

CLR type for .NET class used to consider special cases when generating a synchron-
project generator ization project between two One Identity Manager databases.

Related topics
» Editing table definitions on page 68

Displaying the table definition Customizer

Customizers run processing logic which would normally be implemented in the object code,
such as mutual exclusion of properties. Customizers contain special methods and has side
effects on the table columns. Several customizers can be defined for one table.

The One Identity Manager default installation contains various customizers which provide
specific behaviors.
To display the customizers for a table definition

1. Inthe Designer, select the One Identity Manager schema category.

2. Select the table and start the Schema Editor with the Show table definition task.

3. Inthe Table properties view, select the Customizer tab.

Related topics

e Column dependencies for setting values on page 84

Column definitions

Column definitions for application and system data model tables are kept in the
DialogColumn table. The predefined column properties of the One Identity Manager schema
are maintained by the schema installation and cannot be edited apart from a few
exceptions.

In the Designer, you can edit the One Identity Manager schema's column definitions using
the Schema Editor.
Detailed information about this topic

» Notes on editing table definitions and column definitions on page 53

» Templates for generating values on page 75
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» Defining unique columns for tables on page 65

e Dynamic foreign key

e Limiting column lengths on page 80

» Defining decimal places for displaying values on page 80
» Using predefined formatting types on page 81

» Creating formatting scripts on page 83

» Column dependencies for setting values on page 84

e Permitted column values on page 84

» Specifying requirements for MVP columns on page 86

» Defining bitmasks on page 86

» Configuring columns for full-text search on page 87

» Scripts for conditionally displaying and editing columns on page 89
» Flagging columns for translation on page 212

» Editing column definitions on page 90

» Column definition properties on page 91

Templates for generating values

In One Identity Manager, value templates are implemented for generating user data or
for transforming values. You can use these templates to fill object properties with
default values or to form property values from other properties. Value templates can
take effect within an object as well as between objects. Value templates without
dependencies take effect when the value is queried in the column and the column does
not have a value assigned. Value templates that refer to other columns are affected
when these columns change.

Value templates take effect without regard to the current permissions. No explicit
permissions need to be assigned to the dependent columns. When value templates are
applied, the accessed columns of an object are also filled if they are not visible on the
current form in the Manager.

Column dependencies due to value templates are mapped in the DialogNotification table.
The connected properties are shown in the table as sender-subscriber pairs. The column
that caused the change is the sender and the column that is changed because of it, is the
subscriber. The object links are consolidated by the column relations. The entries are
created when the value templates are compiled and updated.

NOTE: In the Designer, you can get an overview of existing columns with value templates
in the One Identity Manager Schema > Templates category. Column dependencies
due to value templates are mapped in the schema overview in the Schema Editor.
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Detailed information about this topic

» Editing value templates on page 76

* Preventing a change to a column on page 77

» Restricting performance of value templates on page 78

» Example of local value templates within an object on page 79
» Example of cross-object value templates on page 79

» Displaying the column dependencies based on templates on page 48

Related topics

» Defining unique columns for tables on page 65
e Permitted column values on page 84

e Column dependencies for setting values on page 84

Editing value templates

You can customize predefined default value templates and create your own additional
value templates.

IMPORTANT: You must take performance factors into consideration when defining value
templates. In certain circumstances, changes to a property could cause large numbers of
dependent objects to be changed, saved, and processes to be generated through a value
template in overwrite mode.

To limit the number of objects changed by a value template you can define thresholds for
running value templates. For more information, see Restricting performance of value
templates on page 78.

To create a value template

1. Inthe Designer, select One Identity Manager Schema.
2. Select the table and start the Schema Editor with the Show table definition task.

3. Select the column and then the Column properties view.

@NE IDENTITY One Identity Manager 8.2.1 Configuration Guide 26

by Quest One Identity Manager schema basics



4. Select the Value calculation tab and edit the following properties.

Table 25: Properties for calculating values of a column

Property Description

Overwrites  Specifies whether the template can overwrite or not. If this option is
set, the value template is always applied. If the option is not set, the
value template is only applied when the column is empty.

NOTE: The One Identity Manager schema only knows the values @
and 1 for columns of Bool data type. The value 0 is the same as
empty. That means, if the Overwrites option disabled, the
template is run if the column value changes from 0 to 1.

Template Template script. Write the script in VB.Net syntax which allows all
VB.Net script functions to be used.

TIP: To display the columns that trigger a template, click Triggers
for this template.

No Specifies whether the value is automatically truncated to the
automatic maximum column length if the maximum length is exceeded when
truncation applying a template. If this option is enabled, the value is not

by template automatically truncated to the maximum column length.

5. Select the Database > Save to database and click Save.

| IMPORTANT: Compile the database to bring the value template into effect.

| TIP: Test compiling in the Designer using the Schema > Test compile menu item.

Related topics

» Preventing a change to a column on page 77

» Example of local value templates within an object on page 79
» Example of cross-object value templates on page 79

» Preprocessor conditions in VB.Net expressions on page 338

» Visual Basic .NET scripts usage on page 341

» Column definition properties on page 91

Preventing a change to a column

You can use value templates to prevent users from changing columns that are filled by a
value template. To do this, add the name of this column in the value template in $-notation.
The value template now references itself. Any change to the column is immediately
overwritten by the value template. Value templates that overwrite themselves only take
effect if they have been labeled as “"Overwrites”.

@NE IDENTITY One Identity Manager 8.2.1 Configuration Guide 27

Quest One Identity Manager schema basics



Example:

The user should not be able to change an employee's central user account. This
should be prevented by the value template.

* Define a custom value template for the Person.CentralAccount column.
e For the value templates, enable the Overwrites option.

» Extend the default value template with the following entry: *$CentralAccount$.

’$CentralAccount$
If Not CBool(Session.Variables.Get("FULLSYNC")) Then

Value=VI_AE_BuildCentralAccount(GetValue("UID_
Person").String,$Lastname$, $Firstname$)

End If

Restricting performance of value templates

To limit the number of objects changed by a value template you can define thresholds.

To define thresholds for a value template

1. Inthe Designer, select the One Identity Manager Schema category.

2. Select the table and start the Schema Editor with the Show table definition task.
3. Select the column and then the Column properties view.

4. Select the Value calculation tab and edit the following properties.

e Threshold (asynchron): Enter the maximum number of objects that can be
changed directly by the value template. Once this limit has been reached,
processing takes place synchronously with the One Identity Manager Service.

e Threshold (stop): Enter the number of objects after which processing is
stopped. Once this limit has been reached, processing is stopped with an
error message.

NOTE: If a stop threshold value is specified, it must be larger than the threshold for
asynchronous processing.

5. Select the Database > Save to database and click Save.

Related topics

o Editing value templates on page 76

» Column definition properties on page 91
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Example of local value templates within an object

The an employee's full name (Person.Internalname) will be derived from its surname
(Person.Lastname) and first name (Person.Firstname). The value template for the
Person.Internalname column looks like:

Value = $Lastname$ & ", " & $Firstname$

If the value template is labeled as "Overwrites" then each time Lastname changes a test is
done to check for dependent columns that reference this value in a template. If this is the
case, the value template is processed and the value is entered into the Internalname
column. If the value template cannot overwrite, it only applies if there is no value in the
Internalname column.

The Person.Lastname and Person.Firstname columns are the sender and the
Person.Internalname column is the subscriber. The mapping for adding a database object
in the DialogNotification table is:

person.lastname --> person.internalname

person.firstname --> person.internalname

Example of cross-object value templates

If a value template references a value from another object, it can be accessed using the
foreign key (FK) relation.

Figure 9: Effect of cross-object value templates

UID_ADSAccount

?

n 0/1
ADSAccount

¢ vy

Surname Lastname Firstname

If, for example, the surname of an Active Directory user account (ADSAccount.Surname) is
derived from the surname of an employee (Person.Lastname), enter the template for the
ADSAccount.Surname column as follows:

Value = $FK(UID_Person),Person.Lastname$

If the employee’s surname changes, the last name of the Active Directory user changes,
too. The Person.Lastname column is therefore the sender and the ADSAccount.Surname
column is the receiver. The relation is mapped in the DialogNotification table as follows:
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Person.Lastname --> ADSAccount.Surname

Limiting column lengths

You can use the column definition to control the length of the values to be entered. For
example, the login name of an Active Directory user account is limited to a maximum of 20
characters. You can also use the column definition to define which columns are required.

To define the length of a column

In the Designer, select the One Identity Manager Schema category.
Select the table and start the Schema Editor with the Show table definition task.

Select the column and then the Column properties view.
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Select the Value calculation tab and edit the following properties.

e Max. length: Enter the maximum length of the column. If the value is equal to
0, the length is taken from the database schema.

e Min. length: Enter the minimum length of the column. Columns with a
minimum length of 1 or greater are flagged as required fields in the front-ends.

5. Select the Database > Save to database and click Save.

Related topics

e Column definition properties on page 91

Defining decimal places for displaying
values

In the user interface, you can define the number of decimal places for displaying values of
columns with the .Net data types Double, Decimal, Int, Long or Short.

In columns with the .Net data types Int, Long or Short, the decimal point is shifted in the
value display when the decimal places are specified. In columns with the .Net data types
Double or Decimal, the value is displayed with the corresponding number of places after the
decimal point. Take this behavior into account when calculating with different data types.
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Example:

¢ Prices with the .Net data type Int are given with cent after the decimal point.
In the front-end a price of $3.50 is displayed as 3.50 and saved in the
database as 350.

¢ Quantities with the .Net data type double are, for example, specified with
three places after the decimal point. In the front-end, a quantity of 100
pieces is displayed with the value 100,000, while the value 100 is saved in
the database.

To define the number of decimal places
In the Designer, select the One Identity Manager Schema category.
Select the table and start the Schema Editor with the Show table definition task.

Select the column and then the Column properties view.
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Select the Column tab and enter the number of decimal places to be used in the
Number of decimal places input field.

5. Select the Database > Save to database and click Save.

Related topics

» Column definition properties on page 91

Using predefined formatting types

You can specify column formats based on predefined formatting types. By combining
formatting types with each other, you can obtain the formatting you required.

NOTE: If there is a column or column combination for a table that needs to be unique,
define multi-column uniqueness in the Designer. For more information, see Defining
unique columns for tables on page 65.

To specify formatting types

In the Designer, select the One Identity Manager schema category.

Select the column and then the Column properties view.
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Select the Value calculation tab and define the formatting types in the Column
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format input field.

Table 26: Permitted formatting types

Value Formatting Permitted values
type
0 None No special formatting = default
1 IP address IP address [0-9]3.[0-9]3. [0-9]3.[0-9]3
2 MAC ID MACID [0-9,A-F]12
4 Drive letter Drive letter [A-Z]1:
8 Number [0-9]+
16 Uppercase Uppercase
32 Uppercase (only maintained for compatibility reasons)
server
dependent
64 NT name All characters are permitted except for ,!@/\:,"[1; |-
[=+*?2<>"
128 Phone Phone [0123456789#/-+*]n
256 Exchange A_I_I __characters are permitted except for
name LAOUAOUB™ME$%R\|/<>#*{}[] 23~ "
512 ASCII charac- All characters of the ASCII character set
ters and
numbers
2048 URI Uniform Resource Identifier
4096 Email address Valid email address
8192 Prevent XSS Certain characters that can be used for cross-site
characters scripting (XSS) are invalid. The < and > characters are

tested.

Testing only takes place if the QBM | XssCheck config-
uration parameter is set. If the QBM | XssCheck | Sync
configuration parameter is set, testing is also done
during synchronization.

5. Select the Database > Save to database and click Save.

| IMPORTANT: Compile the database to implement the formatting type.

Related topics

e Creating formatting scripts on page 83

» Column definition properties on page 91
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Creating formatting scripts

You

can use a formatting script to verify column values. Formatting scripts, as opposed to

value templates, are only run when a value is assigned to the column.

To create a formatting script

A W N =

5.

In the Designer, select the One Identity Manager Schema category.
Select the table and start the Schema Editor with the Show table definition task.
Select the column and then the Column properties view.

Select the Value calculation tab and enter the formatting script for the column in
the Formatting script input field.

Write the script in VB.Net syntax which allows all VB.Net script functions to be used.

Select the Database > Save to database and click Save.

| IMPORTANT: Compile the database to bring the formatting script into effect.

| TIP: Test compile using the Schema > Test compile menu item.

7~

Example:

The value in the column Mail in the ADSAccount table should correspond to SMPT
format. If this is not the case, an error message is sent. The formatting script for the
ADSAccount.Mail column can be formulated as follows:

Dim str as String = Convert.ToString(Value)

If str.Length > @ Then

If Not VID IsSMTPAddress(str) Then

Throw New Exception("""" & str & """ is not a valid SMTP
address.™)
End If

End If

Related topics

» Using predefined formatting types on page 81
« Visual Basic .NET scripts usage on page 341

e Column definition properties on page 91
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Column dependencies for setting values

There may be dependencies between individual values, for example, by using value
templates or customizers that require values to be set in a specific order. In the case of One
Identity Manager tools the correct order is enforced through blocking or releasing input
fields. In the case of data import and when using SPML and web service interfaces, the
correct order for setting values also has to be safeguarded.

The following data sources assume the following sequence for specifying the order for
setting values:

1. Customizer
The dependencies between columns and an object are stored in customizers.

2. Custom defined dependencies

To define custom dependencies between columns
a. Inthe Schema Editor, select a table column.

b. Inthe Column properties view on the Dependencies tab, define the
predecessor of this column.

3. Column dependencies due to value templates

In this case, values used by a template (for example, Person.Firstname,
Person.Lastname) are set before values that are created by a template (for example,
Person.CentralAccount).

If circular dependencies occur whilst determining the order for setting the values, they are
stopped at the point of lowest priority.

Related topics

» Displaying the table definition Customizer on page 74

 Templates for generating values on page 75

Permitted column values

To only allow a specific value in a column, you can define a list with the permitted values.
This list of permitted value is resolved once the column's display value has been formatted.
For some columns of the One Identity Manager schema, already permitted values are
supplied when the schema is installed.

NOTE: You can only enter or extend a list of permitted values for a column if the option
Customizing permitted values list is not allowed is not set.
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To create a list of permitted values
1. Inthe Designer, select the One Identity Manager Schema category.
Select the table and start the Schema Editor with the Show table definition task.
Select the column and then the Column properties view.
Select the Value settings tab and enable the Defined list of values option.
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Click @ and enter the following properties.
e Value: Value for the value list (technical name).

e Display value: Name used to display the value. Translate the given text using
the ... button.

e Sort: Sort order of displaying the values in the list.
e Disabled: Specifies whether the value is disabled.

NOTE: To edit a value, select the value and click (4. To delete a value, select the
value and click . To delete all values, click £

6. Selectthe Database > Save to database and click Save.

| IMPORTANT: Compile the database to bring the list of permitted values into effect.

7~

Example:

In the Spare field no. 01 input field for an employee, the values internal and
external should be permitted. The list of permitted values is defined as followed:
1=internal 2=external

For an employee with the value 1, the display value internal is shown on the forms
in the Manager.

Display columns with permitted values in the Manager

A special control element is used in the Manager to display columns for which a list of
permitted values has been defined. The control element is displayed as a simple input field
if no list is defined. If a list is defined the control element is shown as a menu.

Figure 10: Input field for list of defined values (with and without defined
entries)

Spare field no. 01 intern v]

Spare field no. 02

The control element is only available for columns on default predefined forms as well as
custom columns (usually CustomProperty@1-CustomProperty10).
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Related topics

» Column definition properties on page 91

Specifying requirements for MVP columns

Values in multi-values property (MVP) columns are delimited by char(7) or chr(7).
Specify other requirements for each value of the MVP column.

To specify requirements for a MVP column

In the Designer, select One Identity Manager Schema.

Select the table and start the Schema Editor with the Show table definition task.
Select the column and then the Column properties view.

Select the Value settings tab and set the Multi-value column option.

u kb wnN e

In the Multi-value specification menu, configure the following settings.
» Unique: Set this option if the value must be unique.

» Case sensitive: Set this option if the case sensitivity should be taken into
account when the value is tested.

» Accent insensitive: Set this option if accent characters should not be taken
into account when the value is tested.

6. Select the Database > Save to database and click Save.

Related topics

» Column definition properties on page 91

Defining bitmasks

You can only define bitmasks for columns with theint type.

NOTE: You can only enter or extend a bitmask for a column if the option Customizing
bitmasks is not allowed is not set.

To create a bitmask

In the Designer, select One Identity Manager Schema.
Select the table and start the Schema Editor with the Show table definition task.

1

2

3. Select the column and then the Column properties view.

4. Select the Value settings tab and set the Defined bitmask option.
5

Under Sort criteria of bitmask, select the sort criteria for displaying the value.
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You have the following options:
« Bit position: Sort by position.
» Display: Sort by display value.
6. Click B! and enter the following properties.
» Bit position: Each bit position. The first bit in the definition start with

the index 0.
e Display value: Name used to display the value. Translate the given text using
the ... button.

» Disabled: Specifies whether the value is disabled.

NOTE: To edit a value, select the value and click (4. To delete a value, select the
value and click . To delete all values, click £

7. Select the Database > Save to database and click Save.

Related topics

e Column definition properties on page 91

Configuring columns for full-text search

Full-text searching uses an external search index, which returns an object key as result.
The object key is used to run a search query in the database. This database search query
takes the permissions of the logged in user into account during the search. A maximum of
1000 objects can be returned by through the search index.

The One Identity Manager full text search can be used in the Web Portal and in the
Manager. For more information, see the One Identity Manager Web Designer Web Portal
User Guide and the One Identity Manager User Guide for One Identity Manager Tools
User Interface.

e Prerequisites for using full text search is an application server installed with the
search service.

e If you run the Web Portal directly over an application server installed with the search
service, you can use the full text search immediately.

» If you are working with the Web Portal and an application server without a search
service installed or with a direct database connection, you will need to enter an
application server with a search service in the Web Portal configuration file. Full text
search is available in the Web Portal once this has been done.

e To use full text search in the Manager, you must run the Manager over an application
server with an installed search service.

For more information about installing an application server and configuring the Web Portal
for full-text search, see the One Identity Manager Installation Guide.

The following applies for the configuration of the full text search:
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The columns XDateInserted, XDateUpdated, and XObjectKey must be available if you
want to index a table or database view for full text search.

Columns for full text searching must be weighted. Increasing weighting results in a
higher position in the search results. The default installation provides columns for the
full-text search with a weighting of 1.

Example:

The column Person.CentralAccount is weighted with the value 1. The column
ADSAccount.SAMAccountName is weighted with the value 0