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Introduction

Starting with One Identity Safeguard for Privileged Sessions version 4 F2, certain parts and
features of SPS can be configured using a RESTful API (Representational State Transfer
Application Programming Interface). The REST server conforms to the Hypermedia as the
Engine of Application State (HATEOAS).

The SPS REST API uses JSON over HTTPS. The REST server has a single entry point and all
resources are available at paths (URLs) returned in the response for a request sent to the
entry point. The only path that is guaranteed not to change is /api/authentication. Every
other path should be reached by navigating the links returned.

The SPS REST API allows you to create, read, update and delete (CRUD) the configuration
resources of SPS.

In this tutorial, all examples are displayed with curl, but you can use any other HTTP
client. In the examples it is assumed that the REST server is listening on the default HTTP
port of SPS (443).

If you receive the "417 - Expectation Failed" error code when using curl, use curl with the -
-httpl.e or the -H "Expect:" option.

Message format

Response headers

The following headers are included in every response. Other headers are specific to
responses to specific requests.

o Allow: The SPS REST API allows you to create, read, update and delete (CRUD) the
configuration resources of SPS. The value of the header lists the available actions for
the resource or object.

o Content-Language: The language of the response. Currently only English (en) is
supported.

o Content-Type: All messages are JavaScript Object Notation (JSON) objects. The SPS
REST server sends all REST API responses in application/json format.

@NE IDENTITY SPS 6.0.11 REST API Reference Guide

by Quest Introduction


http://www.ics.uci.edu/~fielding/pubs/dissertation/rest_arch_style.htm
http://www.ics.uci.edu/~fielding/pubs/dissertation/rest_arch_style.htm

Response body

The response body contains JSON objects. These objects always contain a meta field with
links to different parts of the REST service. In most cases, the following entries can be
found in the meta object. Error messages are returned in the error element.

Element Type Description Notes
meta Top level
element,
contains links
to different
parts of the
REST service
changes string Path to the This value is always
transaction /api/transaction/changes.
changelog For details, see Reviewing
the changelog of a trans-
action on page 34,
remaining_ integer Time left until SPS closes idle sessions
seconds the session after a period of inactivity.
times out in This value shows the
seconds number of seconds left until
the timeout. For details on
setting the session timeout,
see Web interface on page
55.
href string (relative Path of the For example,
path) resource that /api/authentication
returned the
response.
When creating
a new object,
this is the URL
of the created
object.
parent string (relative
path)
next string (relative Path of the For example,
path) next sibling of /api/configuration
the current
resource
prev string (relative Path of the
path) previous
sibling of the

(GNE IDENTITY
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Element Type Description Notes
current
resource
first string (relative Path of the
path) first sibling of
the current
resource
last string (relative Path of the
path) last sibling of
the current
resource
transaction  string The endpoint  For details on how SPS
( of the trans- handles transactions, see
/api/transaction) action log How to configure SPS using
REST on page 13,
items list of JSON objects List of Each object in the list
endpoints contains a key and a meta
(objects) object for the endpoint. For

(GNE IDENTITY
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available from
the current
endpoint

example:

{

"meta": {

"href": "/api/ssh-
host-keys",

"parent": "/api"

s

"items": [

{

"key": "ssh-rsa-
10.10.100.1:22",

"meta": {

"href": "/api/ssh-
host-keys/ssh-rsa-
10.10.100.1:22"

}

¥

{

"key": "ssh-rsa-
10.10.20.35:22",

"meta": {

"href": "/api/ssh-
host-keys/ssh-rsa-
10.10.20.35:22"

SPS 6.0.11 REST API Reference Guide
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Element Type Description Notes
}
s
{
"key": "ssh-rsa-
10.40.0.28:22",
"meta": {
"href": "/api/ssh-
host-keys/ssh-rsa-
10.40.0.28:22"
}
}
]
}
For example:
{
"meta": {
"href": "/api",
"next": "/api/configuration"

Error responses

All error responses are JSON objects with the following keys.

. meta: JSON object containing navigation links. For details, see Message format

on page 9.

« error: JSON object containing information about the error.

Element Type Description Notes
error Top level element,
contains links to different
parts of the REST service
type string The type of the error that For example, Unauthenticated,
occurred or NodeNotFound, For a
complete list, see Application
level error codes on page 37.
message  string A textual message that For example, Unable to locate
describes the error the requested path.
details  JSON List of additional inform-  For example:

(GNE IDENTITY
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Element Type Description Notes

object  ation about the error (for
example, the path where
the error occurred)

"details": {
"path": "no/such/path"

}
The following is a complete error response.
{
"error": {
"type": "NodeNotFound",
"message": "Unable to locate the requested path",
"details": {
"path": "no/such/path"
}
}J
"meta": {
"href": "/api/configuration/no/such/path",
"parent": "/api/configuration"
}

How to configure SPS using REST

The SPS REST server uses a transactional model for configuration management. Modifying
the configuration has the following main steps. The steps are explained in detail in later
sections of the tutorial. You find a simple transaction with detailed requests and responses
in How to configure SPS using REST: a sample transaction on page 14.

1. Authenticate on the SPS REST server, and receive a session_id. For details, see
Authenticate to the SPS REST API on page 18.

2. Open a transaction. This transaction will collect the changes and modifications you
do, compared to the SPS configuration that is active at the time of opening the
transaction. It is similar to a shopping cart, where your modifications are the items in
the cart. For details, see Open a transaction on page 28.

Note that opening a transaction locks the configuration of SPS similarly to accessing
SPS from the web interface. For details, see "Multiple users and locking" in the
Administration Guide.

3. Change and modify the configuration of SPS as you need. Note that to modify the
configuration, you must have the required privileges. For details, see "Managing user
rights and usergroups" in the Administration Guide. For details on navigating and
modifying the configuration of SPS, see Navigating the configuration of SPS on page
39 and Modifying the configuration of SPS on page 42

=N .
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4. Commit your transaction to submit your changes to SPS (this is similar to clicking
Checkout in a web shop). For details, see Commit a transaction on page 30.

If the AAA > Settings > Accounting settings > Require commit log option is
selected in the SPS web interface, you must include a commit message (a message
object) in the request. This message will be visible on the AAA > Accounting page
of the SPS web interface. Note that on the AAA > Accounting page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

If you do not want to commit your changes, and would like to restart with the original
configuration of SPS, you can simply delete the transaction. This is similar to the
rollback transaction in SQL. If your session times out, your transaction is deleted
automatically. For details, see Delete a transaction on page 33.

5. SPS checks and validates the changes in your transaction. If other users have
changed the configuration of SPS since you opened the transaction, SPS tries to
merge your changes to the current configuration.

6. If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.

How to configure SPS using REST: a
sample transaction

This procedure shows a sample transaction with detailed requests and responses. For
details on the transaction model, see How to configure SPS using REST on page 13.

1. Authenticate on the SPS REST server, and receive a session_id.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api",
"next": "/api",
“"transaction": "/api/transaction”
}
}

--- END RESPONSE BODY ---

2. Open a transaction.

=N .
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curl --data --cookie cookies --insecure -X POST https://<IP-address-of-
SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api/transaction",
"parent": "/api"
}
}

--- END RESPONSE BODY ---

3. Retrieve a resource. The following example shows the resource corresponding to the
AAA > Settings page of the SPS web interface.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"key": "settings",
"meta": {
"first": "/api/configuration/aaa/settings",
"href": "/api/configuration/aaa/settings",
"last": "/api/configuration/aaa/settings",
"next": null,
"parent": "/api/configuration/aaa",
"previous": null,
"transaction": "/api/transaction"
¥
"settings": {
"backend": {
"cracklib_enabled": false,
"expiration_days": O,
"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local"
¥
"method": {
"selection": "passwd"
}J
"require_commitlog": false
}
}
--- END RESPONSE BODY ---
2 .
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4. Change and modify the configuration of SPS as you need. The following example
configures SPS to check the password strength of the passwords for users of the SPS
web interface.

# Body of the PUT request. You can read it from a file, for example,
body.json
{
"backend": {
"cracklib_enabled": true,
"expiration_days": 0,

"minimum_password_strength": "“good",
"remember_previous_passwords": 10,
"selection": "local"

¥

"method": {
"selection": "passwd"

¥

"require_commitlog": false

}

# Command to use
curl -H "Content-Type: application/json" -d @body.json --cookie cookies --
insecure -X PUT https://<IP-address-of-SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration/aaa/settings",
"href": "/api/configuration/aaa/settings",
"last": "/api/configuration/aaa/settings",
"next": null,
"parent": "/api/configuration/aaa",
"previous": null,
"transaction": "/api/transaction”
}
}

--- END RESPONSE BODY ---
5. Commit your transaction to submit your changes to SPS.

curl -H "Content-Type: application/json" -d '{"status":
"commit","message"”: "My commit message"}' --cookie cookies --insecure -X

PUT https://<IP-address-of-SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---
{

@NE IDENTITY SPS 6.0.11 REST API Reference Guide
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"meta": {
"href": "/api/transaction",
"parent"”: "/api"

}

}
--- END RESPONSE BODY ---

If the AAA > Settings > Accounting settings > Require commit log option is
selected in the SPS web interface, you must include a commit message (a message
object) in the request. This message will be visible on the AAA > Accounting page
of the SPS web interface. Note that on the AAA > Accounting page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

6. If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.

=N .
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Using the SPS REST API

The following sections give you a general overview of how the SPS REST API works.

Authenticate to the SPS REST API

Prerequisites:

« The REST server must permit password authentication to the SPS web interface. If
only certificate-based authentication is permitted, see Authenticate to the SPS REST
API using X.509 certificate on page 21.

To check the permitted authentication method, query the
/api/authentication/types endpoint.

. Ifthe types field of the response includes the x509 object, certificate-based
authentication is permitted.

. Ifitincludes only the basic object, password authentication is permitted.

. Ifitincludes both fields, then certificate-based authentication is permitted for
the users, but the admin user can authenticate with password as well. Note that
in this case, SPS assumes that the admin user will authenticate with a
password, and expects password-authentication on the /api/authentication
endpoint. To authenticate with a certificate, use the
/api/authentication?type=x509 endpoint.

« You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
enabled on the interface. For details on configuring management access, see
"Configuring user and administrator login addresses" in the Administration Guide.

« For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
For example, if the user has the ICA Control / Connections privilege then they can
access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see "Modifying group privileges" in the
Administration Guide.

=N .
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Note that the built-in api usergroup does not have this privilege by default, it is used
to access the SOAP RPC API of SPS.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

Make sure that user credentials are encoded in UTF-8.

The authentication procedure:

1.

4.

URL

To authenticate on the SPS REST server, send a GET request over HTTPS using the
basic HTTP authentication method, including your username and password to the
/api/authentication resource.

If the authentication is successful, the server returns the 200 status code, and a meta
object in the response body. Also, the HTTP headers of the response include an HTTP
cookie named session_id. This cookie is used to identify the client in every
subsequent HTTP request.

For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id ©87658d7e30cdc2552b015dd761b6f7ccb25bbd5

The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

GET https://<IP-address-of-SPS>/api/authentication

Headers

Header name Description Required Values

Authorization  Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==

R\ .
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Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA BUNDLE
environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the
CA certificate of SPS from Basic Settings > Management > SSL certificate >
CA X.509 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -1 cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecOffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration

Response

The following is a sample response received if the authentication is successful.

For details of the meta object, see Message format on page 9.

{
"meta": |
"href": "/api",
"next": "/api",
“"transaction": "/api/transaction'
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

200 OK Successful authentication

400 InvalidAuthenticationRequest ~ Unable to authenticate: no valid credentials
found.

401 Unauthenticated The requested resource cannot be retrieved
because the client is not authenticated and the
resource requires authorization to access it.
The details section contains the path that was
attempted to be accessed, but could not be
retrieved.

401 AuthenticationFailure Authenticating the user with the given creden-
tials has failed.

405 MethodNotAllowed You tried using an unsupported HTTP method.

Use the GET method for authentication.

Authenticate to the SPS REST API using
X.509 certificate

Prerequisites:

o The REST server must permit certificate authentication to the SPS web interface. If
only password-based authentication is permitted, see Authenticate to the SPS REST
API on page 18.

To check the permitted authentication method, query the
/api/authentication/types endpoint.

authentication is permitted.

« If the types field of the response includes the x509 object, certificate-based

o Ifitincludes only the basic object, password authentication is permitted.

« Ifitincludes both fields, then certificate-based authentication is permitted for

the users, but the admin user can authenticate with password as well. Note that
in this case, SPS assumes that the admin user will authenticate with a
password, and expects password-authentication on the /api/authentication
endpoint. To authenticate with a certificate, use the
/api/authentication?type=x509 endpoint.
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« You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
enabled on the interface. For details on configuring management access, see
"Configuring user and administrator login addresses" in the Administration Guide.

« For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
For example, if the user has the ICA Control / Connections privilege then they can
access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see "Modifying group privileges" in the
Administration Guide.

Note that the built-in api usergroup does not have this privilege by default, it is used
to access the SOAP RPC API of SPS.

« Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

« Make sure that user credentials are encoded in UTF-8.

The authentication procedure:

1. To authenticate on the SPS REST server, send an HTTPS GET request, including your
certificate to the /api/authentication?type=x509 resource. The certificate must be
signed by the Trusted CA certificate that is configured on the AAA > Settings >
X.509 > AUTHENTICATION CA field of the SPS web interface, or the
/api/configuration/aaa/settings resource.

2. If the authentication is successful, the server responds with an HTTP 302 redirect to
the /api/ resource, and also , sets an HTTP cookie named session_id. This cookie is
used to identify the client in every subsequent HTTP request. The response body also
includes a meta object.

3. For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id 087658d7e30cdc2552b015dd761b6f7ccb25bbd5

4. The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)
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URL

GET https:<IP-address-of-SPS>/api/authentication

Headers

Header name Description Required Values

Authorization  Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==

Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA BUNDLE
environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the
CA certificate of SPS from Basic Settings > Management > SSL certificate >
CA X.509 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -1 cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecOffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration
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Response

The following is a sample response received if the authentication is successful.

For details of the meta object, see Message format on page 9.

{
"meta":
"href": "/api",
"next": "/api",
"transaction": "/api/transaction"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code

Description

Notes

302

400

401

401

405

OK

InvalidAuthenticationRequest

Unauthenticated

AuthenticationFailure

MethodNotAllowed
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Successful authentication. If the authen-
tication is successful, the server returns the
302 status code, and a meta object in the
response body. Also, the HTTP headers of the
response include an HTTP cookie named
session_id. This cookie is used to identify the
client in every subsequent HTTP request. The
Location header in the response is /api/.

Unable to authenticate: no valid credentials
found. SPS returns this message if password
fallback is enabled for the admin user, but the
admin tries to authenticate with a certificate on
the /api/authentication endpoint. To authen-
ticate with a certificate, use the
/api/authentication?type=x509 endpoint.

The requested resource cannot be retrieved
because the client is not authenticated and the
resource requires authorization to access it.
The details section contains the path that was
attempted to be accessed, but could not be
retrieved.

Authenticating the user with the given creden-
tials has failed.

You tried using an unsupported HTTP method.
Use the GET method for authentication.
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Retrieve user information

You can check the endpoints and methods that a particular user is authorized to access.

Prerequisites:

o The user must be logged in.

URL

GET https:<IP-address-of-SPS>/api/user_info

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command retrieves user information from SPS about the logged in user,
using the session ID received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/user_info

Response

The following is a sample response received if the request to retrieve user information is
successful.

For details of the meta object, see Message format on page 9.

=N .
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"user":
"name" :

"endpoints":

"methods":

"href":

"/api/user_info",

Description

¥
{
s
{
}
1,
"meta":
¥
}
Element
user
endpoints

Status and error codes

Top-level element, contains the details of the user
whose access rights information has been retrieved.

The username of the logged-in user whose information
has been retrieved.

Top-level element, contains the details of the
endpoints that the user is authorized to access.

The methods that user is authorized to use, and the
permitted HTTP method (for example, GET, POST) for
each endpoint. This information is also available on the
/api/endpoints endpoint.

The resource that the user is authorized to access.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.
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Code Description Notes

200 OK User information has been retrieved successfully.

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.

Checking the transaction status

Before changing anything in the configuration of SPS, you must POST a request to open a
transaction.

« For details about the transaction model of SPS see How to configure SPS using REST
on page 13.

« To check the configuration changes you made in the transaction, see Reviewing the
changelog of a transaction on page 34.

URL

GET https:<IP-address-of-SPS>/api/transaction/

Sample request

The following command retrieves the transaction status of SPS, using the session ID
received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if opening the transaction is successful.

For details of the meta object, see Message format on page 9.
{
"key": "transaction",
"meta": {

"href": "/api/transaction”,

=N .
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"parent

}s

ll: "/api"

"transaction": {

"status": "closed"
}
}
Element Type Description
transaction Top level element, contains the details of the current

transaction

status  string  The status of the current transaction. By default, or

after a successful commit it is closed. After success-
fully opening a transaction, it is open

Open a transaction

Before changing anything in the configuration of SPS, you must POST a request to open a
transaction. For details about the transaction model of SPS see How to configure SPS using
REST on page 13.

Note that opening a transaction locks the configuration of SPS similarly to accessing SPS
from the web interface. For details, see "Multiple users and locking" in the
Administration Guide.

URL

POST https:<IP-address-of-SPS>/api/transaction

Cookies

Cookie
name

Description

Required Values

session__
id

Contains the
authentication
token of the
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by Quest

Required The value of the session ID cookie received
from the REST server in the authentication
response, for example,
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Cookie Description Required Values
name

user alf71d030e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

POST body

Note that you must:

. either send an empty body in the POST request,

o orinclude a Content-Length: o header.

Otherwise the SPS REST server returns a 411 - Length Required error.

Sample request

The following command opens a new transaction on SPS, using the session ID received
during the authentication.

curl -X POST --data "" --cookie cookies https://<IP-address-of-
SPS>/api/transaction
Response

The following is a sample response received if opening the transaction is successful.

For details of the meta object, see Message format on page 9.

{
"meta":
"href": "/api/transaction”,
"parent": "/api"
}
}

After opening a transaction successfully, the transaction status changes to open.
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"body": {
"status": "open"
})
"key": "transaction",
"meta": {
"changes": "/api/transaction/changes",
"href": "/api/transaction",
"parent": "/api"
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
200 OK Transaction opened successfully.
401 Unauthenticated The requested resource cannot be

retrieved because the client is not authen-
ticated and the resource requires author-
ization to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

401 AuthenticationFailure Authenticating the user with the given
credentials has failed.

405 MethodNotAllowed You tried using an unsupported HTTP
method. Use the POST method to open a
transaction.

409 WebGuiOrRpcApiConfigIinProgress  The configuration of SPS is locked.
Opening a new transaction is not allowed
while another user is modifying config-
uration through interfaces other than the
REST API. For example, web GUI, console,
and so on.

411 UnsupportedMethod You must send a body (which can be
empty) in this POST request, otherwise
the SPS REST server returns a 411 -
Length Required error.

Commit a transaction
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To submit your changes to SPS, you have to commit the transaction by using a PUT request
with a JSON object. For details about the transaction model of SPS, see How to configure
SPS using REST on page 13.

URL

PUT https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.
Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
PUT body

The PUT request must include the following JSON object in its body.

{

"status": "commit"

}

If the AAA > Settings > Accounting settings > Require commit log option is
selected in the SPS web interface, you must include a commit message (a message object)
in the request. This message will be visible on the AAA > Accounting page of the SPS web
interface. Note that on the AAA > Accounting page, changes performed using the REST
API are listed as changes to the REST server/REST configuration page.

{
"status": "commit",
"message": "My commit message"
}
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Sample request

The following command commits a transaction to SPS, using the session ID received during
the authentication.

curl -d '{"status": "commit","message": "My commit message"}' --cookie cookies -
X PUT https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if committing the transaction is successful.
For details of the meta object, see Message format on page 9.

After a successful commit, the transaction status changes to closed. To make other
changes, you have to open a new transaction.

{
"meta": |
"href":
"parent":

"/api/transaction”,
Il/apill
¥

"key": "transaction",
"transaction": {
"status": "closed"

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

200 OK
401 Unauthenticated

401 AuthenticationFailure

405 MethodNotAllowed
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Transaction committed successfully.

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

Authenticating the user with the given credentials has
failed.

You tried using an unsupported HTTP method. Use the
PUT method to commit a transaction.
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Delete a transaction

To delete your changes, you have to delete the transaction. This is similar to the
rollback transaction in SQL. For details about the transaction model of SPS, see How to
configure SPS using REST on page 13. Deleting the transaction also deletes the
configuration lock of SPS.

URL

DELETE https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command deletes a transaction, reverting the configuration to the state it
was in when the transaction was opened, or to the current configuration available on SPS
(if another user has modified it since you opened the transaction).

curl --cookie cookies -X DELETE https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if deleting the transaction is successful.

For details of the meta object, see Message format on page 9.
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"meta": {
"href": "/api/transaction",
"parent": "/api"

}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

200 OK
401 Unauthenticated

401 AuthenticationFailure

405 MethodNotAllowed

Transaction deleted successfully.

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

Authenticating the user with the given credentials has
failed.

You tried using an unsupported HTTP method. Use the
DELETE method to reset a transaction.

Reviewing the changelog of a

transaction

To review your changes, retrieve the changelog of the transaction. For details about the
transaction model of SPS, see How to configure SPS using REST on page 13.

URL

GET https:<IP-address-of-SPS>/api/transaction/changes

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
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Cookie
name

Description

Required Values

id

authentication
token of the
user

Sample request

from the REST server in the authentication
response, for example,
alf71d030e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command retrieves the changelog of the transaction.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction/changes

Response

The response contains the list of changes performed in the transaction, as list of JSON
objects. Every change has a type and a path, other elements depend on the type of the
transaction. For example, when you delete an object, the changelog includes the deleted

object in the old_value field.

Element Type Description
new_order list The new order of a list after the change. This field is
available for reorder transactions.

new_value string or JSON The value of the object after the change. For example, the
object new value of a parameter.

old_order string or JISON The order of a list before the change. This field is available
object for reorder transactions.

old_value string or JISON The value of the object before the change. For example, the
object value of a deleted object.

path string Path of the changed endpoint or object.

type string The type of the change. One of: create, delete, reorder,

replace

The following is a sample response received if the changelog is empty.
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"meta": {
"href": "/api/transaction/changes",
"parent": "/api/transaction”,
"transaction": "/api/transaction™

})

"changes": []

}

The following is a sample changelog received after deleting a Channel policy.

{
"meta": |
"href": "/api/transaction/changes",
"parent": "/api/transaction",
"transaction": "/api/transaction"
s
"changes": [
{
"old_value": {
"name": "deny",
"rules": []
¥
"path": "/api/configuration/ssh/channel_

policies/94615110156697e93121f3",
"type": "delete"

}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
200 OK Transaction changelog has been retrieved successfully.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
405 MethodNotAllowed You tried using an unsupported HTTP method. Use the

GET method to retrieve the changelog a transaction.
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Application level error codes

In addition to the standard HTTP status codes, in certain cases, the SPS REST server
provides additional information in the response about the error. The following table
contains a brief description of such errors. For more details, see the error object in the
response body.

Code

Description

Notes

400

400

400

400

400

401

401

403

InvalidRequestBody

ConfigTreeNotAvailable

SyntacticError

InvalidPath

SemanticError

Unauthenticated

AuthenticationFailure

Unauthorized
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The request body sent by the user has an
invalid format. This may be an error with

the encoding or the body is not a properly
encoded JSON value.

An error occurred while preparing the
configuration tree for the REST API.

A value to be set is not accepted syntactic-
ally. The details section contains
the path that was found to be invalid.

The path provided by the client contains a
syntax error. Path components are restric-
ted to contain only lowercase alpha-
numeric characters, the dash (-) and the
underscore (_) characters.

The details section contains the path that
was attempted to be accessed, but could
not be retrieved.

The configuration contains semantic
errors, inconsistencies or other problems
that would put the system into an unreli-
able state if the configuration had been
applied. The details section contains the
errors that were found in the config-
uration.

The requested resource cannot be
retrieved because the client is not authen-
ticated and the resource requires author-
ization to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

Authenticating the user with the given
credentials has failed.

The requested resource cannot be
retrieved because the client is not author-
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Code

Description

Notes

404

404

405

409

409

409

NodeNotFound

NodeNotAvailable

MethodNotAllowed

MidAirCollisionSemanticError

WebGuiOrRpcApiConfigInProgress

MidAirCollision
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ized to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

The requested endpoint does not exist in
the configuration. The details section
contains the path that you tried to access,
but could not be retrieved.

The requested endpoint exists in the
configuration, however, it is not available
directly. The details section contains the
path that you tried to access, but could
not be retrieved.

An attempt was made to change a config-
uration subtree in an unsupported way.
The method <method> is not allowed for
this node.

This error occurs when the configuration
has been changed by another client
between starting and committing a trans-
action, and the changes in the transaction
would interfere semantically with the
changes of that other user. The recom-
mended strategy to resolve this erroris to
review the changes made in the failing
transaction, then roll it back, start a new
transaction, redo the changes, and finally,
commit the new transaction.

The configuration of SPS is locked.
Opening a new transaction is not allowed
while another user is modifying config-
uration through interfaces other than the
REST API. For example, web GUI, console,
and so on.

This error occurs when the configuration
has been changed by another client
between starting and committing a trans-
action, and the changes in the transaction
would overwrite or interfere with the
changes of that other user. The recom-
mended strategy to resolve this erroris to
review the changes made in the failing
transaction, then roll it back, start a new
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Code Description Notes

transaction, redo the changes, and finally,
commit the new transaction.

409 NoTransaction An attempt was made to change the
configuration when no transaction was
open.

409 DoubleTransaction This error is returned when the client

attempts to open a transaction while
another transaction of that client is
already started.

417 Expectation Failed If you receive the "417 - Expectation
Failed" error code when using curl, use
curl with the --http1.0 or the -H
"Expect:" option.

500 CommitMessageMissing This error is returned when a commit
message is required for committing a
transaction, but it was not provided in the
commit request.

500 TransactionCommitError Unexpected internal errors during commit-
ting a transaction are interpreted as Trans-
actionCommitError.

500 AuthorizationError The request could not be authorized due
to an unexpected internal error.

Navigating the configuration of SPS

The main starting point of navigating the SPS configuration using REST is the https:<IP-
address-of-SPS>/api/configuration endpoint. If you query this endpoint, the response
contains a list of other endpoints that you can follow to list the various resources of SPS, or
to list the objects of a specific resource. For example, https:<IP-address-of-
SPS>/api/configuration/rdp lists resources related to controlling the Remote Desktop
(RDP) protocol, while https:<IP-address-of-SPS>/api/configuration/rdp/channel
policies lists the available RDP Channel Policies.

Note that when you want to create an object that references another object (for example, a
Channel Policy that uses a Content Policy), then the referenced object (in this case, the
Content Policy) must already exist. For details, see Create a new object on page 44.

To modify or delete an object, you need the ID of the object. For details, see Change an
object on page 48 and Delete an object on page 43.

The following is a sample command to query the https:<IP-address-of-
SPS>/api/configuration endpoint, and a sample response.
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curl --cookie cookies https:<IP-address-of-SPS>/api/configuration

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration",
"href": "/api/configuration",
"last": "/api/configuration",
"next": null,
"parent"”: null,
"previous": null,
“"transaction": "/api/transaction”
})
"items": [
{
"key": "aaa",
"meta": {
"href": "/api/configuration/aaa"
}
}J
{
"key": "alerting",
"meta": {
"href": "/api/configuration/alerting"
}
}s
{
"key": "datetime",
"meta": {
"href": "/api/configuration/datetime”
}
¥
{
"key": "http",
"meta": {
"href": "/api/configuration/http"
}
¥
{
"key": "ica",
"meta": {
"href": "/api/configuration/ica"
}
}J
{
"key": "local_services",
"meta": {

N .
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"href": "/api/configuration/local_services'

}
}s
{
"key": "management",
"meta": {
"href": "/api/configuration/management"
}
¥
{
"key": "network",
"meta": {
"href": "/api/configuration/network"
}
¥
{
"key": "passwords",
"meta": {
"href": "/api/configuration/passwords”
}
}J
{

"key": "plugins",
"meta": {
"href": "/api/configuration/plugins”

}
}s
{
"key": "policies",
"meta": {
"href": "/api/configuration/policies"”
}
¥
{
"key": "private_keys",
"meta": {
"href": "/api/configuration/private_keys"
}
¥
{
"key": "rdp",
"meta": {
"href": "/api/configuration/rdp"
}
}J
{
"key": "reporting",
"meta": {
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"href": "/api/configuration/reporting"

}
}s
{
"key": "ssh",
"meta": {
"href": "/api/configuration/ssh"
}
¥
{
"key": "telnet",
"meta": {
"href": "/api/configuration/telnet”
}
¥
{
"key": "troubleshooting",
"meta": {
"href": "/api/configuration/troubleshooting"
}
}J
{
"key": "vnc",
"meta": {
"href": "/api/configuration/vnc"
}
}s
{
"key": "x509",
"meta": {
"href": "/api/configuration/x509"
}
}

]

}
--- END RESPONSE BODY ---

Modifying the configuration of SPS

The following sections describe deleting, creating and changing objects.
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Delete an object

To delete a configuration object (for example, a policy), use a DELETE request with the ID
of the object as the key.

« You cannot delete policies or objects that are used in other policies (for example, you
cannot delete a Time policy that is used in a Channel policy).

« To delete an element of a list (for example, a user from a local user database), use a
PUT request. The body the request should include the entire object, but remove the
element you want to delete from the related list of the object.

« You cannot delete built-in policies that are available on SPS by default.

« You must commit your changes to take effect. For details, see Commit a transaction
on page 30.

URL

DELETE https:<IP-address-of-SPS>/api/configuration/<endpoint>/<object-id>

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command deletes an RDP Channel policy.

curl --cookie cookies -X DELETE -https:<IP-address-of-
SPS>/api/configuration/rdp/channel_policies/<object-id>
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Response

The following is a sample response received.

{
"meta":
"first": "/api/configuration/rdp/channel policies/-20100",
"href": "/api/configuration/rdp/channel policies/<id-of-the-deleted-
object>",
"last": "/api/configuration/rdp/channel policies/<id-of-the-deleted-
object>",
"next": null,
"parent": "/api/configuration/rdp/channel_policies"”,
"previous": "/api/configuration/rdp/channel policies/655555",
"transaction": "/api/transaction”
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
200 OK The resource was successfully deleted.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.

409 Conflict No open Transaction is available. Open a transaction
before using this request. For details, see Open a trans-
action,

Create a new object

To create a new object (for example, a new policy), complete the following steps.

1. Authenticate and open a transaction.
2. Post the new object as a JSON object to the appropriate resource URL.
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3. If successful, the REST server creates an ID for the new object, and returns it in the
key field of the response.

4. Commit the transaction.
Note the following points when you create a request:

« Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:

"time_policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-
100"

}

In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",
« You have to include empty fields in the object as well, for example:

"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }

]

« The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

. The body wrapper that is displayed in the response is not needed when you create or
modify an object, for example:

{
"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public keys": [], "username": "myusername" }
I
}
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URL

POST https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-resource>

Table 1: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see Authentic-
ate to the SPS REST API,

Sample request

The following command creates a new RDP Channel policy. The data content of the request
is read from the file body. json

curl -H "Content-Type: application/json" -d @body.json --cookie session_
id=1aca4793549c6f22aecd98bc1047d1bf32dd76ef -X POST https://<object-
id>/api/configuration/rdp/channel_policies/

For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.

{
"name": "drawing-only",
"rules": [
{
"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false
}s
"allowed for": {
"clients": [],
"gateway_groups": [],
"remote_groups": [],
"servers": [],
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}
]
}

"time_policy": "-100"
¥

"channel": "#drawing"

Response

The following is a sample response received, showing the properties of Content
policy objects.

For details of the meta object, see Message format on page 9.

{

Ilkeyll :

"meta": {
"href": "/api/configuration/rdp/channel policies/f79bcc85-bb8b-4fa5-al41-
eb4cf2b6ef33”,
"parent": "/api/configuration/rdp/channel_policies",
"transaction": "/api/transaction”

Status and error codes

"£79bcc85-bb8b-4fa5-al4l-ebdcf2b6ef33",

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

201 Created The new resource was successfully created.

400 Bad Request The request body format is invalid. The data is not a
properly formatted JSON object.

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.

409 Conflict No open Transaction is available. Open a transaction
before using this request. For details, see Open a trans-
action on page 28,

417 Expectation Failed If you receive the "417 - Expectation Failed" error code
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Code Description Notes

when using curl, use curl with the --http1.0 or the -H
"Expect:" option.

Change an object

To modify or update an object, use a PUT request on the object you want to change. In the
body of the request, you have to upload the entire object, not only the parameter that you
want to change.

To delete an element of a list (for example, a user from a local user database), use a PUT
request. The body the request should include the entire object, but remove the element
you want to delete from the related list of the object.

Note the following points when you create a request:

« Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:

"time_policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-
100"

}

In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",

« You have to include empty fields in the object as well, for example:

"users": [

{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }

]

« The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

. The body wrapper that is displayed in the response is not needed when you create or
modify an object, for example:
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"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }
]

}

URL

PUT https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-
resource>/<id-of-the-object-to-modify>

Table 2: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see Authentic-
ate to the SPS REST API.

Sample request

The following command updates an RDP Channel policy. The data content of the request is
read from the file body. json.

curl -H "Content-Type: application/json" -d @body.json --cookie session_
id=07640a0bf14cdd361d8f5ae2bOb482a786c7a604 -X PUT
https://10.40.255.17/api/configuration/rdp/channel_policies/<id-of-the-object-
to-modify>

For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.
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"name": "drawing-only",
"rules": [
{

"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false

¥

"allowed_for": {
"clients": T[],
"gateway groups": [],

"remote_groups": [],
"servers": [],
"time_policy": "-100"

¥

"channel"”: "#drawing"

}
]
}
Response

The following is a sample response received.

For details of the meta object, see Message format on page 9.

{
"meta": |
"first": "/api/configuration/rdp/channel policies/-20100",
"href": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"last": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"next": null,
"parent": "/api/configuration/rdp/channel_policies",
"previous": "/api/configuration/rdp/channel_policies/655555",
"transaction": "/api/transaction"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.
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Code

Description

Notes

201
400

401

401

409

417

Created

Bad Request

Unauthenticated

AuthenticationFailure

Conflict

Expectation Failed

(GNE IDENTITY

Quest

The new resource was successfully created..

The request body format is invalid. The data is not a
properly formatted JSON object.

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

Authenticating the user with the given credentials has
failed.

No open Transaction is available. Open a transaction
before using this request. For details, see Open a trans-
action on page 28,

If you receive the "417 - Expectation Failed" error code
when using curl, use curl with the --http1.0 or the -H
"Expect:" option.
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Basic settings

Retrieve basic firmware and host

information

The /api/info endpoint contains generic information about the SPS host. Note that part of
this information is available without authentication.

URL

GET https://<IP-address-of-SPS>/api/info

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

Sample request

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command displays the information about SPS that is available without

authentication.
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curl https://10.40.255.171/api/info

The following command displays the information about SPS that is available for
authenticated users.

curl --cookie cookies https://<IP-address-of-SPS>/api/info

Response

The following is a sample response received by an anonymous user.
For details of the meta object, see Message format on page 9.

{
"body": {
"domainname": "example",
"hostname": "scbwriter",
"nickname": null,
"support_link": "mailto:scb-administrator@example.com”
¥
"key": "about_info",
"meta": |
"href": "/api/info",
"parent"”: "/api"
}
}

The following is a sample response received by an authenticated user.

{
"body": {
"analytics_enabled": false,
"build_date": "2018-06-15T20:18:40+00:00",
"config_hash": "2abde4c81d9b544bf53faedf4b9657fc",
"domainname": "example",
"firmware_version": "5.7.0",
"hostname": "scbwriter",
"nickname": null,
"roles": [
"central-management”,
"search-master"
1,
"support_link": "mailto:scb-administrator@example.com",
"version": "5 F7"
¥
"key": "about_info",
"meta": {
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"href": "/api/info",
"remaining_seconds":
Ilpar‘entll: Il/apill

Element

9889

Description

analytics_enabled

build date

config hash

domainname

hostname

nickname

support_link

firmware_version

version

Status and error codes

Indicates whether or not the One Identity Safeguard for
Privileged Analytics module has been enabled.

Build date of the SPS firmware. This element is included
in the response only for authenticated users.

Contains the hash of the XML database running on the
given SPS host.

Name of the domain used on the network. You can
configure this parameter on the
/api/configuration/network/naming endpoint. For
details, see Naming options on page 65,

Name of the machine running SPS. You can configure this
parameter on the /api/configuration/network/naming
endpoint. For details, see Naming options on page 65,

The nickname of the SPS host. Use it to distinguish the
devices. Itis displayed in the core and boot login shells.
You can configure this parameter on the
/api/configuration/network/naming endpoint. For
details, see Naming options on page 65,

The e-mail address of the SPS administrator, as setin the
admin_address parameter of the
/api/configuration/management/email endpoint. For
details, see Mail settings on page 115,

The version number of the firmware running on SPS, for
example, 4.3.2a. This element is included in the response
only for authenticated users.

The name of the major release running on SPS, for
example, 4 F3. This element is included in the response
only for authenticated users.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.
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Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

failed.

Network settings

Web interface

Authenticating the user with the given credentials has

Configuration options for the web interface of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/webinterface

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.

Sample request

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the configuration options for the SPS web interface.
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curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/webinterface

Response

The following is a sample response received when listing the configuration options of the
SPS web interface.

For details of the meta object, see Message format on page 9.

{
"body": {
"timeout": 10
¥
"key": "webinterface",
"meta": |
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/webinterface”,
"last": "/api/configuration/management/webinterface”,
"next": null,
"parent": "/api/configuration/management”,
"previous": "/api/configuration/management/syslog",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the configuration options of the SPS web
element interface.
(string)
timeout int Session timeout, in minutes. SPS terminates sessions that

are idle for this period. This setting applies sessions that
access the SPS web interface and the SPS REST interface.
Modify the configuration of the web interface

To modify the configuration of the web interface, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.
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2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/webinterface endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.
Status and error codes

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Network configuration options

Contains the endpoints for configuring networking on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/network

=N .
@NE IDENTITY SPS 6.0.11 REST API Reference Guide -

by Quest Basic settings



Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists network configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network

Response

The following is a sample response received when listing network configuration options.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "dns",
"meta": {
"href": "/api/configuration/network/dns"
}
¥
{
"key": "ip_forwarding rule_pairs",
"meta": {
"href": "/api/configuration/network/ip_forwarding rule pairs"
}
}J
{
"key": "naming",
"meta": {
"href": "/api/configuration/network/naming"
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}

¥
{
"key": "nics",
"meta": {
"href": "/api/configuration/network/nics"
}
¥
{
"key": "routing",
"meta": {
"href": "/api/configuration/network/routing"
}
}
1
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/network",
"last": "/api/configuration/x509",
"next": "/api/configuration/passwords”,
"parent"”: "/api/configuration”,
"previous": "/api/configuration/management",
"transaction": "/api/transaction"
}
}
Element Description
dns The address of the primary and secondary DNS server.
ip_forwarding_ Rules for routing between the network interfaces.
rule_pairs
naming DNS search domain, hostname, and appliance nickname settings.
nics References the endpoints of the three physical network interfaces.
routing Routing table. Defines the address of the gateway server for each

configured subnet.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
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Code Description

Notes

401 AuthenticationFailure

404 NotFound

DNS servers

requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

failed.

Authenticating the user with the given credentials has

The requested object does not exist.

Contains the address of the primary and secondary DNS server.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/dns

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

Sample request

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the configured DNS servers.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/dns

Response

The following is a sample response received when listing the configured DNS servers.
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For details of the meta object, see Message format on page 9.

{
"body": {
"primary": "192.168.56.1",
"secondary": null
¥
"key": "dns",
"meta": {
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/dns",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/ip_forwarding rule_pairs",
"parent": "/api/configuration/network",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoints.
body Top level element Contains the addresses of the DNS servers.
(string)
primary string The IP address of the primary DNS server.
secondary  string The address of the secondary DNS server.

Modify the address of the DNS servers

To modify the address of a DNS server, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/dns endpoint. You can find a detailed description of
the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Routing between interfaces

Configures routing between network interfaces. To use an interface in single-interface
router mode, configure both interface_a and interface_b elements to reference that
same interface.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/ip_ forwarding rule_
pairs

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.
Note that this session ID refers to the
connection between the REST client and the
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Cookie Description Required Values
name

SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists interface routing rules.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/network/ip_
forwarding _rule_pairs

Response

The following is a sample response received when listing interface routing rules.
For details of the meta object, see Message format on page 9.

{
"body": [
{
"interface_a": {
"key": "nicl.interfaces.ff7574025754b3df1647001",
"meta": {
"href":
"/api/configuration/network/nics/nicl/interfaces/ff7574025754b3df1647001"
}
¥
"interface _b": {
"key": "nicl.interfaces.ff7574025754b3df1647001",
"meta": {
"href":
"/api/configuration/network/nics/nicl/interfaces/ff7574025754b3df1647001"
}
}
}
1
"key": "ip_forwarding_rule_pairs",
"meta": {
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/ip_forwarding_ rule_pairs",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/naming",
@NE IDENTITY SPS 6.0.11 REST API Reference Guide
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"parent": "/api/configuration/network",

"previous": "/api/configuration/network/dns",
"transaction": "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the rules for routing between the network
element interfaces.
(list)
interface_a string References the identifier of the network interface. You

can configure network interfaces at the
/api/configuration/network/nics/ endpoint.

To modify or add a network interface, use the value of
the returned key as the value of the interface_a
element, and remove any child elements (including the
key).

interface_b string References the identifier of the network interface. You
can configure network interfaces at the
/api/configuration/network/nics/ endpoint.

To modify or add a network interface, use the value of
the returned key as the value of the interface_b
element, and remove any child elements (including the
key).

Add a rule for routing between the network interfaces

To add a rule, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create the JSON object for the new list of rules.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/ip_forwarding_rule_pairs endpoint. You can find
a detailed description of the available parameters listed in Element .

If the POST request is successful, the response includes the key of the new rule.

3. Commit your changes.

For details, see Commit a transaction on page 30.

=N .
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Modify a rule for routing between the network interfaces

To modify a rule, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the list of rules.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/ip_forwarding rule_pairs endpoint. You can find
a detailed description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Naming options
Contains the settings for the DNS search domain, hostname, and appliance nickname.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/naming

=N .
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the naming settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/naming

Response

The following is a sample response received when listing naming settings.

For details of the meta object, see Message format on page 9.

{

"body": {
"domainname": "example",
"hostname": "api-docs",
"nickname": null

},

"key": "naming",

"meta": |
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/naming",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/nics",
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/ip_forwarding rule_pairs",
"transaction": "/api/transaction"
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Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the naming settings.
element
(string)
domainname  string The domain name of the network.
hostname string The hostname of SPS.
nickname string The nickname for the appliance. Use this name to

Modify a name

To modify a name, you have to:

1. Open a transaction.

distinguish between multiple SPS appliances on the
network. This name is visible in the boot and core login
shells.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/naming endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

201 Created

401 Unauthenticated

(GNE IDENTITY
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The new resource was successfully created.

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.
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Code Description Notes

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Network addresses

Contains the network addresses configured for each physical NIC.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/nics

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the endpoints for the physical network interfaces.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/

The following commands retrieve the properties of a specific physical network interface.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic1l
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curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic2

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/nics/nic3

Response

The following is a sample response received when listing physical network interfaces.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "nicl",
"meta": {
"href": "/api/configuration/network/nics/nic1"

llkeyll: llniczll,
"meta": {
"href": "/api/configuration/network/nics/nic2"

"key": "nic3",
"meta": {
"href": "/api/configuration/network/nics/nic3"

}

]J

"meta":
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/nics",
"last": "/api/configuration/network/routing",
"next": "/api/configuration/network/routing",
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/naming",
"transaction": "/api/transaction"

}

When retrieving the endpoint of a specific physical network interface, the response is
the following.
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"body": {
"interfaces": {
"@order": ["ff7574025754b3df1647001"],
"ff7574025754b3df1647001": {

"addresses": {
"1": "198.51.100.123/24",
"6001481625b7c21ef97598": "2001:db8:1234::5678/48",
"@order": ["1", "6001481625b7c21ef97598"]

}s

"mtu": 1500,

"name": "external",

"source_based_routes": [

{
"gateway": "198.51.100.1",
"target_network": "203.0.113.0/24"
¥
{
"gateway": "2001:db8:1234::1",
"target_network": "2001:db8:aaaa::/48"
}
])
"vlantag": @
}
¥
"name": "ethe",
"speed": "auto"
}J
"key": "nicl",
"meta":
"first": "/api/configuration/network/nics/nicl",
"href": "/api/configuration/network/nics/nic1l",
"last": "/api/configuration/network/nics/nic3",
"next": "/api/configuration/network/nics/nic2",
"parent"”: "/api/configuration/network/nics",
"previous"”: null,
"remaining_seconds": 10800,
"transaction": "/api/transaction™
}
}
Element Type Description
key string Top level element, contains the ID of the physical
network interface (nicl, nic2 or nic3).
body Top level Contains the properties of the physical network
element interface.
2 .
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Element Type Description
(string)
interfaces  Toplevel Contains the configuration of all virtual interfaces on
item the physical NIC.
name string The system name of the physical network interface
(ethe, ethl or eth2). Do not change this value.
speed string The speed of the physical network interface. The

default value is auto. Change this setting only for
troubleshooting purposes. Possible values are:

e auto

Negotiate the network speed automatically. This
is the default value.

e 10-half
10BaseT/Half.
e 100-half
100BaseT/Half.
o 10-full
10BaseT/Full.
e 100-full
100BaseT/Full.
e 1000-full
1000BaseT/Full.
Elements Type Description
of
interfaces
@order list Lists the keys of the interfaces in the
order they are be displayed on the
SPS web UI.
<key-of-an- string Contains the addresses, name, and
interface> vlantag of the network interface.

(GNE IDENTITY

Quest

Each physical NIC has an
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where the value of the vlanid
element is set to o.

To add a valid virtual network
interface to the physical NIC, create
an additional interface, and assign a
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Elements
of
interfaces

Type

Description

addresses
<key-of-
address>

@order

mtu

name

source_
based
routes

vlantag

Elements of source_
based_routes

Type

string

string

list

integer

string

list

string

Description

value between 1 and 4094 to its
vlanid element.

Contains the addresses of the
interface, and their display order.

Contains the IP address range.

Lists the keys of the addresses in the
order they are displayed on the SPS
web UI.

Maximum Transmission Unit (MTU) to
set per network interface (VLAN or
network interface card). Default
value: 1500

The name of the interface, as
displayed on the SPS web UI.

Contains details of the network
routing rule specific to packets
coming out of this particular
interface.

The ID of the interface.

For the physical interface, the value is
0. For virtual interfaces, the value is
between 1 and 4094.

CAUTION:

Do not set the VLAN ID
unless your network
environment is already
configured to use this VLAN.
Otherwise, your SPS
appliance will be
unavailable using this
interface.

gateway string

The IPv4 or IPv6 address of the gateway used to access

the network set in this routing rule.
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Elements of source_ Type Description
based_routes

target_network string  The IPv4 or IPv6 address of the host or network access-
ible via this routing rule.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Routing table

Contains the address of the gateway server for each configured subnet.

URL

GET https://<IP-address-of-SPS>/api/configuration/network/routing

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.
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Cookie Description Required Values
name

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configured subnets and the corresponding gateway
servers.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/network/routing

Response

The following is a sample response received when viewing the routing table.

For details of the meta object, see Message format on page S.

{
"body": [
{
"gateway": "192.168.56.1",
"target_network": "0.0.0.0/0"
}
1,
"key": "routing",
"meta":
"first": "/api/configuration/network/dns",
"href": "/api/configuration/network/routing",
"last": "/api/configuration/network/routing",
"next": null,
"parent": "/api/configuration/network",
"previous": "/api/configuration/network/nics",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level element Contains the routing table.
2 .
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Element Type Description

(list)
gateway string The IP address of the gateway server.
target_ string The network id (IP address and subnet mask)
network of the subnet.

Add a subnet

To add a subnet, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create the JSON object for the new routing table.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/network/routing endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Modify the routing table

To modify the routing table, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the routing table.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/netowrk/routing endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.
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Code

Description

Notes

201
401

401

404

Local services of SPS

Created

Unauthenticated

AuthenticationFailure

NotFound

The new resource was successfully created.

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

failed.

Authenticating the user with the given credentials has

The requested object does not exist.

Contains the endpoints for configuring the local services of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.
Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Sample request

The following command lists the local services.
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curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services

Response

The following is a sample response received when listing local services.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "admin_web",
"meta": {
"href": "/api/configuration/local_services/admin_web"
}
¥
{
"key": "analytics",
"meta": {
"href": "/api/configuration/local_services/analytics"
}
¥
{
"key": "cluster",
"meta": {
"href": "/api/configuration/local_services/cluster"
}
})
{
"key": "indexer",
"meta": {
"href": "/api/configuration/local_services/indexer"
}
}J
{
"key": "postgresql",
"meta": {
"href": "/api/configuration/local_ services/postgresql”
}
¥
{
"key": "snmp_agent",
"meta": {
"href": "/api/configuration/local_services/snmp_agent"
}
¥
{
"key": "ssh",
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"meta": {
"href": "/api/configuration/local_services/ssh"

}

"key": "user_web",
"meta": {
"href": "/api/configuration/local_services/user_web"

}

}
1,

"meta": {

"first": "/api/configuration/aaa",

"href": "/api/configuration/local_services",
"last": "/api/configuration/x509",

"next": "/api/configuration/management",
"parent": "/api/configuration",

"previous": "/api/configuration/ica",
"transaction": "/api/transaction"

Element

Description

admin_web

analytics

cluster
indexer
postgresql

snmp_agent

Web login for administrators and users: On this address, users can,
depending on their access privileges, modify the configuration of SPS, and
perform authentication-related activities (gateway authentication, 4-eyes
authorization).

Enables One Identity Safeguard for Privileged Analytics.

To enable One Identity Safeguard for Privileged Analytics and analyze the
behavior of your users, One Identity Safeguard for Privileged Sessions
(SPS) requires a special license. Also, depending on the number of your
users and sessions, the performance and sizing of SPS must be
considered. If you are interested in One Identity Safeguard for Privileged
Analytics, contact our Sales Team, or your One Identity representative.
For details on One Identity Safeguard for Privileged Analytics, see the One
Identity One Identity Safeguard for Privileged Analytics website. For
details on enabling One Identity Safeguard for Privileged Analytics, see
Safeguard for Privileged Analytics Configuration Guide.

Configure the cluster service of SPS.
Configure the indexer services of SPS, including remote indexing.
Configure direct remote access to the connection database of SPS.

Configure the SNMP server of SPS.

=N .
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Element Description

ssh Configure remote SSH access to SPS.
user_web Web login for users only: The configuration of SPS cannot be viewed or
altered from this address. Users (even ones with administrator privileges)
can only perform gateway authentication and 4-eyes authorization.
Status and error codes
The following table lists the typical status and error codes for this request. For a complete

list of error codes, see Application level error codes on page 37.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Local services: Web login for administrators

The SPS administrators and users can, depending on their access privileges, modify the
configuration of SPS, and perform authentication-related activities (gateway
authentication, 4-eyes authorization). On this endpoint you can configure on which
interfaces can the administrators access SPS, and optionally restrict the access to these
interfaces.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/admin_web

Cookies

Cookie Description Required Values

name

session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
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Cookie Description Required Values
name

token of the response, for example,

user alf71d0e30e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/admin_web

Response

The following is a sample response received when listing the configuration options.

For details of the meta object, see Message format on page 9.

{
"body": {
"access_restriction”: {
"allowed from": [
"10.40.0.0/16"
]J
"enabled": true
}’
"bruteforce_protection": true,
"listen": [
{
"address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#tinterfaces/ff7574025754b3df1647001/address
es/1"

}

¥
"http_port": 80,
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"https_port": 443

}
]
}J
"key": "admin_web",
"meta": {
"first": "/api/configuration/local_services/admin_web",
"href": "/api/configuration/local_services/admin_web",
"last": "/api/configuration/local services/user_web",
"next": "/api/configuration/local_services/indexer",
"parent": "/api/configuration/local_services",
"previous": null,
"transaction": "/api/transaction™
}
}
Element Type Description
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top  Contains the configuration options of the SPS web interface.
dy level
elem-
ent
(stri-
ng)
access_ JSON Enables and configures limitations on the clients that can
restric objec access the web interface, based on the IP address of the
tion t clients.
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean  addresses.
brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean  access after failed login attempts for increasingly longer
protect period. Enabled by default.
io0on
listen list Selects the network interface, IP address, and port where
the clients can access the web interface.
addre JSON A reference to a configured network interface and IP
ss objec- address where this local service accepts connections. For
t example, if querying the interface
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Element Type Description

/api/configuration/network/nics/nicl#interfaces/ff7574
025754b3df1647001/addresses/ returns the following

response:
{
"body": {
"interfaces": {
"@order": [
"f£7574025754b3df1647001"
1,
"f£7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
nyn
]
}s
"name": "default",
"vlantag": @
}
}s
"name": "ethe",
"speed": "auto"
})
"key": "nicl",
"meta": {
"first":
"/api/configuration/network/nics/nic1",
"href":
"/api/configuration/network/nics/nic1",
"last":
"/api/configuration/network/nics/nic3",
"next":
"/api/configuration/network/nics/nic2",
"parent":

"/api/configuration/network/nics",
"previous": null,
“"transaction": "/api/transaction”

}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1
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Element

Type

Description

http_
port

http
s

port

integ-
er

integ-
er

Status and error codes

This is the format you have to use when configuring the
address of the local service using REST:

"address":
"nicl.interfaces.ff7574025754b3df1647001.addresses.
1Il

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {

"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.
17,

"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff
7574025754b3df1647001/addresses/1"

}
}s

The port number where SPS accepts HTTP connections.
Note that SPS automatically redirects connections from this
port to the HTTPS port set in https_port.

The port number where SPS accepts HTTPS connections.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code

Description

Notes

401

401

404

NotFound

Unauthenticated

(GNE IDENTITY

Quest

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

AuthenticationFailure  Authenticating the user with the given credentials has

failed.

The requested object does not exist.
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Local services: Web login for users

The SPS users can perform authentication-related activities (gateway authentication, 4-
eyes authorization). On this endpoint you can configure on which interfaces can the users
access SPS, and optionally restrict the access to these interfaces.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/user_web

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/user_web

Response

The following is a sample response received when listing the configuration options.

For details of the meta object, see Message format on page 9.

=N .
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"body": {
"access_restriction": {
"allowed from": [

"10.40.0.0/16"
1,
"enabled": true
¥
"bruteforce_protection": true,
"listen": [
{
"address": {
"Key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/address
es/1"

}

s
"http_port": 80,
"https_port": 443

}
]
¥
"key": "user_web",
"meta": {
"first": "/api/configuration/local services/user_web",
"href": "/api/configuration/local services/user_web",
"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/indexer",
"parent": "/api/configuration/local_services",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Type Description
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top  Contains the configuration options of the SPS web interface.
dy level
elem-
ent
(stri-
ng)
>) SPS 6.0.11 REST API Reference Guide
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Element Type Description

access_ JSON Enables and configures limitations on the clients that can
restric objec access the web interface, based on the IP address of the
tion t clients.

allow list The list of IP networks from where the administrators are

ed_ permitted to access this management interface. To specify

from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.

enabl bool Setitto true to restrict access to the specified client
ed ean  addresses.

brutefo bool- Enables protection against brute-force attacks by denying
rce_ ean  access after failed login attempts for increasingly longer
protect period. Enabled by default.

ion

listen list Selects the network interface, IP address, and port where
the clients can access the web interface.

addre JSON A reference to a configured network interface and IP
ss objec- address where this local service accepts connections. For
t example, if querying the interface
/api/configuration/network/nics/nicl#interfaces/ff7574
025754b3df1647001/addresses/ returns the following
response:

{
"body": {
"interfaces": {
"@order": [
"f£7574025754b3df1647001"
]J
"f£7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
nyn
]
s

"name": "default",
"vlantag": @
}
¥

"name": "ethe",
"speed": "auto"
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Element Type Description

})
"key": "nicl",
"meta": {
"first":
"/api/configuration/network/nics/nic1",
"href":
"/api/configuration/network/nics/nic1",
"last":
"/api/configuration/network/nics/nic3",
"next":
"/api/configuration/network/nics/nic2",
"parent":
"/api/configuration/network/nics",
"previous": null,
“"transaction": "/api/transaction”
}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
address of the local service using REST:

"address":
"nicl.interfaces.ff7574025754b3df1647001.addresses.
1

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the

following format:

"address": {

"Key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.
1II,

"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff
7574025754b3df1647001/addresses/1"

}
s

N .
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Element Type Description

http_ integ- The port number where SPS accepts HTTP connections.
port er Note that SPS automatically redirects connections from this
port to the HTTPS port set in https_port.

http integ- The port number where SPS accepts HTTPS connections.
s_ er
port

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Local services: cluster interface

To enable cluster management, enable the cluster interface on all nodes that you want to
be part of your Safeguard for Privileged Sessions (SPS) cluster. Complete the following
steps on each and every node of the cluster.

® | NOTE:
All nodes in a cluster must run the same version of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/cluster
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/cluster

Response

The following is a sample response received when listing the configuration options.

For details of the meta object, see Message format on page 9.

{
"body": {
"enabled": true,
"listen_address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.2553887595ce3ca7fleae4d",
"meta": {

"href":
"/api/configuration/network/nics/nicl#interfaces/ff7574025754b3df1647001/address
es/2553887595ce3ca7fleaed”

}
}
}J
"key": "cluster",
"meta": {
"first": "/api/configuration/local_services/admin_web",
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"href": "/api/configuration/local_services/cluster",

"last": "/api/configuration/local_services/user_web",
"next": "/api/configuration/local_services/indexer",
"parent": "/api/configuration/local_services",
"previous": "/api/configuration/local_services/analytics",
"remaining_seconds": 600,
"transaction": "/api/transaction"
}
}
Element Type Description
enabled boolean By default, this option is set to false. Set it to
true to enable the cluster interface.
listen_ Top level Contains the key of the network interface that is
address element used as the cluster interface.

(string)

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Date and time

Date & time

Contains the endpoints for configuring date and time on SPS.
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URL

GET https://<IP-address-of-SPS>/api/configuration/datetime

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists endpoints for configuring date and time settings on SPS.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/datetime

Response

The following is a sample response received when listing the endpoints for date and
time settings.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "ntp_servers",
"meta": {
"href": "/api/configuration/datetime/ntp_servers”
}
}J
{
"key": "timezone",
"meta": {
"href": "/api/configuration/datetime/timezone"
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}

}

1

"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/datetime”,

"last": "/api/configuration/x509",
"next": "/api/configuration/http",

"parent": "/api/configuration",
"previous": "/api/configuration/alerting",
"transaction": "/api/transaction”
}
}
Element Description

ntp_servers

timezone

Status and error codes

NTP server addresses.

Timezone settings.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

404 NotFound

NTP servers

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

Authenticating the user with the given credentials has
failed.

The requested object does not exist.

This endpoint contains NTP server addresses.

URL

GET https://<IP-address-of-SPS>/api/configuration/datetime/ntp_servers

(GNE IDENTITY
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists NTP server addresses.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers

Response

The following is a sample response received when listing NTP server addresses.

For details of the meta object, see Message format on page 9.

{
llbodyll: [
{
"selection": "fqdn",
"value": "pool.ntp.org"
}
1B
"key": "ntp_servers",
"meta": {
"first": "/api/configuration/datetime/ntp_servers",
"href": "/api/configuration/datetime/ntp_servers",
"last": "/api/configuration/datetime/timezone",
"next": "/api/configuration/datetime/timezone",
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"parent": "/api/configuration/datetime",
"previous": null,

“"transaction": "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level Contains the list of NTP server addresses.
element (list)
selection string Defines the address type (IP or domain name).

Possible values are:
e fgdn

The NTP server address is provided as a
fully qualified domain name.

° ip
The NTP server address is provided as an IP
address.

value string The address of the NTP server.

Add an NTP server

To add an NTP server's address, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Create the JSON object for the new NTP server address list.

POST the JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Modify an NTP server address

To modify an NTP server's address, you have to:

=N .
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1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the NTP server address list.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/ntp_servers endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

201 Created The new resource was successfully created.

400 InvalidQuery The requested filter or its value is invalid.

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.

404 NotFound The requested object does not exist.

Timezone

Configures the time zone.

URL

GET https://<IP-address-of-SPS>/api/configuration/datetime/timezone
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command displays the configured time zone.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/datetime/timezone

Response

The following is a sample response received when querying the configured time zone.

For details of the meta object, see Message format on page 9.

{
"body": "America/New_York",
"key": "timezone",
"meta":
"first": "/api/configuration/datetime/ntp_servers”,
"href": "/api/configuration/datetime/timezone",
"last": "/api/configuration/datetime/timezone",
"next": null,
"parent": "/api/configuration/datetime",
"previous": "/api/configuration/datetime/ntp_servers",
"transaction": "/api/transaction"
}
}
@NE IDENTITY SPS 6.0.11 REST API Reference Guide
Quest

Basic settings



Element Type Description

key string Top level element, contains the ID of the endpoint.

body string Contains the configured time zone. Possible values are:

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmara
Africa/Asmera
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Cairo
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Element Type

Description

(GNE IDENTITY

Quest

Africa/Casablanca
Africa/Ceuta
Africa/Conakry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/El_Aaiun
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
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Element Type Description

t

Africa/Ouagadougou
Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu

Africa/Tripoli

Africa/Tunis

Africa/Windhoek

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Araguaina
America/Argentina/Buenos_Aires
America/Argentina/Catamarca
America/Argentina/ComodRivadavia
America/Argentina/Cordoba
America/Argentina/Jujuy
America/Argentina/La_Rioja
America/Argentina/Mendoza
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Element Type

Description

(GNE IDENTITY

Quest

America/El_Salvador
America/Ensenada
America/Fort_Wayne
America/Fortaleza
America/Glace_Bay
America/Godthab
America/Goose_Bay
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Hermosillo
America/Indiana/Indianapolis
America/Indiana/Knox
America/Indiana/Marengo
America/Indiana/Petersburg
America/Indiana/Tell City
America/Indiana/Vevay
America/Indiana/Vincennes
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Element Type

Description

(GNE IDENTITY

Quest

a/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta

Asia/Choibalsan

Asia/Chongqging
Asia/Chungking
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dili
Asia/Dubai
Asia/Dushanbe
Asia/Gaza
Asia/Harbin
Asia/Hong_Kong
Asia/Hovd
Asia/Irkutsk
Asia/Istanbul
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Kashgar
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Element Type Description

Modify the time zone

To modify time zone, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the body element.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/datetime/timezone endpoint. You can find a detailed
description of the available time zone values listed in Element .

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

201 Created
401 Unauthenticated

401 AuthenticationFailure

404 NotFound

(GNE IDENTITY

by Quest

The new resource was successfully created.

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

Authenticating the user with the given credentials has
failed.

The requested object does not exist.
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Logs, monitoring and alerts

Management options

Contains the configuration endpoints for managing SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/management

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

Sample request

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists management configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/management

Response

The following is a sample response received when listing management endpoints.

For details of the meta object, see Message format on page 9.
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{

"items": [
{
"key": "certificates",
"meta": {
"href": "/api/configuration/management/certificates”
}
¥
{
"key": "disk fillup_prevention",
"meta": {
"href": "/api/configuration/management/disk_ fillup_prevention"
}
}J
{
"key": "email",
"meta": {
"href": "/api/configuration/management/email"
}
}J
{
"key": "health_monitoring",
"meta": {
"href": "/api/configuration/management/health_monitoring"
}
¥
{
"key": "snmp",
"meta": {
"href": "/api/configuration/management/snmp"
}
¥
{
"key": "soap",
"meta": {
"href": "/api/configuration/management/soap"
}
}J
{
"key": "syslog",
"meta": {
"href": "/api/configuration/management/syslog"
}
}J
{
"key": "webinterface",
"meta": {
"href": "/api/configuration/management/webinterface"

N .
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}

}
1
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/management”,
"last": "/api/configuration/x509",
"next": "/api/configuration/network",
"parent": "/api/configuration",
"previous": "/api/configuration/local_services",
"transaction": "/api/transaction”
}
}
Endpoints Description

certificates References the certificates of SPS's internal Certificate Authority,
Timestamping Authority, and the SSL certificate of the web interface.

disk_fillup_  Disk fill-up prevention.

prevention

email SMTP server address and authentication, administrator e-mail, and e-
mail addresses for alerts and reports.

health Configuration settings for monitoring the utilization of SPS.

monitoring

snmp SNMP settings.

soap Configuration settings for the RPC API.

syslog Syslog server address and authentication.

webinterface  Configuration settings for the SPS web interface.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
= .
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Code Description Notes

404 NotFound The requested object does not exist.

Syslog server settings

SPS can send its system log messages to remote syslog servers, for example, syslog-ng
Premium Edition, syslog-ng Store Box, Splunk, or HPE ArcSight Data Platform.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/syslog

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the syslog server settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/syslog

Response

The following is a sample response received when listing syslog server settings.
For details of the meta object, see Message format on page 9.
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"body": {

"certificates™

"Ca": II<ca

"client":
"key":
"meta":

"href":

561a5d9e2bb7"
}
}
})

"include_node_

"receivers":

{

"address":
"selection":
"value":

b
"port":

"protocol™:
"ip_protocol":
"protocol_type":
"tls_

}
1,

"server_key check":

}}

"key": "syslog",

"meta": |
"first":
"href":
"last":
"next":
"parent":
"previous":

II/ap
"/api
"/api
"/api

II/a

"transaction":

Element

: A

-cert>",

{
"191725ec-b71b-47ab-9e87-561a5d9e2bb7",

{
"/api/configuration/x509/191725ec-b71b-47ab-9e87-

id":
[

true,

{

ip",
"10.20.30.40"

514,

{

“tep”,
"legacy-bsd",

enabled": false

"optional-trusted”

i/configuration/management/certificates"”,

/configuration/management/syslog",

/configuration/management/webinterface”,

/configuration/management/webinterface”,

pi/configuration/management”,

/api/configuration/management/soap”,
"/api/transaction”

Type Description

key

body

(GNE IDENTITY

Quest

Top level element, contains the ID of the
endpoint.

string

Contains the syslog server configuration
settings.

Top level
element
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Element

Type

Description

certificates

include_node_
id

receivers

server_key_
check

(GNE IDENTITY

Quest

ca

client

(string)

Top level
item

string

string

boolean

Top level
list

string

Contains the certificates of the client
(SPS), and the certificate of the CA.

The CA certificate of the Certificate
Authority. Configure this option if the
value of the tls_enabled element is set to
true.

Configure this option if the value of the
tls_enabled element is set to true, and
the syslog server requires mutual
authentication. Otherwise, set its value to
null.

References the identifier of the client's
(SPS's) X.509 certificate. You can
configure certificates at the
/api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use
the value of the returned key as the value
of the x509_identity element, and
remove any child elements (including the
key).

Set to true to display separate hostnames
for syslog messages sent by the nodes of
a SPS HA cluster.

The node ID included in the hostname
filed of the syslog message is the MAC
address of the node's HA interface.
Messages of the core firmware are always
sent by the master node.

Contains the addresses of the syslog
servers.

Configures validating the syslog server's
certificate with the CA. The following
values are possible:

e optional-trusted

If the server sends a certificate, SPS
checks if it is valid (not expired) and
that the Common Name of the
certificate contains the domain
name or the IP address of the
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Element

Type Description

server. If these checks fail, SPS
rejects the connection. However,
SPS accepts the connection if the
server does not send a certificate.

e optional-untrusted

SPS accepts any certificate shown
by the server.

e required-trusted

SPS verifies the certificate shown by
the server.

e required-untrusted

SPS requests a certificate from the
server, and rejects the connection if
no certificate is received, if the
certificate is not valid (expired), or if
the Common Name of the certificate
does not contain the domain name
or the IP address of the server.

Elements of receivers Type Description
address Top Contains the address of the syslog server.
level
item
selection  string Defines the address type (IP or domain name).
Possible values are:
e fqdn
The server address is provided as a fully
qualified domain name.
° 1p
The server address is provided as an IP
address.
value string The address of the syslog server, corresponding to
the format set in the selection field.
port int The port of the syslog server.
protocol Top Contains the syslog protocol settings.
level
item
ip_ string Configures the IP protocol. The following options are

(GNE IDENTITY
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Elements of receivers Type Description

protocol available:
o tcp

TCP protocol.
e udp

UDP protocol.

protocol_  string Configures the syslog protocol. The following options
type are available:

e legacy-bsd
BSD-syslog protocol.
e syslog
IETF-syslog protocol.

tls_ string Set to true to enable TLS encryption.

enabled If TLS is enabled, the value of the ca and client

elements cannot be null.

Examples:

Default settings: no external syslog servers.

{

"certificates": {
"ca": null,
"client": null

¥

"include_node_id": true,

"receivers": [],

"server_key check": "optional-untrusted"

Upload CA certificates

SPS uses only the key part of the CA certificate.
You can choose to upload a single certificate or a certificate chain.

To use a certificate with the SPS API, remove all data, and substitute line breaks with \n.
The same is true for a certificate chain: copy individual certificates one after the other, and
substitute line breaks with \n.

The following is an example certificate, as used on the SPS web interface:
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MIIDNDCCA0QCCQDc5360b5tPQTANBgkghkiGOWOBAQUFADCB]zELMAKGATUEBhMC
QOEXEDAOBgNVBAgTBO9uUdGFyaW8XEDAOBgNVBACTB1RvcmOudG8XEDAOBENVBAOT
BOJhbGFiaXQxFjAUBgNVBASTDURVY3VtZW50YXRpb24xEDAOBgNVBAMTB2JIhbGF i
aXQxIDAeBgkghkiGOw@BCQEWEWNhdGFpbEBiYWxhYm1@Lmh1MBAXDTE2MDQyMJE2
MDAyN1oXDTE3MDQyMjE2MDAyNlowgY8xCzAIBgNVBAYTAKNBMRAWDEYDVQQIEwWdP
bnRhcmlvMRAWDgYDVQQHEwWdUb3JvbnRVMRAWDEYDVQQKEwdCYWxhYm1OMRYwWFAYD
VQQLEwW1Eb2N1bWVudGFO@aW9uMRAWDgYDVQQDEwdiYWxhYm1OMSAwHgEYJIKoZIhvcN
AQkBFhFjYXRhaWxAYmFsYWJpdC50dTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBAOGa9I2jmVIVAVWEI/Wy7ahTeyaljK52FQUXgxG80k0SD+nV74ZFUuis
59X+20w1aDgqVGrbDMgPNhSVpYXUvDUAUOILJW4rAIoxDY6vDU9/4v9dDiQfEPlauw
OgNRjPS1MLZzjSOQDSKgPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc
3mV2zkvtD61CXzbezAVdArDl6WnysRyzxyH8WEhFwZepWxFD9Y5N1dzKody7Hncs
X5kVIvO+Z6bBHfg/7wHWYysJIdwNuLreBy TOVPMEWdA83k3Fy2gYNk7RcOBbRFbQTX
hJVfUzSUWHVhFQtAb4diKU5voqepfNMCAWEAATANBgkghk iGOwWOBAQUFAAOCAQEA
R5DIWOHSEK0oGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqv4TdnNaD+FvP
AB1kgbmC4hJAsjMLU2blne6bm+SLmzhRuMXxcA6x+fnYvcQT57IbRdq2E/40JGeyuy
0jQE+nmoVD31DytIOXCFQvZhlltcbBE5Shp5USme4PmNhY6QfUlgjsFjPfoVG7XDB
uNaUoWS6RvVZPmL5IuvFOtqe96ES6DTjC8rBfQYVSoVN]jPNUMXOC8xstRSEG70]c
N5+4ImYnFNXxSG20hZpFyOOFDf2g7Fx+W50/NtXamUF1Sf8W1PZc@30V11l/Fzo7mt
qYyyD11d890UEYZ+aJQd/A==

————— END CERTIFICATE-----

The same certificate, as accepted by the SPS API:

"certificate": "----- BEGIN CERTIFICATE-----
\NMIIDNDCCA0QCCQDc5360b5tPQTANBgkghkiGOwWOBAQUFADCB]jzELMAKGALIUEBhMC\nQOEXEDAOBENV
BAgTBO9udGFyaW8xEDAOBgNVBACTB1RvcmOudG8XEDAOBgNVBAOT\nBOIhbGFiaXQxFjAUBgNVBAsTDU
RvY3VtZW50YXRpb24xEDAOBgNVBAMTB2JhbGF i\naXQxIDAeBgkqhkiGOwOBCQEWEWNhdGFpbEBiYWxh
Ym1@Lmh1MB4XDTE2MDQyMjE2\nMDAYN1oXDTE3MDQyMJjE2MDAYN1owgY8xCzAIBgNVBAYTAKNBMRAWDE
YDVQQIEwdP\nbnRhcmlvMRAWDgYDVQQHEwWdUb3JvbnRVMRAWDEYDVQQKEwdCYWXhYm1OMRYWFAYD\nVQ
QLEw1Eb2N1bWVudGF@aWOuMRAWDgYDVQQDEwdiYWxhYm1OMSAwHEYIKoZIhvcN\nAQkBFhFjYXRhaWxA
YmFsYWJpdC50dTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCC\nAQoCggEBAOGa9I2jmVIVAVIWEI /Wy7a
hTeyaIjK52FQUXqxG80okOSD+nV74ZFUuiS\n59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOILIW4rAIoxDY
6vDU9/4v9dDiQfEPlauw\n@gNRjPSIMLZzjSOQDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zF{fp9T+eDG2
oSobPc\n3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDI9Y5N1dzKody7Hncs\nX5kVIv
0+Z6bBHTg/7wHWy s JdwNuLreByTOVPMEWdA83k3Fy2gYNk7RcOBbRFbQTX\nhIVFfUzSUWHVhFQtAb4di
KU5voqepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA\NR5DIWOHSEK0GkiI3cHC2VMnxP2rRhpTneh
6E1+DFnQPdjrXa+tnqvV4TdnNaD+FvP\nAB1lkgbmC4hJAsjMLU2blne6bm+SLmzhRuMXcA6Xx+fnYvcQT57
IbRdq2E/403Geyuy\n@jQE+nmoVD31DytIOXCfQvZhlltcbBE5hp5USme4dPmNhY6QfUlgjsFjPfoVG7X
DB\nuNaUoWS6RvZPmL5IuvF9tqe96ES6DTjC8rBfQYVSoVN]jPNUMxOC8xstRSEG70Ic\nN5+4ImYnFN
XxSG20hZpFy@OFDf2g7Fx+W50/NtXamUF1Sf8W1PZcO30V11/Fzo7mt\nqYyyD11d890UEYZ+aJQd/A==
\n----- END CERTIFICATE----- \n"

Modify syslog server settings

To modify the syslog server settings, you have to:
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1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/syslog endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Disk fill-up prevention

Contains the configuration options for preventing disk fill-up.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/disk fillup_
prevention
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists disk fill-up prevention options.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/disk_fillup_prevention

Response

The following is a sample response received when listing disk fill-up prevention settings.

For details of the meta object, see Message format on page 9.

{
"body": {
"archiving_enabled": false,
"enabled": true,
"used_space_ratio_limit": 8@
},
"key": "disk_fillup_ prevention",
"meta": |
"first": "/api/configuration/management/certificates"”,
"href": "/api/configuration/management/disk_fillup_prevention",
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/email”,
"parent": "/api/configuration/management”,
"previous": "/api/configuration/management/certificates”,
"transaction": "/api/transaction"
}
}
@NE IDENTITY SPS 6.0.11 REST API Reference Guide |
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Element Type

Description

key string
body Top level
element
(string)
archiving_  boolean
enabled
enabled boolean
used_space_ int

ratio_limit

Top level element, contains the ID of the endpoint.

Contains the configuration settings for disk fill-up
prevention.

Set to true to automatically start all configured
archiving/cleanup jobs when disk usage goes over the
value of the used_space_ratio_limit element.

Set to true to enable disk fill-up prevention.

Disk utilization limit, in percent. When used disk space
reaches this limit, SPS disconnects all clients.

Set to 0 to turn the feature off.

Modify disk fill-up prevention settings

To modify the disk fill-up prevention settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the disk fill-up configuration endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/disk_fillup_ prevention endpoint. You can find
a detailed description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

201 Created
401 Unauthenticated

(GNE IDENTITY
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The new resource was successfully created.

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.
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Code Description Notes

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

Mail settings

Configuration settings for SMTP server address and authentication, administrator e-mail,
and e-mail addresses for alerts and reports.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/email

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71de30e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists mail settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/email

Response

The following is a sample response received when listing mail settings.

For details of the meta object, see Message format on page 9.
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"body": {
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",

"reporting_address": "<reports-target-email>",
"sender_address": null,
"smtp_auth": {

"enabled": false

¥
"smtp_encryption”: {
"selection": "disabled"
})
"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"
}
¥
"key": "email",
"meta":
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/email”,
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/health_monitoring",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/disk_fillup_prevention",
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the
endpoint.
body Top level Contains the configuration options for e-
element  mail.
(string)
admin_ string The e-mail address of the administrator
address of SPS.
alerting_ string The e-mail address where monitoring
address alerts are sent.
reporting_ string The e-mail address where traffic reports
address are sent.
sender_ string The address of the sender (SPS).
address
@NE IDENTITY SPS 6.0.11 REST API Reference Guide |
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Element Type Description

smtp_auth Top level Configures authentication to the SMTP
item server.
enabled boolean Set to true to enable authenticating to

the SMTP server.

password string References the password of the
authenticating user. You configure
passwords at the
/api/configuration/passwords/
endpoint.

To modify or add a password, use the
value of the returned key as the value of
the password element, and remove any
child elements (including the key).

username string The username for authenticating to the
SMTP server.
smtp_ Top level Configuration settings for encrypting the
encryption item communication between SPS and the
SMTP server.
smtp_server Top level Contains the address of the SMTP server.
item
selection string Defines the address type (IP or domain

name). Possible values are:
o fqdn

The SMTP server address is
provided as a fully qualified domain
name.

° 1p
The SMTP server address is
provided as an IP address.

value string The address of the SMTP server.
Elements of smtp_encryption Type Description
client_ Top level Configures authenticating as a client with
authentication item an X.509 certificate.

Can only be enabled if the value of the
selection element is set to starttls.

enabled boolean  Set to true to enable authenticating as a
client with an X.509 certificate.
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Elements of smtp_encryption Type

Description

x509 identity

selection string
server_ Top level
certificate_ item
check
enabled boolean
server_ string
certificate_
ca
Examples:

Enable authentication to the SMTP server.

(GNE IDENTITY

Quest

Can only be enabled if the value of the
selection element of snmp_encryption is
set to starttls.

References the identifier of the
authenticating client's X.509 certificate.
You can configure certificates at the
/api/configuration/x509/ endpoint.

To modify or add an X.509 certificate, use
the value of the returned key as the value
of the x509_identity element, and
remove any child elements (including the
key). For details, see Certificates stored
on SPS on page 216.

Configures encrypted communication
with the SMTP server. The following
values are possible:

e disabled
Disables e-mail encryption.
o starttls
Enables STARTTLS encryption.

Configuration settings for validating the
SMTP server's certificate.

Can only be enabled if the value of the
selection element is set to starttls.

Set to true to enable validating the SMTP
server's certificate.

Can only be enabled if the value of the
selection element of snmp_encryption is
set to starttls.

The CA certificate of the Certificate
Authority.
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"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",

"sender_address": null,
"smtp_auth": {
"enabled": true,
"password": {
"key": "aec663b5-f5bd-4c93-bb51-36fea3328e58",
"meta": {
"href": "/api/configuration/passwords/aec663b5-f5bd-4c93-bb51-

36fea3328e58"
¥
s
"username": "<smtp-username>"
}s
"smtp_encryption”: {
"selection": "disabled"
}s

"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"

}

Configure STARTTLS encryption without certificate checks.

{
"admin_address": "<admin-email>",
"alerting_address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",

"sender_address": null,
"smtp_auth": {
"enabled": true,
"password": {
"key": "0210848a-b301-47d5-9023-779c5fe951f7",
"meta": {
"href": "/api/configuration/passwords/0210848a-b301-47d5-9023-
779c5fe951f7"
}
}J
"username": "<smtp-username>"
}J
"smtp_encryption”: {
"client_authentication": {
"enabled": false
s
"selection": "starttls",
"server_certificate_check": {
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"enabled": false

}
})
"smtp_server": {

"selection": "ip",

"value": "<smtp-server-ip>"
}

}

Configure STARTTLS encryption with server certificate check, and authenticate as client

with an X.509 certificate.

"admin_address": "<admin-email>",
"alerting address": "<alerts-target-email>",
"reporting_address": "<reports-target-email>",
"sender_address": null,
"smtp_auth": {
"enabled": true,
"password": {
"key": "37716c4f-759d-4900-9740-ea22211498cf",
"meta": {
"href": "/api/configuration/passwords/37716c4f-759d-4900-9740-
€a22211498cf"
}
})
"username": "<smtp-username>"
})
"smtp_encryption": {
"client_authentication": {
"enabled": true,
"x509 identity": {
"key": "c3a23e32-d75b-46le-afc0-14d1f6692879",
"meta": {
"href": "/api/configuration/x509/c3a23e32-d75b-46le-afcO-
14d1f6692879"
}
}
¥
"selection": "starttls",
"server_certificate_check": {
"enabled": true,
"server_certificate_ca": "<ca-cert>"

}s

@NE IDENTITY SPS 6.0.11 REST API Reference Guide

Quest Basic settings

120



"smtp_server": {
"selection": "ip",
"value": "<smtp-server-ip>"
}
}

CA certificates

CA certificates must not contain any metadata. SPS uses only the key part of the
certificate.

To use a certificate with the SPS API, remove all metadata, and substitute line
breaks with \n.

The following is an example certificate, as used on the SPS web interface:

MIIDnDCCA0QCCQDc5360b5tPQTANBgkqhkiGOWOBAQUFADCB]jzELMAKGALIUEBhMC
QOEXEDAOBgNVBAETBO9uUdGFyaW8xEDAOBgNVBACTB1Rvcm9udG8XEDAOBENVBAOT
BOJhbGFiaXQxFjAUBgNVBASTDURVY3VtZW50YXRpb24xEDAOBgNVBAMTB2IhbGF i
aXQxIDAeBgkghkiGOw@BCQEWEWNhAGFpbEBiYWxhYm1@Lmh1MBAXDTE2MDQyMJE2
MDAyYN10oXDTE3MDQyM7jE2MDAYN1owgY8xCzAIBgNVBAYTAKNBMRAWDEYDVQQIEwdP
bnRhcmlvMRAWDgYDVQQHEwWdUb3JvbnRVMRAWDEYDVQQKEwdCYWxhYm1OMRYwWFAYD
VQQLEwW1Eb2N1bWVudGF@aW9uMRAWDEYDVQQDEwdiYWxhYm1OMSAwHgYJIKoZIhvcN
AQkBFhFjYXRhaWxAYmFsYWIpdC50dTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBAOGa9I2 jmV1VAVWEI/Wy7ahTeyaIjK52FQUXqxG80okOSD+nV74ZFUuiS
59X+20w1abqVGrDMgPNhSVpYXUvDUAUOIL JW4ArAIoxDY6vDU9/4v9dDiQfEPlauw
OgNRjPS1MLZzjS0QDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG20SobPc
3mV2zkvtD61CXzbezAVdArDl6WnysRyzxyH8WEhFwZepWxFDOY5N1dzKody7Hncs
X5kVIve+Z6bBHfg/7wHWysJdwNuLreBy TOvPMEWdA83k3Fy2gYNk7RcOBbRFbQTX
hJVfUzSUWHVhFQtAb4diKU5voqepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA
R5DIWOHSEK0oGkiI3cHC2VMnxP2rRhpTneh6E1+DFnQPdjrXa+tnqv4TdnNaD+FvP
AB1kgbmC4hJAsjMLU2b1lne6bm+SLmzhRuMxcA6x+fnYvcQT57IbRdq2E/40JGeyuy
0jQE+nmoVD31DytIOxCfQvZhlltcbBE5Shp5USme4PmNhY6QfUlgjsFjPfoVG7XDB
uNaUoWS6RvZPmL5IuvF9tqe96ES6DTjC8rBfQYVSoVNjjPNUMXOC8xstRSEG70]c
N5+4ImYnFNxSG20hZpFy@OFDf2g7Fx+W50/NtXamUF1S{f8W1PZcO30V11l/Fzo7mt
qYyyD11d890UEYZ+alQd/A==

————— END CERTIFICATE-----

The same certificate, as accepted by the SPS API:

"certificate": "----- BEGIN CERTIFICATE-----

\NMIIDNDCCA0QCCQDc5360b5tPQTANBgkghkiGOwWOBAQUFADCBjzELMAKGATUEBhMC\nQOEXEDAOBENV
BAgTBO9udGFyaW8xEDAOBgNVBACTB1Rvcm9udG8xEDAOBEgNVBAOT\nBOJhbGFiaXQxFjAUBgNVBASTDU
RvY3VtZW50YXRpb24xEDAOBgNVBAMTB2JhbGF i\naXQxIDAeBgkqhkiGOwOBCQEWEWNhdGFpbEBiYWxh
Ym1OLmh1MB4XDTE2MDQyMjE2\nMDAYN1oXDTE3MDQyMjE2MDAYNlowgY8xCzAIBgNVBAYTAKNBMRAWDgE
YDVQQIEwdP\nbnRhcmlvMRAwWDgYDVQQHEwdUb3JvbnRVMRAWDEYDVQQKEWdCYWxhYm1OMRYWFAYD\nVQ
QLEw1Eb2N1bWVudGFOaW9uMRAWDgYDVQQDEwdiYWxhYm1OMSAwHEYIKoZIhvcN\nAQkBFhFjYXRhaWxA
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YmFsYWJpdC50dTCCASIwDQYJKoZIhvcNAQEBBQADEggEPADCC\NAQoCggEBAOGa9I2jmVIVAVWEI /Wy7a
hTeyaIjK52FQUXqxG80okOSD+nV74ZFUuiS\n59X+20w1aDqVGrDMgPNhSVpYXUvDUAUOILJIWArAIoxDY
6vDU9/4v9dDiQfEPlauw\n@gNRjPS1IMLzjSOQDSKqPkdivkS6HKZeX3+TFq30x0+vIrF9zFfp9T+eDG2
0SobPc\n3mV2zkvtD61CXzbezAVdArD16WnysRyzxyH8WEhFwZepWxFDOY5N1dzKody7Hncs\nX5kVIv
0+Z6bBHfg/7wHWysJdwNuLreBy TOVPM6WdA83k3Fy2gYNk7RcOBbRFbQTX\nhJVfUzSUWHVhFQtAb4di
KU5vogepfNMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEA\NR5DIWOHSEKoGkiI3cHC2VMnxP2rRhpTneh
6E1+DFnQPdjrXa+tnqvV4TdnNaD+FvP\nAB1lkgbmC4hJAsjMLU2blne6bm+SLmzhRUMXcA6Xx+fnYvcQT57
IbRdq2E/40JGeyuy\n@jQE+nmoVD31DytIOXCFQvZhl1ltcbBES5hp5USme4PmNhY6QfUlgjsFjPfoVG7X
DB\nuNaUoWS6RvZPmL5IuvFotqe96ES6DTjC8rBfQYVSoVN]jPNUMxOC8xstRSEG70]c\nN5+4ImYnFN
XSG20hZpFy@0FDf2g7Fx+W50/NtXamUF1Sf8W1PZc@30V11/Fzo7mt\nqYyyD11d890UEYZ+alQd/A==
\n----- END CERTIFICATE----- \n"

Modify mail settings

To modify mail settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/email endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.
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Health monitoring

Configuration settings for monitoring the utilization of SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/health_monitoring

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.

Sample request

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists health monitoring settings.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/health_monitoring

Response

The following is a sample response received when listing health monitoring settings.

For details of the meta object, see Message format on page 9.

{
"body": {

"maximum_disk utilization_ratio": 80,

"maximum_loadl": null,
"maximum_loadl5": null,
"maximum_load5": null,
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"maximum_swap_utilization_ratio": 70

¥
"key": "health_monitoring",
"meta": {
"first": "/api/configuration/management/certificates"”,
"href": "/api/configuration/management/health_monitoring",
"last": "/api/configuration/management/webinterface",
"next": "/api/configuration/management/snmp",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/email",
"transaction": "/api/transaction”
}
}
Element Type Description
key string Top level element, contains the ID of
the endpoint.
body Top level element Contains health monitoring settings.

maximum_disk_
utilization_ratio
maximum_loadl
maximum_loadl5

maximum_load5

maximum_swap_
utilization_ratio

(string)

int

int

int

int

int

Modify health monitoring settings

To modify health monitoring settings, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

The highest allowed value for disk
utilization (in %).

Average maximum for load for 1
minute.

Average maximum load for 15
minutes.

Average maximum load for 5
minutes.

The highest allowed value for swap
utilization (in %).

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/health_monitoring endpoint.You can find a
detailed description of the available parameters listed in Element .
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3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

SNMP settings

Contains the configuration endpoints for SNMP settings.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/snmp

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.
Note that this session ID refers to the
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Cookie Description Required Values
name

connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the endpoints for SNMP configuration settings.
curl --cookie cookies https://<IP-address-of-

SPS>/api/configuration/management/snmp

Response

The following is a sample response received when listing SNMP configuration endpoints.
For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "trap",
"meta": {
"href": "/api/configuration/management/snmp/trap"
}
}
1,
"meta": {
"first": "/api/configuration/management/certificates”,
"href": "/api/configuration/management/snmp",
"last": "/api/configuration/management/webinterface”,
"next": "/api/configuration/management/soap",
"parent": "/api/configuration/management",
"previous": "/api/configuration/management/health_monitoring",
"transaction": "/api/transaction"
}
}
Element Description
trap Configuration settings for SNMP traps.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.
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Code Description Notes

401 Unauthenticated The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.

SNMP traps

Configuration settings for the address and protocol of the SNMP server.

URL

GET https://<IP-address-of-SPS>/api/configuration/management/snmp/trap

Values

Cookies
Cookie Description Required
name
session_  Contains the Required
id authentication
token of the
user

Sample request

The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71d030e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists the configuration of the SNMP server.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/management/snmp/trap
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Response

The following is a sample response received when listing the address and protocol settings
of the SNMP server.

For details of the meta object, see Message format on page 9.

{
"body":
"enabled": true,
"version": {
"selection": "2c",
"value": {
“community": "public",
"server": {
"selection": "ip",
"value": "10.20.30.40"
}
}
}
¥
"key": "trap",
"meta": {
"first": "/api/configuration/management/snmp/trap"”,
"href": "/api/configuration/management/snmp/trap”,
"last": "/api/configuration/management/snmp/trap",
"next": null,
"parent": "/api/configuration/management/snmp",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of the endpoint.
body Top level Contains the address and protocol settings of the
element SNMP server.
(string)
enabled  boolean Set to true to send alerts to an SNMP server.
version  Top level item Contains the configuration settings for the server
address, and the SNMP protocol.
Elements of version Type Description
selection string  Defines the SNMP protocol to use.
Possible values are:
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Elements of version

Type

Description

value

auth_method

auth_
password

community

(GNE IDENTITY

Quest

Top
level
item

string

string

string

o 2C

Configures version 2c of the
SNMP protocol.

e 3

Configures version 3 of the
SNMP protocol.

Contains the SNMP server address,
and the protocol-specific settings.

Required parameter when using
SNMP version 3. Configures
encrypted communication with the
SNMP server. Possible values are:

o md5: Use MD5 encryption. The
auth_password element must
reference a valid password.

« shal: Use SHA1 encryption.
The auth_password element
must reference a valid
password.

Required parameter when using
SNMP version 3. References the
password used for authenticating to
the SNMP server. You can create
passwords at the
/api/configuration/passwords/
endpoint.

To modify or add a password, use
the value of the returned key as the
value of the password element, and
remove any child elements
(including the key).

The referenced password must be at
least 8 characters long, and can
contain letters (a-z, A-Z), numbers
(0-9) the special characters (!"#$%&"
() *+,;<=2@[\]" {|}_./:?-) and the
space character.

Must be used if version 2c of the
SNMP protocol is configured.
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Elements of version

Type

Description

encryption_
method

encryption_
password

engine_id
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string

string

string

The name of the SNMP community.

Must be used if version 3 of the SNMP
protocol is configured.

Configures encrypted
communication with the SNMP
server. Possible values are:

« none: No encryption. The value
of the encryption_password
element must also be set to
null.

« aes: AES encryption. The
encryption_password element
must reference a valid
password.

o des: DES encryption. The
encryption_password element
must reference a valid
password.

Must be used if version 3 of the SNMP
protocol is configured.

Set to null if the value of the
encryption_method is set to none.

References the password used for
encrypting the communication with
the SNMP server. You can create
passwords at the
/api/configuration/passwords/
endpoint.

To modify or add a password, use
the value of the returned key as the
value of the x509_identity element,
and remove any child elements
(including the key).

The referenced password must be at
least 8 characters long, and can
contain letters (a-z, A-Z), numbers
(0-9) the special characters (!"#$%&"
O *+,;<=8@[\]* {|}_./:?-) and the
space character.

Must be used if version 3 of the SNMP
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Elements of version Type

Description

server top
level
item

selection  string

value string

username string

Examples:

Configure a server with the SNMP v2c protcol.

{

"enabled": true,
"version": {
"selection":
"value": {
"community":
"server": {
"selection":
"value":

“2C",
"public”,

llj-pllJ
"<server-ip>"

}

protocol is configured.

The Engine ID. Must be a a
hexadecimal number at least 10
digits long (for example,
0x0123456789ABCDEF).

Contains the IP address of FQDN of
the SNMP server.

Defines the address type (IP or
domain name). Possible values are:

° -qun

The SNMP server address is
provided as a fully qualified
domain name.

° ip
The SNMP server address is
provided as an IP address.

The address of the SNMP server.

Must be used if version 3 of the SNMP
protocol is configured.

The username for sending SNMP
traps.

Configure a server with the SNMP v3 protocol, and MD5 authentication.
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"enabled": true,
"version": {
"selection": "3",
"value": {
"auth_method": "md5",
"auth_password": {
"key": "d21f3675-8dff-43c5-a982-17839390a6b3",
"meta": {
"href": "/api/configuration/passwords/d21f3675-8dff-43c5-a982-

17839390a6b3"
}
})
"encryption_method": "none",
"encryption_password": null,
"engine_id": "<@x0123456789ABCDEF>",
"server": {
"selection": "ip",
"value": "<server-ip>"
}J
"username": "<username>"
}
}
}

Configure a server with the SNMP v3 protocol, SHA1 authentication, and AES-encrypted
communication

{

"enabled": true,
"version": {
"selection": "3",
"value": {

"auth_method": "sha",

"auth_password": {
"key": "@f5f646d-d6e7-4a4a-bc66-ead670faff3f",
"meta": {

"href": "/api/configuration/passwords/0f5f646d-d6e7-4ad4a-bc66-
ead670faff3f"

}

}J

"encryption_method": "aes",

"encryption_password": {
"key": "6237d67a-b6b4-49e0-bof6-6d68d0f08cc3”,
"meta": {

"href": "/api/configuration/passwords/6237d67a-b6b4-49e0-bof6-
6d68dof08cc3”

}

}J
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"engine_id": "<©x0123456789ABCDEF>",
"server": {

"selection": "ip",
"value": "<server-ip>"
3
"username": "<username>"

Modify SNMP trap settings

To modify the address and protocol settings for the SNMP server, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the SNMP trap endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/management/snmp/trap endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.
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Local services: access for SNMP agents

External SNMP agents can query the basic status information of SPS. On this endpoint you
can configure on which interfaces can the users access SPS, and optionally restrict the
access to these interfaces, and configure authentication and encryption settings.

URL

GET https://<IP-address-of-SPS>/api/configuration/local_services/snmp_agent

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists the configuration options.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/local_
services/snmp_agent

Response

The following is a sample response received when listing the configuration options.

For details of the meta object, see Message format on page 9.
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"body": {
"access_restriction": {
"enabled": false
}}
"enabled": true,
"listen": [

{
"address": {
"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.1",
"meta": {
"href":

"/api/configuration/network/nics/nicl#tinterfaces/ff7574025754b3df1647001/address
es/1"

}
¥
"port": 161
}
])
"system_contact": "mycontact",
"system_description”: "mydescription”,
"system_location": "mylocation",
"version_2c": {
"community": "mycommunity",
"enabled": true
}J

"version_3": {
"enabled": true,
"users": [
{
"auth_method": "sha",
"auth_password": {
"key": "5476940c-ba38-4002-96d4-cb09d6921c68",
"meta": {
"href": "/api/configuration/passwords/5476940c-ba38-
4002-96d4-cb09d6921c68"
}
¥

"encryption_method": "aes",
"encryption_password”: {

"key": "99782a91-63de-4a5c-82ff-b82273894dc7",

"meta": {

"href": "/api/configuration/passwords/99782a91-63de-
4a5c-82ff-b82273894dc7"

}

}s

"username": "myusername"
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1
}
}J
"key": "snmp_agent",
"meta": {
"first": "/api/configuration/local_services/admin_web",
"href": "/api/configuration/local_services/snmp_agent",
"last": "/api/configuration/local services/user_web",
"next": "/api/configuration/local_services/ssh",
"parent": "/api/configuration/local_services",
"previous": "/api/configuration/local_services/postgresql”,
"transaction": "/api/transaction™
}
}
Element Type Description
ke strin- Top level element, contains the ID of the endpoint.
y g
bo Top  Contains the configuration options of the SNMP agent.
dy level
elem-
ent
(stri-
ng)
access_ JSON Enables and configures limitations on the clients that can
restri obje access the web interface, based on the IP address of the
ction ct clients.
allow list The list of IP networks from where the administrators are
ed_ permitted to access this management interface. To specify
from the IP addresses or networks, use the IPv4-Address/prefix
format, for example, 10.40.0.0/16.
enabl bool Setitto true to restrict access to the specified client
ed ean  addresses.
enabled bool- Enables the SNMP server. If this option is set to False, SPS
ean ignores every other option of this endpoint.
listen list Selects the network interface, IP address, and port where
the clients can access the web interface.
addre JSON A reference to a configured network interface and IP
ss obje- address where this local service accepts connections. For
ct example, if querying the interface
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Element Type Description

response:
{
"body": {
"interfaces": {
"@order": [
"ff7574025754b3df1647001"
])
"££7574025754b3df1647001": {
"addresses": {
"1": "10.40.255.171/24",
"@order": [
nqn
]
}J
"name": "default",
"vlantag": ©
}
¥
"name": "ethe",
"speed": "auto"
}J
"key": "nicl",
"meta": {
"first":
"/api/configuration/network/nics/nic1",
"href":
"/api/configuration/network/nics/nic1",
"last":
"/api/configuration/network/nics/nic3",
"next":
"/api/configuration/network/nics/nic2",
"parent":

"/api/configuration/network/nics",
"previous": null,
"transaction": "/api/transaction"

}
}

Then the listening address of the local service is the
following.

nicl.interfaces.ff7574025754b3df1647001.addresses.1

This is the format you have to use when configuring the
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Element Type Description

address of the local service using REST:

"address":
"nicl.interfaces.ff7574025754b3df1647001.addresses.
1II

When querying a local services endpoint, the response will
contain a reference to the IP address of the interface in the
following format:

"address": {

"key":
"nicl.interfaces.ff7574025754b3df1647001.addresses.
1")

"meta": {

"href":

"/api/configuration/network/nics/nicl#interfaces/ff
7574025754b3df1647001/addresses/1"

}
}s
port  integ- The port number where this local service accepts
er connections.
system_ strin- Optional. For example, it can contain the contact inform-
contact g ation of the SPS administrator.
system_ strin- Optional. For example, it can contain information of the
descri g SPS host.
ption
system_ strin- Optional. For example, it can contain the location of the
descri g SPS appliance.
ption
versio JSON Enables and configures SNMP queries using the SNMP v2c
n_2c obje- protocol. You can have both the SNMP v2c and v3 protocols
ct enabled at the same time. For example:
"version_2c": {
"community": "mycommunity",
"enabled": true
3s
commu strin- Optional. Specifies the community to use.
nity g
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Element Type

Description

enabl bool-
ed ean

versio JSON
n_3 obje-
ct

Optional. Enables SNMP queries using the SNMP v2c
protocol.

Enables and configures SNMP queries using the SNMP v3
protocol. You can have both the SNMP v2c¢ and v3 protocols
enabled at the same time. You must configure an
authentication method and a password, encryption is
optional. For example:

"version 3": {
"enabled": true,
"users": [
{
"auth_method": "sha",
"auth_password": {
"key": "5476940c-ba38-4002-96d4-
cb09d6921c68",
"meta": {
"href":
"/api/configuration/passwords/5476940c-ba38-4002-
96d4-cb09d6921c68"

}
¥

"encryption_method": "aes",
"encryption_password": {
"key": "99782a91-63de-4a5c-82ff-
b82273894dc7",
"meta": {

"href":
"/api/configuration/passwords/99782a91-63de-4a5c-
82ff-b82273894dc7"

}
3

"username": "myusername"

Elements of version_3 Type Description

enabled boolean  Optional. Enables SNMP queries using the SNMP

v2c protocol.

users JSON Contains the configuration parameters for the
object SNMP v3 protocol.

auth_method  string Required parameter when using SNMP version 3.
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Elements of version_3 Type Description

Configures encrypted communication with the
SNMP server. Possible values are:

« md5: Use MD5 encryption. The auth_password
element must reference a valid password.

o shal: Use SHA1 encryption. The auth_
password element must reference a valid

password.
auth_ string Required parameter when using SNMP version 3.
password References the password used for authenticating

to the SNMP server. You can create passwords at
the /api/configuration/passwords/ endpoint.

To modify or add a password, use the value of the
returned key as the value of the x509_identity
element, and remove any child elements
(including the key).

The referenced password must be at least 8
characters long, and can contain letters (a-z, A-Z),
numbers (0-9) the special characters (! "#$%&"

() *+,;<=8@[\]" {]|}_./:2-) and the space

character.
encryption_  string Configures encrypted communication with the
method SNMP server. Possible values are:

« none: No encryption. The value of the
encryption_password element must also be
set to null.

« aes: AES encryption. The encryption_
password element must reference a valid
password.

o des: DES encryption. The encryption_
password element must reference a valid

password.
encryption_  string Set to null if the value of the encryption_method is
password set to none.

References the password used for encrypting the
communication with the SNMP server. You can
create passwords at the
/api/configuration/passwords/ endpoint.

To modify or add a password, use the value of the
returned key as the value of the x509_identity
element, and remove any child elements
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Elements of version_3

Type Description

username

(including the key).

The referenced password must be at least 8
characters long, and can contain letters (a-z, A-Z),
numbers (0-9) the special characters (! "#$%&"

() *+,;<=8@[\]" {]|}_./:2-) and the space
character.

string The username for sending SNMP traps.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

401 Unauthenticated

401 AuthenticationFai

404 NotFound

Alerting

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

lure  Authenticating the user with the given credentials has

failed.

The requested object does not exist.

Contains the endpoints for configuring alerting on SPS.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication

token of the
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Cookie Description Required Values
name

user alf71d030e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists alerting configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/configuration/alerting

Response

The following is a sample response received when listing alerting configuration endpoints.

For details of the meta object, see Message format on page 9.

{
"items": [
{
"key": "system_alerts",
"meta": {
"href": "/api/configuration/alerting/system_alerts"”
}
}J
{
"key": "traffic_alerts",
"meta": {
"href": "/api/configuration/alerting/traffic_alerts"
}
}
1
"meta": {
"first": "/api/configuration/aaa",
"href": "/api/configuration/alerting",
"last": "/api/configuration/x509",
"next": "/api/configuration/datetime",
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"parent": "/api/configuration",

"previous": "/api/configuration/aaa",
"transaction": "/api/transaction”
}
}
Element Description
system_alerts Configuration options for system-related alerts.
traffic_alerts Configuration options for traffic-related alerts.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description

Notes

401 Unauthenticated

401 AuthenticationFailure

404 NotFound

System alerts

The requested resource cannot be retrieved because
the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

Authenticating the user with the given credentials has
failed.

The requested object does not exist.

Configuration options for sending system-related alerts.

E-mail alerts, when enabled, are sent to the e-mail address configured in the alerting_
address element of the /api/configuration/management/email endoint.

SNMP alerts, when enabled, are sent to the SNMP server configured at the
/api/configuration/management/snmp/trap endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting/system_alerts
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Cookies

Cookie Description
name

Required

Values

session_  Contains the

id authentication
token of the
user

Sample request

The value of the session ID cookie received
from the REST server in the authentication
response, for example,
alf71d030e657634730b9e887cb59a5e56162860.
For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists configuration options for system-related alerts.

curl --cookie cookies https://<IP-address-of-
SPS>/api/configuration/alerting/system_alerts

Response

The following is a sample response received when listing configuration options for system-

related alerts.

For details of the meta object, see Message format on page 9.

{
"body": {

"xcbAlert": {
"email": false,
"snmp": false

¥

"xcbArchiveFailed": {
"email": false,
"snmp": false

}s

"xcbBackupFailed": {
"email": false,
"snmp": false

}s

"XxcbBruteForceAttempt":

"email": false,
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"snmp": false

s

"xcbConfigChange": {
"email": false,
"snmp": false

}J

"XxcbDBError": {
"email": false,
"snmp": false

s

"xcbDiskFull": {
"email": false,
"snmp": false

}J

"xcbError": {
"email": false,
"snmp": false

s

"XcbFirmwareTainted": {
"email": false,
"snmp": false

}J

"XcbHWError": {
"email": false,
"snmp": false

s

"xcbHaNodeChanged": {
"email": false,
"snmp": false

}J

"xcbLicenseAlmostExpired": {
"email": false,
"snmp": false

s

"xcbLimitReached": {
"email": false,
"snmp": false

}J

"xcbLoadAvgHigh": {
"email": false,
"snmp": false

¥

"xcbLogin": {
"email": false,
"snmp": false

}J

"xcbLoginFailure": {
"email": false,
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"snmp": false

s

"xcbLogout": {
"email": false,
"snmp": false

}J

"xcbRaidStatus": {
"email": false,
"snmp": false

s

"xcbSwapFull": {
"email": false,
"snmp": false

}J

"xcbTimeSyncLost": {
"email": false,
"snmp": false

s

"xcbTimestampError": {
"email": false,
"snmp": false

}
¥
"key": "system_alerts",
"meta": {
"first": "/api/configuration/alerting/system_alerts",

"href": "/api/configuration/alerting/system_alerts",
"last": "/api/configuration/alerting/traffic_alerts",
"next": "/api/configuration/alerting/traffic_alerts",

"parent"”: "/api/configuration/alerting",
"previous": null,
"transaction": "/api/transaction"
}
}
Element Type Description
key string Top level element, contains the ID of
the endpoint.
body Top Contains the configuration options for
level system-related alerts.
element
(string)
xcbAlert Top General alert.
level
item
= .
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Element Type Description

email boolean Set to true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.

xcbArchiveFailed Top Data archiving failure.
level
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbBackupFailed Top Data and configuration backup failure.
level
item

email boolean Setto true to enable e-mail alerts.

snmp boolean Set to true to enable SNMP alerts.

xcbBruteForceAttempt Top Too many successive failed login
level attempts.
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbConfigChange Top Configuration change.
level
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

XcbDBError Top Database error occured.
level
item

email boolean Setto true to enable e-mail alerts.

snmp boolean Setto true to enable SNMP alerts.

xcbDiskFull Top Disk utilization reached the percentage
level configured in the maximum_disk_
item utilization_ratio element of the
api/con-
figuration/management/monitoring
endpoint.

email boolean Setto true to enable e-mail alerts.

snmp  boolean Setto true to enable SNMP alerts.
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Element Type Description
XCcbError Top General error.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.
xcbFirmwareTainted Top The firmware is tainted.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.
XCbHWError Top Hardware error.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.
xcbHaNodeChanged Top HA node state changed.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.
xcbLicenseAlmostExpir Top License expires soon.
ed level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Setto true to enable SNMP alerts.
xcbLimitReached Top License limit reached.
level
item
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.
xcbLoadAvgHigh Top The average load exceeded any of the
level values configured in the maximum_
item loadl, maximum_load5 or maximum_
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Element Type Description

endpoint.
email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbLogin Top Successful login.
level
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbLoginFailure Top Failed login.
level
item

email boolean Setto true to enable e-mail alerts.

snmp boolean Set to true to enable SNMP alerts.

xcbLogout Top Logout from the web configuration
level interface.
item

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbRaidStatus Top RAID status changed.
level
item

email boolean Setto true to enable e-mail alerts.

snmp boolean Setto true to enable SNMP alerts.

xcbSwapFull Top The utilization of the swap exceeded
level the value configured in the maximum_
item swap_utilization_ratio element of
the api/con-
figuration/management/monitoring
endpoint.

email boolean Setto true to enable e-mail alerts.
snmp boolean Set to true to enable SNMP alerts.

xcbTimeSynclLost Top Time sync lost.
level
item

email boolean Setto true to enable e-mail alerts.
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Element Type Description

snmp  boolean Setto true to enable SNMP alerts.

xcbTimestampError Top Time stamping error.
level
item

email boolean Setto true to enable e-mail alerts.

snmp boolean Setto true to enable SNMP alerts.

Modify a system-related alert

To enable or disable an alert, you have to:

1. Open a transaction.

For details, see Open a transaction on page 28.

2. Modify the JSON object of the endpoint.

PUT the modified JSON object to the https://<IP-address-of-
SPS>/api/configuration/alerting/system_alerts endpoint. You can find a detailed
description of the available parameters listed in Element.

3. Commit your changes.

For details, see Commit a transaction on page 30.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 37.

Code Description Notes
201 Created The new resource was successfully created.
401 Unauthenticated The requested resource cannot be retrieved because

the client is not authenticated and the resource
requires authorization to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

401 AuthenticationFailure  Authenticating the user with the given credentials has
failed.
404 NotFound The requested object does not exist.
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Traffic alerts

Configuration options for sending traffic-related alerts.

E-mail alerts, when enabled, are sent to the e-mail address configured in the alerting_
address element of the /api/configuration/management/email endoint.

SNMP alerts, when enabled, are sent to the SNMP server configured at the
/api/configuration/management/snmp/trap endpoint.

URL

GET https://<IP-address-of-SPS>/api/configuration/alerting/traffic_alerts

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For details on authentication, see
Authenticate to the SPS REST API on page
18.

Note that this session ID refers to the
connection between the REST client and the
SPS REST API. It is not rel