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One Identity Management Console
for Unix 2.5.2

Release Notes

February 2020

These release notes provide information about the One Identity Management Console for
Unix 2.5.2 release.

About this release

One Identity Management Console for Unix is a web-based console that delivers a
consolidated view and centralized point of management for local Unix users and
groups, including:

Local Unix user and group management

Centralized reporting

Pre-migration readiness assessment for integrating with Active Directory
Remote client-agent deployment

Secure local Unix accounts with Active Directory authentication

Key features and capabilities of the management console:

Local Unix user and group management
Active Directory integration

Privilege Manager integration

Remote agent deployment

Role-Based Access Control

Reporting

Management Console for Unix 2.5.2
Release Notes



« Securing Local Unix accounts with Active Directory authentication

« Web services

This release is a minor release that includes Java 8 support and various bug and stability

fixes. See Resolved issues for a list of fixes included in this release.

Resolved issues

The following is a list of issues addressed in One Identity Management Console for

Unix 2.5.2.

Table 1: Resolved issues

Resolved Issue Issue
ID
Restore console.sspi functionality on Windows 8 and above. 27355
Host Access Control truncates group name that contains whitespace. 28470
Host Access Control strips realm from group name. 28472
Add AD users to local groups using lowercase name if nss_vas lowercase- 28518
names is configured. 28566
Ensure permissions on /var/opt/quest/home. 28556
AD Readiness fails on host when there are too many srv records returned by 28561
DNS. 28565
Increase complexity of auto-generated passwords. 28576
Add parameter to pmresolvehost command to force hostname resolution. 28607
Support explicit inclusion / exclusion of multiple AD domains and sites. 28609
Ignore blank lines from pmlogsearch csv output. 28611
Support underscores in DNS domain names. 28616
Use unalias -a to avoid aliases that may override critical commands. 28624
Support HTTP 202 and 208 status in notify.sh scripts. 28641
Suppress output from kill $PID in notify.sh scripts. 28644
MCU uses a different escape character for CSV output than QPM does. 28646
Fix handling of Authentication Services version numbers on AIX. 682502
712725
Support QPM4U 6 policy syntax. 729045
Support SSH hmac-sha2-256. 753453
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Known issues

The following is a list of issues known to exist at the time of release.

Table 2: Known issues

Known Issue Issue
ID
SSH Failure 27455

Management Console for Unix does not support Security-Enhanced Linux
(SELinux).

Policy Editor 27703

When multiple people are editing the same policy file, the last saved version of
the policy overwrites the other's changes.

PowerShell Cmdlets 27854
I= comparison operator is not working for "Find" filters.

Workaround: Use PowerShell cmdlets to search for objects.

Windows browser on same host as server 717024

Internet Explorer and Edge running on the same Windows host as the server do
not connect.

Workaround: Run Internet Explorer or Edge on other hosts, or use Chrome or
Firefox.

Help button 736930
The ? button shows built-in 2.5.1 documentation, not 2.5.2.

Workaround: https://support.oneidentity.com/authentication-
services/technical-documents links to the current online documentation.

Getting Started tab shows nothing 783061
After logging in the Getting Started tab may show none of its content.

Workaround: Use the browser's Refresh button.

System requirements

Before installing Management Console for Unix 2.5.2, ensure that your system meets the
following minimum hardware and software requirements for your platform.

NOTE: When setting up a virtual environment, carefully consider the configuration
aspects such as CPU, memory availability, I/0 subsystem, and network infrastructure to
ensure the virtual layer has the necessary resources available. Please consult One
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| Identity's Product Support Policies for more information on environment virtualization.

One Identity Management Console for Unix
Web Server

Table 3: System requirements

Component Requirements

Supported Platforms Can be installed on the following configurations:

» Windows x86 (32-bit)
o Windows x86-64 (64-bit)

« Unix/Linux systems for which Java 8 is available

Server Requirements  The Management Console for Unix server requires Java 8 (also
referred to as JRE 8, JDK 8, JRE 1.8, and JDK 1.8).

Managed Host Require- Click www.oneidentity.com/products/authentication-services/ to
ments view a list of Unix, Linux, and Mac platforms that support
Authentication Services.

Click www.oneidentity.com/products/privilege-manager-for-
unix/ to review a list of Unix and Linux platforms that support
Privilege Manager for Unix.

Click www.oneidentity.com/products/privilege-manager-for-
sudo/ to review a list of Unix, Linux, and Mac platforms that
support Privilege Manager for Sudo.

NOTE: To enable the Management Console for Unix server to
interact with the host, you must install both an SSH server
(that is, sshd) and an SSH client on each managed host. Both
OpenSSH 2.5 (and higher) and Tectia SSH 5.0 (and higher) are
supported.

NOTE: Management Console for Unix does not support
Security-Enhanced Linux (SELinux).

NOTE: When you install Authentication Services on Solaris 10
(SPARC - 32/64-bit), the Solaris 10 packages are installed.

Default Memory 1024 MB

Requirement: NOTE: See JVM memory tuning suggestions in the One Identity

Management Console for Unix Administration Guide for inform-
ation about changing the default memory allocation setting in
the configuration file.
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Product licensing

Use of this software is governed by the Software Transaction Agreement found at
www.oneidentity.com/legal/sta.aspx. This software does not require an activation or
license key to operate.

Upgrade and installation instructions

The process for upgrading One Identity Management Console for Unix from an older
version is similar to installing it for the first time. The installer detects an older version of
the management console and automatically upgrades the components.

Please see the One Identity Management Console for Unix Administration Guide for
detailed installation and configuration instructions.

NOTE: When installing both One Identity Management Console for Unix AND One
Identity Authentication Services, there is no requirement as to which product must be
installed first.

Upgrade Notes:

Before you begin the upgrade procedure:

o Delete your browser cache (Temporary Internet Files and Cookies).

o Close One Identity Management Console for Unix and make a backup of your
database.

macO0S

« Previous releases of Management Console for Unix supported installations on
macQOS, but the 2.5.2 release has discontinued this support, both for upgrades and
for fresh installations.

« However, the 2.5.2 release still supports the use of macOS in other roles, such
as profiling, installation of One Identity Authentication Services, and as a
browser client.

Java

o For the server:

« Previous releases required Java 6, and the 32-bit installer for Windows
included a Java 6 implementation (JRE 1.6.0_35).

« This release requires Java 8, and none of the installers include a Java
implementation. A Java 8 implementation must be installed before any 2.5.2
installer can be executed, either for an upgrade or for a fresh installation.
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o For the client:

Previous releases used Java Applet functionality to provide some parts of
the user interface, so they expected a Java installation and browser plug-in
on the client.

This release does not use Java Applet functionality, so it no longer needs nor
uses client-side Java.

SSH Applet

« Previous releases included an SSH client implemented as a Java Applet, but this
release does not.

Unix, Linux, and Mac systems generally provide an ssh client already.

For Windows, a good option is PUTTY, available from the master site at
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html or from the
mirror sites listed on
https://www.chiark.greenend.org.uk/~sgtatham/putty/mirrors.html.

Customized configurations

This release uses Jetty 9.4.* on Java 8, whereas the 2.5.1 and previous releases used Jetty
7.*% on Java 6. The new Jetty and Java combine to provide much better HTTPS security
(particularly newer TLS ciphersuites and newer versions of the TLS protocol) by default,
without requiring security-related SSL/TLS customizations that had been recommended for
previous releases.

If you are upgrading from a previous release and had customized its configuration, please
note the following:

o If you customized the jetty.xml file:

Management Console for Unix 2.5.2 will not use any of the jetty.xml
customizations from the previous release. The new Jetty release uses a newer,
more maintainable modular configuration system that avoids modifying its
jetty.xml file.

When the installer detects that you are upgrading and have customized the
jetty.xml file, it will ask whether to continue or to cancel the installation.

If you choose to continue, the customized jetty.xml file will be preserved as
jetty.xml.bak so that you can review it (and compare it with a
jetty.xml.baseline file that has no customizations) after the installation
completes. This allows you to determine whether the previous customizations
are unnecessary for 2.5.2 or whether they are still relevant and should be
applied manually to the new configuration.

In general, previous jetty.xml customizations of the SSL/TLS protocol
versions or ciphersuites will no longer be needed, but jetty.xml customizations
for other reasons may still be pertinent to the upgraded Jetty release.

o If you customized the jetty.keystorePath system property (in the custom.cfg file):

« Previous releases specified the keystore location as an absolute pathname, and
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the jetty.keystorePath system property could specify any directory name and
filename. By contrast, the Jetty 9.4 configuration design expects the keystore
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location to be a relative pathname, resolved against the new jetty-base
directory tree, with a default of etc/keystore.

« The upgrade installer does not attempt to convert old absolute keystore
pathnames to new relative keystore pathnames — instead it relocates (moves
and renames) the keystore from the location specified by jetty.keystorePath
to the new default location, and then comments out the jetty.keystorePath
setting in the custom. cfg file to indicate that it is no longer used.

« If the upgrade installer sees that jetty.keystorePath has not been
customized (that is, it specifies the default keystore path for the previous
release, such as /var/opt/quest/mcu/resources/keystore on Unix/Linux)
then the keystore is relocated from its old default location to the new
default location.

« If the upgrade installer finds that jetty.keystorePath has been
customized, then by default it will still relocate the keystore to the new
default location, but it provides an "opt-out" check box on the installer
screen that displays the TCP ports. This check box is selected by
default but may be explicitly cleared to indicate that the keystore
should not be relocated.

NOTE: If this check box is cleared then the upgrade installation will
proceed without relocating the keystore, and the resulting config-
uration will not start successfully until the keystore configuration has
been manually adjusted.

After an upgrade:

After an upgrade from any version of the management console, it is important to re-
profile all hosts.

More resources

Additional information is available from the following:

o Online product documentation: https://support.oneidentity.com/authentication-
services/technical-documents

o One Identity Privileged Account Management forum:
https://www.quest.com/community/one-identity/unix-access-management/
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Globalization

This section contains information about installing and operating this product in non-English
configurations, such as those needed by customers outside of North America. This section
does not replace the materials about supported platforms and configurations found
elsewhere in the product documentation.

This release is Unicode-enabled and supports any character set. In this release, all product
components should be configured to use the same or compatible character encodings and
should be installed to use the same locale and regional options. This release is targeted to
support operations in the following regions: North America, Western Europe and Latin
America, Central and Eastern Europe, Far-East Asia, Japan.

This release has the following known capabilities or limitations: One Identity
Authentication Services has been tested with double-byte configured locales on the Linux
platform. All of the client side components operate successfully with double-byte
characters in all Unix attributes

There is no localization of either the client or Windows user interface.
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About us

One Identity solutions eliminate the complexities and time-consuming processes often
required to govern identities, manage privileged accounts and control access. Our solutions
enhance business agility while addressing your IAM challenges with on-premises, cloud and
hybrid environments.

Contacting us

For sales and other inquiries, such as licensing, support, and renewals, visit
https://www.oneidentity.com/company/contact-us.aspx.

Technical support resources

Technical support is available to One Identity customers with a valid maintenance contract
and customers who have trial versions. You can access the Support Portal at
https://support.oneidentity.com/.

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

« Submit and manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

» Download software and technical documentation

o View how-to videos at www.YouTube.com/Oneldentity
« Engage in community discussions

« Chat with support engineers online

« View services to assist you with your product
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Copyright 2020 One Identity LLC.
ALL RIGHTS RESERVED.

This guide contains proprietary information protected by copyright. The software described in this guide
is furnished under a software license or nondisclosure agreement. This software may be used or copied
only in accordance with the terms of the applicable agreement. No part of this guide may be reproduced
or transmitted in any form or by any means, electronic or mechanical, including photocopying and
recording for any purpose other than the purchaser’s personal use without the written permission of
One Identity LLC.

The information in this document is provided in connection with One Identity products. No license,
express or implied, by estoppel or otherwise, to any intellectual property right is granted by this
document or in connection with the sale of One Identity LLC products. EXCEPT AS SET FORTH IN THE
TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT,

ONE IDENTITY ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR
STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.
IN NO EVENT SHALL ONE IDENTITY BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL,
PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR
LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE
OR INABILITY TO USE THIS DOCUMENT, EVEN IF ONE IDENTITY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. One Identity makes no representations or warranties with respect to
the accuracy or completeness of the contents of this document and reserves the right to make changes
to specifications and product descriptions at any time without notice. One Identity does not make any
commitment to update the information contained in this document.

If you have any questions regarding your potential use of this material, contact:

One Identity LLC.
Attn: LEGAL Dept

4 Polaris Way

Aliso Viejo, CA 92656

Refer to our Web site (http://www.Oneldentity.com) for regional and international office information.
Patents

One Identity is proud of our advanced technology. Patents and pending patents may apply to this
product. For the most current information about applicable patents for this product, please visit our
website at http://www.Oneldentity.com/legal/patents.aspx.

Trademarks

One Identity and the One Identity logo are trademarks and registered trademarks of One Identity
LLC. in the U.S.A. and other countries. For a complete list of One Identity trademarks, please visit
our website at www.Oneldentity.com/legal. All other trademarks are the property of their
respective owners.

Legend

€ | WARNING: A WARNING icon highlights a potential risk of bodily injury or property
damage, for which industry-standard safety precautions are advised. This icon is
often associated with electrical hazards related to hardware.

CAUTION: A CAUTION icon indicates potential damage to hardware or loss of data if
instructions are not followed.
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