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Introduction

The Active Roles Administration Guide is designed for individuals who are responsible for
creating and maintaining Active Roles’ administrative structure. This document provides
conceptual information about the product, and includes instructions for deploying a secure,
distributed administrative structure that combines administrative policy enforcement, role-
based delegation of administration, and flexible administrative views.

This guide also provides information for performing administrative tasks using the Active
Roles web interface for Azure Active Directory and Office 365. The document includes
instructions to help delegated administrators and help-desk operators perform day-today
Azure AD administrative activities.

Active Roles facilitates administrators to configure and monitor Active Roles replication
using Microsoft SQL Server tools. This guide details the SQL Server agents used during
replication, accounts and logins used to access SQL Server, and strategies for monitoring
and troubleshooting replication.

The Active Roles Administration Guide is supplemented with the Active Roles User Guide
that provides information about the Active Roles console user interface, and includes
instructions to help delegated administrators perform day-to-day administrative activities
using the Active Roles console.
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About Active Roles

Active Roles (formerly known as ActiveRoles®), delivers a reliable, policy-based
administration and provisioning solution, allowing enterprises to fully benefit from Active
Directory and Microsoft Exchange deployment.

One of the most valuable features of the product is the ability to automate provisioning
tasks on directory objects in compliance with corporate administrative policies in corporate
Active Directory and Exchange environments.

Active Roles provides consistent enforcement of corporate policies, a role-based
administrative model, and flexible, rule-based administrative views, creating a reliable
and secure environment for distributed administration and account provisioning.

© | NOTE: For information on the Active Roles features see the latest Active Roles What's
New Guide,

Active Roles Main features

Before proceeding with the upgrade ensure to perform a database backup.

Active Roles (formerly known as ActiveRoles®) provides out-of-the-box user and group
account management, strictly enforced administrator-based role security, day-to-day
identity administration and built-in auditing and reporting for Active Directory and Azure
Active Directory (AD) environments. The following features and capabilities make Active
Roles a practical solution for secure management of objects in Active Directory and Active
Directory-joined systems:

. Secure access Acts as a virtual firewall around Active Directory, enabling you to
control access through delegation using a least privilege model. Based on defined
administrative policies and associated permissions generates and strictly enforces
access rules, eliminating the errors and inconsistencies common with native
approaches to AD management. Plus, robust and personalized approval procedures
establish an IT process and oversight consistent with business requirements, with
responsibility chains that complement the automated management of directory data.
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. Automate object creation Automates a wide variety of tasks, including:
« Creating user, groups, and contacts in Active Directory and Azure AD
« Creating mailboxes on Exchange Server and assigning licenses in Office 365
« Managing on-premise Exchange and Exchange Online properties

Active Roles also automates the process of reassigning and removing user access
rights in AD and AD-joined systems (including user and group de-provisioning) to
ensure an efficient and secure administrative process over the user and group
lifetimes. When a user’s access needs to be changed or removed, updates are made
automatically in Active Directory, Azure AD, Exchange, Exchange Online, SharePoint,
Skype for Business, and Windows, as well as any AD-joined systems such as Unix,
Linux, and Mac OS X.

. Day-to-day directory management Simplifies management of:

« Exchange recipients, including mailbox assignment, creation, movement,
deletion, permissions, and distribution list management

o Groups
o Computers, including shares, printers, local users and groups
« Active Directory, Azure AD, Exchange Online and AD LDS

Active Roles also includes intuitive interfaces for improving day-to-day
administration and help desk operations via both an MMC snap-in and a Web
interface.

. Manage users, groups, and contacts in a hosted environment Provides
Synchronization Service to operate in hosted environments where accounts from
client AD domains are synchronized with host domains. Active Roles enables user,
group, and contact management from the client domain to the hosted domain, while
also synchronizing attributes and passwords.

. Consolidate management points through integration Complements your
existing technology and identity and access management strategy. Simplifies and
consolidates management points by ensuring easy integration with many One
Identity products and Quest products, including One Identity Manager, Authentication
Services, Defender, ChangeAuditor, and GPO Admin. Active Roles also automates
and extends the capabilities of PowerShell, ADSI, SPML and customizable Web
interfaces.

Technical overview

Active Roles divides the workload of directory administration and provisioning into
three functional layers—presentation components, service components, and network
data sources.
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Figure 1: Active Roles Components
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The presentation components include client interfaces for the Windows platform and the
Web, which allow regular users to perform a precisely defined set of administrative
activities. The reporting solution facilitates automated generation of reports on
management activities.

The service components constitute a secure layer between administrators and managed
data sources. This layer ensures consistent policy enforcement, provides advanced
automation capabilities, and enables the integration of business processes for
administration of Active Directory, Microsoft Exchange, and other corporate data sources.

The Administration Database stores information about all permission and policy settings,
and other data related to the Active Roles configuration.

On a very high level, the Active Roles components work together as follows to manipulate
directory data:

1.
2.

An administrator uses the MMC interface or Web interface to access Active Roles.

The administrator submits an operation request, such as a query or data change to
the Administration Service.

On receipt of the operation request, the Administration Service checks whether the
administrator has sufficient permissions to perform the requested operation
(access check).

The Administration Service ensures that the requested operation does not violate the
corporate policies (policy enforcement).

The Administration Service performs all actions required by the corporate policies,
before committing the request (policy enforcement).

The Administration Service issues operating system function calls to perform the
requested operation on network data sources.
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7. The Administration Service performs all related actions required by the corporate
policies, after the request is processed by the operating system (policy
enforcement).

8. The Administration Service generates an audit trail that includes records about all
operations performed or attempted with Active Roles. Directory-change tracking
reports are based on the audit trail.

Let us examine the three component layers.

Presentation components

The presentation components include user interfaces to serve a variety of needs. The
user interfaces accept commands, display communication, and give results in a clear,
concise fashion.

Active Roles console (MMC Interface)

The Active Roles console, also referred to as the MMC Interface, is a comprehensive
administrative tool for managing Active Directory and Microsoft Exchange. It enables you
to specify administrative roles and delegate control, define administrative policies and
automation scripts, easily find directory objects, and perform administrative tasks.

Web Interface

Via the Web interface, intranet users with sufficient administrative rights can connect to
Active Roles to perform basic administrative tasks, such as modifying user data or adding
users to groups. The Web interface provides departmental and help-desk personnel with
the administrative capabilities they need.

Custom Interfaces

In addition to the MMC and Web interfaces, Active Roles enables the development of
custom interfaces that use the Active Roles ADSI Provider to access the features of Active
Roles. Administrators familiar with scripting and programming can create custom
interfaces to meet specific needs of the network administration.

Active Roles ADSI Provider

The Active Roles ADSI Provider operates as part of Presentation Components to enable
custom user interfaces and applications to access Active Directory services through Active
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Roles. The Active Roles ADSI Provider translates clients’ requests into DCOM calls and
interacts with the Administration Service.

The Active Roles ADSI Provider allows custom scripts and applications, such as Web-based
applications, to communicate with Active Directory, while taking full advantage of the
security, workflow integration and reporting benefits of Active Roles. For example, using
the Active Roles ADSI Provider, Web-based pages can be created such that user property
modifications made by help-desk operators are restricted by the corporate rules enforced
by Active Roles.

Reporting

Active Roles offers comprehensive reporting to monitor administrative actions, corporate
policy compliance, and the state of directory objects. The Active Roles reporting solution
includes Data Collector and Report Pack.

Report Pack provides report definitions for creating reports based on the data gathered by
Data Collector. Active Roles comes with an extensive suite of report definitions that cover
all administrative actions available in this product.

Report Pack is deployed on Microsoft SQL Server Reporting Services (SSRS). You can
use the tools included with SSRS to view, save, print, publish, and schedule Active
Roles reports.

Data Collector is used to gather data required for reporting. The Data Collector Wizard
allows you to configure and schedule data collection jobs.

Once configured, Data Collector retrieves data from various sources, accessing them via
the Active Roles Administration Service, and stores the data in a SQL Server database.
Data Collector also provides a means for managing the gathered data, including the ability
to export or delete obsolete data.

Service components

At the core of Active Roles lies the Administration Service. It features advanced delegation
capabilities and ensures the reliable enforcement of administrative policies that keep data
current and accurate. The Administration Service acts as a bridge between the presentation
components and network data sources. In large networks, multiple Administration Services
can be deployed to improve performance and ensure fault tolerance.

Data processing component

The data processing component accepts administrative requests and validates them by
checking permissions and rules stored in the Administration Database. This component
manages the network data sources, retrieving or changing the appropriate network object
data based on administrative requests and policy definitions.
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The data processing component operates as a secure service. It logs on with domain user
accounts having sufficient privileges to access the domains registered with Active Roles
(managed domains). The access to the managed domains is limited by the access rights of
those user accounts.

Configuration database

The Administration Service uses the configuration database to store configuration data. The
configuration data includes definitions of objects specific to Active Roles, assignments of
administrative roles and policies, and procedures used to enforce policies. The
configuration database is only used to store Active Roles configuration data. It does not
store copies of the objects that reside in the managed data sources, nor is it used as an
object data cache.

Active Roles uses Microsoft SQL Server to host the configuration database. The replication
capabilities of SQL Server facilitate implementation of multiple equivalent configuration
databases used by different Administration Services.

Active Roles now supports database configuration on on-premises databases and Azure
SQL databases. Azure SQL database variants, such as, Azure SQL database, Azure SQL
Managed instance, and Azure SQL Elastic pool can be configured in Active Roles.

© | NOTE: Active Roles supports database configuration over an encrypted SQL Server
configuration. For more information see KB article

https://support.oneidentity.com/kb/262157/is-sqgl-server-encryption-supported-

Audit trail

The data processing component provides a complete audit trail by creating records in the
event log on the computer running the Administration Service. The log shows all actions
performed and by whom, including actions that were not permitted. The log entries display
the success or failure of each action, as well as which attributes were changed.

Network data sources

Through the Administration Service, Active Roles accesses and controls the object data
stored in the following data sources:

. Active Directory domains & forests Provides the directory object information in
Active Directory domains.

. Microsoft Exchange servers Provides information about mailboxes maintained
by Microsoft Exchange.

o Azure AD Provides information about users in Azure Active Directory.

« Microsoft Office 365 Provides information about users in Office 365.
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. Exchange Online Provides information about users in Exchange Online.

. Other data sources Provides information about objects that exist outside of Active
Directory. This includes information from corporate databases, such as human
resources databases, and information about computer resources, such as services,
printers, and network file shares.

Active Roles is designed to help with the use and management of these data sources.
Directory administrators can define and enforce business rules and policies to ensure that
the data in the managed data sources remains current and accurate.

With Active Roles, you can utilize the information stores from a wide variety of data
sources in your network, such as human resource data or inventories. You can use scripting
to integrate these important data sources. This reduces the duplication of work, reduces
data pollution, and allows for the validation of information that is often stored in more than
one database.

Active Roles makes it possible for a custom script to receive control upon a request to
perform an administrative operation, such as object creation, modification, or deletion.
Custom scripts can be invoked through Policy Objects, which Active Roles uses to enforce
corporate rules. For example, you could implement a Policy Object containing a custom
script that will receive control whenever Active Roles is requested to create a user object in
a certain OU.

The Policy Object could be configured so that Active Roles continues with the user creation
only after a certain piece of the script (the pre-create event handler) has successfully
executed. In this way, the script prohibits the creation of user objects whose properties
violate corporate rules. It prevents the population of object properties with values taken
from external data sources, and generates default property values in accordance with the
corporate rules.

The Policy Object may also be configured to pass control to another piece of the script (the
post-create event handler) immediately after a user object is successfully created. This
enables the script to trigger additional actions, required by corporate rules, after the object
has been created. For example, it can update external data stores, provision the user with
access to resources, and notify that the user object has been created.

Security and administration elements

Active Roles offers three key security and administration elements, which are stored as
objects in the Administration Database:

« Access Templates
« Policy Objects
« Managed Units

These elements enable any user or group in Active Directory to be given limited and
effectively controlled administrative privileges.

Users and groups that are given administrative permissions in Active Roles are referred to
as Trustees. Trustees can be assigned to Managed Units or directory objects and
containers.
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Trustees do not need special administrative rights within Active Directory. To give Trustees
access to Active Directory, Active Roles implements proxy mechanisms that use Access
Templates to specify the level of access. When Trustees exercise their access permissions,
these mechanisms use Policy Objects to trigger additional actions, such as running
integration scripts and validating input data.

When designating a user or group as a Trustee, you must specify the Access Templates that
control what the Trustee can do. Permissions granted to a group are extended to all
members of that group. To reduce administration time, administrative control should be
delegated to groups, rather than to individual users.

To implement policy constraints and automation, you must configure and apply Policy
Objects that invoke built-in or custom procedures upon administrative requests. Policy
procedures may include running custom scripts to synchronize Active Directory data with
other data sources, performing a data validity checkup, and initiating additional
administrative operations.

Access Templates for role-based administration

An Access Template is a collection of permissions that define what actions can be
performed by an administrative role. Active Roles applies Access Templates to directory
objects, containers, and administrative views (Managed Units) in relation to groups and
users designated as Trustees.

Active Roles offers an extensive suite of preconfigured Access Templates that represent
typical administrative roles, enabling the correct level of administrative authority to be
delegated quickly and consistently. Access Templates significantly simplify the delegation
and administration of management rights, speed up the deployment of the delegation
model, and reduce management costs. The preconfigured Access Templates are discussed
in the Active Roles Access Templates Available out of the Box document.

Access Templates enable centralized administrators to define administrative roles with
various levels of authority, speeding up the deployment of access control and streamlining
change tracking of permission settings across the enterprise.

It is also possible to create custom Access Templates based on business requirements.
Custom Access Templates can be modified at any time. When an Access Template is
modified, the permission settings on all objects where that Access Template is applied
change accordingly.

Policy Objects to enforce corporate rules

A Policy Object is a collection of administrative policy definitions that specify corporate
rules to be enforced. Access Templates define who can make changes to a piece of data,
and Policy Objects control what changes can be made to the data. Active Roles enforces
corporate rules by linking Policy Objects to:

o Administrative views (Managed Units)

o Active Directory containers
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o Individual (leaf) directory objects

Policy Objects define the behavior of the system when directory objects are created,
modified, moved, or deleted. Policies are enforced regardless of a Trustee’s permissions.

A Policy Object includes stored policy procedures and specifications of events that activate
each procedure. Based on policy requirements, a policy procedure could:

« Validate specific property values
« Allow or deny entire operations

. Trigger additional actions

A Policy Object associates specific events with its policy procedures, which can be built-in
procedures or custom scripts. This provides an easy way to implement sophisticated
validation criteria, synchronize different data sources, and combine a number of
administrative tasks into a single batch.

Managed Units to provide administrative views

A Managed Unit is a collection of objects collectively managed with Active Roles, created
for the distribution of administrative responsibilities, enforcement of business rules and
corporate standards, and management of complex network environments. Using Managed
Units, the management framework can be separated from the Active Directory design.
Directory objects can easily be grouped into administrative views, regardless of their
location in Active Directory.

For example, the Active Directory design might be based on geographic location, with
domains named after cities or regions and organizational units named after corporate
departments or groups. However, Managed Units could be designed to manage specific
departments or groups that are divided across multiple geographic locations.

Figure 2: Managed Units
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In this example, each AD domain has a Human Resources (HR) OU and a Sales OU. The
Active Roles design has an HR MU and a Sales MU. The HR MU enables administrators to
configure the policies and security restrictions needed for all HR users regardless of their
location, while the Sales MU enables the same for all Sales users.

Managed Units are defined with the use of membership rules—criteria used by Active Roles
to evaluate whether or not an object belongs to a given Managed Unit. This enables
Managed Units to dynamically change as the network environment changes. For example,
you can define a Managed Unit by specifying rules that include all objects whose properties
match specific conditions. The specified rules will force the new or modified objects to be
members of the correct Managed Unit.

Managed Units extend the functionality of organizational units (OUs), providing convenient
scope to delegate administration and enforce corporate rules. A Managed Unit has the
following characteristics:

« Represents a collection of objects (one object can belong to more than one
Managed Unit)

« Supports rule-based specifications for its members (a Managed Unit only holds
objects that satisfy the membership rules specified for the Managed Unit)

« Can hold directory objects that reside in different organizational units, domains,
forests, and other Managed Units

Active Roles ensures that permission and policy settings specified for a Managed Unit are
inherited by all objects that belong to that Managed Unit. When a directory container
belongs to a Managed Unit, all child objects in that container inherit the permission and
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policy settings defined at the Managed Unit level. This inheritance continues down the
directory tree within all container objects that are members of the Managed Unit.

Active Directory security management

The Active Roles MMC Interface makes it easy to examine and manage permission entries
in Active Directory, by showing the access available to each user, along with the scope of
their access. A centralized view of all permission entries for any given object helps with the
analysis and administration of permissions in Active Directory. For each permission entry,
the view displays a number of entry properties, including the permission description,
origin, and security principal. From the main window, additional properties can be
displayed and the native security editor can be accessed.

The centralized display of native security allows the administrator to quickly view
permissions assigned to objects in Active Directory, and to determine whether the
permission is inherited. The list of permission entries can be sorted by security principal
name to determine who has access to the selected object. If a permission entry is
inherited, Active Roles identifies the object from which the permission originates, so that
the administrator can easily find and edit the permission entry for that object.

The Active Roles MMC Interface provides the capability to view the permissions for an
object by simply clicking the object to display the permission entries in a centralized view.
This makes it easier for the administrator to verify the permissions on security-sensitive
objects, and to identify possible security problems.

Management of native security

Active Roles Access Templates can be used to specify permissions in Active Directory.
Designed to support the role-based grouping of permissions, Access Templates provide an
efficient mechanism for setting and maintaining access control, simplifying and enhancing
the management of permissions in Active Directory.

To provide this capability, Active Roles gives the administrator the option to keep Active
Directory native security updated with selected permissions specified using Access
Templates. This option, referred to as Permissions Propagation, is intended to provision
users and applications with native permissions to Active Directory. The normal operation of
Active Roles does not rely on this option.

For Active Roles permission entries with the Permissions Propagation option set, Active
Roles generates Active Directory native permission entries in accordance with the Active
Roles permissions. Once set, the option ensures that every time Active Roles permission
assignments or templates change, the associated native permission entries change
accordingly.
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Customization using ADSI Provider and
script policies

Active Roles offers the facility to customize its off-the-shelf functionality using scripts and
applications that interact with the Administration Service. It allows a high degree of
customer modification to meet specific business and organizational needs. This gives
customers greater flexibility when using the product, and enables them to build solutions
that can easily be integrated with existing systems and data.

The following list shows some of the ways in which the product can be customized:

« Using the Active Roles ADSI Provider, the existing proprietary applications or custom
Web-based interfaces could communicate with Active Roles to perform
administration and provisioning tasks on user accounts and groups.

« Using policy scripts, custom corporate rules could be enforced to regulate data
format and administrative workflows.

« Using policy scripts, the data stored in an HR database or ERP system could be
incorporated into the administration and provision of users.

Active Roles makes it possible for user-developed scripts and applications to manipulate
directory objects through the Administration Service (persistent objects), and to take
control of objects that are in the process of being created, modified, or deleted with Active
Roles (in-process objects).

Having programmatic access to persistent and in-process objects makes it easy for
developers to customize Active Roles in these two areas:

« Creating custom applications and user interfaces

« Enforcing corporate administrative policies by running custom scripts (script policies)

Custom applications and user interfaces

A custom application or user interface can be created to manipulate directory objects in
Active Roles. Active Roles offers the ADSI Provider to communicate with the Administration
Service using standard COM interfaces that conform to the Microsoft ADSI 2.5
specification.

Custom applications are executables that provide data to the Administration Service or
retrieve and process data from the Administration Service. For example, an organization
with a separate Human Resources database could develop and deploy a custom application
that extracts personal information from the database, and then passes it to the
Administration Service in order to facilitate user account provisioning.

Custom user interfaces are usually Web-based interfaces that distribute certain tasks to
users. Custom user interfaces can also be used to streamline the workflow of network
administrators and help-desk operators. For example, Web-based pages could be created
so that help-desk operators only see the fields related to user properties that they can view
and modify, according to the corporate standards.
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Both custom applications and user interfaces rely on the Active Roles ADSI Provider to
access the functionality of Active Roles.

Custom script policies

Active Roles provides the ability to implement administrative policies by running user-
developed scripts. This makes it possible to:

. Facilitate the provisioning of user accounts Populate user properties through
external database integration and automate multi-step provisioning tasks.

. Maintain the integrity of directory content Preventinconsistency of Active
Directory data by enforcing update-sequence and data-format policies across the
enterprise.

. Enforce business rules Maintain security design and capture administration
expertise by integrating business rules into the administrative workflow.

Once configured, the custom script-based policies are enforced without user interaction.
Active Roles automatically handles the execution of policy scripts that supplement
particular administrative operations and trigger additional administrative actions. For
example, policy scripts can be used to:

« Perform a sophisticated validity check on input data

« Synchronously change information in multiple data sources, such as the Active
Directory store, Microsoft Exchange server, and HR or ERP-system database

o Ensure that delegated administrators follow a prescribed administrative workflow

« Link multiple administrative tasks into one operator transaction

Dynamic groups

Active Roles helps streamline group maintenance by defining group membership
dynamically, with rule-based membership criteria. Dynamic group membership eliminates
the need to manually update membership lists for security and distribution groups.

To automate the maintenance of group membership lists, Active Roles provides:

« Rule-based mechanism that automatically adds and removes objects to groups
whenever object attributes change in Active Directory

o Flexible membership criteria that enable both query-based and static
population of groups
The membership criteria fall into these categories:

. Include Explicitly Ensures that specified objects are included in the membership
list regardless of any changes made to the objects.
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o Include by Query Populates the membership list with objects that have certain
properties. When an object is created, or when its properties are changed, Active
Roles adds or removes it from the membership list depending on whether the
object’s properties match the search criteria.

o Include Group Members Populates the membership list with members of
specified selected groups. When an object is added or removed from the selected
groups, Active Roles adds or removes that object from the membership list.

« Exclude Explicitly Ensures that specified objects are not in the membership list
regardless of any changes made to the objects.

« Exclude by Query Ensures that objects with certain properties are not in the
membership list. Active Roles automatically removes objects from the membership
list depending on whether the objects’ properties match the search criteria.

. Exclude Group Members Ensures that members of specified groups are not in the
membership list. When an object is added to any one of the selected groups, Active
Roles automatically removes that object from the membership list.

These membership criteria are also applicable to Managed Units.

Workflows

Active Roles provides a rich workflow system for directory data management automation
and integration. Based on Microsoft's Windows Workflow Foundation technology, this
workflow system enables IT to define, automate and enforce management rules quickly
and easily. Workflows extend the capabilities of Active Roles by delivering a framework
that enables combining versatile management rules such as provisioning and de-
provisioning of identity information in the directory, enforcement of policy rules on
changes to identity data, routing data changes for approval, e-mail notifications of
particular events and conditions, as well as the ability to implement custom actions using
script technologies such as Microsoft Windows PowerShell or VBScript.

Suppose you need to provision user accounts based on data from external systems. The
data is retrieved and then conveyed to the directory by using feed services that work in
conjunction with Active Roles. A workflow can be created to coordinate the operations in
account provisioning. For example, different rules can be applied for creating or updating
accounts held in different containers.

Workflows may also include approval rules that require certain changes to be authorized
by designated persons (approvers). When designing an approval workflow, the
administrator specifies which kind of operation causes the workflow to start, and adds
approval rules to the workflow. The approval rules determine who is authorized to
approve the operation, the required sequence of approvals, and who needs to be notified
of approval tasks or decisions.

By delivering e-mail notifications, workflows extend the reach of management process
automation throughout the enterprise. Notification activities in a workflow let people be
notified via e-mail about events, conditions or tasks awaiting their attention. For example,
approval rules can notify of change requests pending approval, or separate notification
rules can be applied to inform about data changes in the directory. Notification messages
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include all necessary supporting information, and provide hyperlinks enabling message
recipients to take actions using a standard Web browser.

The logic of an automated management process can be implemented by using
administrative policies in Active Roles. Yet creating and maintaining complex, multi-step
processes in that way can be challenging. Workflows provide a different approach, enabling
IT administrators to define a management process graphically. This can be faster than
building the process by applying individual policies, and it also makes the process easier to
understand, explain and change.

Operation in multi-forest environments

Active Directory organizes network elements into a hierarchical structure based on the
concept of containers, with the top-level container being referred to as a forest. Today,
many real-world Active Directory implementations consist of several forests. Common
reasons for multi-forest deployments are the isolation of the administrative authority,
organizational structure issues (e.g., autonomous business units and decentralized IT
departments), business policy, or legal and regulatory requirements.

This section provides information on the features and benefits of Active Roles as applied to
environments where multiple Active Directory forests have been deployed.

With Active Roles, you can create a scalable, secure, and manageable infrastructure that
simplifies user and resource management in a multi-forest environment. Benefits of
deploying Active Roles in such environments include:

« Centralized management of directory data in domains that belong to different forests
« Administrative views spanning forest boundaries

« The ability to delegate administrative control of directory data where appropriate,
without regard to forest boundaries

« Policy-based control and automation of directory data management across
forest boundaries

By registering Active Directory domains with Active Roles, you form a collection of
managed domains that represents an Active Roles security and administrative boundary in
Active Directory. The collection need not be restricted to domains from a single forest.
Rather, you can register domains from any forest in your environment, configuring the
Active Roles Administration Service to use the appropriate administrative credentials on a
per-domain basis.

To centralize management of directory data across the managed domains, Active Roles
retrieves and consolidates the Active Directory schema definitions from all forests to which
those domains belong. The consolidated schema description is stored in the Active Roles
configuration database, and contains information about the object classes and the
attributes of the object classes that can be stored in the managed domains. By using the
consolidated schema, Active Roles extends the scope of its administrative operations to
cover the entire collection of managed domains regardless of forest boundaries.

Active Roles allows administrators to organize directory objects (such as users, groups,
computers, and so on) into a relational structure made up of rule-based administrative
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views (referred to as Managed Units), each of which includes only the objects that meet
certain membership criteria defined by the administrator. This structure can be designed
independently from the logical model of Active Directory, which is based on the concept of
containers and thus implies rigid boundaries between containers, be it forests, domains or
organizational units. Administrators can configure Managed Units so that each Unit
represents the appropriate collection of directory objects that reside in the same Active
Directory container or in different containers, with different forests not being the
exception.

To facilitate the management of directory data, Active Roles provides for administrative
delegation at the Managed Unit level as well as at the level of individual containers in
Active Directory. Through delegation, authority over directory objects held in a given Unit
or container can be transferred to certain users or groups. Delegation of control over
Managed Units provides the ability to distribute administration of directory data among
individuals trusted to perform management of specific groups and types of objects, without
taking into account the location of the objects in the Active Directory structure. Thus,
Active Roles makes it easy to delegate control of directory data from one forest to users or
groups located in the same forest or in a different forest.

Active Roles also allows policy-based control and automation of directory data
management to be implemented at the Managed Unit level. By applying policy and
automation rules to Managed Units, administrators can ensure consistent control of the
well-defined collections of directory objects located in different organizational units,
domains, or forests. In addition, policy and automation rules can be consistently applied to
different containers, whether in the same forest or in different forests, which provides the
platform for complex automation scenarios that involve cross-forest operations. An
example could be provisioning users from one forest with resources in another forest.

When adding objects to a group, Active Roles allows you to select objects from different
managed domains, including those that belong to different forests. This operation requires
a trust relationship between the domain that holds the group and the domain that holds
the object you want to add to the group. Otherwise, Active Directory denies the operation
and, therefore, Active Roles does not allow you to select the object. Note that Active
Directory automatically establishes trust relationships between domains within one forest.
As for domains in different forests, administrators must explicitly establish trust
relationships as needed.

The rule-based mechanisms that Active Roles provides for auto-populating groups can also
be freely used in multi-forest environments. You can configure rules to have Active Roles
populate groups with objects that reside in different domains, whether in the same forest
or in different forests. However, the capabilities of Active Roles to automatically manage
group membership lists are also restricted by the Active Directory constraints that only
allow a group to include objects from the domain that holds the group or from the domains
trusted by that domain. In other words, unless a trust relationship is established between
the domain that holds the group and the domain that holds a given object, the object cannot
be added to the group, neither manually nor automatically by Active Roles.
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Examples of use

Active Roles can be configured to provide a wide range of directory management solutions,
allowing organizations to create more secure, productive, and manageable Active
Directory and Microsoft Exchange environments. This section highlights how Active Roles
helps to address the challenges faced by enterprises today.

Distributing administration

Suppose a large company wants to introduce distributed administration, but wants to avoid
the large costs involved in training their Help Desk and business units to correctly use
complex administrative tools. In this situation, there is the need for an easy-to-use tool, to
control what actions the Help Desk and business units can perform, and to enforce
company policies and procedures.

Solution

Active Roles allows organizations to create Managed Units and to designate Trustees over
those Managed Units. Trustees only see the objects to which they have access. They are
given only the rights they need for the objects within these Managed Units, down to
individual properties. Unlike native Active Directory organizational units, Managed Units
provide virtual boundaries that span across domains and forests, offering more flexible
delegation capabilities.

Delegating limited control over Managed Units efficiently eliminates the need for high-level
administrative user ID's, allowing organizations to securely distribute administrative
authority to local management. To improve network security and make distributed
administration safe, Active Roles defines and enforces customizable administrative polices.

Active Roles allows organizations to safely implement administration for business units. If
a company has a number of different business units, each of equal importance and each
located in a separate office, a single network administrator could support all of the sites.
Active Roles allows the company to create a single Managed Unit, giving an administrator
control over users and resources that span multiple domains.

Integrating with other systems

Suppose a company wants to integrate its HR system, administration, and physical security
to provide a workflow that reduces repetitive data. Normally, the HR team creates a user
profile, the IT team also creates a user profile in Windows and Exchange, and the security
team activates an access card for the new employee. The three teams do not synchronize
with each another and instead duplicate their work. This results in increased administration
costs and introduces security issues. For example, some individuals may no longer work
for the company but may still have valid user ID’s and access cards. In this scenario, there
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is a need to integrate the company’s HR system and other systems, and to automate the
execution of user provisioning tasks.

Solution

With Active Roles, a suitable property set can be established to include data from network
data sources other than Active Directory. For instance, a property set might be configured
to retrieve a user’s personal information from an HR database. When the user account is
created, this data could then be passed to Active Directory and Microsoft Exchange. If
these property values change, an update could be made to both Active Directory and to
the HR system.

Active Roles also provides the ability to set up administrative policies that reduce the
amount of input required to carry out a task. For example, when a user moves to a
different location, Active Roles could automatically update the user's profile in the HR
system, based only on the change to the user's site code or department in Active Directory.
Additionally, when a user joins or leaves the company, their access card could
automatically be enabled or disabled.

Managing a multi-forest Active Directory
design

Suppose a host company has client customers who need to place domain controllers on
their premises. In Active Directory, every domain controller holds a writable copy of the
schema and configuration of the entire forest. Anyone with administrative or
backup/restore rights on any domain controller, or physical access to any domain
controller, could potentially disrupt the entire forest. For instance, they could attempt to
circumvent Windows security, or they could edit the Active Directory database, and the
changes would be propagated to all domains in the forest. To avoid such an incident, the
company needs to create a separate forest for each client who requires domain controllers
on their premises. Otherwise, the actions of one malicious user could affect directory
service delivery for other clients in the same forest.

Having multiple forests increases the complexity of the Active Directory structure. This in
turn leads to increased administration, as each forest needs separate directory service
administration. In this case, there is a need for an administrative system that enables the
cross-forest management of Active Directory.

Solution

Active Roles provides a unified management structure that can extend across multiple
Active Directory forests. The Active Roles user interface provides a single interface for the
management of Active Directory domains that belong to different forests. It offers
administrative views (Managed Units) that can hold objects from multiple forests, thereby
enabling the unified application of corporate rules and roles across forest boundaries.
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With its ability to safely delegate administration in multi-forest environments, Active Roles
provides the necessary level of control for the host company’s customers, while enabling
the company to implement role-based security, and restrict the customers’ administrative
actions based on corporate policies.

For security reasons, it may be unacceptable to have an administrative tool with the same
level of rights as a domain administrator. This is because administrative access to an
entire domain in a forest may be used to gain administrative access to the whole forest, via
the elevation of privileges attack. Active Roles can operate in a multi-forest environment
within a precisely defined scope of access to domains, with no special requirement to have
administrative access to entire domains or security-sensitive containers. This addresses
the need for a product that provides advanced administrative capabilities, while effectively
preventing the elevation of privileges.

Simplifying Active Directory structure

Suppose a company wants to design an Active Directory structure based on physical
location. As a rule, the administration/IT department, business units, and Exchange team
would each prefer to have a different structure. As a result, they agree to a compromise
that doesn’t fully satisfy their requirements. Clearly, there is a need to simplify the Active
Directory structural requirements.

Solution

In Active Roles, Managed Units allow organizations to achieve acceptable security
boundaries without setting up extra domains or organizational units. This significantly
simplifies the Active Directory structure and reduces security risks.

By using Managed Units for delegation purposes, Active Roles creates a rule-based overlay
of Active Directory for administration. This simplifies the process of choosing an Active
Directory structure. Different administrative tasks often require different OU structures.
For instance, an OU structure designed purely for the delegation of administration differs
from an OU structure shaped purely for Group Policy. It becomes much easier to design an
Active Directory structure by using Managed Units to handle delegation issues.

Handling organizational changes

Consider a company in the process of re-organization. Multiple departments are changing
names, merging, or separating from one another. Such reorganization involves an increase
in administrative, security, and business liabilities, as well as the high cost of manually
updating data. This situation demands a means to automatically update and move the data.
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Solution

Active Roles provides the ability to define administrative policies that make organizational
changes easier to handle. By using Managed Units, rule-based overlays of the actual data
in Active Directory can be set up for both the current and planned organizational structures.
Administrative policies can be specified so that when data moves from one Managed Unit to
another, policy definitions will automatically be applied, based on the change. This will
update properties, such as the user’s manager, department, group memberships, and OU
memberships.

As another example, consider a user who changes departments. Depending on the
department to which the user moves, Active Roles could automatically move the user's
data, change the user's group memberships, and specify to whom the user reports.

User Account Management

Suppose a company provides services based on Active Directory and Microsoft
Exchange. The company relies on the Active Directory infrastructure as a basis for their
service offerings.

Configuration of Active Directory involves setting security and partitioning the directory, so
that any user has proper access to directory resources. It is paramount to have a
framework that facilitates the creation of new user accounts and the assignment of
appropriate access rights. There is a need for a robust system that maintains user creation
and management with minimal administrative effort.

Solution

Active Roles offers a reliable solution to simplify and safely distribute user account
management. It addresses the need to create and manage a large number of user
accounts, and to ensure that each user can only access their own resources. By
implementing an administrative model based on business rules, Active Roles allows
domain-level administrators to easily establish and maintain very tight security, while
facilitating the provisioning of new users with the appropriate access to IT resources

Active Roles has the ability to safely delegate routine user-management tasks to
designated persons. By incorporating policy enforcement and role-based security, Active
Roles allows the organization to restrict the administrative actions according to the
corporate policies defined by the high-level administrators. In addition, it allows the
administrators to change the policies, ensuring that new policy settings are automatically
propagated and enforced without additional development.

Active Roles makes it simpler for the organization to delegate authority to administrative
and support groups, while enhancing the overall security. The Web Interface can serve as
an administrative tool that allows the assistant administrators to manage users, groups,
and mailboxes. Active Roles ensures that all actions performed by a Web Interface user
are in compliance with the corporate security policies.
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Getting Started

« Starting the Active Roles console
o User Interface overview

« View mode

« Using Managed Units

« Setting up filter

« Finding objects

« Getting policy-related information

Starting the Active Roles console

The Active Roles console, also referred to as MMC Interface, is a comprehensive
administrative tool for managing Active Directory and Microsoft Exchange. With the Active
Roles console, you can easily find directory objects and perform administrative tasks.

To start the Active Roles console

Depending upon the version of your Windows operating system, click Active Roles 7.6
Console on the Apps page or select All Programs | One Identity Active Roles 7.6
| Active Roles 7.6 Console from the Start menu.

O [ NOTE:

« Normally, the Active Roles console automatically chooses the Administration
Service and establishes a connection. If the console cannot connect to the
Administration Service or you want to manually select the Administration
Service, see “Connecting to the Administration Service” in the Active Roles
Administration Guide.

« For more information on extending the Active Roles provisioning and account
administration capabilities to your cloud applications, click Learn More in the
Action|About Active Roles|What's New tab from the console window.
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Delegating control to users for accessing
MMC interface

By default, on installing Active Roles, all users are allowed to log in to the MMC interface.
To manage the MMC interface access for a user, you must configure the options using
Configuration Center | MMC Interface Access| Manage settings. Selecting this
option restricts all non Active Roles Administrators from using the console. All delegated
users are affected, however, it does not apply to Active Roles Administrators.

To be able to log in to the MMC interface, the user must be delegated with the User
Interfaces access rights on the User Interfaces container under Server
Configuration. User Interfaces Access templates that provide the access rights are
available as part of the Active Roles built-in Access templates in the User
Interfaces container.

To delegate the control to users in the User Interfaces container you must
apply the User Interface Access Template

1. Inthe console tree, expand Active Roles | Configuration | Server
Configuration.

2. Under Server Configuration, locate the User Interfaces container, right-click it,
and click Delegate Control.

3. Onthe Users or Groups page, click Add, and then select the users or groups to
which you want to delegate the control. Click Next.

4. On the Access Templates page, expand the Active Directory | User
Interfaces folder, and select the check box next to User Interface
Management-MMC Full control.

Click Next and follow the instructions in the wizard, accepting the default settings.

6. After you complete these steps, the users and groups you selected in Step 3 are
authorized to log in to the MMC interface.

7. Click OK to close the Active Roles Security dialog box.

Getting and using help

Active Roles Help explains concepts and includes instructions for performing tasks with
the product.

You can use the following guidelines to get assistance while you work:
« To access Active Roles Help, click Help on the Action menu or Help Topics on
the Help menu.

o To view description of a dialog box, click the Help button in the dialog box
or press F1.
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« To view a brief description of a menu command or a toolbar button, point to the
command or button. The description is displayed in the status bar at the bottom of
the window.

You can print a single Help topic or all Help topics under a selected heading.
To print a single Help topic

On the menu bar, click Help and then click Help Topics.

2. Inthe left pane of the Help viewer, expand the heading that contains the topic you
want to print, and then click the topic.

3. On the Help viewer toolbar, click Options, click Print, and then click OK.

To print all Help topics under a heading

On the menu bar, click Help, and then click Help Topics.

2. Inthe left pane of the Help viewer, click the heading that contains the topics you
want to print.

3. On the Help viewer toolbar, click Options, and then click Print.

4. Inthe Print Topics dialog box, click Print the selected heading and all
subtopics, and then click OK.

User Interface overview

The Active Roles console window is divided into two panes. The left pane contains the
console tree, showing the items that are available in the console. The right pane, known as
the details pane, displays information about items you select in the console tree. You can
perform most management tasks from this pane using commands on the Action menu.

Additional information is displayed in the lower sub-pane of the details pane when you
check the Advanced Details Pane command on the View menu. You can perform
management tasks from the lower sub-pane using commands on the Action menu.

Console tree

The left pane of the Active Roles console contains the console tree.

The console tree root is labeled Active Roles. The name of the Administration Service
is shown in square brackets. If you have Advanced view mode selected for Active
Roles console display (View | Mode), the following folders are shown under the
console tree root:

. Configuration Contains all Active Roles proprietary objects held in containers with
appropriate names.
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. Active Directory Contains a list of domains registered with Active Roles. In this
folder, you can browse domains for directory objects (users, group, computers), and
perform management tasks on those objects.

. AD LDS (ADAM) Contains a list of AD LDS directory partitions registered with
Active Roles. In this folder, you can browse partitions for directory objects (users,
group, containers), and perform management tasks on those objects.

. Applications Contains a list of applications integrated with Active Roles, such as
Reporting, and allows for quick access to those applications.

The console display mode determines which folders are displayed in the console tree. For
more information, see View mode later in this document.

Details pane

When you select an item in the console tree, the details pane changes accordingly. To
perform administrative tasks, click items in the details pane and use commands on the
Action menu. The Action menu commands also appear on the shortcut menu that you can
access by right-clicking items in the console tree or details pane.

By default, the objects listed in the details pane are sorted in ascending order by
object name. You can change the sorting order by clicking a column heading. You can
add and remove columns in the details pane using the Choose Columns command on
the View menu.

In the Active Roles console you can apply filters to the details pane in order to search for
directory objects. To configure a filter, select a domain and then click Filter Options on
the View menu. It is also possible to find an object in the details pane by typing a few
characters. This will select the first item in the sorted column that matches what you typed.

Advanced pane

The advanced pane appears at the bottom of the details pane if you check Advanced
Details Pane on the View menu. You can use the advanced pane to administer an object
selected in the console tree or details pane: right-click an existing entry in the list to
administer it, or right-click a blank area of the advanced pane to add a new entry.

The advanced pane is composed of a number of tabbed pages. The selected object
determines which tabs are displayed. All possible tabs in the advanced pane and their
descriptions are as follows:

. Active Roles Security Lists Active Roles Access Templates applied to the
selected object.

o Links Lists the objects to which the selected Access Template is applied.

. Active Roles Policy Lists Active Roles Policy Objects applied to the selected
object.
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. Native Security Lists Active Directory permission entries specified for the
selected object.

. Member Of Lists groups to which the selected object belongs.

« Members Lists members of the selected group.

© | NOTE: The console displays the Active Roles Security, Active Roles Policy, and
Native Security tabs for a selected object only if your user account has the Read
Control right to the selected object.

Depending on the tab you have selected in the advanced pane, the toolbar displays the
following buttons to help you work with the entries on the tab.

Active Roles Security and Links

Table 1: Active Roles Security and Links
b Apply additional Access Templates to the selected object.
== Display Access Templates that affect the selected object owing to inheritance.

=% Synchronize from Active Roles security to Active Directory security.

Active Roles Policy

Table 2: Active Roles Policy
5 Apply additional Policy Objects to the selected object.

= Display Policy Objects that affect the selected object owing to inheritance.

Native Security

Table 3: Native Security
= Display permission entries that are inherited from parent objects.

P Display default permission entries specified by the AD schema.
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Member Of and Members

Table 4: Member Of and Members
v Add the selected object to groups.
¥ Set the group as the primary group for the selected object.

Customizable Web Interface

The Active Roles Web Interface is a customizable Web-based application that facilitates
administration, while taking full advantage of Active Roles’ security, workflow integration,
and reporting benefits. To help distribute administrative tasks, the Web Interface allows
you to configure multiple Web sites with individual sets of user interface elements. Each
Web site can be customized to meet specific business and organizational needs.

Key features

Key features of the Web Interface include the following.

Role-based suite of interfaces

Customized interfaces (Web Interface sites) can be installed and configured for
administrators, help desk operators, and end users. Administrators use an interface that
supports a wide range of tasks, whereas help desk operators use a tailored, dedicated
interface to expedite the resolution of trouble tickets. Network end users have access to an
interface for self-administration. Multiple interfaces with different configurations can be
deployed so that there is no need to re-configure the Web Interface for particular roles.

Dynamic configuration based on roles

The Web Interface dynamically adapts to the specific roles assigned to the users. A user
can see only the commands, directory objects, and object properties to which the user’s
role provides administrative access. Objects and commands beyond the scope of the user
are removed from the Web Interface, streamlining the execution of administrative tasks.

Point-and-click customization

It is straightforward to configure the user interface. Administrators can set up a suitable
set of user interface elements without writing a single line of code. Administrators can add
and remove commands or entire menus, assign tasks and forms to commands, modify
forms used to perform tasks, and create new commands, tasks, and forms. All
configuration settings are saved in a persistent storage so that the Web Interface users are
always presented with the properly configured interfaces that suite their roles.
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Instant application of administrative policies

User input is efficiently supplemented and restricted based on administrative policies
defined in Active Roles. The Web Interface displays property values generated in
accordance with the policies, and prohibits the input of data that violates them. User input
is checked against the policies before committing the operation request, and if a violation
is detected, the user can immediately correct the input.

Fully-featured management solution

The Web Interface supports all administrative tasks on Active Directory objects such as
users, groups, and computers, and on computer resources such as services, printers,
network file shares, and local users and groups. With its advanced customization
capabilities, the Web Interface serves as a complete administrative tool, providing suitable
interfaces for any administrative role.

User Profile Editor

Provided they have the necessary Active Roles permissions, end users can view or change
their personal data. Due to the reliable enforcement of business rules based directory
entry, the Web Interface makes these tasks safe and secure. With User Profile Editor,
Active Roles enables IT to manage, but not necessarily participate, in these time-
consuming tasks, resulting in decreased help desk calls and IS administration time.

Support for multiple languages

The Web Interface allows users to select their preferred language. Changing the language
affects all menus, commands, and forms associated with the Web Interface, as well as tool
tips and help.

Different interfaces for different roles

The Web Interface allows multiple Web sites to be installed with individual, customizable
configurations. The following configuration templates are available out-of-the box:

. Site for Administrators Supports a broad range of tasks, including the
management of all directory objects and computer resources.

. Site for Help Desk Handles typical tasks performed by Help Desk operators, such
as enabling or disabling accounts, resetting passwords, and modifying certain
properties of users and groups.

. Site for Self-Administration Provides User Profile Editor, allowing end users to
manage personal or emergency data through a simple-to-use Web interface.

Each Web site configuration template provides an individual set of commands installed by
default. The Web site can be customized by adding or removing commands, and by
modifying Web pages (forms) associated with commands.
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Although the Web Interface dynamically adapts to roles assigned to users, the ability to
tailor separate Web sites to individual roles gives increased flexibility to the customer. It
helps streamline the workflow of directory administrators and help-desk personnel. Static
configuration of interface elements ensures that Web Interface users have access to the
specific commands and pages needed to perform their duties.

Role-based management of computer resources

Active Roles provides the ability to delegate administration of computer resources, such
as services and printers. Delegated administrators can use the Active Roles Web Interface
to manage computer resources with a single, consolidated tool. Active Roles, along with
the Web Interface, enables the delegation of administrative tasks on the following
computer resources:

. Services Start or stop a service, view or modify properties of a service.

« Network File Shares Create a file share, view or modify properties of a file share,
stop sharing a folder.

. Logical Printers Pause, resume or cancel printing, list documents being printed,
view or modify properties of a printer.

. Documents being printed (print jobs) Pause, resume, cancel or restart printing
of a document, view or modify properties of a document being printed.

« Local groups Create or delete a group, add or remove members from a group,
rename a group, view or modify properties of a group.

« Local users Create or delete a local user account, set a password for a local
user account, rename a local user account, view or modify properties of a local
user account.

. Devices View or modify properties of a logical device, start or stop a logical device.

Active Roles provides a comprehensive set of Access Templates that are available out of
the box for delegating computer management tasks. By applying Access Templates of the
“Computer Resources” category to a computer account, the rights of delegated
administrators can be specified on the corresponding computer’s resources.

Delegated administrators should use the Web Interface rather than the Active Roles
console (MMC Interface) to manage computer resources. Although the console provides
certain tools for computer resources management, the console user needs the native
administrator rights on the computer in order to use those tools. The rights specified
through “Computer Resources” Access Templates have no effect in the tools provided by
the console for computer resources management.
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View mode

In the Active Roles console you can choose view mode—Basic, Advanced, or Raw.
Changing view mode makes it possible to filter out advanced objects and containers from
the display.

Basic mode displays Active Directory objects and Managed Units, and filters out objects
and containers related to the Active Roles configuration. Basic mode should normally be
used by delegated administrators and help-desk operators.

Advanced mode displays all objects and containers except those reserved for Active Roles
internal use. Advanced mode is designed for administrators who are responsible for
configuring the system and managing Active Roles proprietary objects.

Raw mode displays all objects and containers defined in the Active Roles namespace. This
mode is primarily designed for troubleshooting.

With Raw mode, the console displays all data it receives from the Administration Service.
With Basic or Advanced mode, some data is filtered out. For example, the Configuration
folder is not shown in the console tree with Basic mode. Another example is the
Configuration Container folder used to display the Active Directory configuration
naming context, which is displayed with Raw mode only. In addition, there are some
commands and property pages that are only displayed when the console is in Raw mode.

In short, when you choose Raw mode, the snap-in displays everything it is able to display.
Otherwise, some items are hidden. Note that changing view mode does not modify any
items. Rather, this only shows or hides particular items from the display.

To change view mode, click Mode on the View menu. In the View Mode dialog box, click
Basic Mode, Advanced Mode, or Raw Mode.

Controlled objects

The Active Roles console provides for visual indication of the objects to which Access
Templates or Policy Objects are linked. The console marks those objects by adding an
arrow icon at the lower-left corner of the icon that represents the object in the console tree

or details pane. As a result, the icon looks similar to the following image: .

To enable this feature, click Mark Controlled Objects on the View menu, and select
check boxes to specify the category of object to be marked.

Using Managed Units

Active Roles offers these key security and administration elements:
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. Trustees Users or groups that have permissions to administer users, groups,
computers, or other directory objects.

. Permissions and Roles Permissions are grouped in Access Templates (roles) to
define how a Trustee can manage directory objects.

. Managed Units Collections of directory objects delegated to Trustees for
administration.

The directory administrator defines which users or groups are designated as Trustees,
which roles and permissions are assigned to Trustees, and what objects are included in
Managed Units.

Managed Units are used to determine the directory objects that a Trustee can administer.
As a Trustee, you can administer Managed Units for which you have assigned permissions.
Managed Units containing objects you are authorized to administer are displayed under
Managed Units in the console tree.

When you select a Managed Unit in the console tree, the details pane displays a list of
objects included in that Managed Unit. To administer objects, select them from the list and
use the commands on the Action menu.

If a Managed Unit includes a container, such as an Organizational Unit, the container
is displayed under the Managed Unit in the console tree. When you select a container
in the console tree, the details pane lists all child objects and sub-containers held in

that container.

Setting up filter

The Active Roles console makes it possible to apply a filter to display only the objects that
match the filtering criteria. To apply a filter, select an Active Directory object or container

and click the Filter button on the toolbar: . This displays the Filter Options dialog box
where you can set up a filter. After you set up a filter, the filtering criteria immediately
take effect on all lists of Active Directory objects in the Active Roles console.

Steps for sorting and filtering lists in the
details pane

To sort objects in the details pane

1. Click a column heading to sort by the contents of that column.

2. Click the column heading again to switch between ascending and descending
sort order.
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To add or remove columns in the details pane

1. On the View menu, click Choose Columns or Add/Remove Columns.
2. Do the following, and then click OK:

o To add a column, in Available columns, click the column you want to display,
and then click Add.

o Toremove a column, in Displayed columns, click the column you want to
hide, and then click Remove.

o To re-order columns, click a column name in Displayed columns, and then
click Move Up or Move Down to change the position of the column.

© | NOTE: In the advanced details pane, you can add or remove columns from a list in
the upper sub-pane or in the lower sub-pane: click the list in the sub-pane you want
to modify, and then follow the steps above.

Filter options help you search for particular objects in the details pane. You can view all
objects or only objects of selected type, configure the number of items that can be
displayed for each folder, or create custom filters using object attributes and LDAP queries.

To select view filter options

1. On the View menu, click Filter Options.
2. Do one of the following, and then click OK:

« To view all objects, click Show all types of objects. With this option, the
filter is turned off.

« To view objects of certain types, click Show only the following types of
objects, and select check boxes next to the types of objects you want to view.

« To view objects that match custom filtering criteria, click Create custom
filter. Then, Customize and configure your filtering criteria by using the
instructions outlined in Steps for building a custom search.

3. Optionally, in Maximum number of items displayed per folder, modify the
maximum number of objects that can be displayed in the console. The default
maximum number of objects displayed in the console is 2,000 objects.

Finding objects

In the Active Roles console you can search for objects of different types using the Find
window. To access the Find window, right-click a container and click Find.

From the In list, you can select the container or Managed Unit you want to search. The list
includes the container that you selected before activating the Find window. To add
containers to the list, click Browse. From the Find list, you can select the type of the
objects you want to find.

When you select an object type, the Find window changes accordingly. For example,
Users, Contacts, and Groups searches for users, contacts, or groups using criteria such
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as user name, a note describing a contact, or the name of a group. In the Find list, Active
Roles splits the Users, Contacts, and Groups category into three, providing the option
for a more streamlined search.

By selecting Custom Search from the Find list, you can build custom search queries using
advanced search options:

Using the Find window, you can search for any directory objects, such as users, groups,
computers, Organizational Units, printers or shared folders. It is also possible to search
for Active Roles configuration objects such as Access Templates, Managed Units, and
Policy Objects. When you search for Access Templates, Policy Objects or Managed Units
and select an appropriate object type from the Find list, the relevant container appears in
the In list.

Once the search has completed, the objects matching the search criteria (search results)
are listed at the bottom of the Find window. You can quickly find an object in the
search results list by typing a few characters. This will select the first name that
matches what you typed.

Once you have found the object, you can manage it by right-clicking the entry in the search
results list, and then clicking commands on the shortcut menu.

Steps for searching for a user, contact, or
group

To search for a user, contact, or group

1. On the Action menu, click Find to display the Find window.
2. Inthe Find box, click one of the following:

. Users, Contacts, and Groups, to find users, groups, and contacts that match
your search criteria.

. Users, to find only users that match your search criteria.
« Groups, to find only groups that match your search criteria.
. Contacts, to find only contacts that match your search criteria.

3. Inthe In box, select the domain, container or Managed Unit you want to search, or
click Browse to locate a domain, container or Managed Unit.

4. Type in a name, a description, or both:
« Inthe Name box, type the name of the object you want to find.

« Inthe Description box, type the description of the object you want to find.

You can search using partial search criteria. For example, B in the Name box will
return all objects whose name begins with the letter B, such as Backup Operators.

5. Click Find Now to start your search.
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O [ NOTE:

« You can use the Advanced tab for more powerful search options. For details,
see Steps for using advanced search options.

« The found users, groups, or contacts are displayed at the bottom of the Find
window.

« You can manage found users, groups, or contacts directly from the list in the
Find window: right-click a list item, and then use commands on the shortcut
menu to perform management tasks.

Steps for searching for a computer

To search for a computer

On the Action menu, click Find to display the Find window.
In the Find box, click Computers.

In the In box, select the domain, container or Managed Unit you want to search, or
click Browse to locate a domain, container or Managed Unit.

4. Inthe Name box, type the name of the computer you want to find.

You can search using partial search criteria. For example, B in the Name box will
return all computers whose name begins with the letter B.

5. Optionally, in the Role box, click one of the following:
. Domain Controller, to find only domain controllers.

« Workstations and Servers, to find only workstations and servers (not
domain controllers).

6. Click Find Now to start your search.

O [ NOTE:

« You can use the Advanced tab for more powerful search options. For details,
see Steps for using advanced search options.

« The found computers are displayed at the bottom of the Find window

« You can manage found computer objects directly from the list in the Find
window: right-click a list item, and then use commands on the shortcut menu to
perform management tasks.
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Steps for searching for an Organizational
Unit

To search for an Organizational Unit

1. Onthe Action menu, click Find to display the Find window.
In the Find box, click Organizational Units.

In the In box, select the domain, container or Managed Unit you want to search, or
click Browse to locate a domain, container or Managed Unit.

4. Inthe Name box, type the name (or a part of the name) of the Organizational Unit
you want to find.

5. Click Find Now to start your search.

O | NOTE:

« You can use the Advanced tab for more powerful search options. For details,
see Steps for using advanced search options.

« The found Organizational Units are displayed at the bottom of the Find window.

« You can manage found Organizational Units directly from the list in the Find
window: right-click a list item, and then use commands on the shortcut menu to
perform management tasks.

Steps for using advanced search options

To use advanced search options

On the Action menu, click Find to display the Find window.

In the Find box, click the kind of object for which you want to search.
Click the Advanced tab.

Click the Field button, and select the object property you want to query.

LA

In Condition, click the condition for your search, and then, in Value, type a
property value, in order to find the objects that have the object property matching
the condition-value pair you have specified.

6. Click Add to add this search condition to your search.
Repeat steps 4 through 6 until you have added all of the desired search conditions.
8. Click one of the following:

. If you want to find the objects that meet all of the conditions specified,
click AND.
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. If you want to find the objects that meet any of the conditions
specified, click OR.

9. Click Find Now to start your search. The found objects are displayed at the bottom
of the window.

Steps for building a custom search

To build a custom search
On the Action menu, click Find to display the Find window.
In the Find box, click Custom Search.

In the In box, select the domain, container or Managed Unit you want to search, or
click Browse to locate a domain, container or Managed Unit.

4. Do one of the following:

« On the Custom Search tab, follow Steps 4-9 of the procedure outlined in
Steps for using advanced search options.

. On the Advanced tab, specify a search filter using LDAP syntax.

5. Click Find Now to start your search.

LDAP syntax

Search filters enable you to define search criteria and provide more efficient and effective
searches. The search filters are represented by Unicode strings.

The Active Roles console supports the standard LDAP search filters as defined in RFC2254.

The following table lists some examples of standard LDAP search filters.

Table 5: LDAP search filters

Search filter Description

(objectClass=%*) All objects

(& (objectCategory=person) All user objects but "andy"

(objectClass=user) (!cn=andy))

(sn=sm*) All objects with a surname that starts with
llsmll

(& (objectCategory=person) All contacts with a surname equal to "Smith"

(objectClass=contact) (| (sn=Smith) or "Johnson"

(sn=Johnson) ) )
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Search filter format

Search filters use one of the following formats:
<filter>=(<attribute><operator><value>)

or

(<operator><filterl><filter2>)

In this example, <attribute> stands for the LDAP display name of the attribute by which
you want to search.

Operators

The following table lists some frequently used search filter operators.

Table 6: Search filter operators

Logical Operator Description

= Equal to

~= Approximately equal to

<= Lexicographically less than or equal to
>= Lexicographically greater than or equal to
& AND

| OR

! NOT

Wildcards

You can also add wildcards and conditions to a search filter. The following examples show
substrings that can be used to search the directory.

Get all entries:

(objectClass=*)

Get entries containing “bob” somewhere in the common name:
(cn=*bob*)

Get entries with a common name greater than or equal to “bob”:
(cn>="bob")

Get all users with an e-mail attribute:
(&(objectClass=user)(mail=*))
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Get all user entries with an e-mail attribute and a surname equal to “smith”:
(&(sn=smith)(objectClass=user)(mail=*))

Get all user entries with a common name that starts with “andy”, “steve”, or *margaret”:
(&(objectClass=user) | (cn=andy*)(cn=steve)(cn=margaret))

Get all entries without an e-mail attribute:

('(mail=*))

Special characters

If any of the following special characters must appear in the search filter as literals, they
must be replaced by the listed escape sequence.

Table 7: Special characters in Search filter

ASCII Character Escape Sequence Substitute
* \2a
( \28
) \29
\ \5¢c
NUL \0O0

In addition, arbitrary binary data may be represented using the escape sequence syntax
by encoding each byte of binary data with the backslash (\) followed by two hexadecimal
digits. For example, the four-byte value 0x00000004 is encoded as \00\0O0\00\04 in a
filter string.

Getting policy-related information

In object creation wizards and properties dialog boxes, some property labels may be
displayed as hyperlinks. This indicates that Active Roles enforces policy restrictions on
the property.

In the following figure, the User logon name and User logon nhame (pre-Windows
2000) labels are underlined, which means that these properties are under the control of a
certain policy defined with Active Roles.
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Figure 3: Policy related information
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To examine the policy in detail, you can click the label. For example, if you click User
logon name (pre-Windows 2000), the Active Roles console presents you with a window
similar to the following figure.
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Figure 4: Policy description
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The window may display the following information:

. Policy Description Provides a brief description of the policy.

« Message Details the problem if the supplied property value violates the policy.

You can click arrows in the lower-left corner to display description of other policies
enforced on the given property.

The Message section is displayed whenever the specified property value violates the
policy. The following figure illustrates the situation where a value has not been supplied for
a mandatory property.
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Figure 5: Policy violation message
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When you click Go To in this window, the console moves the pointer to the field that needs
to be corrected. You can type or select an appropriate value to correct your input.

Performing Batch operations

In the Web Interface, you can select multiple objects (such as users, groups and
computers), and then apply a certain command to your selection of objects. This allows
you to perform a batch operation on all the selected objects at a time instead of executing
the command on each object separately. The Web Interface supports the following batch
operations:

. Delete Allows you to delete multiple objects at a time.
. Deprovision Allows you to deprovision multiple users or groups at a time.

. Move Allows you to move a batch of objects to a different organizational unit
or container.
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. Add to groups Allows you to add a batch of objects to one or more groups of
your choice.

. Update object attributes Allows you to perform bulk attributes operations for
multiple users at a time.

. Reset Password Allows you to reset the password for multiple users at a time.
Batch operations are available in the list of objects on the following Web Interface pages:

. Search This page lists the search results when you perform a search.

. View Contents This page displays the objects held in a given organizational unit,
Managed Unit, or container.

To perform a batch operation, select the check box next to the name of each of the desired
objects in the list, and then click a command in the top area of the Command pane. This
executes the command on each object within your selection.

© | NOTE: Active Roles administrators can customize Web Interface by adding and
removing commands, and modifying pages associated with commands. For more
information, see “Customizing the Web Interface” in the Active Roles Web Interface
Administration Guide.

Performing bulk operation

Active Roles Web interface enables you to perform bulk attributes operation for multiple
users at a time.

To perform bulk attribute operation

On the Navigation bar, click Directory Management.
On the Views tab in the Browse pane, click the required container.

From the list of objects displayed for the selected container, select the required
users for which you need to perform bulk attributes operation.

The batch operations that can be performed on users are displayed in the
Command pane.

4. Inthe Command pane, click Update object attributes.

The Update object attributes window is displayed, which lists the user attributes
that can be selected for bulk operation.

5. From the Attribute List tab, select the required attribute on which you want to
perform the bulk operation, and click the + symbol.

6. Onthe Update object attributes dialog box that is displayed, in the New Value
field, enter a value for the attribute, and click OK.

The selected attribute with the updated value is displayed in the Select
attribute table.
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7. Repeat step 5 and step 6 to select and update more attributes, and then click Next.

The Preview tab | Operation Summary section displays the summary of the
selected attributes with the new values to be updated after the bulk operation is
performed. To export the details, click Export as CSV.

8. Click Finish, to complete the bulk operation on the selected attributes for the
multiple users.

O | NOTE:

« The bulk operation does not complete and an error is displayed if no attributes
are selected or if no changes are made to the values of the attributes selected
for the bulk operation.

« The bulk operation cannot be performed beyond 1500 users. However, you can
configure the limit to increase the number of users. For more information on
configuring the limit, see https://support.oneidentity.com/active-
roles/kb/200735/not-able-to-query-or-update-groups-with-more-than-1500-
members.

Performing bulk users password reset
operation

Active Roles Web interface enables you to reset the password for multiple users at a time.

To perform bulk users password reset operation

On the Navigation bar, click Directory Management.
2. Onthe Views tab in the Browse pane, click the required container.

From the list of objects displayed for the selected container, select the required
users for which you need to perform password reset operation.

The batch operations that can be performed on users are displayed in the
Command pane.

4. Inthe Command pane, click Reset Password.

The Reset Password window is displayed.

5. On the General tab dialog box, click Generate to generate a new password for the
selected users.

6. Under Account options, select the check box corresponding to the required rule to
be applied for change of password, and then click Save.

The password reset gets completed and the changes can be viewed on the selected
user's Change History tab.
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Active Roles service account minimum
permissions

As Active Roles performs operations on objects on behalf of delegated users, the Active
Roles service account which is used to manage the Active Directory domain requires
adequate permissions. One Identity recommends to manage the domain using an account
which is a member of the Domain Admins role group. If this configuration is not used, then
guidance and documentation provided by One Identity may not be relevant.

Specify separate accounts for service and for managing the domain to separate the tasks
performed by the service account from domain management. In this configuration
scenario, the service account can be configured to run with the minimum permissions
specified below, but the proxy account should be a member of the Domain Admins role
group to stay within the One Identity Active Roles support model.

The service account credential has five main roles:

« Access to the Administration Service computer
« Service publication in Active Directory

« All script modules are executed under the security context of the Active Roles
Service Account

« Connecting to the Microsoft SQL database

« Synchronizing native permissions to Active Directory, if Active Roles is configured

Access to the Administration Service
computer

The service account must be a member of the Administrators group on the computer
running the Administration Service.

Service publication in Active Directory

The Administration Service attempts to publish itself in the Active Directory. This enables
Active Roles clients to automatically discover the Administration Service. This functionality
is non-critical and if permissions are not granted, this will not prevent the service from
functioning as expected, instead Active Roles clients won't automatically discover the
Active Roles Administration Service. They will still be able to connect if the service name or
IP address is available. Service publication requires that the service account have the
following permissions on the Aelita sub-container of the System container in the domain of
the computer running the Administration Service:
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» Create Container Objects
. Create serviceConnectionPoint Objects
« Delete the serviceConnectionPoint objects in the System container

« Write permission for the keywords attribute of the serviceConnectionPoint objects
in the System container

Along with these permissions, the service account (or the override account, if specified),
must have these permissions on the Aelita sub-container of the System container in every
managed domain. If an account has the domain administrator rights, then it has the
required permissions by default. Otherwise, provide the permissions to the account by
using the ADSI Edit console. The following instructions apply to the ADSI Edit console that
ships with Windows Server 2016, Windows Server 2019, or Windows Server 2022.

To grant permissions for Administration Service publication in Active Directory

Open the ADSI Edit console and connect to the Domain naming context.

2. Inthe console tree, expand the System container, right-click the Aelita subcontainer,
and then click Properties. If the Aelita container does not exist, create it: right-click
System, point to New, click Object, and then, in the Create Object wizard, select the
Container class and specify Aelita for the cn value.

3. On the Security tab in the Properties dialog box, click Advanced.
4. On the Permissions tab in the Advanced Security Settings dialog box, click Add.
On the Permission Entry page, configure the permission entry:
o Click the Select a principal link, and select the desired account.
« Verify that the Type box indicates Allow.

« Verify that the Applies onto box indicates This object and all descendant
objects.

« Inthe Permissions area, select the Create container objects and Create
serviceConnectionPoint objects check boxes.

6. Click OK to close the Advanced Security Settings dialog box, and then click OK to
close the Properties dialog box.

All script modules are executed under the
security context of the Active Roles
Service Account

The permissions needed by custom scripts will vary according to the needs of the scripts,
and ideally should be reviewed on a case-by-case basis as a Best Practise security model.
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Connecting to the Microsoft SQL database

In some configurations, assigning these permissions to the service account are optional,
as a SQL Authentication credential may also be specified and the necessary permissions
then be assigned to that SQL Authentication credential. For more information on the
necessary SQL Server permissions, see SQL Server Permissions topic in the Active Roles
Quick Start Guide.

Synchronizing native permissions to Active
Directory

The service account must have the Read Permissions and Modify Permissions rights on the
Active Directory objects and containers where it is desired to use the Active Roles security
synchronization feature.
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Rule-based Administrative Views

« About Managed Units
« Administering Managed Units
« Scenario: Implementing role-based administration across multiple OUs

« Deployment considerations

About Managed Units

Enterprises usually design their OU-based network structure on geographical or
departmental boundaries, restricting the ability to delegate administration outside these
boundaries. However, they can face situations that require objects to be grouped together
in ways that differ to the OU structure.

Active Directory offers a comprehensive delegation model. However, since the scope of
delegation is defined using Organizational Units, distributed administration in Active
Directory is constrained by the OU structure.

In Active Directory, without changing the directory structure, it is impossible to re-group
objects so that the new “groups” support inheritance for their members when delegating
control or enforcing policy. As a solution to this inflexible, OU-based structure, Active Roles
provides the facility to configure administrative views that meet any directory
management needs. The administrative views (Managed Units) allow distributed
administration to be independent of the OU hierarchy.

Thus, Active Roles provides Managed Units (MUs)—securable, flexible, rules-based
administrative views. MUs represent dynamic virtual collections of objects of different
types. MUs may include any directory objects, regardless of their location in the network.
This allows objects to be grouped into administrative views that are independent of the OU-
based structure.

Managed Units allow organizations to implement OU structures on a geographical basis, but
distribute administration on a functional basis. For example, all users in a particular
department, regardless of their location in different OUs, could be grouped into a single
Managed Unit for the purposes of delegating access control and enforcing administrative
policy. The members of that Managed Unit would remain in their geographically defined
OUs, leaving the OU structure unaffected.
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Managed Units make it possible to organize an enterprise in any particular way, without
changing the underlying domain and OU structure. Managed Units can include directory
objects from different domains, trees and forests, as well as from other Managed Units. In
addition, different Managed Units can have common members. These features of Managed
Units create an environment that is both secure and easy to manage.

How Managed Units work

Membership rules determine whether an object is a member of a certain MU. For
example, you might specify a membership rule that states: all users from OU A whose full
names start with B belong to this MU. The membership rule is then implemented as a
query that searches OU A for users with full names starting with B. Active Roles stores
the query as a part of the MU properties, and executes it whenever a list of MU members
is created or refreshed.

Active Roles allows permission and policy settings to be specified at the level of Managed
Units. Inheritance of permission and policy settings from the Managed Unit level works
seamlessly across the Active Directory environment.

As the environment changes, the memberships of objects held in Managed Units also
change automatically to adapt to the new environment, therefore object permission
and policy settings change as well. Managed Units dynamically adapt to changes in
the enterprise, simplifying the maintenance of permission and policy settings on
directory objects.

Each Managed Unit provides a convenient scope for delegated administration. Delegated
administrators no longer have to browse the hierarchy of OUs to search for managed
objects. With Active Roles, administrative control of each MU can be delegated to specific
individuals and groups, just as control of OUs can be delegated. Using Managed Units, all
objects managed by a delegated administrator are located in one place.

Administering Managed Units

This section guides you through the Active Roles console to administer Managed Units. The
following topics are covered:

o Creating a Managed Unit

« Displaying members of a Managed Unit

« Adding or removing members from a Managed Unit
o Copying a Managed Unit

« Exporting and importing a Managed Unit

« Renaming a Managed Unit

o Deleting a Managed Unit
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Creating a Managed Unit

The Active Roles console provides the New Object — Managed Unit wizard to create
Managed Units. You can start the wizard from the Managed Units container, located
under Configuration in the console tree: right-click Managed Units in the console tree,
and select New | Managed Unit.

If you need to manage a large number of Managed Units, it is advisable to create
containers that hold only specified Managed Units for easy location: in the console tree,
right-click Managed Units and select New | Managed Unit Container. Then, you can
use the wizard to create a Managed Unit in that container: right-click the container and
select New | Managed Unit.

© | NOTE: Only users with administrative access to the Administration Service (members
of the Active Roles Admin account) are permitted to create Managed Units. For more
information about the Active Roles Admin account, refer to the Active Roles Quick
Start Guide.

The first page of the wizard looks as shown in the following figure.
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Figure 6: Managed unit - Name and Description
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On this page, type in the name and description for the Managed Unit. The Active Roles
console will display the name and description in the list of Managed Units in the

details pane.

Click Next. The second page of the wizard looks as shown in the following figure.
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Figure 7: Managed unit - include objects
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This page lets you specify which objects you want to be included in the Managed Unit.

Membership of a Managed Unit is determined by membership rules. Members of a Managed
Unit are those objects that match criteria defined in the membership rules. A list of
members is dynamically updateable: When you create a new object that satisfies the
criteria in the membership rule, the object is included into the MU automatically. When an
object no longer matches the criteria specified in the membership rule (for example, when
the object is renamed or moved), it is automatically removed from the membership list.

A membership rule may take a form of search query, object static inclusion and exclusion
rule, and group member’s inclusion and exclusion rule.

To specify a membership rule, click Add. This displays the Membership Rule Type dialog
box, shown in the following figure.
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Figure 8: Managed Unit - membership rule type
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In this dialog box, select a type of membership rule. In the lower box, you can read a
description that explains which membership rules can be created using the selected type.

The Include Explicitly rule type allows you to select objects to be statically added to the
Managed Unit. If you select a container, such as an OU, the entire sub-tree rooted in that
container is included in the Managed Unit. Active Roles ensures that the selected objects
are included in the Managed Unit regardless of whether they are renamed, moved to
another container, or have any properties changed.

The Exclude Explicitly rule type allows you to select objects to be statically excluded
from the Managed Unit. Active Roles ensures that the selected objects are excluded from
the membership list regardless of whether they are renamed, moved, or have any
properties changed. Because the Exclude Explicitly rule takes precedence over all other
types of rule, the selected objects will be excluded from the Managed Unit even if another
rule states that they should be included. Note that this rule type can be used to exclude
only those objects that match one of the inclusion rules.
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The Include Group Members rule type allows you to select the groups which members
you want to include in the Managed Unit. Active Roles dynamically populates the
membership list with the objects that belong to the selected groups. When an object is
added or removed from the selected groups, Active Roles adds or removes that object
from the membership list of the Managed Unit.

The Exclude Group Members rule type allows you to select groups whose members will
be excluded from the Managed Unit. Active Roles ensures that the members of the selected
groups are removed from the membership list of the Managed Unit. When an object is
added to any one of the selected groups, Active Roles automatically removes that object
from the membership list. Note that this rule type can be used to exclude only those
objects that match one of the inclusion rules.

The Include by Query rule type allows you to define criteria the objects must match to be
included in the Managed Unit. Active Roles dynamically populates the membership list with
the objects that have certain properties. When an object is created, or when its properties
are changed, Active Roles adds or removes it from the membership list depending on
whether the objects’ properties match the defined criteria.

The Exclude by Query rule type allows you to define criteria the objects must match to
be excluded from the Managed Unit. Active Roles ensures that the objects with certain
properties are excluded from the membership list. Active Roles automatically removes
objects from the membership list depending on whether the objects’ properties match the
defined criteria. Note that this rule type can be used to exclude only those objects that
match one of the inclusion rules.

The Retain Deprovisioned rule is intended to adjust the behavior of Managed Units
towards deprovisioned objects, such as deprovisioned users or groups. Once an object is
deprovisioned, the default behavior is to automatically remove that object from all
Managed Units it was a member of. If there is a need to keep deprovisioned objects in
certain Managed Units, you can satisfy this requirement by adding the Retain
Deprovisioned rule to those Managed Units. This rule causes the Managed Unit to
include both the regular and deprovisioned objects that meet the membership rules for
that Managed Unit. Without this rule, the Managed Unit does not include any
deprovisioned objects.

Note that the rules that exclude objects from a Managed Unit have an effect on only those
objects that match one of the inclusion rules for that Managed Unit. For example, if a
container object is explicitly included in a Managed Unit, all objects held in that container
are also included in the Managed Unit and cannot be excluded by applying exclusion rules.
An exclusion rule can only be used to exclude the entire container from the Managed Unit
since the container is the only object that matches an inclusion rule. The objects that are
held in the container do not match any inclusion rule, and therefore are not affected by
exclusion rules.

In the Membership Rule Type dialog box, select a rule type, and click OK.

If you have selected the Include Explicitly or Exclude Explicitly rule type, the Select
Objects dialog box is displayed. Select the objects you want to include or exclude from the
Managed Unit, click Add, and then click OK.

If you have selected the Include Group Members or Exclude Group Members rule
type, the Select Objects dialog box is displayed. The list of objects in that dialog box
consists of groups. Select groups, click Add, and then click OK. All members of the
selected groups will be included or excluded from the Managed Unit.
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If you have selected the Include by Query or Exclude by Query rule type, the Create
Membership Rule dialog box, similar to the Find dialog box, is displayed. In that dialog
box, define the criteria that objects must match to be included or excluded from the
Managed Unit.

After you have added one membership rule, you can add further membership rules for the
same Managed Unit.

If you add several membership rules to the Managed Unit and some of them conflict with
each other, then the conflict is resolved by a rule that defines the following order of
precedence:

1. Exclude Explicitly
2. Include Explicitly
3. Exclude by Query
4. Exclude Group Members
5. Include by Query
6. Include Group Members

According to this, for example, the Exclude Explicitly rule takes precedence over all
other types of rule. Therefore, the selected objects will be excluded from the Managed Unit
even if another rule states that they should be included (for example, the objects that
match the criteria defined in the Include by Query membership rule, or belong to a group
selected in the Include Group Members rule).

© | NOTE: An exclusion rule type can be used to exclude only those objects that match
one of the inclusion rules. For example, if a given Organizational Unitis included in a
Managed Unit by an inclusion rule, all child objects held in the Organizational Unit are
also included in that Managed Unit. However, only the entire Organizational Unit
rather than its individual child objects can be excluded from the Managed Unit.

Once you have added membership rules, click Next. This displays a page shown in the
figure that follows.
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Figure 9: Managed unit - Permission and Policy settings
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You can use this page to specify the permission and policy settings for the Managed Unit.
When finished, click Next, and then click Finish. For information about permission
settings, see Applying Access Templates later in this document. For information about
policy settings, see Applying Policy Objects later in this document.

Steps for creating a Managed Unit

To create a Managed Unit

1.

(ONE IDENTITY

In the console tree, under Active Roles | Configuration | Managed Units, locate

and select the folder in which you want to add the Managed Unit.

You can create a new folder as follows: Right-click Managed Units and select New |
Managed Unit Container. Similarly, you can create a sub-folder in a folder: Right-
click the folder and select New | Managed Unit Container

Right-click the folder, and select New | Managed Unit to start the New Object -
Managed Unit wizard.

On the first page of the wizard, do the following, and then click Next:
a. Inthe Name box, type a name for the Managed Unit.

b. In the Description box, type any optional information about the
Managed Unit.

On the second page of the wizard, click Add. This displays the Membership Rule
Type dialog box.

Select the type of the membership rule to create, and then click OK:

« To create a rule that statically adds members to the Managed Unit, click
Include Explicitly.
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« To create a rule that statically excludes members from the Managed Unit, click
Exclude Explicitly.

« To create a rule that adds all members of a certain group to the Managed Unit,
click Include Group Members.

« To create a rule that excludes all members of a certain group from the
Managed Unit, click Exclude Group Members.

o To create a rule that populates the Managed Unit with the objects that match
certain search criteria, click Include by Query.

« To create a rule that prevents the Managed Unit from including the objects that
match certain search criteria, click Exclude by Query.

« To create a rule that prevents the deprovisioned objects, such as deprovisioned
users or groups from being removed from the Managed Unit, click Retain
Deprovisioned.

If you selected the Include by Query rule type or the Exclude by Query rule type in
Step 5, the Create Membership Rule dialog box is displayed. Otherwise (except for
the Retain Deprovisioned rule type), the Select Objects dialog box is displayed.

6. Complete the Create Membership Rule or Select Objects dialog box by following
the instructions that are given later in this topic.

7. Repeat steps 4 through 6 until you have added all of the desired membership rules.
Then, click Next.

8. On the next page of the wizard, do the following, and then click Next:
o Click Security to specify permission settings on the Managed Unit.
« Click Policy to specify policy settings on the Managed Unit.

For information on how to specify security and policy settings, see Steps for
modifying permission settings on a Managed Unit and Steps for modifying policy
settings on a Managed Unit later in this document.

9. On the completion page of the wizard, click Finish.

To complete the Create Membership Rule dialog box

1. From the Find list, select the class of objects you want the membership rule to
include or exclude from the Managed Unit. For example, when you select Users,
the membership rule includes or excludes the users that match the conditions
you specify.

2. From the In list, select the domain or folder that holds the objects you want the
membership rule to include or exclude from the Managed Unit. For example, when
you select an Organizational Unit, the membership rule includes or excludes only the
objects that reside in that Organizational Unit.

To add folders to the In list, click Browse and select folders in the Browse for
Container dialog box.

3. Define the criteria of the membership rule. For example, to include or exclude the
objects that have the letter T at the beginning of the name, type T in Name. You can
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use an asterisk (*) to represent any string of characters.

4. Optionally, click Preview Rule to view a list of objects that match the criteria you
have defined.

5. Click Add Rule.

To complete the Select Objects dialog box

1. Inthe Look in list, click the domain or folder that holds the objects you want to
select. To add a folder to the list, click Browse.

Do one of the following, and then click OK:

In the list of objects, double-click the object you want to add.
OR

4. Inthe lower box, type the entire name, or a part of the name, of the object you want
to add. Then, click Check Names.

0 | NOTE:

« You can also use the Properties command to add or remove membership
rules from an existing Managed Unit: Right-click the Managed Unit, click
Properties, and then click the Membership Rules tab in the Properties
dialog box.

« For information on how to display a list of members of a Managed Unit, see
Displaying members of a Managed Unit later in this document.

o The Create Membership Rule dialog box is similar to the Find dialog box
you use to search for objects in the directory. Once you have specified your
search criteria, the Add Rule function saves them as a membership rule. For
more information on how to specify search criteria, see Finding objects earlier
in this document.

« The Find list includes the Custom Search entry. Selecting that entry displays
the Custom Search tab, enabling you to build custom membership rules using
advanced options, as well as to build advanced membership rules using the
Lightweight Directory Access Protocol (LDAP), which is the primary access
protocol for Active Directory. For more information about using advanced
search options, seeSteps for building a custom search and Steps for using
advanced search options earlier in this document.

Steps for modifying Managed Unit properties

To modify properties of a Managed Unit

1. Inthe console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Properties.
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3. Use the tabs in the Properties dialog box to view or modify properties of the
Managed Unit.

4. When finished, click OK.

O [ NOTE:

« The Membership Rules tab displays a list of membership rules for a given
Managed Unit. You can add, remove, or modify membership rules as needed.
For more information, see Adding or removing members from a Managed
Unitlater in this document.

« On the Administration tab, you can use Policy to add and remove Policy
Object links that determine which administrative policies are enforced on the
Managed Unit. For more information, see Steps for modifying policy settings on
a Managed Unit later in this document.

« On the Administration tab, you can use Security to add and remove Access
Template links that define Trustees and their permissions for the Managed Unit.
For more information, see Steps for modifying permission settings on a
Managed Unit later in this document.

Steps for modifying permission settings on a
Managed Unit

To modify permission settings on a Managed Unit

In the console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Delegate Control.

3. Inthe Active Roles Security dialog box, do the following:

« To add permissions to the Managed Unit, click Add and follow the instructions
in the Delegation of Control Wizard to create an Access Template link. For
information on how to use the Delegation of Control wizard, see Applying
Access Templates later in this document.

. To remove permissions from the Managed Unit, select Access Template
links from the list, and click Remove. Alternatively, you can revoke
permissions by disabling Access Template links: Select one or more links,
and then click Disable.

« To view or modify properties of an Access Template link on the Managed Unit,
select the link from the list and click View/Edit.

« To modify an Access Template link so that the permissions defined by the
link are also added to Active Directory, select the link from the list and
click Sync to AD.

4. Click OK to close the Active Roles Security dialog box.
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O | NOTE:

. The Active Roles Security dialog box displays a list of Access Template links,
with each list item indicating a Trustee and the Access Template that is used to
specify the Trustee’s permissions.

« By default, the list of Access Template links displays all the links that
determine the permission settings on the Managed Unit, regardless of whether
a link was created on the Managed Unit itself or on a container that holds the
Managed Unit. To change the display of the list, clear the Show inherited
check box.

« An Access Template link can be removed from a Managed Unit if the link was
created on that Managed Unit. Only the links that meet this condition are
displayed when you clear the Show inherited check box, so you can remove
them by clicking Remove.

« You can also use the advanced details pane to view, add, remove, or modify
Access Template links on a Managed Unit: Select the Managed Unit, and then,
on the Active Roles Security tab in the advanced details pane, right-click an
Access Template link or a blank area, and use commands on the shortcut
menu. For information about the advanced details pane, see Advanced pane
earlier in this document.

Steps for modifying policy settings on a
Managed Unit

To modify policy settings on a Managed Unit

In the console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Enforce Policy.

3. Inthe Active Roles Policy dialog box, do the following:

« To add policies to the Managed Unit, click Add and select the Policy Object that
defines the policies. You can select multiple Policy Objects at a time.

« To remove policies from the Managed Unit, select the Policy Object that defines
the policies, and click Remove. Alternatively, you can remove the effect of a
Policy Object on the Managed Unit by selecting the Blocked check box next to
the name of the Policy Object.

« To modify policies, select the Policy Object that defines the policies, and
click View/Edit.

4. Click OK to close the Active Roles Policy dialog box.
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© | NOTE: The Active Roles Policy dialog box lists all the Policy Objects that define the
policy settings on the Managed Unit, regardless of whether a Policy Object was added
on the Managed Unit itself or on a container that holds the Managed Unit. You can
view a list of Policy Objects that were added directly on the Managed Unit: Click
Advanced and then clear the Show inherited check box.

Only the Policy Objects that were added directly on the Managed Unit can be
removed. However, even if the Remove button is unavailable, you can select the
Blocked check box. In this way, you remove the effect of the Policy Object on the
Managed Unit. At any time, you can restore the effect of the Policy Object on the
Managed Unit by clearing the Blocked check box.

You can also use the advanced details pane to add, remove, block, or modify Policy
Objects that define the policy settings on a Managed Unit: Select the Managed Unit,
and then, on the Active Roles Policy tab in the advanced details pane, right-click a
Policy Object or a blank area, and use commands on the shortcut menu. For
information about the advanced details pane, Advanced pane earlier in this
document.

Displaying members of a Managed Unit

Members of a Managed Unit are objects that match the criteria specified in the membership
rules for the Managed Unit.

To display the members of a Managed Unit, expand Configuration/Managed Units in
the console tree, and then click a Managed Unit in the console tree. Members of the
Managed Unit are displayed in the details pane.

For each Managed Unit, it is possible to preset an individual set of columns to display
in the details pane. This allows you to customize administrative views on a per-
Managed Unit basis.

To preset columns in the details pane for a given Managed Unit, right-click the Managed
Unit, click Properties, and go to the Default Columns tab. The tab is similar to the
following figure.
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Figure 10: Managed Unit - Preset columns
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You can add a column to display by double-clicking its name in the Available columns
list. To add columns to the Available Columns list, click Choose Columns. In the
Choose Columns dialog box, you can select columns and, if necessary, modify the names
to be displayed in column headings.

Double-clicking a column name in Available Columns adds the name to the Displayed
Columns list. Click OK. The new column is displayed in the details pane after refreshing
the view. Right-click Managed Units in the console tree and click Refresh; then, select
the Managed Unit in the console tree: the new column appears in the details pane.

Steps for displaying members of a Managed Unit

To display the members of a Managed Unit
1.

2. Under Managed Units, locate and select the Managed Unit.

In the console tree, expand Active Roles | Configuration | Managed Units.

The members of the Managed Unit are listed in the details pane.

To customize the list of Managed Unit members in the details pane
1. Right-click the Managed Unit, and click Properties.
2.
3.

In the Properties dialog box, click the Default Columns tab.

On the Default Columns tab, add or remove column names from the Displayed
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Columns list.
4. Click OK.

0 [ NOTE:

« For each Managed Unit, it is possible to configure an individual list of the
default columns to display in the details pane, so you can perform the custom-
ization on a per-Managed Unit basis.

« You can populate the Displayed columns list by double-clicking column
names in the Available columns list on the Default Columns tab. You can
remove columns by double-clicking column names in the Displayed columns
list.

« To add column items to the Available Columns list, click Choose Columns.
In the Choose Columns dialog box, you can select columns and, if necessary,
modify column names.

« For your changes to the Displayed columns list to take effect, the details
pane needs to be refreshed: Right-click Managed Units in the console tree
and click Refresh.

Adding or removing members from a
Managed Unit

Members of a Managed Unit are defined by membership rules. Therefore, to add or remove
members from a Managed Unit, you need to add, delete, or modify membership rules.

To add, delete or modify membership rules for a Managed Unit, display the Properties
dialog box for that Managed Unit, and then click the Membership Rules tab. The tab is
similar to the following figure.
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Figure 11: Managed Unit - Adding or removing members
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The Membership Rules tab displays a list of membership rules, with each entry indicating
the name, type, and scope of the rule.

To add a membership rule, click Add. This displays the Membership Rule Type dialog
box, discussed earlier in this chapter (see Creating a Managed Unit).

To modify a membership rule, select it from the Membership rules list, and click
View/Edit. Only query-based rules can be modified in that way. If you select a rule of a
different type, the View/Edit button is unavailable.

To delete a membership rule, select it from the Membership rules list, and click
Remove.

As you add, modify or delete membership rules, the list of Managed Unit members
automatically changes.

Steps for adding membership rules to a
Managed Unit

To add a membership rule to a Managed Unit

1. Inthe console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Properties.
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On the Membership Rules tab, click Add. This displays the Membership Rule
Type dialog box.

Select the type of the membership rule you want to create. Do one of the following,
and then click OK:

« To create a rule that statically adds members to the Managed Unit, click
Include Explicitly.

« To create a rule that statically excludes members from the Managed Unit, click
Exclude Explicitly.

o To create a rule that adds all members of a certain group to the Managed Unit,
click Include Group Members.

o To create a rule that excludes all members of a certain group from the
Managed Unit, click Exclude Group Members.

o To create a rule that populates the Managed Unit with the objects that match
certain search criteria, click Include by Query.

o To create a rule that prevents the Managed Unit from including the objects that
match certain search criteria, click Exclude by Query.

« To create a rule that prevents the deprovisioned objects, such as deprovisioned
users or groups, from being removed from the Managed Unit, click Retain
Deprovisioned.

If you select the Include by Query rule type or the Exclude by Query rule type in Step
5, the Create Membership Rule dialog box is displayed. Otherwise (except for the
Retain Deprovisioned rule type), the Select Objects dialog box is displayed.

Complete the Create Membership Rule or Select Objects dialog box by following
the instructions that are given later in this topic.

6. Click OK to close the Properties dialog box.

To complete the Create Membership Rule dialog box

1.

From the Find list, select the class of objects you want the membership rule to
include or exclude from the Managed Unit. For example, when you select Users,
the membership rule includes or excludes the users that match the conditions
you specify.

From the In list, select the domain or container that holds the objects you want the
membership rule to include or exclude from the Managed Unit. To add folders to the
In list, click Browse.

Define the criteria of the membership rule. For example, to include or exclude the
objects that have the letter T at the beginning of the name, type T in Name. You can
use an asterisk (*) to represent any string of characters.

Optionally, click Preview Rule to view a list of objects that match the criteria you
have defined.

Click Add Rule.
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To complete the Select Object dialog box

1. Inthe Look in list, click the domain or folder that holds the objects you want to
select. To add a folder to the list, click Browse.

Do one of the following, and then click OK:
In the list of objects, double-click the object you want to add.

4. Inthe lower box, type the entire name, or a part of the name, of the object you want
to add. Then, click Check Names.

O [ NOTE:

« The only way to populate Managed Units is by adding membership rules. The
members of a Managed Unit are the objects that match the criteria defined by
the membership rules.

« To display members of a Managed Unit, click the Managed Unit in the console
tree. The members of the Managed Unit are displayed in the details pane.

« The Create Membership Rule dialog box is similar to the Find dialog box
you use to search for objects in the directory. Once you have specified your
search criteria, Active Roles allows you to save them as a membership rule,
forcing the membership list to include the objects that match the search
criteria. For instructions on how to specify search criteria in the Create
Membership Rule dialog box, see Finding objects earlier in this document.

« The Find list includes the Custom Search entry. Selecting that entry displays
the Custom Search tab, enabling you to build custom membership rules using
advanced options, as well as to build advanced membership rules using the
Lightweight Directory Access Protocol (LDAP), which is the primary access
protocol for Active Directory. For more information about using advanced
search options, see Steps for building a custom search and Steps for using
advanced search options earlier in this document.

Steps for removing membership rules from a
Managed Unit

To remove a membership rule from a Managed Unit

In the console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Properties.

3. On the Membership Rules tab, select the membership rule you want to remove,
and then click Remove.
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Steps for including a member to a Managed Unit

To include a member to a Managed Unit

1. Inthe console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Properties.

3. On the Membership Rules tab, click Add. The Membership Rule Type dialog
box appears.

4. Inthe Membership Rule Type dialog box, click Include Explicitly, and then click
OK. The Select Objects dialog box appears.

5. Use the Select Objects dialog box to locate and select the object (or objects) you
want to explicitly include in the Managed Unit.

For general instructions on how to configure membership rules, see Steps for adding
membership rules to a Managed Unit earlier in this document.

6. Click OK to close the Properties dialog box.

Steps for excluding a member from a Managed
Unit

To exclude a member from a Managed Unit

1. Inthe console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Properties.

3. On the Membership Rules tab, click Add. The Membership Rule Type dialog
box appears.

4. Inthe Membership Rule Type dialog box, click Exclude Explicitly, and then click
OK. The Select Objects dialog box appears.

5. Use the Select Objects dialog box to locate and select the object (or objects) you
want to explicitly exclude from the Managed Unit.

For general instructions on how to configure membership rules, see Steps for adding
membership rules to a Managed Unit earlier in this document.

6. Click OK to close the Properties dialog box.
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Steps for adding group members to a Managed
Unit

To add group members to a Managed Unit

In the console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Properties.

3. On the Membership Rules tab, click Add. The Membership Rule Type dialog
box appears.

4. Inthe Membership Rule Type dialog box, click Include Group Members, and
then click OK. The Select Objects dialog box appears.

5. Use the Select Objects dialog box to locate and select the group (or groups) whose
members you want to be included in the Managed Unit.

For general instructions on how to configure membership rules, see Steps for adding
membership rules to a Managed Unit earlier in this document.

6. Click OK to close the Properties dialog box.

Steps for removing group members from a
Managed Unit

To remove group members from a Managed Unit

In the console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to modify, right-click it,
and click Properties.

3. On the Membership Rules tab, click Add. The Membership Rule Type dialog
box appears.

4. Inthe Membership Rule Type dialog box, click Exclude Group Members, and
then click OK. The Select Objects dialog box appears.

5. Use the Select Objects dialog box to locate and select the group (or groups) whose
members you want to be excluded from the Managed Unit.

For general instructions on how to configure membership rules, see Steps for adding
membership rules to a Managed Unit earlier in this document.

6. Click OK to close the Properties dialog box.
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Copying a Managed Unit

With the Active Roles console, you can create copies of Managed Units. This feature helps
you re-use existing Managed Units.

To create a copy of a Managed Unit, right-click the Managed Unit, and click Copy. This
opens the Copy Object — Managed Unit wizard. You can complete the wizard by following
the instructions in the Creating a Managed Unit section, earlier in this chapter.

Steps for copying a Managed Unit

To copy a Managed Unit

In the console tree, expand Active Roles | Configuration | Managed Units.
Under Managed Units, locate the Managed Unit you want to copy.

Right-click the Managed Unit, and then click Copy. The Copy Object - Managed Unit
wizard starts.

On the first page of the wizard, do the following, and then click Next:
a. Inthe Name box, type a name for the Managed Unit.

b. In the Description box, type any optional information about the
Managed Unit.

On the second page of the wizard, you can add, remove, and modify the membership
rules that were copied from the original Managed Unit. Do the following:

« To add a membership rule to the new Managed Unit, click Add.

. To remove a membership rule from the new Managed Unit, select the
membership rule from the list, and click Remove.

« To modify a membership rule for the new Managed Unit, select the
membership rule from the list, and click View/Edit.

For instructions on how to configure a membership rule, see Steps for adding
membership rules to a Managed Unit earlier in this document.

6. Click Next.

7. On the next page of the wizard, do the following:

8.

o

« Click Security to specify permission settings on the Managed Unit.
« Click Policy to specify policy settings on the Managed Unit.

For instructions on how to specify security and policy settings, see Steps for
modifying permission settings on a Managed Unit and Steps for modifying policy
settings on a Managed Unit earlier in this document.

Click Next, and then lick Finish.
NOTE: The membership rules, permission settings, and policy settings are copied

from the original Managed Unit and can be modified in the Copy Object - Managed
Unit wizard.
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Exporting and importing a Managed Unit

With the Active Roles console, you can export Managed Units to an XML file and then import
them from that file to populate another instance of Active Roles. The export and import
operations provide a way to move Managed Units from a test environment to a production
environment.

© | NOTE: When you export and then import a Managed Unit, only membership rules are
transferred along with other properties of the Managed Unit. The permission and
policy settings of the Managed Unit are not exported. You need to reconfigure them
manually after you import the Managed Unit.

To export Managed Units, select them, right-click the selection, and select All Tasks |
Export. In the Export Objects dialog box, specify the file where you want to save the
data, and click Save.

To import Managed Units, right-click the container where you want to place the Managed
Units, and then click Import. In the Import Directory Objects dialog box, select the file
to which the Managed Units were exported, and click Open.

Renaming a Managed Unit

To rename a Managed Unit, right-click the Managed Unit, and click Rename. Type the new
name, and then press ENTER.

Renaming a Managed Unit does not affect the membership rules, permission settings, or
policy settings associated with the Managed Unit.

Steps for renaming a managed Unit

To rename a Managed Unit

In the console tree, expand Active Roles | Configuration | Managed Units.

2. Under Managed Units, locate the Managed Unit you want to rename, right-click it,
and click Rename.

3. Type a new name, and then press ENTER.

Deleting a Managed Unit

To delete a Managed Unit, right-click the Managed Unit, and then click Delete.

When you delete a Managed Unit, the objects held in the Managed Unit are not deleted. The
deletion erases the membership rules, permission settings, and policy settings associated
with the Managed Unit.
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Steps for deleting a Managed Unit

To delete a Managed Unit

1. Inthe console tree, expand Active Roles | Configuration | Managed Units.
2. Under Managed Units, locate the Managed Unit you want to delete, right-click it,
and then click Delete.

© | NOTE: When you delete a Managed Unit, its members are not deleted. However, the
permission settings and the policy settings that were specified via the Managed Unit
are no longer in effect after the Managed Unit has been deleted.

Scenario: Implementing role-based
administration across multiple OUs

This scenario involves the creation of an administrative view named Sales in an
organization with an OU-based structure of Active Directory.

Suppose an organization has offices in USA and Canada. The rule for including a user in an
OU is the geographical location of the user. Therefore, all users who work in USA reside in
the USA OU, and those working in Canada reside in the Canada OU.

The offices in USA and Canada each have Marketing, Development, and Sales
departments. By creating a Sales MU, it is possible to manage users from the
Sales departments in USA and Canada collectively, without changing the actual OU-
based structure.

When delegating control of an MU, all users that belong to the MU inherit security settings
defined at the level of the Managed Unit. Thus, applying an Access Template to a Managed
Unit specifies the security settings for each user in the MU.

To implement this scenario, perform the following steps:

1. Create the Sales MU.

2. Add users from the Sales department in USA and Canada to the Sales MU.
3. Prepare the Sales Access Template.
4

. Apply the Sales Access Template to the Sales MU, and designate an appropriate
group as a Trustee.

As a result, the members of the group gain control of user accounts that belong to
the Sales MU. The scope of control is defined by the permissions in the Sales
Access Template.

The following sections elaborate on the steps to implement this scenario.
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Step 1: Creating the Managed Unit

The first step is to create the Sales Managed Unit. For information on how to create a
Managed Unit, see Creating a Managed Unit earlier in this chapter.

Step 2: Adding users to the Managed Unit

When the Sales Managed Unit is prepared, add users from the Sales departments across
the company.

Suppose that all users from the Sales departments (in both USA and Canada) have the
Description property set to Sales.

Create a membership rule of the Include by Query type with the following parameters:
from the Find list, select Users; in the Description box, type Sales. As a result, all users
with the description Sales will be included in the Managed Unit.

For more information on how to create membership rules, see Adding or removing
members from a Managed Unit earlier in this chapter.

Step 3: Preparing the Access Template

To define which rights the Trustee will get for the Sales Managed Unit, create a Sales
Access Template, and add permissions to this Access Template.

For more information on how to create an Access Template, see Creating an Access
Template later in this document.

Step 4: Applying the Access Template

To apply the Sales Access Template to the Sales Managed Unit, right-click the Sales
Managed Unit and click Delegate Control. Then, click the Add button and follow the
instructions in the Delegation of Control wizard.

On the Users or Groups page of the wizard, add the user or group to be designated
as a Trustee.

On the Access Templates page of the wizard, select the Sales Access Template you
prepared in Step 3.

For more information on how to apply an Access Template to a Managed Unit, see Applying
Access Templates later in this document.
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Deployment considerations

Managed Units can best be described as virtual Organizational Units, allowing you to take
advantage of delegation and policy application within a logical grouping of objects that may
not always correspond with your Active Directory structure. At their rawest form, Managed
Units are nothing more than LDAP queries stored in Active Roles’ configuration database.
As such, Managed Units can only be configured and accessed via Active Roles’ interfaces.
This section covers the following topics, to help you make the best use of Managed Units:

« Managed Unit membership rules

« Delegation of Managed Units

Managed Unit membership rules

It is membership rules that determine the list of objects to be included in a Managed Unit.
Although several types of membership rule are available, there are two that are most
commonly used. These are query-based inclusion or exclusion rules and explicit inclusion
or exclusion rules.

Typically you would use query-based rules to include objects that span multiple
Organizational Units or Organizational Unit structures. An example is a Managed Unit that
includes all disabled user accounts or a Managed Unit that includes all user accounts
without mailboxes. Query-based rules are also used to build logical structures from a flat
Organizational Unit structure.

You have to be careful with query-based rules because in essence these are conditions
imposed on object attributes. If the value of an object’s attribute does not meet the
specified conditions, the object is not included in the Managed Unit. The opposite is also
true. If you, for example, configure a Managed Unit to include all users whose name begins
with letter A, the Managed Unit would include the Administrator account. If the Helpdesk
were delegated control over that Managed Unit, Helpdesk operators could gain control over
the Administrator account. This brings in the use for explicit rules.

Explicit rules allow you to include or exclude objects based upon their identifier (GUID). So
no matter how the object is changed or renamed, as long as that object exists in the
directory, the rule will be in effect. Explicit rules normally complement query-based rules
to include an object the query does not cover or to exclude an object that may meet the
conditions of the query. Other uses are to statically include an object so no matter what
that object is named it will always be included. Most typically this is Organizational Units.
You can build a logical structure of Organizational Units from any part of the directory tree
by explicitly adding them to a Managed Unit. This makes delegation and policy application
much easier, since either can be done at the Managed Unit level instead of each individual
Organizational Unit.

The following table lists some useful examples of membership rules. These examples
demonstrate how to control membership rules by using LDAP filters. You can apply an LDAP
filter under the Custom Search option in either of the query-based rule types.
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Table 8: Managed Unit membership rules

Managed Unit LDAP Filter
Contents

Groups hidden from  (&(objectCategory=group)(mailnickName=%*)
the Exchange (msExchHideFromAddressLists=True))
Address List

Mail-enabled groups (&(objectCategory=group)(mailNickName=%*))

Mail-enabled users (&(sAMAccountType=805306368)(mailNickName=*)
with forwarders set  (altRecipient=%*))

Users who do not (&(sAMAccountType=805306368)(!(homeMDB=*)))
have an Exchange
mailbox

Distribution groups (&(objectCategory=group)(!
(groupType:1.2.840.113556.1.4.803:=2147483648)))

Security groups (&(objectCategory=group)
(groupType:1.2.840.113556.1.4.803:=2147483648))

Disabled user (&(objectCategory=user)

accounts (userAccountControl:1.2.840.113556.1.4.803:=2))

Users from the (&(objectCategory=user)(department=Sales))

Sales department

Delegation of Managed Units

You can delegate Managed Units exactly like Organizational Units or an entire domain, by
applying Access Templates in Active Roles. This can drastically expedite deployment, ease
administrative burden for Active Roles itself, and simplify the training and job processes
for the administrators using this tool.

For instance, by grouping all disabled and locked out accounts within a single Managed
Unit, you can delegate control to a Helpdesk group so that they can quickly and easily
perform a large part of their job function by only having to enumerate and look through a
single structure. Also, when delegating control of a Managed Unit, you do not have to give
your delegated administrators access to any Organizational Unit itself; all objects that
meet the membership rules are in the Managed Unit regardless of what Organizational
Units hold those objects.

One more example would be where Active Directory has a very flat structure of
Organizational Units, however different administrators are responsible for different
locations. As long as the location code is stored in an attribute of the objects to be
managed, you can create Managed Units based on that attribute, and delegate to each set
of administrators a Managed Unit containing their respective objects that meet a particular
location code. Since Managed Units are merely groupings of objects based on certain
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attributes, the objects will move in and out of Managed Units regardless of how their
attributes change, either through Active Roles interfaces or natively.

An important feature of Managed Units is the fact that a single Managed Unit can include
objects from any domains managed by Active Roles (managed domains). As long as a
given domain is registered with Active Roles, regardless of the domain’s forest, any object
from that domain can be added to a Managed Unit. When doing delegation of a Managed
Unit that holds objects from different domains, it is advisable to use domain local groups
from the domain where the Active Roles installation exists, or universal groups. This is
because Active Roles allows you to do delegation to any security group within the
managed domains; however, if the Active Roles installation exists in domain A and a
delegation was done to a domain local group in domain B, an administrator who
authenticates against Active Roles in domain A will never have the local group from
domain B added to his security token, therefore he will not have his delegated rights. Also
global groups can be used as long as all administrative users reside in the domain where
Active Roles is installed.

One precaution that must be considered with delegating control of Managed Units is the
ability to sync the delegated permissions to Active Directory. When you apply an Access
Template to a Managed Unit and do not sync the permissions with Active Directory, the
permission settings are only stored within Active Roles’ configuration database. Active
Roles maintains the parent-child relationship for the objects held in the Managed Unit, thus
allowing permission inheritance to work. If you choose to sync the permissions with Active
Directory, there is no way to maintain that parent-child relationship in Active Directory
since a Managed Unit is not truly an object within Active Directory so to Active Directory
that parent does not exist. As a result, every permission entry found in the Access
Template will be included into the native Access Control List of every object held in the
Managed Unit. Potentially this could cause performance issues.

Working with federated authentication

Federated authentication allows users to access applications or websites by authenticating
them against a certain set of rules, known as claims. The authentication ticket or the token
validates the user across multiple applications, websites, or IT systems.

Claim-based authentication is a method to acquire the user's identity-related information
on both on-premises and cloud-based products. A single token is created based on the
predefined claims to identify the users trying to access the application or website. After
the identification of the user is complete, a security token service is used to identify the
type of user.

Active Roles supports federated authentication using the WS-Federation protocol, through
which you can sign in to an application once using the single sign-on option and you are
authenticated to access websites.
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Configuring federated authentication
settings

To configure the federated authentication settings, configure the Identity provider
configuration, and set claims in the Claim editor.

NOTE: To access the Active Roles Web Interface for federated authentication purposes,
you can use any of the following supported web browsers: Google Chrome, Mozilla
Firefox, or Microsoft Edge on Windows 10.

To set identity provider configuration

1.

In the Active Roles Configuration Center main window, click Web Interface.

The Web Interface page displays all the Active Roles Web Interface sites that are
deployed on the web server running the Active Roles Web Interface.

To configure the federated authentication settings, click Authentication.

The Site authentication settings page is displayed.

| NOTE: By default, the Default Windows Authentication settings is configured.
To configure the federated authentication settings, click Federated.

In Identity provider configuration, from the Identity provider drop-down,
select the security Identity provider. The available options are Azure,
ADFS, and Custom.

NOTE: For the Custom identity provider option, Active Roles supports the WS-
Federation standard. However, One Identity Support cannot assist with custom
WS-Federation-related configurations of third-party identity providers. For
assistance in configuring Active Roles with a custom WS-Federation-related
configuration of a third-party identity provider, contact One Identity Profes-
sional Services.

From Options, select the required additional options.
In Federated metadata URL, enter a valid URL.

NOTE: A federation metadata document is an XML document that conforms to the
WS-Federation 1.2 schema. It exposes all data required for an STS implementer.

To test the connection, click Test metadata.

If the connection is successful, a message is displayed.

8. To view the metadata URL, click Yes. To proceed further with the settings, click No.

10.

From Options, if you select the Token encryption, you must enter the certificate
thumbprint manually. If the Token encryption option is not selected, this field is
not available.

NOTE: You must enter the certificate thumbprint manually. Copying the key and
pasting in the field is not supported.

In the Realm field, enter the Realm URL of the requesting realm.
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11. Inthe Reply URL field, enter the URL to send a response. A URL that identifies the
address at which the relying party (RP) application receives replies from the Security
Token Service (STS).

To set claims in the claim editor
IMPORTANT: By default, the priority of the claim is set based on the order the claims
are created. The claim created first has the first priority, the claim created next has
the secondary priority, and so on. However, you can move the claims based on the
required priority.
1. In Claim editor, to add claims, click Add.
The Add claim window is displayed.
2. From the Claim type drop-down, select the type of claim.
| IMPORTANT: UPN, SID, and email claims are supported.
Select the Claim value.
In the Display name field, enter a name for the claim.
In the Claim description field, enter a description.
Click Save.

The claim is added successfully.

o un bW

| NOTE: You can modify or remove the claims that are created.
7. Click Modify.
If the operation is completed successfully, a message is displayed.

After you click Modify, the ARSWeb is modified and is ready for federated authentication.

Examples of configuring identity providers

See the following examples of configuring the identity providers when using federated
authentication.

NOTE: For the Custom identity provider option, Active Roles supports the WS-Federation
standard. However, One Identity Support cannot assist with custom WS-Federation-
related configurations of third-party identity providers. For assistance in configuring
Active Roles with a custom WS-Federation-related configuration of a third-party identity
provider, contact One Identity Professional Services.

Azure

. Metadata url:
https://login.microsoftonline.com/<AzureTenantID>/FederationMetadata/2007-
06/FederationMetadata.xml

o realm: spn:<Azure Application ID>

o replyurl: https://<Web Server Name>/arwebadmin/
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Active Directory Federation Services (AD FS)

« Metadata url: https://<ADFS Server name>/FederationMetadata/2007-
06/FederationMetadata.xml
o realm: https://<Web Server Name>/arwebadmin/

o replyurl: https://<Web Server Name>/arwebadmin/
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Role-based Administration

« Access Templates as administrative roles
« Access Template management tasks

« Examples of use

« Deployment considerations

« Windows claims-based Access Rules

Access Templates as administrative
roles

Active Roles provides safe, distributed administration through advanced delegation of
rights with very high granularity to individual users or groups. This relieves highly skilled
administrators from routine day-to-day tasks, saving time and increasing productivity. For
example, an administrator can allow the Help Desk to perform specific tasks, such as
resetting passwords or managing group memberships, without granting full administrative
privileges.

As you develop your administration and security design, you define delegated
administrators (Trustees) and administrative roles (Access Templates). Then, you define
Managed Units and apply Access Templates, designating Trustees for each Managed Unit.
You can also apply Access Templates to objects and folders in Active Directory, assigning
the permissions to the necessary Trustees. This three-way relationship between Trustees,
Access Templates, and managed objects is central to the implementation of your role-
based administration model.

The Active Directory Users and Computers tool provides the facility to delegate
administrative responsibilities. However, every time you want to delegate rights, you need
to define a set of permissions. This makes the delegation procedure time-consuming and
prone to errors. Active Roles overcomes this problem by consolidating permissions into
customizable administrative roles—Access Templates. The logical grouping of permissions
simplifies the management of delegation settings.

Access Templates are collections of permissions representing administrative roles.
Permissions are used to allow or deny certain administrative operations to a user or group.
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You can create an Access Template that incorporates all permissions required to perform a
particular administrative role.

To assign the role to a user or group, you should link the Access Template to a Managed
Unit, Organizational Unit, domain, or individual object, depending on the scope of the role,
and then select a user or group to designate as a Trustee. As a result, the individual user,
or each member of the group, acquires the rights specified by the role to administer
objects that reside in the collection or folder to which the Access Template has been linked.

How Access Templates work

Active Roles implements delegated administration by linking Access Templates to
collections of objects (Managed Units), directory folders (containers), or individual
(leaf) objects.

When applied to a directory object, an Access Template specifies permission settings for
that object and its child objects. Applying Access Templates to Managed Units is a
convenient way to manage permissions on collections of directory objects.

Each Access Template is applied in relation to some users and/or groups (Trustees), and
the permissions specified in the Access Template determine their access to managed
objects. When an Access Template is modified or no longer applied, permissions set for the
directory objects are modified accordingly.

When permissions on a Managed Unit change, Active Roles recalculates the permission
settings on all the Managed Unit members. Likewise, the permission information is
modified whenever the list of objects in a Managed Unit changes. When objects join or
leave a Managed Unit (due to object property changes, for example), all permission
settings on those objects are recalculated.

Every object inherits its permission settings from the Managed Units in which it resides.
For example, if a Trustee has permissions to access multiple Managed Units that hold a
given object, the Trustee’s permissions to access that object are simply defined as a union
of all permissions specified at the Managed Unit level.

Applying Access Templates to a container object (directory folder) establishes the
Trustee’s access to both the container and its child objects. The Trustee, having
permissions specified over a container, possesses inherited permissions for the child
objects residing in the container.

Security synchronization

Permissions defined in an Access Template can be propagated to Active Directory,
with all changes made to them in Active Roles being automatically synchronized to
Active Directory.

By enabling synchronization from Active Roles security to Active Directory native security,
Active Roles provides the facility to specify Active Directory security settings with Access
Templates. Access Templates simplify and enhance the management of permissions in
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Active Directory, enable the logical grouping of permissions, and providing an efficient
mechanism for setting and maintaining access control.

For each permission entry defined in Active Roles and configured with the Permissions
Propagation option set, Active Roles generates native Active Directory permission entries
based on the Active Roles permission entry.

The Permissions Propagation option (also referred to as Sync to Native Security or
Sync to AD in the user interface) ensures that every time Active Roles permissions
change, the associated native permission entries change accordingly.

Disabling the Permissions Propagation option on existing Active Roles permissions, or
deleting Active Roles permissions with this option set, deletes all native permission entries
specified through those Active Roles permissions.

If a propagated permission entry is deleted or modified in Active Directory, whether
intentionally or by mistake, Active Roles restores that entry based on Access Template
information, thus ensuring the correct permission settings in Active Directory. The “Sync of
Permissions to Active Directory” scheduled task is used in Active Roles to create or update
permission entries in Active Directory based on the Access Template links that have the
Permissions Propagation option enabled.

Access Template management tasks

This section guides you through the Active Roles console to manage Access Templates. The
following topics are covered:

« Using predefined Access Templates

« Creating an Access Template

« Applying Access Templates

« Managing Access Template links

« Synchronizing permissions to Active Directory
« Adding, modifying, or removing permissions

« Nesting Access Templates

« Copying an Access Template

« Exporting and importing Access Templates

« Renaming an Access Template

« Deleting an Access Template

Using predefined Access Templates

Active Roles offers an extensive suite of preconfigured Access Templates that represent
typical administrative roles, enabling the correct level of administrative authority to be
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delegated quickly and consistently.

The predefined Access Templates are located in containers under Configuration/Access
Templates in the Active Roles console. You can display a list of Access Templates in the
details pane by expanding Configuration | Access Templates and then selecting one of
these containers in the console tree:

o Active Directory

o Azure

. AD LDS (ADAM)

o Computer Resources
« Configuration

« Exchange

o Starling

o User Interfaces

o User Self-management

Active Directory

You can use Access Templates from the Active Directory container to delegate
Active Directory data management tasks and Active Directory service management
tasks, such as:

» User and group management
« Management of computer, printer queue, or shared folder objects

« Forest and domain configuration management

This container includes templates that allow for a wide range of administrative tasks and
templates that limit access to selected properties of Active Directory objects.

Azure

You can use Access Templates from the Azure container to delegate management tasks on
containers performing Azure related operations, such as:

« Azure Configuration in hybrid environment

« Azure user management tasks in hybrid environment

« Azure contact management tasks in hybrid environment
« Azure group management tasks in hybrid environment

« Office 365 group management tasks in Azure AD
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AD LDS (ADAM)

You can use Access Templates from the AD LDS (ADAM) container to delegate data
management tasks on the following object types in Directory Lightweight Directory
Services (AD LDS):

o AD LDS Container

o AD LDS Group

« AD LDS Organizational Unit (OU)
o AD LDS User

For instructions on how to view or set permissions on AD LDS objects, refer to the AD LDS
Data Management chapter, later in this document.

Computer Resources

You can use Access Templates from the Computer Resources container to delegate
management tasks on resources that reside on local computers, such as:

« Local users and groups
o Services
« Network file shares (shared directories)

o Printers and print jobs

This container includes templates for specific administrative roles, such as Printer Operator
or Service Operator, and templates that specify access to selected properties of computer
local resources.

Configuration

You can use Access Templates from the Configuration container to delegate management
tasks on Active Roles configuration, such as:

« Administer Managed Units, Policy Objects, or Access Templates
« Configure replication (add or remove replication partners)

« Add or remove managed domains

This container also includes templates governing access to individual properties of
Managed Units, Policy Objects and Access Templates.
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Exchange

You can use Access Templates from the Exchange container to delegate the following
administrative tasks on Exchange Server recipients:

« Manage all recipient settings

« Use Exchange Tasks Wizard

« Manage e-mail addresses

« Configure general message settings

« Configure advanced message settings

This container also includes templates governing access to individual Exchange-related
properties of users, groups, and contacts.

Starling

You can use Access Templates from the Starling container to delegate required permission
to perform Starling operations.

User Interfaces

You can use Access Template from the User Interfaces container to delegate the control
to users in the User Interfaces container under Server Configuration, to log in to the Active
Roles MMC interface.

To examine an Access Template in detail

1. Right-click the Access Template and click Properties.

The Permissions tab in the Properties dialog box lists all permissions entries
defined in the Access Template, and allows you to inspect each entry.

2. Select an entry and click the View button.

© | NOTE: Active Roles does not allow predefined Access Templates to be modified or
deleted. If you need to make changes to a predefined Access Template, you should
create a copy of the Access Template and then modify the copy as needed. To create
a copy, right-click the Access Template and click Copy.

To apply an Access Template by using the Delegation of Control wizard, right-click the
Access Template, click Links, and then, in the Links window, click Add to start the wizard.

For more information, see Applying Access Templates later in this chapter.
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User Self-management

You can use Access Templates from the User Self-management container to delegate
self-management tasks to end-users (for instance, giving end-users the right to make
changes to their own accounts by using the Active Roles Web Interface for self-
administration).

You can examine an Access Template in detail by viewing the Properties dialog box:
right-click the Access Template and click Properties. The Permissions tab in the
Properties dialog box lists all permissions entries defined in the Access Template, and
allows you to inspect each entry: select an entry and click the View button.

© | NOTE: Active Roles does not allow predefined Access Templates to be modified or
deleted. If you need to make changes to a predefined Access Template, you should
create a copy of the Access Template and then modify the copy as needed. To create
a copy, right-click the Access Template and click Copy.

You can apply an Access Template by using the Delegation of Control wizard: right-click the
Access Template, click Links, and then, in the Links window, click Add to start the wizard.
For more information, see Applying Access Templates later in this chapter.

Creating an Access Template

The Active Roles console provides the New Object - Access Template wizard for creating
Access Templates. You can start the wizard as follows: right-click Access Templates in
the console tree, and select New | Access Template. In this case, the wizard adds an

Access Template to the Access Templates container.

© | NOTE: Itis advisable to store custom Access Templates in a separate container. You
can create a container as follows: right-click Access Templates in the console tree,
and select New | Access Template Container. After you have created a
container, you can have the wizard add an Access Template to that container rather
than directly to Access Templates: right-click the container in the console tree and
select New | Access Template.

The first page of the wizard looks as shown in the following figure.
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Figure 12: Add new Access template

Mew Object - Access Template A |

% Create in:  Configuration/Access Templates

Description:

[

< Back I Mest » I Cancel | Help |

On this page, type a name and description for the new Access Template. The Active Roles
console will display the name and description in the list of Access Templates in the
details pane.

Click Next. The second page of the wizard looks as shown in the following figure.

Figure 13: Access template permission enteries

New Object - Access Template - 21xl

Access Template permizsion entries:

Type | Permissian | Apply To |

Add. Bemove | | iew/Edi. |

< Back I Mext = I Cancel | Help |

This page prompts you to configure a list of Access Template permission entries. You can
use the Add, Remove and View/Edit buttons to add, remove and modify an entry,
respectively. Clicking Add starts the Add Permission Entries wizard that helps you
configure permission entries. The wizard is discussed later in this section.

After you have completed the list of permission entries, click Next, and then click Finish.
The new Access Template is created.
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Add Permission Entries wizard

The Add Permission Entries wizard lets you specify the permission to be added into the
Access Template. The first page of the wizard looks as shown in the following figure.

Figure 14: Add Permission Entries

Add Permission Entries Wizard A |

Select object classes to apply permissions onta

&l object classes

% Only the following dasses:

Class Mame T | LDAP Display Mame -
¥ user user

™ sShares Container edsSharesContainer

™ Shared Folder wolurne

[T share edsshare b
[T session edsSession

7 service edsService

- Cuery-based Distribution Group  msExchDynamicDistributionList

™ Printer Resource edsPrinker

|- Prinker printQueUe ;I

[ show all possible classes

< Back Cancel | Help |

On this page, you select the types of objects to which you want the permission to allow (or
deny) access. You can select one of these options:

. All object classes With this option, the permission controls access to objects
of any type.

. Only the following classes With this option, the permission controls access to
objects of the type you choose by selecting the appropriate check boxes in the list.

© | NOTE: By default, all object classes are not displayed in the list. To display all object
classes, select the Show all possible classes check box.

After you have selected the object classes you want, click Next. The next page of the
wizard looks as shown in the following figure.
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Figure 15: Permission category

Add Permission Entries Wizard A |

Select permission category

™ Full Control access

%' Ohject access

(o Obiject property access

" CreationDeletion of child objects ™ Deny permission

[" Delete Object -
™ Delete Tree

7 Read cantral

™ white Contral

™ List Contents

[V List Object

- Copy Object

7 Mave out

™ all Extended Rights LI

< Back Cancel | Help |

On this page, you select a permission category, and specify whether you want the
permission to allow or deny certain administrative actions.

You can select one of the following permission categories:

« Full Control access Allows or denies all administrative actions on an object
. Object access Controls how an object is accessed and controlled.
. Object property access Controls access to an object’s attributes.

o Creation/Deletion of child objects Allows or denies creation or deletion of
objects in a container.

If you want the permission to deny certain administrative actions, you select the Deny
permission check box.

The following sections elaborate on the permission categories you can select in the Add
Permission Entries wizard.

Full Control access

Permissions in this category provide for all administrative operations on objects (and their
properties) of the classes that you selected in the previous step of the Add Permission
Entries wizard.

After you select Full Control access and click Finish, the permission is added into the
newly created Access Template.
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Object access

Permissions in this category provide for administrative operations on objects themselves
(but not their properties) of the classes that you selected in the previous step of the Add
Permission Entries wizard.

Administrative operations are selected from the list, which is displayed when you
select Object access. You select the necessary operations by selecting the
appropriate check boxes. For example, you might select List Object to allow viewing
objects of certain types.

After you have selected the operations, click Finish to complete the Add Permission
Entries wizard. The permission is added into the newly created Access Template.

Object property access

Permissions in this category provide for administrative operations on object properties
for objects of the classes that you selected in the previous step of the Add Permission
Entries wizard.

When you select Object property access, you specify access to object properties. You
can select Read properties and Write properties, as shown in the following figure.

Add Permission Entries Wizard A |

Select permission category

™ Full Control access

" Ohject access

e Obiject property access

™ Creation/Deletion of child objects [ Deny permission

¥ Read properties
|- Write properties

< Back Cancel | Help |

-

After you click Next, the wizard displays a page where you can select the properties to
which you want the permission to allow (or deny) access. The page is similar to the
following figure.
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Add Permission Entries Wizard ' A |

Select object properties
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Property Marne LDAP Display Mame | -
™ Account Restrictions <Property Setx=
¥ General Information <Property Sek=
- Group Membership <Property Sek=
I Logon Information <Property Set=
" Personal Information <Property Sets o
" Phone and Mai Cptions <Propetty Sets
™ Public Infarmation <Property Sek=
[T Remote Access Information <Property Set=
™ veb Information <Property Set LI

[ show all possible properties

< Back Cancel | Help |

On that page, you can select one of the following options:

. All properties With this option, the permission controls access to all properties.

. The following properties With this option, the permission controls access to the
properties you select from the list by selecting the appropriate check boxes.

© | NOTE: By default, all object properties are not displayed in the list. To display all
object properties, select the Show all possible properties check box.

After you have selected the properties you want, click Finish to complete the Add
Permission Entries wizard. The permission is added to the Access Template.

Creation/Deletion of child objects permission

Permissions in this category provide for creation and deletion of child objects in
container objects of the classes you selected in the previous step of the Add Permission
Entries wizard.

When you select Creation/Deletion of child objects, you specify the creation, deletion,
and move operations you want the permission to allow (or deny). The list of operations
looks as shown in the following figure.
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Add Permission Entries Wizard

Select permission category

™ Full Control access

" Object access

(o Obiject property access

%" CreationDeletion of child objects

r Deny permission

21X

¥ Create child objects
[ Delete child objects
™ Move objects into this container

< Back Cancel |

Help

You can select the following operations:

. Create child objects Controls the creation of child objects of the classes you select

in the next step.

. Delete child objects Controls the deletion of child objects of the classes you select

in the next step.

« Move objects into this container Controls the relocation of object of the
classes you select in the next step. This operation assumes moving objects from
one container to another without permission to delete existing objects or create

new objects.

After you click Next, the wizard displays the page where you can select the types of
objects on which you want the permission to allow (or deny) the operations you selected in
the previous step. The page is similar to the following figure.

Add Permission Entries Wizard A |
Select object classes
™ Child objects of any class
" Child ohjects of the Fallowing classes:
Class Marme ¢ | LDAP Display Mame -
v Zomputer compuker
™ Contact contack
™ Container container
¥ agraup group
- inetCrgPersan inetorgPerson
™ Printer printQueue
- Cuery-based Distribution Group  msExchDynamicDistributionList |-
™ Shared Folder wolurne
[~ user user LI
[ show all possible classes
< Back " Finish Cancel | Help |

On that page, you select the types of objects for which you want the permission to allow (or
deny) the creation, deletion, or move operation. You can select one of these options:
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. Child objects of any class With this option, the permission controls the
operations on objects of any type.

. Child objects of the following classes With this option, the permission controls
the operations on objects of the type you select from the list by selecting the
appropriate check boxes.

© | NOTE: By default, all object classes are not displayed in the list. To display all object
classes, select the Show all possible classes check box.

After you have selected the object classes, click Finish to complete the Add Permission
Entries wizard. The permission is added to the Access Template.

Steps for creating an Access Template

To create an Access Template

1. Inthe console tree, under Configuration | Access Templates, locate and select
the folder in which you want to add the Access Template.

You can create a new folder as follows: Right-click Access Templates and select
New | Access Template Container. Similarly, you can create a sub-folder in a
folder: Right-click the folder and select New | Access Template Container.

2. Right-click the folder, and select New | Access Template to start the New Object -
Access Template wizard.

3. On the first page of the wizard, do the following, and then click Next:
a. Inthe Name box, type a name for the Access Template.

b. In the Description box, type any optional information about the Access
Template.

4. On the second page of the wizard, configure the list of permission entries, and then
click Next.

The instructions on how to add, modify, or delete permission entries are given later
in this topic.

5. Click Finish to create the Access Template that includes the permission entries you
have specified.

To add a permission entry to an Access Template

1. On the page that displays a list of permission entries included in the Access
Template, click Add to start the Add Permission Entries wizard.

2. On the first page of the wizard, select one of these options:

. All object classes The rights defined by this permission entry apply to
objects of any class.

. Only the following classes The rights defined by this permission entry
apply to objects of specific classes. Select object classes from the list. If the
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list does not include the object class you want, select Show all possible
classes.

3. Click Next.
4. On the second page of the wizard, select one of these options:

. Full control access The rights to create or delete child objects, read and
write properties, examine child objects and the object itself, add and remove
the object from the directory, and read or write with any extended right. This
option does not have any configuration parameters.

. Object access The rights to exercise certain generic permissions and
extended rights on the objects. Select permissions and extended rights from
the list to configure this option as appropriate.

. Object property access The rights to read or write certain properties of the
object. Select check boxes to configure this option as appropriate: Read
properties, Write properties. On the next page of the wizard, you can
select the properties you want to be controlled by this permission entry.

. Creation/Deletion of child objects The rights to create or delete child
objects of the object. Select check boxes to configure this option as
appropriate: Create child objects, Delete child objects, Move objects
into this container. On the next page of the wizard, you can specify the class
or classes of child object you want to be controlled by this permission entry.

5. If you want the Access Template to deny the rights defined by this permission entry,
select the Deny permission check box. Otherwise, leave the check box cleared.

6. Do the following, depending on the option you selected and configured in Step 4:

« Full control access or Object access Click Finish to add the permission
entry to the Access Template.

. Object property access or Creation/Deletion of child objects Click
Next to continue configuring the option.

7. On the third page of the wizard, continue configuring the option you selected in Step
4, and then click Finish to add the permission entry to the Access Template:

. If you selected Object property access, select the properties to be
controlled by this permission entry. You have two options: All properties and
The following properties. With the second option, you must select
properties from the list. If the list does not include the property you want,
select Show all possible properties.

« If you selected Creation/Deletion of child objects, specify the class or
classes of child object to be controlled by this permission entry. You have two
options: Child objects of any class and Child objects of the following
classes. With the second option, you must select one or more object classes
from the list. If the list does not include the object class you want, select Show
all possible classes.
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To view or modify a permission entry in an Access Template

1.

On the page that displays a list of permission entries included in the Access
Template, select the permission entry you want to view or modify, and click
View/Edit to display the Modify Permission Entry dialog box.

Examine the Apply Onto tab in the Modify Permission Entry dialog box. On this
tab, you can view or modify the same settings as on the first page of the Add
Permission Entries wizard (see Step 2 in the procedure above).

Examine the Permissions tab in the Modify Permission Entry dialog box. This
tab provides the same options as the second page of the Add Permission Entries
wizard (see Step 4 in the procedure above). The options are read-only, so you cannot
change the option that was selected upon creation of the permission entry. However,
you can manage the configuration of the option:

. Object access Select generic permissions or extended rights you want to add
to the Access Template.

. Object property access Select or clear these check boxes: Read
properties, Write properties.

. Creation/Deletion of child objects Select or clear these check
boxes: Create child objects, Delete child objects, Move objects
into this container.

If you want the Access Template to deny the rights defined by this permission entry,
select the Deny permission check box on the Permissions tab. Otherwise, leave
the check box cleared.

If Object property access is selected on the Permissions tab, use the Object
Properties tab in the Modify Permission Entry dialog box to view or modify the
settings that determine which properties are controlled by this permission entry (see
Step 7 in the procedure above).

If Creation/Deletion of child objects is selected on the Permissions tab, use
the Object Classes tab in the Modify Permission Entry dialog box to view or
modify the settings that determine which classes of child object are controlled by this
permission entry.

To delete a permission entry from an Access Template

1. On the page that displays a list of permission entries included in the Access
Template, select the permission entry you want to delete, and click Remove.
2. Click Yes to confirm the deletion.

Applying Access Templates

You can assign permissions to Active Directory (AD) objects with Access Templates (ATs)

in the Active Roles Console.

Delegating permissions with ATs is an effective method to grant specific types of access for

specific users or groups to specific organizational resources. For example, directory
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administrators of a domain can receive full control for managing that domain, while
helpdesk operators can quickly receive permission to reset passwords for domain users.

Active Roles supports specifying ATs to all AD object types: administrative views (Managed
Units), directory folders (containers), or individual (leaf) objects as well. When applying an
AT to an AD object, you:

1. Designate a trustee (also known as security principal) who will receive the
permissions granted by the AT. Trustees are typically users or groups.

2. Assign permissions to that trustee for the AD object in the scope of the AT. Such AD
objects are called securable objects.

As a result, the trustee receives access to the securable object according to the
permissions defined in the AT.

You can apply ATs to an AD object with the Delegation of Control Wizard. To start the
wizard, navigate to either:

« The AT you want to apply on an AD object. When you start the Delegation of
Control Wizard this way, you can select the securable AD objects for which
the access is granted, and the trustees who receive the access to those
securable objects.

For the steps of this procedure, see Applying an Access Template directly.

« The securable AD object (container, Managed Unit or leaf object) whose access and
administration permissions you want to configure. When you start the Delegation
of Control Wizard this way, you can select the trustees who receive the access to
the securable object and the ATs defining the permissions of the trustees to the
securable object.

For the steps of this procedure, see Applying Access Templates on a securable
object.

« The trustee for which you want to assign permissions. When you start the
Delegation of Control Wizard this way, you can select the securable AD object to
which the trustee will receive access and the ATs defining the permissions of the
trustee to the securable object.

For the steps of this procedure, see Applying Access Templates on a user or group.

NOTE: ATs support propagating their permission settings for the child objects of the
securable objects too.

Applying an Access Template directly

You can configure permissions for a trustee to a securable Active Directory (AD) object via
an Access Template (AT) by selecting the AT directly in the Active Roles Console.
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To apply an Access Template on a trustee or trustees

1. Inthe Active Roles Console, in the Active Directory (AD) tree, navigate to
Configuration > Access Templates.

2. Right-click the AT you want to assign to a trustee (or trustees), then click Links.

TIP: For more information on the ATs, see the Description of the AT or the Access
Templates Available out of the Box document.

3. Inthe Links dialog, to start the Delegation of Control Wizard, click Add. Click
Next on the Welcome page, when it appears.

4. In the Objects step, specify the securable objects that you want to add to the
scope of the AT.

« To specify a new securable object or objects, click Add. Then, in the Select
Objects window, locate and select the securable objects you want to add to
the scope of the AT, and click Add.

Once you finalized the list, to close the Select Objects window and apply your
selection, click OK.

TIP: If no securable objects appear in the window, use the Click here to
display objects link.
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Figure 16: Delegation of Control Wizard — Select objects window
when specifying securable objects

#7 Select Objects ? X
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Figure 17: Delegation of Control Wizard — Selecting securable objects

Delegation of Control Wizard 7 X
Objects
Select the objects of which vou want to delegate contral. k
Selected objects:
Mame In Folder
|8l iExampleC roles1.net
Add... Remove
< Back Cancel Help

« To remove securable objects added earlier to the scope of the AT, select them
in the Objects step, and click Remove.

To continue, click Next.

5. Inthe Users or Groups step, specify the trustee(s) for which you want to grant the
permissions of the AT.

o To specify a new trustee or new trustees, click Add. Then, in the Select
Objects window, locate and select the users or groups you want to add to the
scope of the AT, and click Add. Once you finalized the list, to close the Select
Objects window and apply your selection, click OK.

TIP: If no users or groups appear in the window, use the Click here to
display objects link.
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Figure 18: Delegation of Control Wizard - Select Objects window
when specifying trustees
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Figure 19: Delegation of Control Wizard - Selecting trustees
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Add... Remove

< Back Cancel Help

« To remove existing trustees added earlier to the scope of the AT, select them
in the Users or Groups step, and click Remove.

To continue, click Next.

6. In the Inheritance Options step, specify with the Apply permissions onto

setting the scope of securable objects to which Active Roles applies the
permissions of the AT:

« This directory object: Trustees receive the AT permissions only to the
selected securable object.

« Child objects of this directory object: Trustees receive the AT
permissions to the children of the securable object. To limit the granted

permissions only to the direct children of the object, select Immediate child
objects only as well.
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Figure 20: Delegation of Control Wizard- Inheritance Options

Delegation of Control Wizard 7 X

Inheritance Options
You can specify whether you want child objects to inherit the permission settings Q
from the selected Access Templates.

Directory object selected:
| roles1.net/Examplec| |

Apply permissions onto;
This directory object

Child objects of this directory object
[ ] immediate child objects only

< Back Cancel Help

To continue, click Next.

7. Inthe Permissions Propagation step, to synchronize the configured permission
settings to the native Active Directory (AD) access controls, select Propagate
permissions to Active Directory.
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Figure 21: Delegation of Control Wizard - Permissions propagation

Delegation of Control Wizard 7 X
Permissions Propagation
You have the option to keep native security updated with the permissions you N
spedified,

Permissions propagation is an advanced option. It does not affect Active Roles operations,
and is only intended to provision other applications with native permissions to Active Directory.

This option generates native Active Directory permission entries based on permissions
specified with Active Roles.

|:| Propagate permissions to Active Directaory

< Back Mext = Cancel

Selecting this setting will modify the authorization information of the AD objects with
the permission settings defined in Active Roles, providing more flexibility for users
and groups that use native AD management tools besides Active Roles.

IMPORTANT: Selecting this setting will result in trustees keeping their configured
permissions outside of the Active Roles environment, with the potential risk of
bypassing policies configured and enforced with Active Roles.

Therefore, select this option only if the selected trustees have the required security
clearance and/or meet all security guidelines in effect within your organization.

TIP: Once Propagate permissions to Active Directory is selected and
configured, you can change this setting at any time with the Active Roles
Security > Sync to AD setting, or with the Advanced Details > Sync to AD
setting. For more information, see Synchronizing permissions to Active Directory.

To continue, click Next.

8. To complete the wizard, click Finish.

Applying Access Templates on a securable object

You can configure permissions for a trustee (or trustees) to a securable Active Directory
(AD) object via Access Templates (ATs) by selecting the securable object in the Active
Roles Console.
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To configure permissions with an Access Template from a securable object

1.

In the Active Roles Console, in the Active Directory (AD) tree, navigate to the
securable object for which you want to configure an AT.

To open the Delegation of Control Wizard from the securable object:

« If the securable object is a container or Managed Unit, right-click the object,
then click Delegate Control > Add.

« If the securable object is a leaf object, right-click the object and click
Properties. Then, in the Properties window, click Administration >
Security > Add.

When the Welcome screen of the Delegation of Control Wizard appears, click Next.

In the Users or Groups step, specify the trustee(s) for which you want to grant the
permissions of the AT.

« To specify a new trustee or new trustees, click Add. Then, in the Select
Objects window, locate and select the users or groups you want to add to the
scope of the AT, and click Add. Once you finalized the list, to close the Select
Objects window and apply your selection, click OK.

TIP: If no users or groups appear in the window, use the Click here to
display objects link.
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Figure 22: Delegation of Control Wizard - Select Objects window
when specifying trustees
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Figure 23: Delegation of Control Wizard - Selecting trustees
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« To remove existing trustees added earlier to the scope of the AT, select them
in the Users or Groups step, and click Remove.

To continue, click Next.

4. Inthe Access Templates step, specify the ATs you want to assign to the selected
trustees for the configured securable object. Expand the containers of the ATs, then
select the AT or ATs you want to apply.
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Figure 24: Delegation of Control Wizard — Selecting Access Templates
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Default security on the AD LDS (ADAM) container.

< Back Cancel Help

To continue, click Next.

5. In the Inheritance Options step, specify with the Apply permissions onto
setting the scope of securable objects to which Active Roles applies the
permissions of the AT:

. This directory object: Trustees receive the AT permissions only to the
selected securable object.

« Child objects of this directory object: Trustees receive the AT
permissions to the children of the securable object. To limit the granted

permissions only to the direct children of the object, select Immediate child
objects only as well.
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Figure 25: Delegation of Control Wizard- Inheritance Options

Delegation of Control Wizard 7 X

Inheritance Options
You can specify whether you want child objects to inherit the permission settings Q
from the selected Access Templates.

Directory object selected:
| roles1.net/Examplec| |

Apply permissions onto;
This directory object

Child objects of this directory object
[ ] immediate child objects only

< Back Cancel Help

To continue, click Next.

6. Inthe Permissions Propagation step, to synchronize the configured permission
settings to the native Active Directory (AD) access controls, select Propagate
permissions to Active Directory.
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Figure 26: Delegation of Control Wizard - Permissions propagation

Delegation of Control Wizard 7 X
Permissions Propagation
You have the option to keep native security updated with the permissions you N
spedified,

Permissions propagation is an advanced option. It does not affect Active Roles operations,
and is only intended to provision other applications with native permissions to Active Directory.

This option generates native Active Directory permission entries based on permissions
specified with Active Roles.

|:| Propagate permissions to Active Directaory

< Back Mext = Cancel

Selecting this setting will modify the authorization information of the AD objects with
the permission settings defined in Active Roles, providing more flexibility for users
and groups that use native AD management tools besides Active Roles.

IMPORTANT: Selecting this setting will result in trustees keeping their configured
permissions outside of the Active Roles environment, with the potential risk of
bypassing policies configured and enforced with Active Roles.

Therefore, select this option only if the selected trustees have the required security
clearance and/or meet all security guidelines in effect within your organization.

TIP: Once Propagate permissions to Active Directory is selected and
configured, you can change this setting at any time with the Active Roles
Security > Sync to AD setting, or with the Advanced Details > Sync to AD
setting. For more information, see Synchronizing permissions to Active Directory.

To continue, click Next.

7. To complete the wizard, click Finish.

Applying Access Templates on a user or group

You can configure permissions for a trustee (typically a user or group) to a securable
Active Directory (AD) object via Access Templates (ATs) by selecting the trustee in the
Active Roles Console.
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To configure permissions with an Access Template from a trustee

1. Inthe Active Roles Console, in the Active Directory (AD) tree, navigate to the trustee
AD object (such as a user or group) for which you want to configure access with an
AT or ATs to a securable object.

2. To open the Delegation of Control Wizard, right-click the trustee, then click
Delegated Rights > Add.

When the Welcome screen appears, click Next.

3. In the Objects step, specify the securable objects that you want to add to the
scope of the AT.

« To specify a new securable object or objects, click Add. Then, in the Select
Objects window, locate and select the securable objects you want to add to
the scope of the AT, and click Add.

Once you finalized the list, to close the Select Objects window and apply your
selection, click OK.

TIP: If no securable objects appear in the window, use the Click here to
display objects link.
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Figure 27: Delegation of Control Wizard — Select objects window
when specifying securable objects
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Figure 28: Delegation of Control Wizard — Selecting securable objects
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« To remove securable objects added earlier to the scope of the AT, select them
in the Objects step, and click Remove.

To continue, click Next.

4. Inthe Access Templates step, specify the ATs you want to assign to the selected
trustees for the configured securable object. Expand the containers of the ATs, then
select the AT or ATs you want to apply.
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Figure 29: Delegation of Control Wizard — Selecting Access Templates
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To continue, click Next.

5. In the Inheritance Options step, specify with the Apply permissions onto
setting the scope of securable objects to which Active Roles applies the
permissions of the AT:

. This directory object: Trustees receive the AT permissions only to the
selected securable object.

« Child objects of this directory object: Trustees receive the AT
permissions to the children of the securable object. To limit the granted

permissions only to the direct children of the object, select Immediate child
objects only as well.
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Figure 30: Delegation of Control Wizard- Inheritance Options

Delegation of Control Wizard 7 X

Inheritance Options
You can specify whether you want child objects to inherit the permission settings Q
from the selected Access Templates.

Directory object selected:
| roles1.net/Examplec| |

Apply permissions onto;
This directory object

Child objects of this directory object
[ ] immediate child objects only

< Back Cancel Help

To continue, click Next.

6. Inthe Permissions Propagation step, to synchronize the configured permission
settings to the native Active Directory (AD) access controls, select Propagate
permissions to Active Directory.
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Figure 31: Delegation of Control Wizard - Permissions propagation

Delegation of Control Wizard 7 X
Permissions Propagation
You have the option to keep native security updated with the permissions you N
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Permissions propagation is an advanced option. It does not affect Active Roles operations,
and is only intended to provision other applications with native permissions to Active Directory.

This option generates native Active Directory permission entries based on permissions
specified with Active Roles.

|:| Propagate permissions to Active Directaory

< Back Mext = Cancel

Selecting this setting will modify the authorization information of the AD objects with
the permission settings defined in Active Roles, providing more flexibility for users
and groups that use native AD management tools besides Active Roles.

IMPORTANT: Selecting this setting will result in trustees keeping their configured
permissions outside of the Active Roles environment, with the potential risk of
bypassing policies configured and enforced with Active Roles.

Therefore, select this option only if the selected trustees have the required security
clearance and/or meet all security guidelines in effect within your organization.

TIP: Once Propagate permissions to Active Directory is selected and
configured, you can change this setting at any time with the Active Roles
Security > Sync to AD setting, or with the Advanced Details > Sync to AD
setting. For more information, see Synchronizing permissions to Active Directory.

To continue, click Next.

7. To complete the wizard, click Finish.

Managing Access Template links

When applying an Access Template, Active Roles creates an Access Template link. Thus,
administrative rights are specified by linking Access Templates to securable objects—
Managed Units, directory folders (containers), or individual (leaf) objects.
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Each Access Template link includes the identifier (SID) of the security principal—user or
group—to which the specified administrative rights are assigned. When an Access
Template link is created, the user or group becomes a Trustee over the collection of
objects or the folder to which the Access Template is linked, with permissions specified by
that Access Template.

When an Access Template is modified or no longer applied, the permission information on
objects affected by the Access Template changes accordingly.

You can display a list of Access Template links starting from one of the following points:

. Access Template Right-click an Access Template and click Links.
This displays the links in which the Access Template occurs.

o Security principal (Trustee) Right-click a group or user, and click
Delegated Rights.

This displays the links in which the group or user occurs as a Trustee either directly
or due to group memberships.

. Securable object Right-click a container object or Managed Unit and click
Delegate Control. For a leaf object, open the Properties dialog box, go to the
Administration tab, and click Security.

This displays the links in which the selected object occurs as a securable object
(referred to as Directory Object).

Another way to see a list of Access Template links is to use the advanced details pane.
Ensure that Advanced Details Pane is checked on the View menu, and then select one of
the following:

o Access Template

The Links tab lists the links in which the selected Access Template occurs.

« Other object (Managed Unit, container, or leaf object)

The Active Roles Security tab lists the links in which the selected object occurs as
a securable object (referred to as Directory Object).

The Active Roles console displays a list of Access Template links in a separate window.
Thus, the Active Roles Security window is displayed when you start from a securable
object (for example, by clicking a Managed Unit or Organizational Unite and then clicking
Delegate Control).

Each entry in the list of the Access Template links includes the following information:

. Trustee The link defines administrative rights of this security principal (group
or user).

. Access Template The Access Template that determines the Trustee’s rights.
. Directory Object The link defines the Trustee’s rights to this securable object.

« Sync to Native Security Indicates whether the permissions are synced to
Active Directory.

. Disabled Indicates whether the link is disabled. If a link is disabled, the
permissions defined by that link have no effect.
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« Access Rule Indicates whether an Access Rule is applied to this link (see Windows
claims-based Access Rules).

The Active Roles Security window (as well as the Active Roles Security tab in the
advanced details pane) lists the links of these categories:

. Direct links Access Template is applied (linked) directly to the securable object
you have selected.

« Inherited links Access Template is applied (linked) to a container in the hierarchy
of containers above the securable object you have selected, or to a Managed Unit to
which the securable object belongs.

The links inherited from parent objects can be filtered out of the list:

o When using the Active Roles Security window, clear the Show inherited
check box.

« When using the Active Roles Security tab, right-click the list and then click Show
Inherited to uncheck the menu item.

A window or tab that displays Access Template links allows you to manage links. In a
window, you can use buttons beneath the list. In a tab, you can right-click a list entry or a
blank area, and then use commands on the shortcut menu. For example, the following
buttons appear in the Active Roles Security window:

o Add Starts the Delegation of Control wizard to create apply Access Templates.

« Remove Deletes the selected entries from the list of links. Available for
direct links only.

« View/Edit Displays the dialog box to view or modify link properties such as
permissions inheritance and propagation options.

« Sync to AD Toggles the permissions propagation option of the links selected
in the list.

. Disable Disables or enables the link. If a link is disabled, the permissions specified
by the link takes no effect.

© | TIP: In the Active Roles Security dialog box, the Remove button is available on
direct links only. When you need to delete links, it is advisable to manage them using
the Links command on the Access Template.

Steps for managing Access Template links

When you apply an Access Template (see Applying Access Templates earlier in this
document), Active Roles creates an object, referred to as an Access Template link, that
stores information about the Access Template, the directory object on which the Access
Template is applied, and the user or group (Trustee) to whom the permissions are
assigned. Basically, the management of permission settings in Active Roles comes to the
management of Access Templates and Access Template links. This topic provides some
instructions you can use to view or modify Access Template links.
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To view or modify Access Template links in which a given Access
Template occurs

1. Right-click the Access Template, and click Links.
2. Inthe Links dialog box, do the following:

o To create a new link, click Add and follow the steps in the Delegation of Control
wizard to apply an Access Template (see Steps for applying an Access
Templateearlier in this document).

« To delete a link, select it from the list and click Remove.

« To view or modify the inheritance and synchronization settings for a link, select
the link and click View/Edit.

« To change the synchronization setting for a link, select the link and click Sync
to AD or Desync to AD.

. To remove or restore the effect of a link, select the link and click Disable or
Enable, respectively.

To view or modify Access Template links on a given object

1. Open the Active Roles Security dialog box for the object:
« Right-click the object, and click Delegate Control.
OR

« Right-click the object, and click Properties. Then, on the Administration tab
in the Properties dialog box, click Security.

2. Inthe Active Roles Security dialog box, do the following:

« To create a new link, click Add and follow the steps in the Delegation of Control
wizard to specify permission settings on the object by using an Access
Template (for instructions, see Steps for applying an Access Template earlier
in this document).

o To delete a link, select it from the list and click Remove.

. To view or modify the inheritance and synchronization settings for a link, select
the link and click View/Edit.

« To change the synchronization setting for a link, select the link and click Sync
to AD or Desync to AD.

« To remove or restore the effect of a link, select the link and click Disable or
Enable, respectively.

To view or modify Access Template links for a given user or group

Right-click the user or group, and click Delegated Rights.
2. Inthe Delegated Rights dialog box, do the following:

3. To create a new link, click Add and follow the steps in the Delegation of Control
wizard to specify permissions for the user or group by using an Access Template (for
instructions, see Steps for applying an Access Template earlier in this document).

4. To delete a link, select it from the list and click Remove.
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5. To view or modify the inheritance and synchronization settings for a link, select the
link and click View/Edit.

6. To change the synchronization setting for a link, select the link and click Sync to AD
or Desync to AD.

7. To remove or restore the effect of a link, select the link and click Disable or Enable,
respectively.

® | NOTE:

« By default, the Active Roles Security dialog box for an object lists all the
links that determine the permission settings on the object, regardless of
whether a link was created on the object itself or on a container or Managed
Unit that holds the object. To change the display of the list, clear the Show
inherited check box.

» Inthe Active Roles Security dialog box, only direct links can be removed,
that is, a link can be removed if the link was created on the object itself (not
inherited from a container or Managed Unit). Only direct links are displayed
when you clear the Show inherited check box, so you can delete them by
clicking Remove.

. Inthe Active Roles Security dialog box, the Remove button is available only
on direct links. When you need to delete links, it is advisable to manage this by
using the Links command on the Access Template or by using the Delegated
Rights command on the Trustee (user or group). Alternatively, you can delete
a link by using View/Edit: Select the link and click View/Edit; then, click
Properties next to the Access Template box; then, on the Administration
tab, click Links, and, finally, delete the link from the Links dialog box.

. Inthe Active Roles Security dialog box, the Sync to AD button is available
only on direct links. When you need to change synchronization status of a link,
it is advisable to manage this by using the Links command on the Access
Template or by using the Delegated Rights command on the Trustee (user or
group). Alternatively, you can change the synchronization status of a link by
using View/Edit: Select the link and click View/Edit; then, on the Synchron-
ization tab, select or clear Propagate permissions to Active Directory.

» Clicking View/Edit displays the Properties dialog box for the selected link.
This dialog box can be considered as a focal point for administration of all
elements of the link. Thus, from the Properties dialog box, you can access the
properties of the directory object, Access Template and Trustee that are
covered by the link, view or modify the settings found on the Inheritance
Options and Permissions Propagation pages in the Delegation of Control
wizard, and enable or disable the link.

« You can also manage Access Template links on the Links or Active Roles
Security tab in the advanced details pane, which allows you to perform the
same tasks as the Links or Active Roles Security dialog box, respectively.
Right-click a link or a blank area on the tab, and use command on the shortcut
menu. The Links tab is displayed when you select an Access Template.
Otherwise, the Active Roles Security tab is displayed. To display the
advanced details pane, check Advanced Details Pane on the View menu
(see Advanced pane earlier in this document).
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Synchronizing permissions to Active
Directory

Active Roles provides the option to keep Active Directory native security updated with
selected permissions specified using Access Templates. This option, referred to as
permissions propagation, is intended to provision users and applications with native
permissions to Active Directory. The normal operation of Active Roles does not rely on
this option.

You can set the permissions propagation option in these ways:

« When applying Access Templates, you can select the Propagate permissions to
Active Directory check box in the Delegation of Control wizard.

« When managing Access Template links, you can use the Sync to AD buttonin a
window that displays a list of links or use the Sync to AD command on a tab that
displays a list of links in the advanced details pane.

For example, suppose Active Roles defines certain permissions on an Organizational
Unit, and you want to synchronize them to Active Directory. You can accomplish this
task as follows.

First, right-click the Organizational Unit and click Delegate Control to display the Active
Roles Security window.

Next, in the Access Template links list, select the links that define the permissions you
want to synchronize.

Finally, click the Sync to AD button. The Sync to Native Security column in the list
displays Yes for the links that you are going to synchronize.

After you click OK, Active Roles creates permission entries in Active Directory so that the
Trustee has the same rights in Active Directory as it has in the Active Roles environment in
accordance with the Access Template links you have synchronized.

You can stop synchronization of permissions at any time by clicking the Desync to AD
button. If you do so, Active Roles deletes all permission entries in Active Directory that
were created as a result of synchronization.

© | TIP: In the Active Roles Security dialog box, the Sync to AD button is only
available on direct links. When you need to synchronize links, it is advisable to
manage them using the Links command on the Access Template.

You can also accomplish this task using the advanced details pane as follows:

1. Select the Organizational Unit.

2. Onthe Active Roles Security tab, select the Access Template links that define the
permissions you want to synchronize.

3. Right-click the selection and click Sync to AD.

You can use the Sync to AD command to stop synchronization: right-click the links you
want to no longer be synchronized, and click Desync to AD.
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© | TIP: On the Active Roles Security tab, the Sync to AD command is available on
direct links only. When you need to synchronize links, it is advisable to manage them
using the Links tab for the Access Template.

Steps for synchronizing permissions to Active
Directory

Active Roles provides the option to keep Active Directory native security updated with
selected permission settings that are specified by using Access Templates. This option,
referred to as permissions propagation, is intended to provision users and applications with
native permissions to Active Directory. The normal operation of Active Roles does not rely
upon this option.

You can set the permissions propagation option as follows:

« When applying an Access Template, select the Propagate permissions to Active
Directory check box in the Delegation of Control wizard (see Steps for applying an
Access Template earlier in this document).

« When managing Access Template links, use the Sync to AD button in the dialog box
that displays a list of links (see Steps for managing Access Template links earlier in
this document).

As an example, you can use the following instructions to set the permissions propagation
option on the permission settings that are defined by applying a certain Access Template to
an Organizational Unit:

To synchronize permission settings on an Organizational Unit

Right-click the Organizational Unit and click Delegate Control.

2. Inthe Active Roles Security dialog box, select the Access Template link that
determines the permission settings you want to synchronize to Active Directory, and
then click Sync to AD.

3. Click OK to close the Active Roles Security dialog box.
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O | NOTE:

« When synchronizing permissions to Active Directory, Active Roles creates
permission entries in Active Directory so that the Trustee has the same rights
in Active Directory as it has in the Active Roles environment as per the Access
Template links you have synchronized.

« You can stop synchronization of permissions at any time by clicking the
Desync to AD button. If you do so, Active Roles deletes all permission entries
in Active Directory that were created as a result of synchronization.

« You can also manage the permissions propagation option on the Links or
Active Roles Security tab in the advanced details pane, which allows you to
perform the same tasks as the Links or Active Roles Security dialog box,
respectively. Right-click the link on which you want to set the permissions
propagation option, and click Sync to AD to start synchronization or Desync
to AD to stop synchronization. The Links tab is displayed when you select an
Access Template. Otherwise, the Active Roles Security tab is displayed. To
display the advanced details pane, check Advanced Details Pane on the
View menu (see Advanced pane earlier in this document).

Managing Active Directory permission entries

The Native Security tab in the advanced details pane lists the native Active Directory
permission entries for the securable object (for example, an organizational unit) selected
in the console tree.

By analyzing information in the Type and Source columns on the Native Security tab,
you can determine whether a given entry is synchronized from Active Roles.

In the Type column, the synchronized entries are marked with the % icon. This icon
changes to “m if synchronization of the entry is invalid or unfinished. For example, if you
delete a synchronized entry from Active Directory, Active Roles detects the deletion and
re-creates the entry. Until the entry is re-created, the Type column marks the entry with
the *a icon.

For each synchronized entry, the Source column displays the name of the Access Template
that defines the permissions synchronized to that entry.

From the Native Security tab, you can manage permission entries: right-click an entry,
and click Edit Native Security. This displays the Permissions dialog box where you
can add, remove and modify Active Directory permission entries for the securable object
you selected.

Adding, modifying, or removing permissions

When you add, remove, or modify permissions in an Access Template, permission settings
automatically change on all objects to which the Access Template is applied (linked),
including those that are affected by the Access Template because of inheritance.

. Active Roles 7.6 Administration Guide
(ONE IDENTITY 153

Role-based Administration



To add, remove, or modify permissions in an Access Template, open the Properties dialog
box for the Access Template, and go to the Permissions tab.

Figure 32: Access Template - Manage permissions

Manage Recipients Properties ﬂil
General  Permissions |Nesting| Objectl @ Adrminiskration |

Access Template permission entries:

Type | Permission | Apply To |*
Allovs  List Domain
allow  Read all Properties Damain o
Allovs  Lisk inetOrgPerson
Allow  Read All Properties inetOrgPerson
Allows wWrite edsaMailboxSecurityD, .. inetOrgPerson
Allow  write edsaCreateMsExchM...  inetOrgPerson
Allow Write edsaMoveMailbo: inetdrgPerson
Allow  Write edsabeletemMailbox inetOrgPerson
Allovs Write edsaEstablishEmail inetorgPerson
Bllaws  rite edsaDeleteEmail inetorgPerson
Allows  Write edsafdminGroup inetOrgPerson
Allow  Write edsaHomeMDE inetOrgPerson
Write edsaRemovedllMsExc, ., inetOrgPerson
Wite deletedItemFlags inetOrgPerson
Allow  Write extensionAttributel 1 inetOrgPerson :I
Add... | Remove | Wigw Edit. .. |

Cancel | Apply | Help |

The Permissions tab lists permission entries defined in the Access Template. Each entry
in the list includes the following information:

. Type Specifies whether the permission allows or denies access.
« Permission Name of the permission.

« Apply To Type of objects that are subject to the permission.

To add a new permission, click Add and complete the Add Permission Entries wizard, as
described in Add Permission Entries wizard earlier in this chapter.

To delete permissions, select them from the Access Template permission entries list,
and click Remove.

To modify a permission, select it from the Access Template permission entries list,
and click View/Edit. This displays the Modify Permission Entry dialog box, similar to
the following figure.
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Figure 33: Access Template - Modify permissions

Modify Permission Entry ed |
Apply Onto IPermissiDns | Chiject Properties |
Select object classes to apply permissions onka
" all ohiect classes
" only the Following classes:
Class Marme  / | LDAP Display Mame -
r Zomputer compuker
¥ Contact contack
™ cantainer conkainer
™ Damain domainDhS
™ group group
- Garoup Policy Object edsGEP0
- inetCrgPersan inetorgPerson
™ Local Group edsLocalGroup fro
[ Local Groups Container edsLocalGroupsContainer
™ Local User edsLocalllser
™ Local Users Container edsLocaldsersiContainer
- COpen File edsOpenFile
- Organizational Unit organizationallnit
™ Print Job edsPrintJob ;I
™ show all possible classes
Cancel | Help

You can use the tabs in that dialog box to modify the permission as needed. The tabs are
similar to the pages in the Add Permission Entries wizard, discussed in Add Permission
Entries wizard earlier in this chapter.

Steps for adding permissions to an Access

Template

To add a permission entry to an Access Template

1. Inthe console tree, under Configuration | Access Templates, locate and select
the folder that contains the Access Template you want to modify.

2. Inthe details pane, right-click the Access Template, and click Properties.

On the Permissions tab, click Add, and then use the Add Permission Entries wizard
to configure a permission entry.

For detailed instructions on how to add a permission entry to an Access Template,
see Steps for creating an Access Template earlier in this document.
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© | NOTE: The Permissions tab lists the permission entries that are configured in the
Access Template. You can use the Permissions tab to add, modify, or delete
permission entries from the Access Template.

Once an Access Template is applied within Active Roles to determine permission
settings in the directory, any changes to the list of permission entries in the Access
Template causes the permission settings in the directory to change accordingly.

Active Roles includes a suite of pre-defined Access Templates. The list of permission
entries in a pre-defined Access Template cannot be modified. If you need to add,
modify, or delete permission entries from a pre-defined Access Template, create a
copy of that Access Template, and then make changes to the copy. Another option is
to create an Access Template and nest the pre-defined Access Template into the
newly created Access Template. For instructions, see Steps for creating an Access
Template, Steps for copying an Access Template, and Steps for managing nested
Access Templates.

Steps for modifying permissions in an Access
Template

To modify a permission entry in an Access Template

1. Inthe console tree, under Configuration | Access Templates, locate and select
the folder that contains the Access Template you want to modify.

2. Inthe details pane, right-click the Access Template, and click Properties.

3. Onthe Permissions tab, select the permission entry you want to modify, click
View/Edit, and then use the tabs in the Modify Permission Entry dialog box to
make changes to the permission entry.

For detailed instructions on how to view or modify a permission entry in an Access
Template, see Steps for creating an Access Template earlier in this document.
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NOTE: '

The Permissions tab in the Properties dialog box lists the permission entries
that are configured in the Access Template. You can use the Permissions tab
to add, modify, or delete permission entries from the Access Template.

The options on the Permissions tab in the Modify Permission Entry dialog
box are read-only. If you need to choose a different option for the permission
entry, you should delete the permission entry and then add a new permission
entry with the option you need. For instructions, see Steps for adding permis-
sions to an Access TemplateSteps for adding permissions to an Access
Template.

Once an Access Template is applied within Active Roles to determine permis-
sion settings in the directory, any changes to the list of permission entries in
the Access Template causes the permission settings in the directory to change
accordingly.

Active Roles includes a suite of pre-defined Access Templates. The permission
entries in a pre-defined Access Template cannot be modified. If you need to
modify a permission entry in a pre-defined Access Template, create a copy of
that Access Template, and then make changes to the copy. For instructions, see
Steps for copying an Access Template.

Steps for removing permissions from an Access
Template

To delete a permission entry from an Access Template

1.

In the console tree, under Configuration | Access Templates, locate and select
the folder that contains the Access Template you want to modify.

In the details pane, right-click the Access Template, and click Properties.

On the Permissions tab, select the permission entry you want to delete, click
Remove, and then click Yes to confirm the deletion.

NOTE:

The Permissions tab lists the permission entries that are configured in the
Access Template. You can use the Permissions tab to add, modify, or delete
permission entries from the Access Template.

Once an Access Template is applied within Active Roles to determine permis-
sion settings in the directory, any changes to the list of permission entries in
the Access Template causes the permission settings in the directory to change
accordingly.

Active Roles includes a suite of pre-defined Access Templates. Permission
entries cannot be deleted from a pre-defined Access Template. If you need to
modify the list of permission entries found in a pre-defined Access Template,
create a copy of that Access Template, and then make changes to the copy. For
instructions, see Steps for copying an Access Template.
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Nesting Access Templates

Active Roles makes it possible to define permissions in an Access Template by including
(nesting) other Access Templates. This reduces the work required if you need to create a
new Access Template that is similar to an existing one. Instead of modifying an existing
Template to add new permissions, you can nest it into a new Access Template.

This feature simplifies Access Template management by re-using the existing
preconfigured or custom Access Templates. For example, if you need to add permissions to
the pre-defined Help Desk Access Template, you can create a new Access Template, nest
the Help Desk Access Template into the new Access Template, and add permissions to the
new Access Template as needed.

To nest Access Templates to a given Access Template, use the Nesting tab in the
Properties dialog box for that Access Template.

The Nesting tab lists all Access Templates that are included (nested) in the selected
Access Template, similar to the following figure:

Figure 34: Nesting Access templates

Extended Help Desk Properties . e
General I Permissions  Mesting |Object| @ Adrminiskration |

Access Templates included {nested) in this Access Template:

fame | In Folder |
ﬁontacts - Full Contral Configuration/access Templates/. ..
R Groups - Modify All Properties  Configurationf@ccess Templates/...
R Users - Help Desk Configuration/access Templates). ..

R Users - Modify Personal Data  Configuration/fccess Templates/. ..

Add... Remove Siew Edit. ., |

Click this button to view all permissions in this Access I o
Template and the nested Access Templates. All Permissions. .. |

Click this button to view Access Templates that Nested T
include this Access Template due to nesting. estedn. ..

Cancel | Apply | Help |

Each entry in the list provides the following information:

« Name The name of the nested Access Template.

. In Folder Path to the container that holds the nested Access Template.
You can manage the list on the Nesting tab by using the button beneath the list:

o Add Click this button to select Access Templates you want to nest into the Access
Template being administered.
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. Remove Select Access Templates from the list and click this button to remove them
from the Access Template being administered.

. View/Edit Select an Access Template from the list and click this button to view or
modify the selected Access Template.

From the Nesting tab, you can also access the following information:

. All Permissions Displays all permissions in the Access Template, including those
that come from the nested Access Templates.

« Nested In Displays a list of Access Templates in which the Access Template is
included due to nesting.

Steps for managing nested Access Templates

To configure an Access Template to include another Access Template

1. Inthe console tree, under Configuration | Access Templates, locate and select
the folder that contains the Access Template you want to configure.

In the details pane, right-click the Access Template, and click Properties.

On the Nesting tab, click Add, and then select the Access Template you want to be
included in the Access Template you are configuring.
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O | NOTE:

« Configuring an Access Template to include another Access Template is referred
to as nesting. The Nesting tab provides a list of Access Templates that are
nested into the Access Template. You can add Access Templates to the list or
remove Access Templates from the list.

« Nesting an Access Template into a target Access Template causes the list of
permission entries in the target Access Template to be extended with the
permission entries of the nested Access Template. Thus, if Access Template A
is nested into Access Template B, all the permission entries found in Access
Template A are added to the list of permission entries in Access Template B.

« You can view a consolidated list of permission entries for the Access Template:
On the Nesting tab, click All Permissions. The list includes both the permis-
sion entries that are configured in the Access Template and the permission
entries found in each Access Template that is nested into the Access Template.
Note that the Permissions tab in the Properties dialog box lists only those
permission entries that are configured in the Access Template. The permission
entries that are inherited from other Access Templates by reason of nesting are
not listed on the Permissions tab.

« You can view the Access Templates into which the selected Access Template is
nested: On the Nesting tab, click Nested In. Double-clicking items in the
Nested In list opens the Properties dialog box for each of the Access
Templates that the selected Access Template is nested into.

« Nesting allows you to reuse the existing pre-defined or custom Access
Templates. For example, if you need to add permission entries to the pre-
defined Access Template Help Desk, then you can create a new Access
Template, nest the Help Desk Access Template into the newly created Access
Template, and add permission entries to the new Access Template as needed.

Copying an Access Template

With the Active Roles console, you can create copies of Access Templates. This feature
helps you re-use existing Access Templates. For example, if you need to modify a
predefined Access Template, you can create a copy of that Access Template and then
modify the copy as needed.

To create a copy of an Access Template, right-click the Access Template, and click Copy.
This opens the Copy Object — Access Template wizard. Type a name and description for the
copy, and then click Next.

On the next page, the wizard displays a list of permission entries. By default, the list
includes all entries defined in the original Access Template. You can modify the list in the
same way as on the Permissions tab in the Properties dialog box for an Access
Template (see Adding, modifying, or removing permissions earlier in this chapter). When
you are done with the list of permission entries, click Next, and then click Finish to
complete the wizard.
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Steps for copying an Access Template

To copy an Access Template

1. Inthe console tree, under Configuration | Access Templates, locate and select
the folder that contains the Access Template you want to copy.

2. Inthe details pane, right-click the Access Template, and then click Copy to start the
Copy Object - Access Template wizard.

3. On the first page of the wizard, do the following, and then click Next:
a. Inthe Name box, type a name for the new Access Template.

b. In the Description box, type any optional information about the new
Access Template.

4. On the second page of the wizard, you can add, modify, and delete the permission
entries that were copied from the original Access Template. Do the following, and
then click Next:

« To add a permission entry to the new Access Template, click Add.

« To modify a permission entry for the new Access Template, select the entry
from the list, and click View/Edit.

o To delete a permission entry from the new Access Template, select the entry
from the list, and click Remove.

For detailed instructions on how to add or modify a permission entry, see Steps for
creating an Access Template earlier in this document.

5. Click Finish to complete the creation of the new Access Template.

Exporting and importing Access Templates

With the Active Roles console, you can export Access Templates to an XML file and then
import them from that file to populate another instance of Active Roles. The export and
import operations provide a way to move Access Templates from a test environment to a
production environment, and vice versa.

© | NOTE: When you export and then import an Access Template, only permission entries
are transferred. The Access Template links are not exported, and therefore you need
to reconfigure them manually after you have imported the Access Template.

To export Access Templates, select them, right-click the selection, and select All Tasks |
Export. In the Export Objects dialog box, specify the file where you want to save the
data, and click Save.

To import Access Templates, right-click the container where you want to place the Access
Templates, and then click Import. In the Import Directory Objects dialog box, select
the file to which the Access Templates were exported, and click Open.
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Renaming an Access Template

To rename an Access Template, right-click the Access Template, and click Rename. Type
the new name, and then press ENTER.

Renaming an Access Template does not affect its links. This is because Access Templates
are referenced by immutable identifier rather than by name.

Steps for renaming an Access Template

To rename an Access Template

1. Inthe console tree, under Configuration | Access Templates, locate and select
the folder that contains the Access Template you want to rename.

2. Inthe details pane, right-click the Access Template, and click Rename.

3. Type a new name, and then press ENTER.

O [ NOTE:

o If an Access Template is applied within Active Roles to determine permission
settings in the directory, renaming the Access Template does not cause any
changes to the permission settings in the directory. When applying an Access
Template, Active Roles refers to the Access Template by an internal identifier
rather than by the name of the Access Template.

« Active Roles includes a suite of pre-defined Access Templates. The nhame of a
pre-defined Access Template cannot be modified. If you need an Access
Template with a different name to have the same permission entries as a pre-
defined Access Template, create a copy of the pre-defined Access Template,
and then make changes to the copy. Another option is to create an Access
Template and nest the pre-defined Access Template into the newly created
Access Template. For instructions, see Steps for creating an Access Template,
Steps for copying an Access Template, and Steps for managing nested Access
Templates.

Deleting an Access Template

To delete an Access Template, you must first remove all references to the Access
Template:

« Delete the links to the Access Template (see Managing Access Template links earlier
in this chapter).

« Remove the Access Template from all Access Templates in which the Access
Template is nested (see Nesting Access Templates earlier in this chapter).

Then, you can perform the deletion: right-click the Access Template and click Delete.
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Steps for deleting an Access Template

To delete an Access Template

1. Inthe console tree, under Configuration | Access Templates, locate and select
the folder that contains the Access Template you want to delete.

2. Inthe details pane, right-click the Access Template, and then click Delete.

O [ NOTE:

« Once an Access Template is applied (linked) within Active Roles to determine
permission settings in the directory, the Access Template cannot be deleted.
You can view the links in which the Access Template participates: Right-click
the Access Template, and click Links. If you need to delete the Access
Template, first remove all items from the Links list. For instructions, see Steps
for managing Access Template links.

« An Access Template cannot be deleted if it is nested into another Access
Template. You can view the Access Templates into which the selected Access
Template is nested: On the Nesting tab, click Nested In. Double-click an item
in the Nested In list to open a dialog box where you can remove the Access
Template from nesting. For instructions, see Steps for managing nested Access
Templates.

« Active Roles includes a suite of pre-defined Access Templates and a number of
built-in Access Templates. Neither pre-defined Access Templates nor built-in
Access Templates can be deleted.

Examples of use

This section discusses scenarios to help you understand and use the role-based
administration features available in Active Roles. The following scenarios are covered:

« Scenario 1: Implementing a Help Desk

« Scenario 2: Implementing Self-administration

Scenario 1: Implementing a Help Desk

This scenario shows how to use an Access Template that allows a Help Desk service to
perform day-to-day operations on user accounts, such as resetting passwords, viewing
user properties, locking and unlocking user accounts.

The scenario also involves a group to hold Help Desk operators. The Access Template is
applied so that the group is designated as a Trustee, thus giving the administrative rights to
the Help desk operators. When both the Access Template and group are prepared, you can
implement a Help Desk administration in your enterprise.
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Suppose you need to authorize the Help Desk to manage user accounts in the Sales
organizational unit. To implement this scenario, you should perform the following steps:

1. Prepare a Help Desk Access Template that defines the Help Desk operator
permissions on user accounts.

Create and populate a Help Desk group to hold the Help Desk operators.

3. Apply the Help Desk Access Template to the Sales organizational unit, selecting the
Help Desk group as a Trustee.

As a result of these steps, each member of the Help Desk group is authorized to perform
management tasks on user accounts in the Sales organizational unit. The Help Desk
Access Template determines the scope of the tasks.

The following sections elaborate on each of these steps.

Step 1: Preparing a Help Desk Access Template

For the purposes of this scenario, you can use the predefined Access Template Users -
Help Desk, located in the folder Configuration/Access Templates/Active Directory.
The Users — Help Desk Access Template specifies the necessary permissions to reset
user passwords, unlock user accounts, and view properties of user accounts.

If you want to add or remove permissions from the Users — Help Desk Access
Template, you need to first create a copy of that Access Template and then modify and
apply the copy.

This scenario assumes that you apply the predefined Access Template Users -
Help Desk.

Step 2: Creating a Help Desk group

To create a group, right-click an organizational unit in the console tree, select New |
Group, and then follow the instructions in the New Object — Group wizard. The wizard
includes the page where you can add members (Help Desk operators) to the group you
are creating.

For step-by-step instructions on how to create groups, see “Steps for Creating a Group” in
the Active Roles User Guide or Active Roles Help.

Step 3: Applying the Help Desk Access Template

You can apply the Access Template using the Delegation of Control wizard.

First, you start the wizard on the Sales organizational unit: right-click the organizational
unit, click Delegate Control, and then, in the Active Roles Security window, click the
Add button.

Next, on the Users or Groups page of the wizard, add the Help Desk group to the list.
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Next, on the Access Templates page of the wizard, expand Access Templates |
Active Directory and select the check box next to Users - Help Desk, as shown in the
following figure.

Figure 35: Access Template - Delegation of control
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Click Next and accept the default settings in the wizard. On the completion page, click
Finish. Finally, click OK to close the Active Roles Security window.

For more information about the Delegation of Control wizard, see Applying Access
Templates earlier in this chapter.

Scenario 2: Implementing Self-
administration

This scenario shows how to use an Access Template that allows users to modify certain
portions of their personal information in Active Directory.

The Active Roles Web Interface provides the Site for Self-Administration to manage user
accounts. The site displays users their personal information, such as the first and last
names, address information, phone numbers, and other data. By default, Web Interface
users are only authorized to view their personal information. To enable the users to also
modify their personal information, you must give them additional permissions.

Suppose you need to authorize the users in the Sales organizational unit to perform self-
administration. To implement this scenario, you should perform the following steps:

1. Prepare a Self-Administration Access Template that defines the appropriate
permissions on user accounts.

2. Apply the Self-Administration Access Template to the Sales organizational unit,
selecting the Self object as a Trustee.
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As a result of these steps, users from the Sales organizational unit are authorized to
perform self-management tasks on their personal accounts. The Self-Administration
Access Template determines what data the users are permitted to modify. Users can
manage their personal information via the Site for Self-Administration. For information
about the Site for Self-Administration, refer to the Active Roles Web Interface User Guide.

The following sections elaborate on the steps involved in this scenario.

Step 1: Preparing a self-administration Access
Template

For the purposes of this scenario, you can use the predefined Access Template Self -
Account Management, located in the folder Configuration/Access Templates/User
Self-management. This Access Template specifies the necessary permissions to view a
basic set of user properties and modify telephone numbers.

If you want to add or remove permissions from the Self - Account Management Access
Template, you need to first create a copy of that Access Template and then modify and
apply the copy.

This scenario assumes that you apply the predefined Access Template Self - Account
Management.

Step 2: Applying the self-administration Access
Template

You can apply the Access Template using the Delegation of Control wizard.

First, you start the wizard on the Sales organizational unit: right-click the organizational
unit, click Delegate Control, and then, in the Active Roles Security window, click the
Add button.

Next, on the Users or Groups page of the wizard, click the Add button. In the Select
Objects window, select the Self object, as shown in the following figure, click Add, and
then click OK.
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Figure 36: Access Template - Self administration
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Next, on the Access Templates page of the wizard, expand Access Templates | User
Self-management and select the check box next to Self - Account Management.

Click Next and accept the default settings in the wizard. On the completion page, click
Finish. Finally, click OK to close the Active Roles Security window.

For more information about the Delegation of Control wizard, see Applying Access
Templates earlier in this chapter.

Deployment considerations

Active Roles utilizes role-based delegation for assigning of administrative permissions. The
benefits of this model are that a role can be created once and delegated to multiple groups
of users that fit that role. If a change is needed, an update to the role will take effect for
everyone. These roles are referred to as “Access Templates.”

When doing delegation with Active Roles, you should remember a few rules:

« Active Roles administrators (Active Roles Admins) have full control throughout the
system and cannot be denied access anywhere within Active Roles. Everyone else
starts with nothing and permissions are added from the ground up.

« Permissions are cumulative, an explicit deny takes precedence over an explicit
allow. An explicit allow takes precedence over an inherited deny.

« You should keep your permission model as simple as possible. Sometimes this
means giving users all read/write permissions and denying the ability to write
a few fields.
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o Do not use the default (built-in) Access Templates as they cannot be modified.
Instead, copy those Access Templates and move them to a new container. This way
all of the Access Templates you are using are stored within a particular structure.

There are three basic types of permissions that can be added to an Access Template:

« Firstis object access. With this permission type, you can set permissions that affect
an object as a whole. For instance: Move; List; Deprovision—all these are object
permissions.

« Second is object property access. These are used to control access to individual
attributes of an object, such as an object’s description, samAccountName, or
homeFolder. With this permission type, you can delegate granular rights over an
object. However just because the rights that can be delegated can be granular does
not mean that they should. For instance, if a helpdesk operator needs to be able to
manage a large set of user properties, it makes more sense to delegate read/write
for all properties as this is one permission entry instead of delegating read/write for
every individual attribute since each attribute would need to have its own
permission entry.

« Third is child object creation/deletion. With this permission type, you can set
permissions for creation or deletion of objects. For instance, to set up an Access
Template that allows creation of users, you should add a permission entry that
applies to the Organizational Unit and Container object classes, and contains a
“Create child objects” permission for the User object class.

The following sections give a sample set of the permissions necessary for certain
delegation scenarios:

« Delegation of Organizational Unit administration

« Delegation of group administration

Delegation of Organizational Unit
administration

The following table lists a sample set of permission entries for a scenario of delegating
administration of Organizational Units:

Table 9: Permission entries for delegating administration of Organizational
Units

Object Class Permission Type Attribute or Permission

Domain Object Access Allow List

Domain Object Property Access Allow Read All Properties

Domain Object Property Access Allow Write LDAP Server (permission
to change Operational Domain
Controller)
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Object Class

Permission Type

Attribute or Permission

Organizational Unit
Organizational Unit

Organizational Unit

User
User

User

Object Access
Object Property Access

Child Object
Creation/Deletion

Object Access
Object Property Access
Object Property Access

Allow List
Allow Read All Properties

Allow Create/Delete Users

Allow List
Allow Read/Write All Properties
Deny Write Employee ID

This set of permission entries has several important characteristics:

. It allows access to the Domain and the Organizational Unit object classes. This is
because without access to the domain and the Organizational Units a delegated
administrator cannot see the users beneath. This access should always include the
List and Read All Properties permissions.

o It gives a delegated administrator the ability to create and delete user objects. This
permission applies to the Organizational Unit object class.

« It gives a delegated administrator the ability to see (List) users and modify any
property except Employee ID.

Delegation of group administration

The following table lists a sample set of permission entries for a scenario of delegating

administration of groups:

Table 10: Permission entries for delegating administration of groups

Object Class

Permission Type

Attribute or Permission

Domain
Domain

Domain

Organizational Unit
Organizational Unit

Organizational Unit

(ONE IDENTITY

Object Access
Object Property Access
Object Property Access

Object Access
Object Property Access

Child Object
Creation/Deletion

Allow List
Allow Read All Properties

Allow Write LDAP Server (permission
to change Operational Domain
Controller)

Allow List
Allow Read All Properties

Allow Create/Delete Groups

Active Roles 7.6 Administration Guide
169
Role-based Administration



Object Class Permission Type Attribute or Permission

Group Object Access Allow List

Group Object Property Access Allow Read All Properties
Group Object Property Access Allow Write Members
User Object Access Allow List

User Object Property Access Allow Read All Properties

This set of permission entries has several important characteristics:

« It allows access to the Domain and the Organizational Unit object classes. This is
because without access to the domain and the Organizational Units a delegated
administrator cannot see the groups and users beneath. This access should always
include the List and Read All Properties permissions.

« It gives a delegated administrator the ability to create and delete group objects. This
permission applies to the Organizational Unit object class.

« It gives a delegated administrator the ability to see (List) groups, view any
property of a group (Read All Properties), and add or remove members from a
group (Write Members).

« It gives a delegated administrator the ability to see (List) users and view any
property of a user (Read All Properties). This is necessary for a delegated
administrator to be able to add users to a group.

Delegation in a functional vs. hosted
environment

For your delegation model to work correctly, you need to determine whether you have a
functional or hosted environment.

Delegation in a functional environment

In a functional environment there is a separate group of administrators for each function.
So there may be a group for managing users, a helpdesk, domain administrators, and
Exchange administrators. In case of a functional environment, you need to decide on a
certain role for each function. These roles usually cross Organizational Unit boundaries so
delegation is typically done at the root of the domain or domains. Typically a delegation
model for this scenario would look something like the following:
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Table 11: Delegation model in a functional environment

Location / Template Permission Delegate
(Trustee)
Domain / Read All « All Objects - List Authenticated
Objects . All Objects - Read All Properties Users
« Domain - Write LDAP Server Property
(permission to change Operational
Domain Controller)
Domain / User Admin « User Objects - Full Control User Admin
« Organizational Unit - Create/Delete group
User Objects
Domain / Group Admin « Group Objects - Full Control Group Admin
« Organizational Unit - Create/Delete group

Group Objects

Delegation in a hosted environment

In a hosted environment there is an admin group or set of admin groups responsible for
each top-level Organizational Unit (OU). In this case administrators may not want others to
see what is going on in their OU structure. Active Roles can accommodate this easily. Since
except for the Active Roles administrators no one has any default rights, a delegation
model may look something like the following:

Table 12: Delegation model in a hosted environment

Location / Permission Delegate
Template (Trustee)
Domain / Read o Domain - List Authenticated
Domain . Domain - Read All Properties Users

o Domain - Write LDAP Server Property
Top-level OU / OU « All Objects - List OU Admin

Admin . All Objects - Read all Properties

« Organizational Unit - Create/Delete
User/Group Objects

« User Objects - Full Control
« Group Objects - Full Control

With this delegation model, everyone can see the domain and change the domain controller
they are using for management. However, below that only the OU admin can see their
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associated OU. This keeps administrators from seeing or managing anything outside of
their control.

More than likely a delegation model would incorporate features of both. For instance, you
may have a hosted environment where each business unit is responsible for their own
Active Directory management, with a central helpdesk to perform basic user and group
management tasks.

Lastly is the issue of syncing permission to Active Directory. Although Active Roles enables
you to accomplish this task, it is a better idea to keep all of the permissions within Active
Roles for the following reasons:

« This protects your Active Directory. Directory-enabled applications can be modified
to use the Active Roles ADSI Provider allowing for granular access to only the data
and areas that are needed. Doing so helps prevent malicious software from
destroying data in Active Directory.

« This ensures directory integrity. By forcing all administrators to use Active Roles,
you ensure that all policies, such as naming standards, are correctly enforced.

« This gives a complete auditing picture. By having all applications and administrators
use Active Roles’ interfaces, you ensure that Active Roles’ Report Data Collector can
gather every action that happens in the directory, down to the attribute level.

Windows claims-based Access Rules

Active Roles introduces claims-based authorization rules (access rules) to allow or deny
access to Active Directory objects depending on the attributes of the identity attempting to
access those objects. Built on the concept of Dynamic Access Control (DAC), this feature
enables Active Roles to recognize and evaluate the attribute-based claims of the identity
that requests access to data held in Active Directory.

Access rules improve access control management for Active Directory administration. With
access rules, Active Roles adds more flexibility and precision in delegating control of Active
Directory objects, such as users, computers or groups, through the use of claims—that s,
Active Directory user and computer properties—in the Active Roles authorization model.

By using access rules, you can control access to Active Directory objects based on the
characteristics of both the objects and the delegated administrators requesting access to
the objects. This feature enables you to define and enforce very specific requirements for
granting administrative access to Active Directory data. For example, you can easily
restrict access of delegated administrators to user accounts whose properties (such as
department or country) match the properties of the delegated administrator’s account in
Active Directory.

Access rules help you create more complete access controls on Active Directory objects by
comparing object properties with user and device claims. A domain controller issues claims
to an identity that consist of assertions based on the properties of that identity retrieved
from Active Directory. When an identity requests access to a particular object, Active Roles
evaluates the claims of that identity and the properties of that object against the access
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rules, and then, depending upon the evaluation results, applies the appropriate Access
Templates to make an authorization decision.

Understanding Access Rules

Access rules enable administrators to apply access-control permissions and restrictions
based on well-defined conditions that can include the properties of the target objects, the
properties of the user who requests access to target objects, and the properties of the
device from which the user requests access to target objects. For example, when the
user’s role or job changes (resulting in changes to the attributes of the user’s account in
Active Directory), access rules can cause the user’s permissions to change dynamically
without additional intervention from the administrator.

An access rule is an expression of authorization rules that can include conditions that
involve user groups, user claims, device groups, device claims, and target object
properties. When you apply an Access Template, you can use an access rule to determine
the conditions that must be satisfied for the permissions resulting from the Access
Template to take effect.

Conditional Access Template links

Active Roles enhances its authorization model by introducing conditional Access Template
links, and takes advantage of conditional links by inserting user claims, device claims, and
target object properties, into conditional expressions specified in access rules. An access
rule can be applied to an Access Template link, causing the link to have an effect only if the
access rule’s condition evaluates to TRUE. During permission check, Active Roles inserts
the claims and properties into conditional expressions found in the access rule, evaluates
these expressions, and enables or disables the Access Template link based on results of the
evaluation. In this way, the access rule determines the results of the permission check.

Access rules, along with conditional Access Template links, enable Active Roles to leverage
claims for authorization to securable objects. This authorization mechanism (known as
claims-based access control) supplements Access Template based access control to
provide an additional layer of authorization that is flexible to the varying needs of the
enterprise environment.

Prerequisites for using Access Rules

Before you can use Access Rules, the following conditions must be fulfilled:

o Claim support must be enabled in your Active Directory domain. For details, review
the topic Enabling claim support, later in this document.

o For Access Rules to use device claims, Group Policy setting Computer
Configuration\ Policies\Administrative
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Templates\System\Kerberos\Support Compound Authentication with the
Always option must be enabled on the client computers, in addition to the Kerberos
client support for claims, compound authentication and Kerberos armoring
setting (see Client computer).

o The Active Roles Administration Service must be installed on a computer running
Windows Server 2016 or a later version of the Windows Server operating system.

« The Active Roles Administration Service that performs authorization using Access
Rules must be installed in the Active Directory forest where the user account of the
authorizing user is defined and in which the claim types used by the Access Rules are
created. Active Roles does not support the use of Access Rules for cross-forest
authorization.

« Group Policy setting Computer Configuration\Policies\Administrative
Templates\ System\Kerberos\Kerberos client support for claims,
compound authentication and Kerberos armoring must be enabled on the
computer running the Administration Service.

o The Administration Service must be configured to support Kerberos authentication.

Configuring the Administration Service to support
Kerberos authentication

Access Rules require the Active Roles Administration Service to support Kerberos
authentication. This is because Windows claims are delivered inside Kerberos tickets. To
enable Kerberos authentication, the Service Principal Name (SPN) of the Active Roles

Administration Service must be added to the service account (domain user account under
which the Administration Service runs). For example, suppose that:

e arsrv.domain.com is the FQDN of the computer running the Administration Service
« arsrv is the name of the computer running the Administration Service
In this example, the following SPNs must be added to the service account:
e aradminsvc/arsrv.domain.com
e aradminsvc/arsrv
You can add the SPNs to the service account by using the Setspn command line tool:
1. setspn -s aradminsvc/<FQDN> <ServiceAccountName>
For example, setspn -s aradminsvc/arsrv.domain.com domain\arsvcacct

2. setspn -s aradminsvc/<name> <ServiceAccountName>

Forexan1me,setspn -s aradminsvc/arsrv domain\arsvcacct
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Managing Windows claims

Claims are statements about an authenticated user or device, issued by an Active Directory
domain controller running Windows Server 2016 or later. Claims can contain information
about the user or device retrieved from Active Directory.

Dynamic Access Control (DAC), a feature of Windows Server 2012, employs claims-based
authorization to create versatile and flexible access controls on sensitive resources by
using access rules that evaluate information about the user who accesses those resources
and about the device from which the user accesses those resources. By leveraging claims
in the user's authentication token, DAC makes it possible to allow or deny access to
resources based on the Active Directory attributes of the user or device.

Active Roles uses claims-based access rules to improve authorization management for
Active Directory administration. With claims-based access rules, Active Roles adds more
flexibility and precision in delegating control of Active Directory objects, such as users,
computers or groups, by extending the Active Roles authorization model to recognize and
evaluate the claims specific to the user who requests access to those objects or device
used to request access.

Enabling claim support

Claims-based authorization requires:

o Domain controller running Windows Server 2016 or later, with claim support
enabled.

o Domain-joined client computer running Windows 8, Windows Server 2016 or a later
version of the Windows operating system, with claim support enabled (if you need to
use device claims).

Domain controller

The claims-based authorization mechanism requires extensions to Active Directory, such
as claim type objects intended to store the claim configuration data. By adding a Windows
Server domain controller, you extend the Active Directory schema to provide the object
classes and attributes required to support claims-based authorization.

Another requirement is the enhancements in the Kerberos Key Distribution Center (KDC)
and Security Accounts Manager (SAM) that enable domain controllers running Windows
Server to recognize claim types, retrieve claim information, and transport claims within
Kerberos tickets.

A Windows Server domain controller that supports claim issuance understands claim types
published in Active Directory. Claim types define the claim source attributes. When
servicing an authentication request, the domain controller reads the source attribute from
the claim type and retrieves the attribute data for the authenticating user. Then, the
retrieved attribute data is included in the Kerberos ticket and returned to the requestor.
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By default, from Windows Server 2012, domain controllers do not support claim issuance.
You need to enable claim issuance by using Group Policy. The Group Policy setting that
serves this purpose is Computer Configuration\Policies\Administrative
Templates\System\KDC\KDC support for claims, compound authentication and
Kerberos armoring. Enable this policy setting in a Group Policy object applied to the
Domain Controllers Organizational Unit (for example, in the Default Domain
Controllers Policy object), and confirm that this policy setting has the Supported
option selected.

Claims-based authorization does not impose domain or forest functional requirements. If
your Active Directory domain has a sufficient number of Windows Server domain
controllers to service authentication requests that include claim information, then you can
make use of Windows claims even though Windows Server 2008 R2 domain controllers
exist in your Active Directory domain.

Client computer

Domain-joined client computers running Windows 8 or Windows Server 2012 are required
for claims-based authorization when using device claims. A domain controller issues claims
in the Kerberos ticket in response to an authentication request created by a client
computer, so the computer needs to understand how to request claim information when
making authentication requests, and how to locate a claims-aware domain controller.
Computers running earlier versions of the Windows operating system don’t have such
knowledge, so they can’t request user or device claims upon user authentication. Although
applications and services that require claim information can request user claims on their
own, this is not the case with the device claims. If you need to use device claims, the user
must log on from a computer running Windows 8, Windows Server 2016, or a later version
of the Windows operating system. This requirement does not apply to authorization
scenarios that employ user claims only.

By default, from Windows 8 and Windows Server 2012 based computers do not
request user or device claims upon user authentication. You need to enable claim
support on client computers by using Group Policy. The Group Policy setting that
serves this purpose is Computer Configuration\Policies\ Administrative
Templates\System\Kerberos\Kerberos client support for claims, compound
authentication and Kerberos armoring. Enable this policy setting in a Group
Policy object applied to the Organizational Unit that holds the computer accounts of
client computers.

Claim Type management overview

After you enable the KDC support for claims, compound authentication and
Kerberos armoring Group Policy setting, your Windows Server 2012 (or later) domain
controllers are ready to issue claims in response to authentication requests. However, you
need to configure claim types before the domain controller can issue claims.

You can use Active Roles to create attribute-based claim types that source their
information from user and computer attributes. The claim types you create are stored in
the configuration partition of the Active Directory forest. All domains within that forest
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share the claim types and domain controllers from those respective domains issue claim
information during user authentication.

It is important that the Active Directory attributes intended to source claim types contain
accurate information. Incorrect attribute information can lead to unexpected access to data
using claims-based authorization. You can ensure the accuracy of information held in claim
source attributes by leveraging property generation and validation policies provided by
Active Roles.

You can use the Active Roles console to create, modify and delete user and computer claim
types. The claim type objects are stored in the configuration partition of the Active
Directory forest, and appear under the Active Directory | Claim Types node in the
Active Roles console. If you have domains from multiple forests registered with Active
Roles, then the console tree provides a separate Claim Types node for each forest. The
forest to which a given Claim Types node applies is identified by the name (or a part of
the name) of the forest root domain shown in brackets next to the name of the node.

The Active Roles console provides the following pages for creating and modifying
claim types:

« Source Attribute: On this page you can select the Active Directory attribute from
which the claim value is obtained, specify the display name and description for the
claim type, and choose whether the claim type applies to user, computer, or both.

. Suggested Values: This page allows you to configure predetermined selectable
values from which you can choose when using the claim type in a conditional
expression for an access rule.

On these pages you can view or change the following configuration settings.

Source attribute setting

On the Source Attribute page you can select, view or change the source attribute for the
claim type. The source attribute is the Active Directory attribute from which the value is
obtained for claims of this claim type.

The page provides a list allowing you to select the desired attribute. The list includes the
attributes for the User, Computer, InetOrgPerson, ManagedServiceAccount,
GroupManagedServiceAccount and Auxiliary classes of object, with the exception of:

« Attributes marked as defunct in the Active Directory schema
» Password attributes such as dBCSPwd, ImPwdHistory, and unicodePwd
« Attributes that are not replicated among domain controllers
« Attributes that are not available on read-only domain controllers
« Attributes with an Active Directory syntax type other than
« String: DN String, Unicode, NT Security Descriptor, or Object ID
o Integer or Large Integer

o Boolean
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For an existing claim type, the page displays the claim type’s current source attribute, and
allows you to select a different attribute of the same syntax type. However, changing the
source attribute does not change the claim type’s ID.

Claim type identifier setting

The claim type identifier (ID) determines the Common Name (cn) of the claim type object
in Active Directory. Normally, Active Roles automatically generates an ID when creating a
claim type. The automatically generated ID has the following format:

ad://ext/attributeName:uniqueHexidecimalNumber

In this format, attributeName stands for the LDAP display name of the claim type’s source
attribute and uniqueHexidecimalNumber is @ randomly generated string of hexadecimal
characters that ensures the uniqueness of the claim type’s ID.

To enable authorization scenarios where claims are used across a forest trust, you need to
create claim types in both the trusted forest and trusting forest with the same claim type
ID. Domain controllers in a trusting forest receiving claims from a trusted forest cannot
understand these claims unless:

« Each claim has a claim type object created in both forests

o The claim type ID in the trusting forest is identical to the claim type ID in the
trusted forest

« A Claim Transformation Policy object is applied to allow incoming claims across the
forest trust

Therefore, when you create a claim type object, you may need to specify the appropriate
claim type ID by hand. The option Set ID to a semantically identical claim type in a
trusted forest serves this purpose, allowing you to type in an ID instead of having it
created automatically. If you choose to enter an ID by hand, ensure that your ID string
specifies a unique ID and conforms to the following format:

o Starts with the ad://ext/ prefix
« The prefix is followed by 1 to 32 characters
« Does not contain space characters or these characters: \ * 2 " < > |

. If a slash mark (/) occurs after the ad://ext/ prefix, then the slash mark must be
surrounded by a character on each side. The surrounding character must not be a
colon (:) or slash mark.

A valid example of an ID string is ad://ext/BusinessImpact.

The option Set ID to a semantically identical claim type in a trusted forest is
available only when you create a claim type object. The ID should not be changed on
existing claim type objects. When you create a claim type object, it is advisable to let an ID
be generated automatically unless a business need justifies otherwise, such as the use of
claim transformation policies in a multi-forest environment. This ensures that the newly
created claim type has a valid, unique ID.
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Display name setting

The display name of the claim type object is used to represent the claim type as a choice
throughout the user interface. Thus, when you configure a conditional expression for an
access rule, the condition builder allows you to select a claim type from a list where each
list item is the display name of a certain claim type object. For this reason, each claim type
object must be given a unique display name. The display nhame accepts alphanumeric
characters as valid data.

Description setting

You can use the description of the claim type object to specify a short comment about the
claim type. Comments typically include purpose, department usage, or business
justification.

User or computer claim issuance setting

You have the option to choose whether claims of the given claim type can be issued for
user or computer object class, or both. With the option to issue claims for the user object
class, the claim type causes domain controllers to issue user claims based on the attribute
of the authenticating user. With the option to issue claims for the computer object class,
the claim type causes domain controllers to issue device claims based the attribute of the
authenticating user’s computer. You can configure a claim type to issue both user and
device claims. When you create a conditional expression for an access rule, and choose the
claim type to evaluate, the condition builder allows you to distinguish between user and
device claims of the same claim type.

Protection from accidental deletion

By default, claim type objects are protected from accidental deletion. This option prohibits
all users, including domain and enterprise administrators, from deleting the claim type
object. Protection is achieved by adding an explicit permission entry to the claim type
object that denies everyone the right to delete the object. When you create a claim type
object, the option to protect the object from accidental deletion is selected by default. As a
best practice, it is advisable to leave this option selected.

Suggested values setting

The suggested values setting allows you to configure predefined values from which you can
choose when using the claim type in a conditional expression. If you create a claim type
without suggested values, you will have to type rather than select values in the condition
builder. Another option is to create one or more suggested values for the claim type. These
values will appear in a list provided by the condition builder.
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You can add, edit or remove suggested values for a given claim type when creating or
modifying the respective claim type object. When you add or edit a suggested value, you
are prompted to complete the following fields:

« Value This value data will be used when evaluating conditional expressions that
include the suggested value you are configuring.

. Display name This is the name of the suggested value that appears in the list when
you configure a conditional expression.

Steps for managing Claim Types

Claim types must be created in Active Directory to enable domain controllers to issue
claims to users or computers. Claims issued by the domain controller are sourced from
attributes of user or computer accounts stored in Active Directory. Claim types specify
the attributes from which the claims are sourced, and contain metadata required for
using claims.

New claim types are created in the Claim Types container under the Active Directory
node located in the Active Roles console tree. If you have domains from multiple forests
registered with Active Roles, then the console displays an individual Claim Types
container for each forest that has domain controllers running Windows Server 2016 or a
later version of the Windows Server operating system. To identify the forest of a given
Claim Types container, the container name includes the name (or a part of the name) of
the forest root domain.

To create a new claim type

Right-click the Claim Types container, and select New | Claim Type.

2. On the Source Attribute page, select the desired source attribute for claims
of this type.

3. Review the auto-generated display name and description, and change them if
needed.

4. Under Claims of this type can be issued for the following classes, select:
« The User check box to enable issuance of this claim type to users
. The Computers check box to enable issuance of this claim type to computers

5. Select the Set ID to a semantically identical claim type in a trusted forest
check box if the claim type must match an existing claim type in a different forest.
Type the claim identifier. Clear this check box to generate the claim identifier
automatically.

6. Select the Protect from accidental deletion check box to ensure an administrator
cannot accidentally delete the claim type. Clear the check box to remove accidental
deletion protection.

Click Next to proceed to the Suggested Values page.
Click the option you want for suggested values. Create suggested values as needed.
Click Finish.
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To modify an existing claim type

Right-click the claim type you want to modify and then click Properties.

2. On the Source Attribute page, view or change the source attribute, the display
name, description, user or computer claim issuance options, and the option to
protect the claim type from accidental deletion.

3. Click the Suggested Values tab to view or change suggested values.

Click OK to save the modified claim type.

To delete a claim type

1. Right-click the claim type and then click Delete.

2. Confirm the claim type deletion.

If you encounter a message stating that you don’t have permission to delete the claim
type, then modify the claim type and clear the Protect from accidental deletion
check box. If this check box is cleared, verify that you have sufficient rights to delete
claim type objects.

Enabling and disabling claim types

Windows claim types have two states: disabled and enabled. Disabled claim types are valid
claim types, but are unavailable for use in production. Claims of disabled claim types are
not issued by domain controllers and disabled claim types are filtered from view in the
access rule condition builder. A claim type becomes available for production use once you
enable it. Active Roles creates enabled claim types, and allows you to disable and enable
claim types as needed.

To disable an enabled claim type

« Right-click the claim type object and click Disable.

To enable a disabled claim type

« Right-click the claim type object and click Enable.

Populating claim source attributes

Creating a claim type object makes the Active Directory forest aware of the claim type.
However, claim type objects do not provide information held in the actual claims. When
issuing claims, domain controllers retrieve that information from user and computer
objects. Hence, in addition to claim type objects, user and computer objects must contain
the information necessary for domain controllers to issue claims.

Attribute-based claim types define the attributes from which to source the claims. These
are attributes of user and computer objects. Each claim type object specifies a certain
attribute that the domain controller retrieves when creating and issuing claims of that type.
During authentication of a user, the claim-aware domain controller reads all enabled claim
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types from the user’s Active Directory forest, and maps them to the attributes of the
authenticating user or computer. Then, the domain controller retrieves information from
the mapped attributes, and issues claims containing that information.

As domain controllers do not issue blank claims, you may encounter a situation where you
have created a valid claim type but the domain controller does not issue the claim during
authentication. This is because a claim type object merely maps claims to a certain
attribute, directing the domain controller to issue claims based on the information present
in that attribute. If the attribute of the authenticating user or computer does not contain
information, the domain controller does not issue the claim.

Therefore, it is important that claim source attributes contain information. Additionally, as
authorization decisions depend upon information found in claims, claim source attributes
must contain valid information. Incorrect attribute information can lead to unexpected
access to data using claims-based authorization.

To ensure that claim source attributes contain valid information, you could periodically
inspect and, if needed, set or correct the properties of users and computers by using the
Active Roles console or Web Interface. However, it would be more practical to leverage
property generation and validation policies provided by Active Roles. You can use
policies to:

« Auto-generate the appropriate values for user and computer properties upon creation
of user and computer objects

« Prevent invalid values from being assigned to user and computer properties, by
applying validation rules or creating immutable lists of suggested values

Property generation and validation policies allow you to specify, and enforce,
conditions that the property values must meet, and determine default property values.
For further information, see Property Generation and Validation in the Active Roles
Administration Guide.

Managing and applying Access Rules

Access Rules are used in Active Roles to specify conditions for authorizing user access to
securable objects (target objects) that involve user groups, user claims, device groups,
device claims, and target object properties. When you apply an Access Template, you can
specify an Access Rule to determine the conditions that must be satisfied for the
permissions resulting from the Access Template to take effect.

When configuring an Access Rule, you use Conditional expression editor to build a
conditional expression for that Access Rule. Conditional expressions are logical expressions
that provide a True or False result. Once an Access Rule has been configured, you can
apply the Access Rule to an Access Template link (see Applying an Access Rule), which
causes the link to be dynamically enabled or disabled depending upon the evaluation result
of the Access Rule’s conditional expression during permission check. If the expression
evaluates to True, the link is enabled and permission check considers the Access Template
permission settings; otherwise, the link is disabled and the Access Template permission
settings are disregarded.
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Conditional expression editor

The Access Rule management pages provide a built-in editor for configuring conditional
expressions. Each Access Rule holds a certain conditional expression that evaluates during
permission check. A conditional expression is composed of conditions combined using
AND/OR logic. Each condition is a certain statement that specifies criteria allowing
permission check to determine whether to apply a given Access Template.

When you configure a conditional expression, you need to add at least one condition, but
you are not limited in the number of conditions that you can add. You can add, delete, and
group conditions using various operators. It is possible to nest condition groups within
other condition groups to achieve the results that you want.

A condition group contains one or more conditions connected by the same logical operator.
By grouping conditions, you specify that those conditions should be evaluated as a single
unit. The effect is the same as if you put parentheses around an expressionin a
mathematical equation or logic statement.

By default, a single condition group is created when you add a condition. You can create
additional condition groups to group a set of conditions and nest grouped conditions within
other condition groups.

In a condition group, conditions are connected using the AND or OR logical operator:

« AND group evaluates to TRUE if all conditions in the group are TRUE.
o OR group evaluates to TRUE if any condition in the group is TRUE.

By default, AND is the logical operator between the conditions in a condition group. Itis
possible to change the logical operator by converting the condition group to a different

group type.

When you add a condition, the conditional expression editor first prompts you to specify
what you want the condition to evaluate. The following options are available:

. Device claim Evaluate a computer claim, or groups the computer account is a
member of. You can choose one of the existing computer claim types or, to evaluate
groups, you can select the Group item in the claim type list provided by the
condition builder.

. Target object property Evaluate a certain property of the object to which the
authorizing user requests access. You can select the desired property from a list
provided by the condition builder.

. User claim Evaluate a user claim, or groups the user account is a member of. You
can select one of the existing user claim types or, to evaluate groups, you can select
the Group item in the claim type list provided by the condition builder.

Once you have specified what you want the condition to evaluate, you can choose a
comparison operator and specify a comparison value. The comparison operator determines
the operation of comparing the claim, group membership, or property with the comparison
value you specified, and causes the condition to evaluate to TRUE or FALSE depending on
the outcome of that operation.

The following comparison operators are available:
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. equals The condition evaluates to True if the comparison value evaluates to the
exact value of the claim or property; otherwise, the condition evaluates to False.

. does not equal The condition evaluates to False if the comparison value
evaluates to the exact value of the claim or property; otherwise, the condition
evaluates to True.

. member of any The condition evaluates to True if the comparison value lists any
of the groups the user (or computer) is a member of. If the user (or computer) is not
a member of any of the groups listed in the comparison value, the condition
evaluates to False.

. member of each The condition evaluates to True if the comparison value lists
only the groups the user (or computer) is a member of. If the user (or computer)
is not a member of each group listed in the comparison value, the condition
evaluates to False.

. not member of any The condition evaluates to False if the comparison value lists
any of the groups the user (or computer) is a member of. If the user (or computer) is
not a member of any of the groups listed in the comparison value, the condition
evaluates to True.

« not member of each The condition evaluates to False if the comparison value
lists only the groups the user (or computer) is a member of. If the user (or
computer) is not a member of each group listed in the comparison value, the
condition evaluates to True.

You can choose from the following options to specify a comparison value:

. Device claim The comparison value is the value of a certain computer claim. You
can select one of the existing computer claim types from the claim type list provided
by the condition builder.

. Target object property The comparison value is the value of a certain property of
the object to which the authorizing user requests access. You can select the desired
property from a list provided by the condition builder.

. User claim The comparison value is the value of a certain user claim. You can
select one of the existing user claim types from the claim type list provided by the
condition builder.

. Value Depending on what the condition is intended to evaluate, this option allows
you to specify a particular text string, integer, Boolean value (True or False), or a list
of groups. In case of a claim type that provides a list of suggested values, the
condition builder prompts you to select a value from the list.

Applying an Access Rule

You apply Access Rules to Access Template links. A single Access Rule or no Access Rule
can be applied to a given link. By default, no Access Rule is applied, which configures an
unconditional link. Applying an Access Rule creates a conditional link that has an effect only
if the Access Rule’s conditional expression evaluates to True during permission check.
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To apply an Access Rule, the Active Roles console provides the Access Rule tab in the
Properties dialog box for an Access Template link. You can display a list of Access
Template links in a number of ways:

Right-click a container and then click Delegate Control. This displays a list of
all Access Template links applied to that container or inherited from a higher-
level container.

Right-click a user or group and then click Delegated Rights. This displays a list of
all Access Template links applied to that user or group or inherited from another
security group.

Right-click an Access Template and then click Links. This displays a list of all Access
Template links referring to that Access Template.

In the list, double-click a link to open the Properties dialog box. The Access Rule tab in
that dialog box includes the following items:

Access Rule This field identifies the Access Rule that is currently applied to the
Access Template link. If no Access Rule is applied, this field is empty; otherwise, the
field displays the name of the Access Rule along with the path to the Access Rule
object in the Configuration/Access Rules container.

Change Click this button to select the Access Rule you want to apply to the link.

Properties Click this button to view or change the Access Rule properties, including
the Access Rule’s conditional expression.

Clear Click this button if you want to remove the Access Rule from the Access
Template link.

To see if a given link has an Access Rule applied, refer to the Access Rule field in
the list of Access Template links.

Steps for managing and applying Access Rules

Access Rules allow you to deploy and manage authorization policies that include conditional
expressions involving user claims, device claims, and object properties. Claims are
assertions about the attributes of the user or device. When authorizing access to a given
object, Active Roles can use Access Rules to evaluate the claims of the user or device
requesting access along with the properties of that object, and enable the appropriate
Access Template links depending upon the evaluation results.

Access Rules are held in the Access Rules container under the Configuration node in the
Active Roles console tree. You can use the Active Roles console to:

« Create or modify an Access Rule

« Configure a conditional expression for an Access Rule

« Apply an Access Rule to Access Template links

Active Roles 7.6 Administration Guide

(ONE IDENTITY 185

Role-based Administration



Create or modify an Access Rule

You can create a new Access Rule in the Configuration | Access Rules container, or
modify an existing Access Rule in that container.

To create a new Access Rule
Right-click the Access Rules container, and select New | Access Rule.
On the General page, type a name and description for the new Access Rule.

Click Next to proceed to the Conditions page.

Ll

Configure a conditional expression and then click Finish.

To modify an existing Access Rule

1. Right-click the Access Rule you want to modify, and then click Properties.
2. On the General page, view or change the name and description of the Access Rule.

3. Onthe Conditions page, view or change the conditional expression.

Configure a conditional expression for an Access Rule

The Conditions page provides an editor for configuring a conditional expression. When
you configure an expression, you need to add at least one condition. Initially, you add a
condition to the default condition group. You can create additional condition groups to group
a set of conditions and nest the grouped conditions within other condition groups.

A condition group contains one or more conditions connected by the same logical operator.
By grouping conditions, you specify that those conditions should be evaluated as a single
unit. The effect is the same as if you put parentheses around an expressionin a
mathematical equation or logic statement.

To add a condition to a condition group
o Click the name of the condition group and then click Insert condition.
OR
o Click the plus sign (+) next to the name of the condition group.

You can remove a condition, if needed, by clicking the Delete condition button labeled X
on the right side of the list item representing the condition in the condition builder.

To add a condition group into another condition group

« Click the name of the condition group, point to Insert condition group, and then
click an option to specify the logical operator:

« AND group The condition group evaluates to TRUE if all conditions in the
group are TRUE.

« OR group The condition group evaluates to TRUE if any condition in the
group is TRUE.
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By default, AND is the logical operator between the conditions in a condition group. Itis
possible to change the logical operator by converting the condition group to a different
group type: Click the name of the group, point to Convert condition group to, and then
click the option appropriate to the desired logical operator.

You can remove an entire condition group, if needed, by clicking the name of the group and
then clicking Delete condition group.

Once you have added a condition to a condition group, you can use the following steps to
configure the condition.

To configure a condition

1. Click Configure condition to evaluate, and then choose from the following
options to specify what you want the condition to evaluate:

« Click Device claim to evaluate a computer claim, or groups the computer
account is a member of. Then, in the claim type list, select the desired claim
type, or click Group if you want the condition to evaluate the group
membership of the computer account.

. Click Target object property to evaluate a certain property of the object to
which the authorizing user requests access. Then, in the property list, select
the desired property.

o Click User claim to evaluate a user claim, or groups the user account is a
member of. Then, in the claim type list, select the desired claim type, or
click Group if you want the condition to evaluate the group membership of
the user account.

2. Click in the middle field of the condition line to choose the comparison
operator you want.

3. Click Define value to compare to, and then choose from the following options to
specify the desired comparison value:

« Click Device claim to perform comparison with a computer claim. Then, in
the claim type list, select the desired claim type.

« Click Target object property to perform comparison with the value of a
certain property of the object to which the authorizing user requests access.
Then, in the property list, select the desired property.

o Click User claim to perform comparison with a user claim. Then, in the claim
type list, select the desired claim type.

« Click Value to perform comparison with a particular text string, integer,
Boolean value, or a list of groups. Then, supply the desired value. The value
you can supply depends upon the type of data the condition is intended to
evaluate. For example, when configuring a condition to evaluate group
memberships, then you have to supply a list of groups as a comparison value.
If the claim type you have selected to evaluate provides a list of suggested
values, then you can only select a comparison value from that list.

When you configure a condition, consider the following:
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« Only single-value claim types and object properties are supported. The multi-value
claim types and object properties are filtered out from the lists provided by the
condition builder.

« To perform comparison, a valid condition requires that values on either side of the
comparison operator be of the same or compatible data type. Therefore, when you
supply a comparison value, the condition builder restricts you to the options that
match the data type of the claim or property you choose to evaluate. If you choose to
evaluate a string-value, integer-value, or Boolean claim type or object property,
then the comparison value must be a string, integer, or Boolean value, respectively.

« If you choose to evaluate the group membership of a user or device, the comparison
value must be a list of groups. Other options are unavailable in this case.

Apply an Access Rule to Access Template links

Access Rules are intended to be applied to Access Template links. A single Access Rule or
no Access Rule can be applied to a given link. By default, no Access Rule is applied, which
configures an unconditional link. By applying an Access Rule, you create a conditional link
that has an effect only if the Access Rule’s conditional expression evaluates to True during
permission check.

To apply an Access Rule

1. Ina list of Access Template links, double-click the Access Template link to which you
want to apply the Access Rule.

You can select Access Template links from various lists provided be the Active Roles
console. Thus, you can use the Delegate Control command on a container object to
display a list of all Access Template links that determine the permission settings for
that container. The Links command on an Access Template displays all links of that
Access Template. The Active Roles Security tab in the advanced details pane lists
the Access Template links that determine the security settings for the object selected
in the Active Roles console.

2. Inthe Properties dialog box that appears, click the Access Rule tab.

3. Click the Change button, and then select the Access Rule you want to apply.
From the Access Rule tab, you can also perform the following tasks:

« Choose a different Access Rule for the selected Access Template link. Click the
Change button and choose the Access Rule you want.

« View or change the Access Rule applied to the selected Access Template link. Click
the Properties button and then go to the Conditions page to review or modify the
Access Rule’s conditional expression.

« Remove the Access Rule from the selected Access Template link. Click the Clear
button to remove the Access Rule.
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Deploying an Access Rule (demonstration
steps)

This section demonstrates how to implement a security scenario where each delegated
administrator is restricted to managing users from a single department. The scenario is
implemented by using an Access Rule that enables a delegated administrator to access only
those objects whose Department property is identical with the Department claim of that
delegated administrator.

Step 1. Prerequisites

In this section, we assume that you already have the following prerequisites:

« An Active Directory domain, with at least one domain controller running Windows
Server 2016 (or a later version of the Windows Server operating system).

o The Active Roles Administration Service and MMC Interface (console) of the latest
version installed on a member server in your Active Directory domain, with the
server running Windows Server 2016 (or a later version of the Windows Server
operating system).

o Your Active Directory domain is registered with Active Roles as a managed domain.

Step 2. Enable claim support

Configure Group Policy to enable domain controllers to issue claims:

1. On a domain controller running Windows Server 2016 or later, open the Group Policy
Management console.

To open the console, press Windows logo key+R to open the Run dialog box, type
gpmc.msc, and click OK.

2. Inthe console tree, select the Domain Controllers OU under your domain.

. In the details pane, right-click Default Domain Controllers Policy, and
then click Edit.

4. Perform the following steps in the Group Policy Management Editor console
that appears:

a. Inthe console tree, select Computer Configuration | Policies |
Administrative Templates | System | KDC.

b. In the details pane, double-click KDC support for claims, compound
authentication and Kerberos armoring.

c. Inthe KDC support for claims, compound authentication and Kerberos
armoring dialog box, click Enabled and select Supported from the Options
drop-down list. When finished, click OK to close the dialog box.
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5. Close Group Policy Management Editor.
6. Close Group Policy Management.

7. Open a command prompt and enter the following command: gpupdate /force.

Configure Group Policy to enable the Active Roles Administration Service to retrieve claims
for clients by using Kerberos protocol transition:

1. On the server running the Active Roles Administration Service, open the Local Group
Policy Editor console.

To open the console, press Windows logo key+R to open the Run dialog box, type
gpedit.msc, and click OK.

2. Inthe console tree, select Computer Configuration | Administrative
Templates | System | Kerberos.

3. In the details pane, double-click Kerberos client support for claims, compound
authentication and Kerberos armoring.

4. Inthe Kerberos client support for claims, compound authentication and
Kerberos armoring dialog box, click Enabled, and then click OK.

5. Restart the computer to apply the new setting to the Active Roles Administration
Service. (Restarting only the Administration Service may not suffice.)

Add the Service Principal Names (SPNs) of the Active Roles Administration Service to the
service account, to enable support for Kerberos authentication. Enter the following
commands at a command prompt, where <FQDN> stands for the fully qualified domain
name of the computer running the Administration Service; <name> stands for the name of
that computer; and <ServiceAccountName> stands for the name of the service account
(domain user account under which the Administration Service runs):

1. setspn -s aradminsvc/<FQDN> <ServiceAccountName>
For example, setspn -s aradminsvc/arsrv.domain.com domain\arsvcacct
2. setspn -s aradminsvc/<name> <ServiceAccountName>

For example, setspn -s aradminsvc/arsrv domain\arsvcacct

Step 3. Create Claim Type

Create a Claim Type object for your domain controller to issue user claims sourced from
the Department attribute. Log on as an Active Roles Admin and perform the following steps
in the Active Roles console. (Assuming the default configuration, you should log on with a
domain user account that is a member of the Administrators local group of the member
server running the Active Roles Administration Service.)

1. Inthe console tree, expand the Active Directory node, right-click the Claim
Types container, and select New | Claim Type.

2. Onthe Source Attribute page, scroll down the list of attributes, and click
Department.

3. Click Next and then click Finish.
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Step 4. Create Access Rule

Use the Active Roles console to create an Access Rule object with a conditional expression
that evaluates to TRUE if the Department claim of the authorizing user evaluates exactly
to the Department property of the target object:

1.

In the console tree, expand the Configuration node, right-click the Access Rules
container, and select New | Access Rule.

On the General page, type Department Admins in the Name field, and
then click Next.

On the Conditions page, configure the conditional expression:

Click the AND group item, and then click Insert condition.
Click Configure condition to evaluate, and then click User claim.

On the Select Claim Type page that appears, click Department in the list of
claim types, and then click OK.

Verify that the comparison operator reads equals (this is the default setting).
Click Define value to compare to, and then click Target object property.

On the Select Target Object Property page that appears, select the
Department property, and then click OK.

4. Click Finish.

Step 5. Apply Access Rule

To apply the Access Rule you created in Step 4, you first need to delegate control by using
an Access Template, and then attach the Access Rule to the Access Template link. Create a
security group to hold your delegated administrators, and perform the following steps in
the Active Roles console:

1. Inthe console tree, under the Active Directory node, right-click the name of your
domain, and then click Delegate Control.

2. On the Active Roles Security page that appears, click Add to start the Delegation
of Control wizard.

3. Follow the wizard pages:

a. On the Users or Groups page, click Add, and select the security group that
holds your delegated administrators. Click Next.

b. Onthe Access Templates page, expand the Active Directory node, and
select the OUs - Read All Properties and Users - Modify All Properties
check boxes. Click Next.

On the remaining pages, click Next to accept the default settings.

d. On the completion page, click Finish.
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You will apply the Access Rule to the Users - Modify All Properties Access
Template link. The OUs - Read All Properties Access Template enables the
delegated administrators to browse the domain for user objects.

4. Click OK to close the Active Roles Security page. This will create the Access
Template links.

5. Right-click the name of your Active Directory domain and click Active Roles
Security to open the Active Roles Security page again.

6. Onthe Active Roles Security page, select the Users - Modify All Properties
Access Template link and then click View/Edit.

7. Onthe Access Rule tab in dialog box that appears, click the Change button, select
the Department Admins Access Rule, click OK to close the Select an Access
Rule page, and then click OK to close the dialog box.

8. Click OK to close the Active Roles Security page.

After you have completed these steps, Active Roles allows a delegated administrator to
make changes to only those user accounts that have the same department setting as the
delegated administrator’s account.
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Rule-based AutoProvisioning and
Deprovisioning

« About Policy Objects

« Policy Object management tasks

« Policy configuration tasks

« Deployment considerations

« Checking for policy compliance

» Deprovisioning users or groups

« Restoring deprovisioned users or groups
« Container Deletion Prevention policy

« Picture management rules

« Policy extensions

About Policy Objects

Active Directory (AD) supports delegating control with fine granularity. However, simply
restricting control, access and permissions may not always be a sufficient or effective way
of managing the resources of an organization.

Many directory administration processes (such as creating or disabling user accounts,
enforcing user name conventions, resetting passwords, and so on) are based on predefined
workflows that often share the same procedures. In practice, this means that
administrators have to repeatedly perform configuration tasks with similar steps.

To make the management of such administrative tasks easier, Active Roles provides a
policy-based administration solution to automate and speed up repeat procedures when
administering on-premises, hybrid and Azure cloud-only objects. This approach is
represented with Policy Objects, available in the Configuration > Policies >
Administration node of the Active Roles MMC console.
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NOTE: Policy Object settings specific to Azure cloud-only objects (such as cloud-only
Azure users, guest users, or contacts) are available only if your Active Roles deployment
is licensed for managing cloud-only Azure objects. Contact One Identity support for more
information.

Also, Policy Objects specific to Azure cloud-only objects will work correctly only if an
Azure tenant is already configured in the AD of the organization, and Active Roles is
already set as a consented Azure application for that Azure tenant. For more information
on these settings, see Configuring a new Azure tenant and consenting Active Roles as an
Azure application.

Summary of Policy Objects

Each configured Policy Object contains one or more policies, defining either the behavior of
the Active Roles system, or the actions that Active Roles performs when certain directory
objects are created, modified, or deleted. This way, Active Roles can automate the
administrative workflow within the organization.

Policy Objects specify what AD objects to change, how, when, whenever they are created,
modified, or deleted. You can also configure policies to have Active Roles accept certain
data changes only if they conform to the formatting requirements specified by the policy.
This helps maintain control over the data stored in AD, and also keeps network objects in a
consistent state with each defined policy.

To offer additional flexibility for configuring policies, Active Roles Policy Objects can also
run customizable scripts before or after running a task.

Example: Use case for setting up a policy

A typical use case for an Active Roles policy is to automate the administration of a
new employee. When creating a user account for a new employee, you can create a
policy that makes Active Roles automatically perform all of the following steps:

1. Retrieve information from the HR database of the organization.

2. Use the retrieved information as the default data for filling user account
properties, such as name, contact information, and so on.

3. Create a home folder and home share for the new user account.
4. Add the user account to all relevant groups within the organization.

5. Create an Exchange mailbox for the user account, and add the mailbox to the
relevant distribution lists.

With one or more properly configured Policy Objects, this entire procedure can be
performed either automatically, or with minimal manual administrator work.
Without policies, it would require time-consuming manual administrative actions
each time a new user is administered.

NOTE: Active Roles does not automatically check for changes in directory objects,
containers or groups specified for provisioning in the configured Policy Objects. This
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means that if any changes are made in any directory resources in use in a policy, you
must update the impacted policies manually. For example, if a directory group used by a
Group Membership AutoProvisioning Policy Group is deleted, the Policy Group must be
updated manually to reflect the changes.

Advantages of using Policy Objects

Configuring Policy Objects has the following advantages:

o They reduce the workload and the time needed to perform common administration
duties by automating tasks, combining multiple tasks into a single workflow, or even
eliminating certain tasks altogether.

« They offer automated (or largely simplified) workflows for provisioning,
reprovisioning and deprovisioning directory objects in the organization.

« They improve network security.
« They ensure the consistency of the managed AD objects across the organization.

o They minimize administration errors.

Types of Policy Objects

To help you configure, organize and apply Policy Objects, they are in two main categories
in the Active Roles MMC console:

« Provisioning Policy Objects: Use provisioning policy objects to specify provisioning
rules, such as:
« Populating and validating directory data.
« Creating account resources (such as home folders and mailboxes).
« Administering access to resources within the organization.

« Deprovisioning Policy Objects: Use deprovisioning policy objects to specify rules
upon requests to deprovision a selected user or group. Deprovisioning rules
may include:

« Removing user accounts or email addresses.
« Revoking group and distribution list memberships.

« Disabling security permissions and application access rights.

Both categories can contain multiple Policy Objects.

Built-in Policy Objects

To help you get started with configuring policy-based administration in your organization,
Active Roles includes a set of built-in Policy Objects that offer provisioning and depro-
visioning rules to the most typical administrative use cases. To find the built-in Policy
Objects, navigate to the following node of the Active Roles MMC console:

Configuration > Policies > Administration > Builtin
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To help you configure Script Execution policies, Active Roles also ships with several built-in
Script Modules that you can use to set up your own Script Execution policies. Find
these built-in Script Modules in the following node of the Active Roles MMC console:

Configuration > Script Modules > Builtin

Provisioning Policy Objects

To configure provisioning policies for user name and email generation, group
memberships, property generation or script running, use the policies available via the
Provisioning Policy Objects.

NOTE: Policy Object settings specific to Azure cloud-only objects (such as cloud-only
Azure users, guest users, or contacts) are available only if your Active Roles deployment
is licensed for managing cloud-only Azure objects. Contact One Identity support for more
information.

Also, Policy Objects specific to Azure cloud-only objects will work correctly only if an
Azure tenant is already configured in the AD of the organization, and Active Roles is
already set as a consented Azure application for that Azure tenant. For more information
on these settings, see Configuring a new Azure tenant and consenting Active Roles as an
Azure application.

Table 13: Provisioning Policy Objects

Policy Description

User Logon Generates a user login name (pre-Windows 2000) for a newly-created
Name user account. Use this policy to:

Generation

o Add a uniqueness number to the generated logon nhame.
o Apply multiple rules to generate a logon name.

« Allow a logon name to be specified manually when creating a
new user.

TIP: Combine these options to ensure the uniqueness of the user
logon name (pre-Windows 2000), which is a schema requirement in
Active Directory (AD).

For more information on how to set up this policy, see Steps for
configuring a User Logon Name Generation policy

Email Alias Sets up the appropriate email aliases for newly-created user accounts.
Generation Use this policy to generate aliases based on:

o Pre-selected user properties, such as the first and last names.

« A custom selection of properties, not limited to user properties.

TIP: Use this policy to make each alias unique by adding a unique-
ness number to the alias.
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Policy

Description

Exchange
Mailbox
AutoProvisioning

Group
Membership
AutoProvisioning

Home Folder

For more information on how to set up this policy, see Steps for
configuring an E-mail Alias Generation policy

Creates user mailboxes in the appropriate mailbox stores or
databases. Use this policy to:

« Specify the mailbox stores or databases in which mailboxes can
be created.

« Apply a rule to distribute mailboxes among multiple stores or
databases.

TIP: Configure this policy to distribute mailboxes either with the
round-robin method, or by selecting a store or database with the
least number of mailboxes.

For more information on how to set up this policy, see Steps for
configuring an E-mail Alias Generation policy

Ensures that directory objects (such as users) are assigned to (or
unassigned from) the appropriate group(s) if the specified policy
criteria are met.

TIP: Use this policy to have Active Roles automatically add or
remove objects (such as users or guest users) to or from certain
groups if the configured group membership rules are met.

NOTE: Consider the following when configuring a Group Membership
AutoProvisioning Policy:

« In case of cloud-only Azure objects, you can use the Group
Membership Autoprovisioning policy to automatically assign
(or unassign) Azure users and Azure guest users to (or from)
the specified 0365 group(s) in the same Azure tenant.

« Active Roles does not automatically check for changes in
directory objects, containers or groups specified for
provisioning in the configured Policy Objects. This means that
if any changes are made in any directory resources in use in a
policy, you must update the impacted policies manually. For
example, if a directory group used by a Group Membership
AutoProvisioning Policy Group is deleted, the Policy Group
must be updated manually to reflect the changes.

For more information on how to set up this policy, see Steps for
configuring a Group Membership AutoProvisioning policy.

Performs provisioning actions to assign home folders and home shares

AutoProvisioning to user accounts. Use this policy to:

« Create home folders for newly-created user accounts.

« Rename home folders upon renaming user accounts.
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Policy

Description

Property
Generation and
Validation

Script Execution

TIP: Use this policy to specify the server on which to create home
folders and shares, determine their naming conventions, and
configure their access rights as well.

For more information on how to set up this policy, see Steps for
configuring a Home Folder AutoProvisioning policy

Generates and validates directory data, such as user properties. Use
this policy to:

« Populate a directory with the default data that the organization
requires.

. Validate the existing data upon checking directory updates.

TIP: Consider the following when planning to configure a Property
Generation and Validation policy:

« To help you get started with configuring policy-based admin-
istration in your organization, Active Roles includes a set of
built-in Policy Objects that offer provisioning and depro-
visioning rules to the most typical administrative use cases. To
find the built-in Policy Objects, navigate to the following node
of the Active Roles MMC console:

Configuration > Policies > Administration > Builtin

« If the directory of your organization contains cloud-only Azure
objects (Azure users, guest users or contacts), then use the
built-in Azure CloudOnly Policy - Default Rules to
Generate Properties Policy Object to provision their default
properties and accepted values.

For more information on how to set up this policy, see Steps for
configuring a Property Generation and Validation policy.

Runs the specified PowerShell (or other custom) script on request to
perform certain operations, such as creating a user account or
updating its properties. Use this policy to:

« Trigger additional actions to perform directory object provi-
sioning.

« Regulate object data format and requirements.

o Further automate administrative tasks.

When linking a custom script to an administrative operation via a
Script Execution policy, the script will receive control in Active Roles
either when the operation is requested or when it is completed.

TIP: Consider the following when planning to use custom scripts for
your provisioning policies:
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Policy

Description

Office 365 and
Azure Tenant
Selection

AutoProvisioning
for SaaS
products

« To help you configure Script Execution policies, Active Roles
also ships with several built-in Script Modules that you can
use to set up your own Script Execution policies. Find these
built-in Script Modules in the following node of the Active
Roles MMC console:

Configuration > Script Modules > Builtin

« If the directory of your organization contains any cloud-only
Azure users, then use the built-in Generate User Password
- Azure only script module to set up a password generation
policy for cloud-only Azure users that meets the password
strength criteria of both your organization and Microsoft Azure
Active Directory (AD).

For more information on how to set up a Script Execution policy, see
Steps for configuring a Script Execution policy

Enables configuring multiple assignments to Azure objects. Use this
policy to:

. Validate the selected Azure tenants for Azure users, guest users,
0365 Groups and contacts.

» Select 0365 Licenses for Azure users and guest users.

o Select 0365 Roles for Azure users and guest users.

o Preprovision OneDrive for Azure users.

For more information on how to set up this policy, see Configuring an
0365 and Azure Tenant Selection policy.

Automates user and group provisioning in the selected SaaS products
using Starling Connect connectors.

You can specify the Starling Connect connectors to be validated for the
users or groups for which the policy is then applied. For more
information on how to set up this policy, see Create Provisioning policy
for Starling Connect

Deprovisioning Policy Objects

Deprovisioning Policy Objects allows configuration and application of the following policies.

Table 14: Deprovisioning Policy Objects

Policy

Description

User Account

When deprovisioning a user, this policy modifies the user account
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Policy

Description

Deprovisioning

Group Membership
Removal

User Account
Relocation

Exchange Mailbox
Deprovisioning

Home Folder
Deprovisioning
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so that the user cannot log on. You can configure this policy to:

« Disable the user account.
« Set the user’s password to a random value.
« Set the user’s logon names to random values.

« Rename the user account.

You can also select account properties and configure this policy to
update them when processing a deprovisioning request.

When deprovisioning a user, this policy removes the user account
from groups. You can configure this policy to remove the account
from security groups, mail-enabled groups, or both. In this policy,
both distribution groups and mail-enabled security groups are
collectively referred to as mail-enabled groups.

You can also select the groups from which you do not want this
policy to remove the user account, or configure the policy not to
remove the user account from any security groups or mail-
enabled groups.

When deprovisioning a user, this policy moves the user account to
a different location. You can select the organizational unit to which
you want the policy to move the account. You can also configure
the policy not to move the user accounts upon user
deprovisioning.

When deprovisioning a user, this policy makes changes needed to
deprovision Microsoft Exchange resources for that user. You can
configure this policy to:

« Hide the mailbox from the global address list (GAL).

o Prevent non-delivery reports (NDR) from being sent.

o Grant the user’s manager full access to the user’s mailbox.

o Grant selected users or groups full access to the user’s
mailbox.

. Disallow forwarding messages to alternate recipients.

o Forward all incoming messages to the user’s manager.

When deprovisioning a user, this policy makes changes needed to
prevent the user from accessing his or her home folder. You can
configure this policy to:

« Remove the user’s permissions on the home folder.

o Grant the user’s manager read-only access to the user’s
home folder.
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Policy

Description

User Account
Permanent Deletion

Group Object
Deprovisioning

Group Object
Relocation

Group Object
Permanent Deletion

Notification
Distribution

Report Distribution
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o Grant selected users or groups read-only access to the
user’s home folder.

« Make a selected user or group the owner of the user’s home
folder.

« Delete the home folder when the user account is deleted.

When deprovisioning a user, this policy schedules the user
account for deletion. You can specify the number of days
(retention period) before the account is deleted. Another option is
to delete the deprovisioned user accounts immediately to Active
Directory Recycle Bin. It is also possible to configure this policy so
that the deprovisioned user accounts are not deleted
automatically.

When deprovisioning a group, this policy makes changes to the
group object in Active Directory in order to prevent the use of the
group. You can configure this policy to:

« Hide the group from the Global Address List (GAL).

« Change the group type from Security to Distribution.
. Rename the group.

« Remove members from the group.

« Change or clear any other properties of the group object.

When deprovisioning a group, this policy moves the group object
to a different container in Active Directory. You can select the
organizational unit to which you want the policy to move the group
object.

When deprovisioning a group, this policy schedules the group
object for deletion in Active Directory. You can specify the number
of days (retention period) before the group is deleted. Another
option is to delete the deprovisioned groups immediately to Active
Directory Recycle Bin. It is also possible to configure this policy so
that the deprovisioned groups are not deleted automatically.

In the course of a deprovisioning operation, this policy sends a
notification message to the e-mail recipients you specify. You can
customize both the message subject and message body.

Upon completion of a deprovisioning operation, this policy sends a
report to the e-mail recipients you specify. The report includes a
list of actions taken during the deprovisioning operation and the
details of the deprovisioning activity. You can customize the
subject of the e-mail message containing the report.

You can also configure this policy to send the report only if any
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Policy Description

errors occurred in the course of a deprovisioning operation.

Script Execution In the course of a deprovisioning operation, this policy runs the
script you specify. By using a script, you can implement custom
deprovisioning actions.

Office 365 Licenses ~ When deprovisioning an Azure AD user, this policy automates

Retention retention of all or selected Office 365 licenses assigned to the
Azure AD user after the Azure AD user is deprovisioned success-
fully.

How Policy Objects work

A Policy Object is a collection of administrative policies that specifies the business rules to
be enforced. A Policy Object includes stored policy procedures and specifications of events
that activate each procedure.

A Policy Object associates specific events with its policy procedures, which can be built-in
procedures or custom scripts. This provides an easy way to define policy constraints,
implement sophisticated validation criteria, synchronize different data sources, and
perform a number of administrative tasks as a single batch.

Active Roles enforces business rules by linking Policy Objects to:

o Administrative views (Active Roles Managed Units)
« Active Directory containers (Organizational Units)

« Individual (leaf) directory objects, such as user or group objects

By choosing where to link a Policy Object, you determine the policy scope. For example, if
you link a Policy Object to a container, all objects in the container and its sub-containers
are normally subject to the Policy Object.

You can link different Policy Objects to different containers to establish container-specific
policies. You may need to do so if each organizational unit uses a dedicated Exchange
server to store mailboxes or file server to store home folders.

You can also link a Policy Object to a leaf object, such as a user object. As an example,
consider a policy that prohibits changes to group memberships when copying a certain
user object.

Policy Objects define the behavior of the system when directory objects are created,
modified, moved, or deleted within the policy scope. Policies are enforced regardless of
administrative rights of a user performing a management task. It is important to
understand that even those who have administrator rights to Active Roles itself are forced
to abide by administrative policies once they are enforced.
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Policy Object management tasks

This section guides you through the Active Roles console to manage Policy Objects. The
following topics are covered:

o Creating a Policy Object

« Adding, modifying, or removing policies
« Applying Policy Objects

« Managing policy scope

« Copying a Policy Object

« Renaming a Policy Object

« Exporting and importing Policy Objects
« Deleting a Policy Object

Creating a Policy Object

The Active Roles console provides separate wizards for creating Policy Objects in each
category—provisioning and deprovisioning. You can start the wizards from the
Administration container, located under Configuration/Policies in the console tree:

« To configure provisioning policies, right-click Administration in the console tree,
and select New | Provisioning Policy.

« To configure deprovisioning policies, right-click Administration in the console tree,
and select New | Deprovisioning Policy.

If you need to manage a large number of Policy Objects, it is advisable to create containers
that hold only specified Policy Objects for easy location: In the console tree, right-click
Administration and select New | Container. Then, you can use wizards to create Policy
Objects in that container: Right-click the container and select New | Provisioning Policy
or New | Deprovisioning Policy.

On the Welcome page of the wizard, click Next. Then, on the Name and Description
page, type a name and description for the new Policy Object. The Active Roles console will
display the name and description in the list of Policy Objects in the details pane.

Click Next to continue. This displays a page where you can select the policy you want to
configure. The list of policies depends on whether you are creating a Provisioning Policy
Object or Deprovisioning Policy Object. For instance, the list of provisioning policies looks
as shown in the following figure.

. Active Roles 7.6 Administration Guide
(ONE IDENTITY 203

Rule-based AutoProvisioning and Deprovisioning



Figure 37: Provisioning policies

Policy to Configure
Select a policy you want to configure and indude in this Provisioning Policy Object.

Select a policy to configure:

{34 User Logon Name Generation

{4 E-mail Alias Generation

{4 Exchange Mailbox AutoProvisioning

5 .~ Group Membership AutoProvisioning
2} Home Folder AutoProvisioning

‘ﬁ 0365 and Azure Tenant Selection

43| Autoprovisioning in Saa products

Active Roles Community

Read a brief description of the policy you have selected:

This policy enables the administrator to specify the Azure tenant in which the Hybrid
objects can be created.

On the Policy to Configure page, select the type of policy you want to add to the Policy
Object. When the type is selected, its description is displayed in the lower box.

Click Next to configure the policy. The steps involved in configuring a policy depend on the
policy type. For instructions on how to configure policies, see Policy configuration tasks
later in this chapter.

When you are done with configuring a policy, the wizard presents you with a page where
you can specify the policy scope. You have the option to complete a list of containers or
Managed Units on which you want the policy to be enforced. This step is optional because
you can configure the policy scope after creating the Policy Object (see Applying Policy
Objects later in this chapter).

Click Next, and then click Finish to complete the wizard. This creates the new
Policy Object.
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Steps for creating a Policy Object

To create a Policy Object

1.

In the console tree, under Configuration | Policies | Administration, locate and
select the folder in which you want to add the Policy Object.

You can create a new folder as follows: Right-click Administration and select New
| Container. Similarly, you can create a sub-folder in a folder: Right-click the folder
and select New | Container.

Right-click the folder, point to New, and then click Provisioning Policy or
Deprovisioning Policy.

On the Welcome page of the wizard, click Next.

4. On the Name and Description page, do the following:

7.

o

a. Inthe Name box, type a name for the Policy Object.
b. Under Description, type any optional information about the Policy Object.
Click Next.

On the Policy to Configure page, select a policy type, and click Next to configure
policy settings.

On the Enforce Policy page, you can specify the objects to which this Policy Object
is to be applied:

o Click Add, and use the Select Objects to locate and select the objects
you want.

Click Next, and then click Finish.

NOTE:

« For information about available policy types, see Provisioning Policy Objects
and Deprovisioning Policy Objects earlier in this document.

« For information on how to configure policies, see Policy configuration tasks
later in this document.

« To add more policies to the new Policy Object, display the Properties dialog
box, and click Add on the Policies tab.

Adding, modifying, or removing policies

Although the New Policy Object wizard makes it possible to configure only one policy, a
Policy Object may include multiple policies. You can add policies, remove policies, and
modify policy options in an existing Policy Object by managing its properties: Right-click
the Policy Object and then click Properties.

To add, remove, or edit policies in a Policy Object, go to the Policies tab in the
Properties dialog box. The tab is shown in the following figure.
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Figure 38: Policy Objects Management
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The Policies tab displays a list of policies defined in the Policy Object. Each list entry
includes an icon denoting policy type and policy description. The policies are executed in
the order shown in the list. To change the order, use the arrows in the lower-right

corner of the tab.

On the Policies tab, you can perform the fol

« Add policy. Click the Add button and

lowing management tasks:

follow the instructions in the wizard, which

depend on whether you are configuring a Provisioning Policy Object or

Deprovisioning Policy Object.

The wizard prompts you to select the type of policy to add and then guides you
through the steps to configure the policy. The steps to configure a policy depend on
the policy type. For instructions on how to configure policies, see Policy configuration

tasks later in this chapter.

Delete policy. Select policies from the list and click the Remove button. This

permanently deletes the policies you have selected.

Modify policy. Select a policy from t

he list and click the View/Edit button. This

displays the Properties dialog box for the policy you have selected.

The Properties. dialog includes several tabs, with each tab containing the same
options as the corresponding page of the wizard used to configure the policy. You can

manage policy options the same way a

s you do when initially configuring the policy.

Disable all policies. For troubleshooting purposes, you may need to stop

enforcement of the policies without actually deleting them. To accomplish this, select

the Disable all policies included in
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this policy object check box.

Active Roles 7.6 Administration Guide
206
Rule-based AutoProvisioning and Deprovisioning



© | NOTE: The policies that can be added to a given Policy Object depend on the type of
the Policy Object. A Provisioning Policy Object can only include provisioning-related
policies whereas a Deprovisioning Policy Object can only include deprovisioning-
related policies (see Provisioning Policy Objects and Deprovisioning Policy Objects
earlier in this document).

Steps for adding policies to a Policy Object

To add a policy to a Policy Object

1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder that contains the Policy Object you want to modify.

In the details pane, right-click the Policy Object, and then click Properties.
On the Policies tab, click Add to start a wizard that helps you configure a policy.
On the Welcome page of the wizard, click Next.

On the Policy to Configure page, select the type of the policy you want to add.

o vk W N

Configure policy settings. For instructions, see Policy configuration tasks.

O [ NOTE:

. The Policies tab lists the policies that are configured in the Policy Object. You
can use the Policies tab to add, modify, or delete policies from the Policy
Object.

« Active Roles processes policies in the order they are listed on the Policies tab.

To change the order, select a policy and click # or ¥ to move the policy up or
down in the list.

« Once a Policy Object is applied within Active Roles to determine policy settings
in the directory, any changes to the list of policies in the Policy Object causes
the policy settings in the directory to change accordingly.

Steps for modifying policies in a Policy Object

To view or modify a policy in a Policy Object
1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder that contains the Policy Object you want to examine.
In the details pane, right-click the Policy Object, and then click Properties.

3. On the Policies tab, select the policy you want to view or modify, and click
View/Edit.

4. Use the tabs in the Policy Properties dialog box to view or modify policy settings.
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The tabs in the Policy Properties dialog box provide the same options as the wizard
for configuring the policy. See Policy configuration tasks for information about the
options specific to each type of policy.

O [ NOTE:

« The Policies tab lists the policies that are configured in the Policy Object. You
can use the Policies tab to add, modify, or delete policies from the Policy
Object.

« Active Roles processes policies in the order they are listed on the Policies tab.

To change the order, select a policy and click # or + to move the policy up or
down in the list.

Steps for removing policies from a Policy Object

To delete a policy from a Policy Object

1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder that contains the Policy Object you want to modify.

In the details pane, right-click the Policy Object, and then click Properties.
3. On the Policies tab, select the policy you want to delete, click Remove, and then
click Yes to confirm the deletion.

O | NOTE:

« The Policies tab lists the policies that are configured in the Policy Object. You
can use the Policies tab to add, modify, or delete policies from the Policy
Object.

« Once a Policy Object is applied within Active Roles to determine policy settings
in the directory, any changes to the list of policies in the Policy Object causes
the policy settings in the directory to change accordingly.

Applying Policy Objects

Implementing a policy to enforce business rules is a two-phase process where configuring
the policy within a Policy Object is only the first step. When you create a new policy, you
select a policy type from the available options and then define the options that make up the
policy. The second step is to use the Active Roles console to enforce the policy on the
desired areas of the directory.

Active Roles allows policies to be enforced on any directory object—an administrative view
(Managed Unit), a directory folder (container), or an individual (leaf) object. Policies are
enforced by applying (linking) a Policy Object that holds the policies.

When you apply a Policy Object to a Managed Unit or directory folder, the policies control
the objects in that Unit or folder as well as the Unit or folder itself. When you apply a Policy
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Object to a leaf object, such as a user or group, the policies only control that object. For
example, applying a Policy Object to a group does not affect the members of the group.

The objects that are subject to a given Policy Object, that is, the objects under control of
the policies defined in that Policy Object, are collectively referred to as policy scope. For
example, if you apply a Policy Object to a Managed Unit, the policy scope is composed of
the objects within the Managed Unit.

Thus, the policy scope normally includes all objects that reside in a container or Managed
Unit to which the Policy Object is applied. However, sometimes you may need to exclude
individual objects or sub-containers from the policy scope, thereby preventing certain
objects from being affected by policies.

Active Roles gives you the option to selectively exclude objects or entire containers from
the policy scope. You can block policy inheritance on individual objects or containers,
refining the policy scope. The option to block policy inheritance is discussed later in this
section (see Managing policy scope).

To apply a Policy Object, you can start from any of the following points:

o Policy Object. Add Managed Units or containers to the policy scope of the
Policy Object.
. Directory object. Add the Policy Object to the policy list for the directory object.

The following two sections elaborate on each of these options.

Adding Managed Units or containers to policy
scope

You can add administrative views (Managed Units) and directory folders (containers) to the
policy scope of a given Policy Object in one of these ways:

« Right-click the Policy Object and click Policy Scope. Then, in the Active Roles
Policy Scope window, click the Add button.

« Ensure that Advanced Details Pane is checked on the View menu. Then, select the
Policy Object. On the Active Roles Policy Scope tab in the details pane, right-click
a blank area and click Add.

In both cases, clicking Add displays the Select Objects window where you can select
containers and Managed Units. To build a list of containers from which to select, click the
Browse button and select Active Directory or a container in the hierarchy under Active
Directory. The list is shown in the following figure.
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Figure 39: Policy Objects
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To build a list of Managed Units, click the Browse button and select Managed Units or a
container in the hierarchy under Managed Units. The list looks like the following figure:

Figure 40: Managed Units
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In the Select Objects window, select containers or Managed Units from the list and click
the Add button to build the resultant list of items. When finished, click OK.
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Adding Policy Objects to policy list for directory
object

For a given directory object (container, user, group, and so on), a list of Policy Objects that
affect the directory object is referred to as policy list. If the directory object is in the policy
scope of a given Policy Object, the Policy Object is included in the policy list for that
directory object.

The steps to add a Policy Object to the policy list for a directory object depend on whether
it is a container or leaf object:

« Right-click a Managed Unit or container and click Enforce Policy. Then, in the
Active Roles Policy window, click the Add button.

« Right-click a leaf object (user, group, or the like), click Properties, go to the
Administration tab, and click the Policy button. Then, in the Active Roles Policy
window, click the Add button.

If you use the advanced details pane (Advanced Details Pane is checked on the View
menu), you can do this as follows, regardless of the type of the directory object:

« Select the directory object, go to the Active Roles Policy tab in the details pane,
right-click a blank area on the tab, and then click Add.

In all these cases, clicking Add displays the Select Policy Objects window where you can
select Policy Objects to add. Select check boxes next to names of Policy Objects, as shown
in the following figure, and then click OK.

Figure 41: Policy Objects
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Steps for applying a Policy Object

To apply a Policy Object
1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder that contains the Policy Object you want to apply.
In the details pane, right-click the Policy Object, and then click Policy Scope.
In the Active Roles Policy Scope dialog box, click Add.

4. Use the Select Objects dialog box to locate and select the container, Managed
Unit, or a leaf object on which you want to specify policy settings by using the
Policy Object.

5. Click OK to close the Active Roles Policy Scope dialog box.

To specify policy settings on an object by using a Policy Object
1. Open the Active Roles Policy dialog box for the object:
« Right-click the object, and click Enforce Policy.
_OR_

« Right-click the object, and click Properties. Then, on the Administration tab
in the Properties dialog box, click Policy.

In the Active Roles Policy dialog box, click Add.

. Use the Select Policy Objects dialog box to locate and select the Policy
Object to apply.

4. To select a Policy Object, click the check box next to the name of the Policy Object.
You can select multiple Policy Objects.

5. Click OK to close the Active Roles Policy dialog box.

© | TIP: To apply a Policy Object, you can also use the Active Roles Policy Scope or
Active Roles Policy tab in the advanced details pane: Right-click a blank area on
the tab, and then click Add. To display the advanced details pane, check Advanced
Details Pane on the View menu (see Advanced pane earlier in this document).

To view or modify inheritance options for a Policy Object on a container or
Managed Unit

1. Open the Active Roles Policy Scope dialog box for the Policy Object: Right-click
the Policy Object, and then click Policy Scope.

2. Inthe Active Roles Policy Scope dialog box, select the container or Managed Unit
to which the Policy Object is applied and on which you want to examine inheritance
options, and then click View/Edit.

3. On the General tab, view or modify the selection of these options, which specifies
the scope where the Policy Object determines policy settings:

« This directory object. The scope includes the container or Managed Unit you
have selected (this option does not cause the scope to include any child objects

. Active Roles 7.6 Administration Guide
(ONE IDENTITY 212

Rule-based AutoProvisioning and Deprovisioning



or members of the container or Managed Unit).

. Child objects of this directory object. The scope includes all the child
objects (or members, as applied to a Managed Unit) in the entire hierarchy
under the container or Managed Unit you have selected.

. Immediate child objects only. The scope includes only the child objects (or
members, as applied to a Managed Unit) of which the container or Managed
Unit that you have selected is the direct ancestor.

Managing policy scope

When applying a Policy Object to a directory object, Active Roles creates a Policy Object
link. Thus, policies are put in force by linking Policy Objects to directory objects—Managed
Units, directory folders (containers), or individual (leaf) objects.

Each Policy Object link includes the following information:

« Policy Object that defines the policies
« Directory object that is the target of the link

« Flag — Include or Exclude — that specifies whether the directory object is included
or excluded from the policy scope

You can display a list of Policy Object links starting from one of the following points:

« Policy Object. Right-click a Policy Object and click Policy Scope.
This displays the links in which the Policy Object occurs.

. Directory object. First, open a window that lists the Policy Objects that affect this
directory object:

« For a container object or Managed Unit, right-click the object or Unit and click
Enforce Policy.

« For a leaf object, right-click the object, click Properties, go to the
Administration tab, and click Policy.

Next, in the window that opens, click the Advanced button.

This displays the links in which the directory object occurs as the target object.

Another way to see a list of Policy Object links is the use of the advanced details pane.
Ensure that Advanced Details Pane is checked on the View menu, and then do one of
the following:

» Select a Policy Object.
The Active Roles Policy Scope tab lists the links in which the Policy Object occurs.

« Select a directory object (Managed Unit, container, or leaf object), right-click a blank
area on the Active Roles Policy tab, and click Advanced View.

This displays the links in which the directory object occurs as the target object.
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When you display a list of Policy Object links for a directory object, the list appearsin a
separate window. Each entry in the list includes the following information:

« Policy Object Name of the Policy Object.

. Directory Object Canonical name of the object to which the Policy Object is linked,
that is, the target object of the link.

o Include/Exclude Flag that determines the behavior of the link:

« Include Explicitly. means the link puts the target object within the policy
scope, that is, the policies defined in the Policy Object control the target object.

« Exclude Explicitly. means the link puts the target object out of the policy
scope, that is, the policies defined in the Policy Object do not control the
target object.

The Exclude flag takes precedence over the Include flag. If there are two links with the
same Policy Object, one of which is flagged Include while another one is flagged Exclude,
the object is effectively excluded from the policy scope of the Policy Object.

The list of Policy Object links displays the links of these categories:

. Direct links. Policy Object is applied (linked) directly to the object you have
selected.

. Inherited links. Policy Objectis applied (linked) to a container in the hierarchy of
containers above the object you have selected, or to a Managed Unit to which the
selected object belongs.

The links inherited from parent objects can be filtered out of the list. To do this, clear the
Show inherited check box.

To manage links, you can use the buttons beneath the list:

. Add. Displays the dialog box where you can select Policy Objects, creating the links
to the Policy Objects you select.

« Remove. Deletes the selected entries from the list of links. Available for
direct links only.

. View/Edit. Displays the dialog box to view or modify link properties, such as
whether the link affects the child objects of the link target object. Available for only
those links that are flagged Include.

o Exclude. Shows up for links flagged Include. Available on direct links only.
Changes the flag to Exclude.

« Include. Shows up for links flagged Exclude. Available on direct links only.
Changes the flag to Include.

© | TIP: The Remove button is only available on direct links. When you need to delete
links, it is advisable to manage them using the Policy Scope command on the Policy
Object.

To simplify the management of policy effect on directory objects, the Active Roles console
allows you to manage policy scope without directly managing links to Policy Objects. For a
directory object, you can view and modify its policy list—a list of Policy Objects that control
(affect) the directory object—instead of having to sort through direct and inherited links.
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Given a directory object, you can display its policy list as follows:

« For a container or a Managed Unit, right-click it and click Enforce Policy.

« For aleaf object (user, group, or suchlike), right-click it, click Properties, go to the
Administration tab, and click Policy.

Each entry in the policy list includes the following information:

. Policy Object. The name of the Policy Object. The Policy Object controls this
directory object due to a direct link or inherited links.

. Block Inheritance. Indicates whether policy effect is blocked on this directory
object. If the Blocked check box is selected, the Policy Object link flagged Exclude
is created for this directory object.

You can manage the policy list using the buttons beneath the list:

o Add. Displays the dialog box where you can select Policy Objects, putting the
directory object under the control of the Policy Objects you select.

« Remove. If you select a Policy Object from the policy list and click Remove, the
direct link of the Policy Object to this object is deleted.

If the Policy Object is in the list due to an inherited link, the Remove button is
unavailable. Moreover, if there are both the direct link and an inherited link to the
Policy Object, clicking Remove deletes the direct link but does not remove the Policy
Object from the policy list. In this case, the Policy Object remains in the list because
the policies are still applied due to inheritance.

If you need to remove the directory object from the policy scope of a given Policy
Object, select the Blocked check box in the Block Inheritance column. This adds
the Policy Object link flagged Exclude for the directory object.

. View/Edit. Displays the Properties dialog box for the Policy Object you select
from the list. You can use the Properties dialog box to manage policies in the Policy
Object and gain access to the list of all links where this Policy Object occurs.

o Advanced. Opens the window with the list of Policy Object links for this directory
object, discussed earlier in this section.

You can also access the policy list from the advanced details pane. The list is displayed on
the Active Roles Policy tab when you select a directory object.

On the Active Roles Policy tab, you can perform the same management tasks as in the
Active Roles Policy window: Right-click a list entry or a blank area and use commands
on the shortcut menu. The commands act in the same way as the buttons in the Active
Roles Policy window.

Given a Policy Object, you can also manage its policy scope by using a list of directory
objects to which the Policy Object is applied (linked). The list can be displayed in a
separate window or on a tab in the advanced details pane:

« To display the list in a window, right-click the Policy Object and click Policy Scope.

o To display the list on a tab, ensure that Advanced Details Pane is checked on the
View menu and select the Policy Object.
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The list displays all links of the Policy Object. Each entry in the list includes the following
information:

« Name. Canonical name of the directory object to which the Policy Object is linked,
that is, the target object of the link.

o Include/Exclude. Flag that determines the behavior of the link:

« Include Explicitly. means the link puts the target object within the policy
scope, that is, the policies defined in the Policy Object control the target object.

« Exclude Explicitly. means the link puts the target object out of the policy
scope, that is, the policies defined in the Policy Object do not control the
target object.

The Exclude flag takes precedence over the Include flag. If there are two links
with the same target object, one of which is flagged Include while another one is
flagged Exclude, the target object is effectively excluded from the policy scope of
the Policy Object.

To manage the list in the Active Roles Policy Scope window, you can use the buttons
beneath the list: Add, Remove, View/Edit, Include, or Exclude. The buttons perform
basically the same functions as those described earlier in this section. To manage the
list in the Active Roles Policy Scope tab, you can use the command on the shortcut
menu: Right-click a link or a blank area to access the menu. The menu includes the
following commands:

« Add. Appears when you right-click a blank area. Performs the same action as the
Add button. Opens the Select Objects dialog box where you can select
containers or Managed Units to which you want to link the Policy Object (see
Applying Policy Objects).

. Delete. Appears when you right-click a link. Performs the same action as the
Remove button. Deletes the link you select from the list.

. Exclude. Appears when you right-click a link flagged Include. Performs the same
action as the Exclude button. Changes the flag on the link you select.

. Include. Appears when you right-click a link flagged Exclude. Performs the same
action as the Include button. Changes the flag on the link you select.

. Refresh. Updates the list with the current information.

Steps for managing Policy Object links

When you apply a Policy Object (see Applying Policy Objects earlier in this document),
Active Roles creates an object, referred to as a Policy Object link, that stores information
about the Policy Object and about the directory object on which the Policy Object is applied.
Basically, the management of policy settings in Active Roles comes to the management of
Policy Objects and Policy Object links. This topic provides some instructions you can use to
view or modify Policy Object links.
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To view or modify Policy Object links in which a given Policy Object occurs

1. Right-click the Policy Object, and click Policy Scope.

2. Inthe Active Roles Policy Scope dialog box, do the following:

o To create a new link, click Add, and then use the Select Objects dialog box to

locate and select the object to which you want to link the Policy Object.

« To delete a link, select it from the list and click Remove.

o To view or modify the properties of a link, such as the inheritance

options, select the link from the list and click View/Edit. (For
information about inheritance options, see Steps for applying a Policy
Object earlier in this document.)

« To specify whether a link removes or puts the effect of the Policy Object on the

object to which the Policy Object is linked, select the link and click Exclude or
Include, respectively.

To view or modify a list of the Policy Objects on a given object

1. Open the Active Roles Policy dialog box for the object:

« Right-click the object, and click Enforce Policy.

-OR-

Right-click the object, and click Properties. Then, on the Administration tab
in the Properties dialog box, click Policy.

The Active Roles Policy dialog box for a given object lists all the Policy Objects
that determine the policy settings on that object. Use the following instructions to
modify the list, if necessary.

2. Inthe Active Roles Policy dialog box, do the following:

To define additional policy settings on the object, click Add, and then select
one or more Policy Objects that determine the policy settings.

To remove the effect of a certain Policy Object on the object you are
administering, select the Blocked check box next to the name of the Policy
Object. Clear the check box if you want the Policy Object to have an effect on
the object.

To delete a Policy Object link on the object, select the Policy Object and click
Remove. (This operation can be performed if the Policy Object is linked to the
object itself rather than to a container or Managed Unit that holds the object.)

To view or modify policies in a Policy Object, select the Policy Object and click
View/Edit. (For further instructions, see Steps for modifying policies in a
Policy Object earlier in this document.)

To display a list of the Policy Object links that determine the policy settings on
the object, click Advanced. Use the following instructions to administer the
list, if necessary.
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To view or modify Policy Object links that determine the policy settings on a
given object

1. Inthe Active Roles Policy dialog box, click Advanced.
2. Inthe Active Roles Policy - Advanced View dialog box, do the following:
o To create a new link, click Add, and then select the Policy Object you want.

o To delete a link, select it from the list and click Remove. (This operation can
be performed if the Policy Object is linked to the object itself rather than to a
container or Managed Unit that holds the object.)

« To view or modify the properties of a link, such as the inheritance options,
select the link from the list and click View/Edit.

« To specify whether a link removes or puts the effect of the Policy Object on the
object you are administering, select the link and click Exclude or Include,
respectively.

O [ NOTE:

« By default, the Active Roles Policy - Advanced View dialog box for an
object lists all the links that determine the policy settings on the object, regard-
less of whether a link was created on the object itself or on a container or
Managed Unit that holds the object. To change the display of the list, clear the
Show inherited check box.

« Clicking View/Edit in the Active Roles Policy - Advanced View or Active
Roles Policy Scope dialog box displays the Properties dialog box for the
selected link. From the Properties dialog box, you can access the properties
of both the directory object and Policy Object that are covered by the link, and
view or modify the inheritance options for the link (see Steps for applying a
Policy Object earlier in this document).

« You can also manage Policy Object links on the Active Roles Policy Scope or
Active Roles Policy tab in the advanced details pane, which allows you to
perform the same tasks as the Active Roles Policy Scope or Active Roles
Policy dialog box, respectively. Right-click a link or a blank area on the tab,
and use command on the shortcut menu. The Active Roles Policy Scope tab
is displayed when you select a Policy Object. Otherwise, the Active Roles
Policy tab is displayed. To display the advanced details pane, check
Advanced Details Pane on the View menu (see Advanced pane earlier in
this document).

Steps for excluding an object from policy scope

The objects on which a given Policy Object has effect are collectively referred to as the
policy scope of the Policy Object. When applying a Policy Object, you add objects to the
policy scope. You can use the following instructions to exclude certain objects from the
policy scope of a Policy Object, in order to remove the effect of the Policy Object on
those objects.
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To exclude an object from the policy scope of a Policy Object

1. Open the Active Roles Policy dialog box for the object:
« Right-click the object, and click Enforce Policy.
-OR-
« Right-click the object, and click Properties. Then, on the Administration tab
in the Properties dialog box, click Policy.

2. Inthe Active Roles Policy dialog box, select the Blocked check box next to the
name of the Policy Object.

3. Click OK to close the Active Roles Policy dialog box.

O [ NOTE:

« You can restore the effect of the Policy Object on the object that was excluded
from the policy scope: In the Active Roles Policy dialog box for that object,
clear the Blocked check box next to the name of the Policy Object.

« Excluding an object from the policy scope creates a Policy Object link on that
object, the link being flagged Exclude Explicitly. Restoring the effect of the
Policy Object causes that link to be removed. For instructions on how to
manage Policy Object links, see Steps for managing Policy Object links earlier
in this document.

Copying a Policy Object

With the Active Roles console, you can create copies of Policy Objects. This feature helps
you re-use existing Policy Objects.

To create a copy of a Policy Object, right-click the Policy Object, and click Copy.
This opens the Copy Object wizard. Type a name and description for the copy, and
then click Next.

On the next page, the wizard displays a list of policies. The list includes all policies defined
in the original Policy Object. Click Finish to create the copy.

The copy has the same properties as the original Policy Object, including the policies and
their configurations. You can make changes to the copy using the Properties dialog box,
as described earlier in this chapter (see Adding, modifying, or removing policies).

Steps for copying a Policy Object

To copy a Policy Object

1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder that contains the Policy Object you want to copy.
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2. Inthe details pane, right-click the Policy Object, and then click Copy to start the
Copy Object - Policy Object wizard.

3. On the first page of the wizard, do the following:
a. Inthe Name box, type a name for the new Policy Object.

b. In the Description box, type any optional information about the new
Policy Object.

Click Next.
4. Click Finish to complete the creation of the new Policy Object.

© | NOTE: The copy of a Policy Object contains the same policies as the original Policy
Object. You can view or modify policies by using the Properties dialog box for the
newly created Policy Object. To have the console display the Properties dialog box,
select Display the object properties when this wizard closes on the
completion page of the Copy Object - Policy Object wizard. For instructions on how to
add, modify, and remove policies from a Policy Object, see Adding, modifying, or
removing policies earlier in this document.

Renaming a Policy Object

To rename a Policy Object, right-click the Policy Object, and click Rename. Type the new
name, and then press ENTER. Renaming a Policy Object does not affect its links. This is
because Policy Objects are referenced by immutable identifier rather than by name.

Steps for renaming a Policy Object

To rename a Policy Object

1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder that contains the Policy Object you want to rename.

2. Inthe details pane, right-click the Policy Object, and click Rename.
3. Type a new name, and then press ENTER.
© | NOTE: If a Policy Object is applied within Active Roles to determine policy settings in
the directory, renaming the Policy Object does not cause any changes to the policy

settings in the directory. When applying a Policy Object, Active Roles refers to the
Policy Object by an internal identifier rather than by the name of the Policy Object.

Exporting and importing Policy Objects

With the Active Roles console, you can export Policy Objects to an XML file and then import
them from that file to populate another instance of Active Roles. The export and import
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operations provide a way to move Policy Objects from a test environment to a production
environment.

© | NOTE: When you export and then import Policy Objects, only policies are transferred.
The Policy Object links are not included in the export-import operation. You need to
reconfigure them manually after completing the operation.

To export Policy Objects, select them, right-click the selection, and select All Tasks |
Export. In the Export Objects dialog box, specify the file where you want to save the
data, and click Save.

To import Policy Objects, right-click the container where you want to place the Policy
Objects, and then click Import. In the Import Directory Objects dialog box, select the
file to which the Policy Objects were exported, and click Open.

Deleting a Policy Object

To delete a Policy Object, you must first delete the links to the Policy Object (see Managing
policy scope earlier in this chapter). Then, you can perform the deletion: Right-click the
Policy Object and click Delete.

Steps for deleting a Policy Object

To delete a Policy Object

1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder that contains the Policy Object you want to delete.

2. In the details pane, right-click the Policy Object, and then click Delete.

© | NOTE: Once a Policy Object is applied within Active Roles to determine policy settings
in the directory, the Policy Object cannot be deleted. You can view a list of objects to
which the Policy Object is applied: Right-click the Policy Object, and click Policy
Scope. If you need to delete the Policy Object, first remove all items from the list in
the Active Roles Policy Scope dialog box.

Policy configuration tasks

This section discusses how to configure policies of the following types, grouped by Policy
Object category.
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Table 15: Policy Configuration Tasks

Policy Object category

Policy type

Provisioning Policy Object

Deprovisioning Policy Object

Property Generation and Validation

Property Generation and Validation policies help you automate the configuration of

Property Generation and Validation
User Logon Name Generation

Group Membership
AutoProvisioning

Email Alias Generation

Exchange Mailbox AutoProvisioning
Home Folder AutoProvisioning
Script Execution

Office 365 and Azure Tenant
Selection

AutoProvisioning for SaaS products
Office 365 Licenses Retention
User Account Deprovisioning
Group Membership Removal
Exchange Mailbox Deprovisioning
Home Folder Deprovisioning
User Account Relocation

User Account Permanent Deletion
Group Object Deprovisioning
Group Object Relocation

Group Object Permanent Deletion
Notification Distribution

Report Distribution

Script Execution

directory object properties. Using this policy, you can:
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« Automatically generate default property values for new directory objects (for
example, when creating new user accounts or groups).

« Automatically check if the configured property values comply with the specified
corporate policy rules.

To set up a policy, you can specify conditions that the property values must meet, and can
also determine the default value for each property provisioned with the policy. For
example, you can configure a policy to enforce a certain type of telephone number
formatting in the contact information properties for your directory.

TIP: Consider the following when planning to configure a Property Generation and Valid-
ation policy:

o To help you get started with configuring policy-based administration in your
organization, Active Roles includes a set of built-in Policy Objects that offer provi-
sioning and deprovisioning rules to the most typical administrative use cases. To
find the built-in Policy Objects, navigate to the following node of the Active Roles
MMC console:

Configuration > Policies > Administration > Builtin

« If the directory of your organization contains cloud-only Azure objects (Azure
users, guest users or contacts), then use the built-in Azure CloudOnly Policy -
Default Rules to Generate Properties Policy Object to provision their default
properties and accepted values.

NOTE: Policy Object settings specific to Azure cloud-only objects (such as cloud-only
Azure users, guest users, or contacts) are available only if your Active Roles deployment

is licensed for managing cloud-only Azure objects. Contact One Identity support for more
information.

Also, Policy Objects specific to Azure cloud-only objects will work correctly only if an
Azure tenant is already configured in the AD of the organization, and Active Roles is
already set as a consented Azure application for that Azure tenant. For more information

on these settings, see Configuring a new Azure tenant and consenting Active Roles as an
Azure application.

How this policy works

When creating or modifying an object, Active Roles checks whether the property values
satisfy criteria defined in the policy. If they do not, Active Roles prevents you from the
object creation or modification.

In object creation wizards and properties dialog boxes, the properties that are controlled
by the policy are displayed as hyperlinks. If you have a policy configured to populate a
property with a certain value (generate the default value), the edit box for the property is
unavailable for editing, as shown in the following figure.
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Figure 42: Object creation
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User logon name [pre-windows 2000]:
IAEETDDMAIN\ IJSmith itz
Cancel | Help |

You can click a hyperlink to display the policy details.

With a policy configured to define a set of acceptable values for a given property, the
Active Roles console provides a drop-down list to select a value when modifying that
property. The user of the Active Roles console can choose an acceptable value from the list
instead of having to type a value in the edit box. This feature is illustrated in the following
figure: The Office box provides a list of acceptable values that are prescribed by policy.
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Figure 43: Acceptable values for a policy
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How to configure a Property Generation and
Validation policy

To configure a Property Generation and Validation policy, select Property Generation
and Validation on the Policy to Configure page in the New Provisioning Policy Object
wizard or in the Add Provisioning Policy wizard. Then, click Next to display the Controlled
Property page:
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Figure 44: New provisioning policy object wizard
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Click Select to choose the object type and object property you want the policy to control.
This displays the Select Object Type and Property dialog box.

Figure 45: Select Object type and Property
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From the Object type list, select the object type. This lets you to specify the type of
objects that are subject to the policy control. From the Object property list, select
the object property. This lets you to specify the property you want the policy to
control. Click OK.

On the Controlled Property page, click Next to display the Configure Policy
Rule page:

Figure 46: Configure Policy Rule

Mew Provisioning Policy Object Wizard A |
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This page allows you to determine criteria used to generate and validate values of the
controlled property.

To configure a policy rule, first select appropriate check boxes in the upper box on the
Configure Policy Rule page. Each check box label is composed of the name of the
controlled property followed by a condition. For example, if you select the check box next
to must be specified, the policy will force a value to be assigned to the property.

If you want the policy to generate a default value for the controlled property, select the
check box next to must be <value> (generates default value).

For the policy not to distinguish between uppercase and lowercase letters, select the check
box next to is case insensitive.

After you selected check boxes in the upper box, the lower box prompts you to configure
values, as shown in the following figure.
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Figure 47: Edit policy rule
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In the lower box, click links labeled <click to add value> to configure additional
values. If you select several check boxes in the upper box, you must configure value for
each condition.

In the Edit policy rule box, you can also:

Modify a value. Right-click the value and click Edit. This displays a dialog box similar
to the Add Value dialog box, discussed later in this section.

Remove a value. Right-click the value and click Remove.

Rearrange the list of values (provided that multiple values are specified for a
particular condition). Right-click a value and use the Move Up or Move Down
command to change position of the value in the list, or click Sort Items Ascending
or Sort Items Descending to sort the list accordingly.

Import values from a text file. Prepare a text file containing one value per line, right-
click any value in the Edit policy rule box, click Import Items, and then open the
file you prepared.

Export the values to a text file. Right-click any value, click Export Items, and
specify a text file to write the values to.

Specify whether you want the rule to generate the default value. Click the Yes or No
link to toggle this option.

To combine criteria into the policy rule, use the AND or OR operator. The policy will pass if
the property value meets all of the specified criteria or any one of them depending on the
operator you choose. To change the operator, click the link labeled and or or.

Clicking a link labeled <click to add value> displays a dialog box similar to the
following figure.
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Figure 48: Add Value
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The Add Value dialog box allows you to specify a value for the selected condition. You can
type a value in the edit box or use the point-and-click interface to configure a value.
Clicking the Configure button displays the Configure Value dialog box, shown in the
following figure.

Figure 49: Configure Value
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Each value is a concatenation of one or more entries. In the Configure Value dialog
box, you can:

« Add any number of entries to the value. Click Add to display the Add Entry window,
discussed later in this section.

« Remove entries from the value. Select entries from the list and click Remove.

« Modify entries included in the value. Select an entry and click Edit. This displays a
window similar to the Add Entry window, where you can view and modify the entry
properties.

« Move the selected entry up and down in the list, thereby rearranging the entries in
the value. Click an entry in the upper box, and then click the arrow buttons next to
the box to move the entry.

« Paste the text from the Clipboard at the end of the value. If the text includes a valid
syntax implementing an entry of a type other than Text (see the table below), the
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syntax is treated accordingly. Copy a text to the Clipboard, and then click the button
next to the Configured value box to paste the text at the end of the string in that
box.

In the Add Entry window, you can select the type of the entry to add, and then configure
the entry. The following table summarizes the available types of entries.

Table 16: Types of entries

Type of entry Description

Text Adds a text string to the value.

<Object> Property Adds a selected property (or a part of a property) of the object
being managed by the policy. When displaying this type of entry
the console substitutes for the <Object> placeholder the actual
category of objects that are subject to the policy control.

For example, with the policy configured to control a certain
property of user objects, you can use this type of entry to
populate that property of a user object with data stored in other
properties of that same user object.

Parent OU Property Adds a selected property (or a part of a property) of an
organizational unit in the hierarchy of containers above the object
being managed by this policy.

For example, with the policy configured to control a certain
property of user objects, you can use this type of entry to
populate that property of a user object with data stored in
properties of the organizational unit containing that user object
(immediate parent OU).

Parent Domain Adds a selected property (or a part of a property) of the domain
Property of the object being managed by this policy.

For example, with the policy configured to control a certain
property of user objects, you can use this type of entry to
populate that property of a user object with data stored in
properties of the domain in which the user object resides.

Mask Adds a syntax that determines what characters are allowed in the
property controlled by this policy. You can use this type of entry
to enforce a data format like numeric, postal/ZIP code, or
telephone number.

The steps to configure an entry depend on the type of the entry. The following
sections elaborate on the procedures for each of the entry types occurring in the Add
Entry window.
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Entry type: Text

When you select Text under Entry type in the Add Entry window, the Entry properties
area displays the Text value box.

In the Text value box, type the text you want to include in the value, and then click OK.

Entry type: <Object> Property

When you select <Object> Property under Entry type in the Add Entry window, the
Entry properties area looks like the following figure.

¥ Add Entry ed |
Enkty bype ———— Enkry propetties
al Text Configure value ko include a selected property of the object being managed by this policy,

%User Propesty Click Select to choose a property.

%Parent Ol Property Property:

@,Parent Domain Property Select... |
L ¥ Mask

This entry is ko include:

" all characters of the property value

&+ The first I 3 _I: characters of the property walue

[w 1 walue is shorter, add Filing characters at the gnd of valus

Filling character: I 0

Drescripkion:
Adds a selected property of the object being managed by this policy

Using this entry type, you can configure a value based on a property of the object itself. To
choose a property, click Select.

If you want the entry to include the entire value of the property, click All characters of
the property value. Otherwise, click The first, and specify the number of characters to
include in the entry.

In the latter case, you can select the If value is shorter, add filling characters at the
end of value check box, and type a character in the Filling character box. This
character will fill the missing characters in the value of the object property if the value is
shorter than specified in the box next to the option The first.

When you are done configuring an entry, click OK to close the Add Entry window. The
entry is added to the Configure Value dialog box.
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Entry type: Parent OU Property

When you select Parent OU Property under Entry type in the Add Entry window, the
Entry properties area looks like the following figure.

Figure 50: Add Entry: Parent OU Property
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Cancel |

A

Using this entry type, you can configure a value based on a property of a parent
organizational unit (OU) of the object being managed by this policy. To choose an OU
property, click Select.

If you want the entry to include the entire value of the property, click All characters of
the property value. Otherwise, click The first, and specify the number of characters to
include in the entry.

In the latter case, you can select the If value is shorter, add filling characters at the
end of value check box, and type a character in the Filling character box. This
character will fill the missing characters in the value of the OU property if the value is
shorter than specified in the box next to the option The first.

You can also specify the level of the OU you want to the policy to use. To use the property
of the OU in which the object resides, click Immediate parent OU of the object being
managed by this policy. To use the property of a parent OU of a different level, click
More distant parent OU and then, in the Level box, specify the level of the OU. Lower
level means greater distance from the managed object in the hierarchy of containers above
that object. OU level 1 is an immediate child OU of the domain.
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When you are done configuring an entry, click OK to close the Add Entry window. The
entry is added to the Configure Value dialog box.

Entry type: Parent Domain Property

When you select Parent Domain Property under Entry type in the Add Entry window,
the Entry properties area looks like the following figure.

Figure 51: Add Entry: Parent Domain Property
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Cancel |
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Using this entry type, you can configure a value based on a property of the domain of the
object being managed by this policy. To choose a domain property, click Select.

If you want the entry to include the entire value of the property, click All characters of
the property value. Otherwise, click The first, and specify the number of characters to
include in the entry.

In the latter case, you can select the If value is shorter, add filling characters at the
end of value check box, and type a character in the Filling character box. This
character will fill the missing characters in the value of the domain property if the value is
shorter than specified in the box next to the option The first.

When you are done configuring an entry, click OK to close the Add Entry window. The
entry is added to the Configure Value dialog box.
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Entry type: Mask

When you select Mask under Entry type in the Add Entry window, the Entry properties
area looks like the following figure.

Figure 52: Add Entry: Mask
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With this entry type, you can define which characters (letters, numerals) are acceptable in
the entry you add to the value of the controlled property.

If you want to allow the entry to include any series of characters, click Any characters or
no characters.

If you want to specify a maximum number of allowed characters the entry may include,
click At most the specified number of characters. In the Number of characters
box, specify the number of allowed characters. The entry may include any number of
characters not exceeding the specified number. Under Allowed characters, select check
boxes to specify the allowed characters.

If you want to specify an exact number of allowed characters that the entry must include,
click Exactly the specified number of characters. In the Number of characters
box, specify the number of allowed characters. The entry must include exactly the
specified number of characters. Under Allowed characters, select check boxes to specify
the allowed characters.

When you are done configuring an entry, click OK to close the Add Entry window. The
entry is added to the Configure Value dialog box.
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Steps for configuring a Property Generation and
Validation policy

To configure a Property Generation and Validation policy via the Active Roles MMC console,
perform the following procedure.

To configure a Property Generation and Validation policy

1. Navigate to Configuration > Policies > Administration.

2. To open the New Provisioning Policy Object Wizard dialog, right-click in
the middle pane to open the context menu, and then select New >
Provisioning Policy.

# Active Roles [AR1.roles1.net] Mame

v ﬁ Configuration 3 Builtin
1 Access Rules
B Access Templates
kgl Managed Units

v 5} Policies
v = Administratinn
i= Built Delegate Control...
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B Script Mody

Find...
@il Server Confi | +
i mport...
@ Active Directory - e :
: Roles Security for: Administration (Policy Ok
&, ADLDs (aDAM  Check Policy... "h' B
ﬁ Applications Change History ‘ee Act
Mew ¥ Provisicning Pelicy
All Tasks -] Deprovisioning Policy
View g Container

Mew Window from Here

3. Onthe Name and Description page, provide a unique Name for the new policy
object. Optionally, also provide a Description. To continue, click Next.

4. On the Policy to Configure page, select Property Generation and Validation,
and then click Next.

5. On the Controlled Property page, click Select to open the Select Object Type
and Property dialog.

6. To select the object type and its object property you want the policy to control, use
the settings of the Select Object Type and Property dialog:

« Use the Object type drop-down menu to select the object type whose
property you want to provision.

o Use either the Look for Property search box to manually search for the
object property you want to provision, or browse it in the Object Property
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list.

TIP: If you do not see the object type you need, expand the list by selecting
Show all possible object types.

NOTE: Policy Object settings specific to Azure cloud-only objects (such as
cloud-only Azure users, guest users, or contacts) are available only if your
Active Roles deployment is licensed for managing cloud-only Azure objects.
Contact One Identity support for more information.

Also, Policy Objects specific to Azure cloud-only objects will work correctly
only if an Azure tenant is already configured in the AD of the organization,
and Active Roles is already set as a consented Azure application for that
Azure tenant. For more information on these settings, see Configuring a new
Azure tenant and consenting Active Roles as an Azure application.

« Once you selected the object and property, click OK to continue.

7. On the Configure Policy Rule page, specify the condition(s) you want to configure
for the policy by selecting them in the Select conditions to configure policy rule
list. The selected conditions then appear in the Edit policy rule text box.

8. (Optional) If the selected condition supports editing, then click the underlined part of
the condition to open the Add Value dialog and edit its settings.

To specify additional configuration for the condition, enter a variable into the Value
field, then click OK to close the Add Value dialog.

Alternatively, click Configure Value, then click Add, and configure an entry
manually in the Add Entry dialog. For more information on manual configuration,
see Steps for configuring entries. To close the Add Value dialog, click OK.

9. (Optional) If multiple conditions are selected, switch between the AND and OR logic
of the condition relations by clicking and or or.

10. After selecting and configuring the condition(s), click Next.

11. (Optional) On the Policy Description page, modify the default description of the
policy generated by the wizard. To do so, select Modify this policy description to
make the description editable. Modify the description, then click Next.

12. On the Enforce Policy page, specify the objects to which the configured Policy
Object will be applied. Click Add, and then use the Select Objects dialog to locate
and select the objects.

TIP: When provisioning cloud-only Azure users or guest users, you can either
select the respective object category (such as the Azure user or Azure guest
user node) in this step, or the Azure tenant that contains the Azure objects.

13. Click Next and then Finish to complete creating the Policy Object.

Steps for configuring entries

Use the following step-by-step instructions to configure an entry in the Add Entry dialog
box. The same instructions apply when you are making changes to an existing entry.
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To configure a Text entry

1.

Under Entry type, click Text.
Use a Text entry to add a text string to the value you are configuring.

In Text value, type the text string you want the value to include.
Click OK.

To configure an <Object> Property entry

1.

5.

Under Entry type, click <Object> Property.

Use an <Object> Property entry when configuring a value to include a certain
property (or a part of a property) of the object that is under the control of the policy.
In these instructions, <Object> stands for the type of object, such as User, Group,
or Computer.

Click Select, click the property to include in the value, and then click OK.

If you want the entry to include the entire value of the property, click All
characters of the property value. Otherwise, click The first, and specify the
number of characters to include in the entry.

If you selected The first, then, optionally, select If value is shorter, add filling
characters at the end of value, and type a character in Filling character.

This character will fill the missing characters in the value of the property if the value
is shorter than specified in the box next to The first.

Click OK.

To configure a Parent OU Property entry

1.

Under Entry type, click Parent OU Property.

Use a Parent OU Property entry when configuring a value to include a certain
property (or a part of a property) of an organizational unit (OU) in the hierarchy of
containers above the object being managed by the policy.

Click Select, click the property to include in the value, and then click OK.

If you want the entry to include the entire value of the property, click All
characters of the property value. Otherwise, click The first, and specify the
number of characters to include in the entry.

If you selected The first, then, optionally, select If value is shorter, add filling
characters at the end of value, and type a character in Filling character.

This character will fill the missing characters in the value of the property if the value
is shorter than specified in the box next to The first.

Choose one of these options:

« To use the property of the OU in which the object resides, click Immediate
parent OU of the object being managed by this policy.
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o To use the property of a parent OU of a different level, click More distant
parent OU and then, in Level, specify the level of the OU.

Lower level means greater distance from the managed object in the hierarchy of
containers above that object. OU level 1 is an immediate child OU of the domain.

6. Click OK.

To configure a Parent Domain Property entry

1. Under Entry type, click Parent Domain Property.
Use a Parent Domain Property entry when configuring a value to include a
certain property (or a part of a property) of the domain of the object being managed
by the policy.
Click Select, click the property to include in the value, and then click OK.
If you want the entry to include the entire value of the property, click All
characters of the property value. Otherwise, click The first, and specify the
number of characters to include in the entry.

4. If you selected The first, then, optionally, select If value is shorter, add filling
characters at the end of value, and type a character in Filling character.
This character will fill the missing characters in the value of the property if the value
is shorter than specified in the box next to The first.

5. Click OK.

To configure a Mask entry

1. Under Entry type, click Mask.

Use a Mask entry when configuring a value to include a syntax that determines how
many and what characters are allowed in the property controlled by the policy.

Select one of these options:

. Any characters or no characters to allow the entry to include any series of
characters.

. At most the specified humber of characters to specify a maximum
number of allowed characters the entry may include.

. Exactly the specified humber of characters to specify an exact number of
allowed characters that the entry must include.

If you selected the second option or the third option in Step 2, do the following:

« In Number of characters, specify the how many characters are allowed in
this entry.

If you selected the second option, the entry may include any number of characters
not exceeding the number specified.

If you selected the third option, the entry must include exactly the specified number
of characters.

Active Roles 7.6 Administration Guide

(ONE IDENTITY 238

Rule-based AutoProvisioning and Deprovisioning



« Under Allowed characters, select check boxes to specify what characters
are allowed in this entry.

4. Click OK.

To configure a Date and Time entry

1. Under Entry type, click Date and Time.

Use a Date and Time entry when configuring a value to include the date and time of
the operation performed by the policy (for example, the date and time when the user
was deprovisioned).

In the list under Date and time format, click the date or time format you want.
Click OK.

To configure an Initiator ID entry

1. Under Entry type, click Initiator ID.

Use an Initiator ID entry when configuring a value to include the ID of the Initiator,
that is, the user who initiated the operation performed by the policy (for example,
the ID of the user who initiated the deprovisioning operation). You can build the
Initiator ID based on a combination of properties of the Initiator.

2. Select one of these options:

. User logon name (pre-Windows 2000) of the Initiator, in the form
Domain\Name to set the Initiator ID to the pre-Windows 2000 user logon
name of the Initiator.

. User logon name of Initiator to set the Initiator ID to the user logon name
of the Initiator.

o Initiator ID built using a custom rule to compose the Initiator ID of other
properties specific to the Initiator.

3. If you selected the third option in Step 2, click Configure, and use the Configure
Value dialog box to set up the value to be used as the Initiator ID: Click Add and
specify the entries for the value as appropriate.

You can configure entries of these categories: Text (any text string), Initiator
Property (a certain property of the Initiator user object), Parent OU Property (a
certain property of an organizational unit that holds the Initiator user object),
Parent Domain Property (a certain property of the domain of the Initiator user
object). To configure entries, use the instructions that are given earlier in this topic.

4. Click OK.

To configure a Uniqueness Number entry

1. Under Entry type, click Uniqueness Number.

Use a Uniqueness Number entry when configuring a value to include a number the
policy will increment in the event of a naming conflict. For example, in a policy that
generates a user logon name or email alias, you can add an entry of this category to
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the generation rule in order to ensure the uniqueness of the name or alias generated
by the policy.

2. Click one of these options:

o Add always. The value includes this entry regardless of whether or not the
policy encounters a naming conflict when applying the generation rule

o Add if the property value is in use. The policy adds this entry to the
value in the event of a naming conflict; otherwise the value does not
include this entry.

3. Specify how you want the entry to be formatted:

« To have the entry formatted as a variable-length string of digits, clear the
Fixed-length number, with leading zeroes check box. In most cases, this
will result in a single-digit entry.

« To have the entry formatted as a fixed-length string of digits, select the Fixed-
length number, with leading zeroes check box, and then specify the
number of digits you want the string to include. This will result in an entry
prefixed with the appropriate number of zeroes, such as 001, 002, 003.

4. Click OK.

O [ NOTE:

« You may need to configure an entry when configuring a policy such as Property
Generation and Validation (see Steps for configuring a Property Generation and
Validation policy), User Logon Name Generation (see Steps for configuring a
User Logon Name Generation policy), Group Membership AutoProvisioning (see
Steps for configuring a Group Membership AutoProvisioning policy), E-mail
Alias Generation (see Steps for configuring an E-mail Alias Generation policy),
User Account Deprovisioning (see Steps for configuring a User Account Depro-
visioning policy), or Group Object Deprovisioning (see Steps for configuring a
Group Object Deprovisioning policy).

« The contents of the Entry Type list in the Add Entry dialog box depends upon
the type of the policy you are configuring.

Scenario 1: Using mask to control phone number format
This scenario describes how to configure a policy that forces the user phone number to
conform to the format (###) ###-##-#4#.

To implement this scenario, you must perform the following actions:

1. Create and configure a Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when creating or modifying a user object in the container you selected in Step
2, Active Roles checks whether the phone number conforms to the stated format. If not,
the policy disallows the creation or modification of the user object.

The following two sections elaborate on the steps to implement this scenario.
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Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Provisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click Property Generation and Validation on the Policy to
Configure page of the wizard. Then, click Next.

On the Controlled Property page, click Select. Then, in the Select Object Type and
Property dialog box, select User from the Object type list, and click Telephone
number in the Object property list, as shown in the following figure.

Figure 53: Select Object type and property

1§/ select Object Type and Property i |
Object bype:
IUser {user) j

[ Show all passible object types

Cbject property:

Property Mame ¢ | |DAPCisplayiMame | Attribuke Syntax il
Office Location physicalDeliveryOfficetlame DirectoryString
Cutlook Web Access Server falderPathnane DirectarySkring
Pager Number pager DireckoryString
Pager Mumber atherPager DirectarySkring
Password Mever Expires edsaPasswordMeverExpires Boolean
Phone Mumber otherTelephone DirectoryString
Past Office Box pastOfficeBoix DirectarySkring
Prosy Addresses proxyAddresses DirectoryString
Simple Display Mame displavMamePrintable PrintableString
State sk DireckorySkring
Skreet Address streetiddress DirectoryString
hone Muriber kelephoneMurmber DirectaryString
Telex Mumber primary TelexMumber DirectoryString
Title personalTitle DirectoryString
PN Suffix edsalPMSUFfix DirectarySkring
User Cannot Change Password edsallserCannotChangePassword Boolean
User Password edsaPassword DirectoryString
web Page Address wiWHomePage Directorystring
‘Wweb Page Address url DirectoryString
%500 Distinguished Marne distinguishednarne [
ZIP postalCode DirectoryString -
4| | B

[~ Show all passible propetties

Click OK, and then click Next.

On the Configure Policy Rule page, in the upper box, select the following check boxes:

. ‘Telephone Number’ must be specified. This makes the phone number a
required property, that is, requires that a phone number be specified in every
user account.

o 'Telephone Number’ must be <value>. This allows you configure a mask for the
telephone number by adding the appropriate entry to the value for this condition.

At this stage, the Configure Policy Rules page looks like the following figure.
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Figure 54: Configure policy rules

Mew Provisioning Policy Object Wizard 2lxl
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‘Telephone Mumber' must end with <value >

'Telephone Mumber' must not be <values=

‘Telephone Mumber' must not begin with <value =

'Telephone Mumber' must not end with <value= ;I

e 2

Edit policy rule {click an underlined item ko edit it

‘Telephone Mumber' must be specified, and
must be:
zilick ko add value >

< Back Cancel Help

The next phase is to configure the value.

Click the link labeled <click to add value>. In the Add Value dialog box, click
Configure. In the Configure Value dialog box, click Add. In the Add Entry window,
under Entry type, click Mask.

Now you can use the Entry properties area in the Add Entry window to
configure a mask.

The format consists of four groups of numerals divided by certain characters—space
character, hyphens, and brackets. First, configure a mask that requires the first three
characters to be numerals:

« Select Exactly the specified number of characters.
« Inthe Number of characters box, enter 3.

. Under Allowed characters, select the Numerals check box.

The Add Entry window should look as shown in the following figure.
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Figure 55: Add entry
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Allowed characters: [ Lowercase letkers [a-z]
[~ Uppercase letters [4-2]
[V Mumerals [0-9]
[ Other printable characters [1,..+]

Drescripkion:
Adds a mask to determine acceptable values of the property controlled by this policy

Cancel |

A

Click OK to close the Add Entry window. Then, click OK to close the Configure Value
dialog box. As a result, the Add Value dialog box looks as shown in the following figure.

Figure 56: Add value dialog box
Add ¥Yalue 21

‘Telephone Mumber' must be:

I {3 required [0-97¢

Tvpe in a value, or click Configure to set up a rule the policy wil
use ko build a value,

[ Default value

oK | Cancel |

Taking into consideration the mask you have configured, you can guess that the mask for
the phone number format you need is as follows:

({3 required [0-9]}) {3 required [0-9]}-{2 required [0-9]}-{2 required [0-9]}

Type this mask in the ‘Telephone Number’ must be box in the Add Value dialog box.
Pay attention to the round brackets enclosing the first three characters, a space character
following the group in the round brackets, and two hyphen characters that separate the
groups of characters.

Click OK to close the Add Value dialog box. Click Next and follow the instructions in the
wizard to create the Policy Object.
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Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New
Provisioning Policy Object wizard, or you can complete the wizard and then use the
Enforce Policy command on the domain, OU, or Managed Unit where you want to apply
the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Scenario 2: Using regular expressions to control phone
number format
This scenario describes how to configure a policy that forces the user phone number to
conform to the following format:

« The first character must be “+” .

« The second character(s) must be the country code .

(This is 1 in the US and Canada, and 61 in Australia for example.)
« Use spaces (instead of dashes or braces) to separate area code.
« Use spaces (instead of dashes) to separate the phone number.

« Optionally, use a lowercase “x” to indicate an extension.

The following table provides some examples to clarify how the phone number should look
in accordance with these formatting requirements.

Table 17: Phone number format

Correct Incorrect Comment

+1 949 754 8515 949-754-8515 The incorrect entry does not begin with
+ and country code, and uses dashes
instead of space.

+44 1628 606699 +44 1628 606699 The incorrect entry uses the upper-
x1199 X1199 case X.

To implement this scenario, you must perform the following actions:

1. Configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when creating or modifying a user object in the container you selected in Step
2, Active Roles checks whether the phone number conforms to the stated format. If not,
the policy disallows the creation or modification of the user object.
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Step 1: Configuring the Policy Object

You can configure the Policy Object you need by modifying the Policy Object that
implements the previous scenario, see Scenario 1: Using mask to control phone number
format earlier in this section.

Display the Properties dialog box for that Policy Object and go to the Policies tab. Then,
select the policy from the list, and click View/Edit to display the Property Generation
and Validation Policy Properties dialog box.

The Policy Rule tab in the Property Generation and Validation Policy Properties
dialog box looks similar to the Configure Policy Rule page in the wizard you used to
configure the policy. You can use that tab to modify the policy rules.

First, modify the rule to remove the mask entry. On the Policy Rule tab, in the upper box,
clear the ‘Telephone Number’ must be <value> check box.

Next, choose to configure a rule based on regular expressions. On the Policy Rule
tab, in the upper box, select the ‘Telephone Number’ must match regular
expression <value> check box. To access this check box, you need to scroll down
the list of check boxes.

Finally, specify the regular expressions that define the policy in question. The regular
expressions you need are as follows:

M+([0-9]+ )+[0-9]+%

M+([0-9]+ )+x[0-9]+%

The following table briefly describes the elements that are used in the two above syntax.
For more information about regular expressions, see Appendix A: Using regular
expressions later in this document.

Table 18: Regular expressions

This Element Indicates

A The beginning of the input string to validate

\+ The escape sequence to represent the plus character (+)

([0-9]+ )+ Concatenation of one or more substrings, with each substring
consisting of one or more digit characters followed by a space
character

[0-9]+ One or more digit characters.

x[0-9]+ A lowercase "x" followed by one or more digit characters

$ The end of the input string to validate

Thus, the policy must be configured to only allow the telephone numbers that match
A\+([0-9]+ )+[0-9]+%$ (telephone numbers without extensions) or ~\+([0-9]+ )+x[0-
9]+$ (telephone numbers that include extensions). Proceed with configuring the
policy as follows:
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1. On the Policy Rule tab, in the lower box, click the link labeled <click to
add value>.

In the Add Value dialog box, enter A\+([0-9]+ )+[0-9]+$, and click OK.

On the Policy Rule tab, in the lower box, click the link labeled <click to
add value>.

4. Inthe Add Value dialog box, enter A\ +([0-9]+ )+x[0-9]+$, and click OK.

5. Click OK to close the Property Generation and Validation Policy Properties
dialog box.

Step 2: Applying the Policy Object

You can apply the Policy Object without closing its Properties dialog box. Go to the Scope
tab and do the following:

1. Onthe Scope tab, click the Scope button to display the Active Roles Policy Scope
window for the Policy Object you are managing.

2. Click Add and select the domain, OU, or Managed Unit where you want to
apply the policy.

You can also use the Remove button to remove items where you want the policy to
no longer be applied.

3. Click OK to close the Active Roles Policy Scope window.

4. Click OK to close the Properties dialog box for the Policy Object.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

User Logon Name Generation

Policies in this category are intended to automate the assignment of the pre-Windows 2000
user logon name when creating or modifying a user account, with flexible options to ensure
uniqueness of the policy-generated name.

The ability to generate a unique name is essential. If Active Roles attempts to assign a
policy-generated name when there is an existing user account with the same pre-Windows
2000 user logon name, a naming conflict will occur. Active Directory does not support
multiple accounts with the same pre-Windows 2000 user logon name. A policy can be
configured to generate a series of names in order to prevent naming conflicts with
existing accounts.

When configuring a policy of this category, you can define multiple rules so that the policy
applies them successively, attempting to generate a unique name in the event of a naming
conflict. You can also configure a rule to include an incremental numeric value to ensure
uniqueness of the policy-generated name. You also have the option to allow policy-
generated names to be modified by operators who create or update user accounts.
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How this policy works

When creating a user account, Active Roles relies on this policy to assign a certain pre-
Windows 2000 user logon name to the user account. The policy generates the name based
on properties of the user account being created. A policy may include one or more rules
that construct the name value as a concatenation of entries that are similar to those you
encounter when using a Property Generation and Validation policy.

A special entry—uniqueness number—is provided to help make the policy-generated name
unique. A uniqueness number entry represents a numeric value the policy will increment in
the event of a naming conflict. For example, a policy may provide the option to change the
new name from JSmith to J1Smith if there is an existing user account with the pre-
Windows 2000 user logon name set to JSmith. If the name J1Smith is also in use, the new
name can be changed to J2Smith, and so on.

The policy configuration provides the option to allow or disallow manual edits of policy-
generated names. Permission to modify a policy-generated name can be restricted to the
case where the name is in use by another account.

Some specific features of the policy behavior are as follows:

« With a single rule that does not use a uniqueness number, Active Roles simply
attempts to assign the generated name to the user account. The operation may fail if
the generated name is not unique, that is, the same pre-Windows 2000 user logon
name is already assigned to a different user account. If the policy allows manual
edits of policy-generated names, the name can be corrected by the operator who
creates the user account.

« With multiple rules or with a rule that uses a uniqueness number, Active Roles adds a
button at the client side, next to the User logon name (pre-Windows 2000) field
on the user creation and modification forms.

. To generate a name, the client user (operator) must click that button, which is also
the case where the generated name is in use. Clicking the Generate button applies a
subsequent rule or increases the uniqueness number by one, thereby allowing the
name to be made unique.

« The policy defines a list of characters that are unacceptable in pre-Windows
2000 user logon names. The following characters are not allowed: "/ \ []:; |
=, + *¥?2 <>

« The policy causes Active Roles to deny processing of operation requests that assign
the empty value to the pre-Windows 2000 user logon name.

« When checking user accounts for policy compliance (see later in this document),
Active Roles detects, and reports of, the pre-Windows 2000 user logon names that
are set up not as prescribed by the user logon name generation policy.
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How to configure a User Logon Name

Ge

neration policy

To configure a User Logon Name Generation policy, select User Logon Name
Generation on the Policy to Configure page in the New Provisioning Policy Object
wizard or in the Add Provisioning Policy wizard. Then, click Next to display the User
Logon Name (pre-Windows 2000) Generation Rules page.

Figure 57: New Provisioning Policy Object wizard
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On the User Logon Name (pre-Windows 2000) Generation Rules page, you can set

up a

list of generation rules. Each entry in the list includes the following information:

Priority. The policy applies generation rules in the order of their priority, as they
stand in the list: first read, first applied.

Rule. Syntax that defines the rule.

Uniqueness Number. Displays Yes or No, indicating whether the rule includes a
unigueness number entry.

You can use these buttons manage the list of rules:

Add. Opens the Configure Value dialog box, discussed earlier in this chapter (see
How to configure a Property Generation and Validation policy). Use that dialog box to
configure a value for the ‘Logon Name (pre-Windows 2000)’ must be condition,
in the same way as you do when configuring a Property Generation and Validation
policy. For more information, see Configuring a logon name generation rule later in
this section.

Remove. Deletes the rules you select from the list.
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. View/Edit. Opens the Configure Value dialog box for the rule you select from the
list. Modify the selected rule by managing the list of entries in that dialog box.

« Up and Down. Change the order of rules in the list. Click Up or Down to move a
selected rule higher or lower in the list to give the rule a higher or lower priority,
respectively.

« Advanced. Set certain options that apply to all rules in the list, such as the
maximum length of the generated name, whether to format the name as the
uppercase or lowercase string, the scope where you want the generated name to be
unique, and the characters to be excluded from the generated names.

By selecting the Allow manual edits of pre-Windows 2000 logon name check box,
you authorize the operator who creates or updates the user account to make changes to
the policy-generated name. If this check box is cleared, Active Roles displays the User
logon name (pre-Windows 2000) field as read-only on the user creation and
modification forms.

By selecting the Always option, you authorize the operator to modify the pre-Windows
2000 logon name at their discretion. With the Only if a unique name cannot be
generated by this policy option, you limit manual changes to the situation where a
unique name cannot be generated in accordance with the policy rules.

Configuring a logon name generation rule

To configure a generation rule, click the Add button beneath the Generation rules list.
This displays the Configure Value dialog box, prompting you to set up a value for the
‘Logon Name’ must be condition.

To start configuring a value, click Add in the Configure Value dialog box. This displays
the Add Entry window.

A value is a concatenation of one or more entries. In the Add Entry window, you can
select the type of the entry to add, and then configure the entry. The following table
summarizes the available types of entries.

Table 19: Types of entries

Type of entry Description

Text Adds a text string to the value.

Uniqueness Adds a numeric value the policy will increment in the event of a
Number naming conflict.

User Property Adds a selected property (or a part of a property) of the user

account to which the policy will assign the logon name.

Parent OU Property Adds a selected property (or a part of a property) of an
organizational unit in the hierarchy of containers above the user
account to which the policy will assign the logon name.

Parent Domain Adds a selected property (or a part of a property) of the domain of
Property the user account to which the policy will assign the logon name.
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Instructions on how to configure an entry depend on the type of the entry. You can use the
instructions outlined in the How to configure a Property Generation and Validation policy
section earlier in this chapter to configure an entry of any of these types:

. Text. Refer to the Entry type: Text subsection.

« User Property. Refer to the Entry type: <Object> Property subsection.

. Parent OU Property. Refer to the Entry type: Parent OU Property subsection.

. Parent Domain Property. Refer to the Entry type: Parent Domain Property

subsection.

The following subsection elaborates on the Uniqueness Number entry.

Entry type: Uniqueness Number

When you select Uniqueness Number under Entry type in the Add Entry window, the
Entry properties area looks likr following figure.

Figure 58: Entry Type: Uniqueness Number
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Using this entry type, you can add an entry that represents a number the policy will
increment in the event of a naming conflict.

First, you need to choose when you want the policy to employ this entry. You have the

following options:
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. Add always. The value includes this entry regardless of whether or not the policy
encounters a naming conflict when applying the generation rule.

. Add if the property value is in use. The policy adds this entry to the value in the
event of a naming conflict; otherwise the value does not include this entry.

Next, you can specify how you want the entry to be formatted:

« To have the entry formatted as a variable-length string of digits, clear the Fixed-
length number, with leading zeroes check box. In most cases, this will resultin
a single-digit entry.

« To have the entry formatted as a fixed-length string of digits, select the Fixed-
length number, with leading zeroes check box, and then specify the number of
digits you want the string to include. This will result in an entry prefixed with the
appropriate number of zeroes, such as 001, 002, 003, etc.

When you are done configuring an entry, click OK to close the Add Entry window. The
entry is added to the Configure Value dialog box.

Steps for configuring a User Logon Name
Generation policy

To configure a User Logon Name Generation policy

1. On the Policy to Configure page, select User Logon Name Generation, and then
click Next.

2. Onthe User Logon Name (pre-Windows 2000) Generation Rules page, do the
following:

« Click Add, and complete the Configure Value dialog box by using the
procedure outlined later in this topic, to create a name generation rule.

o Select a rule and click Remove to delete the rule.
o Select a rule and click View/Edit to modify the rule.

o Select a rule and click Up or Down to move the rule higher or lower in the list,
in order to give the rule a higher or lower priority, respectively.

« Click Advanced to set some options that apply to all rules within the policy.
Complete the Advanced dialog box by using the procedure outlined later in
this topic.

« If you want the logon name to be allowed for manual edit, select Allow
manual edits of pre-Windows 2000 logon name. Then, do one of
the following:

« Click Always to authorize the operator who creates or updates the
user account to modify the pre-Windows 2000 logon name.

o Click Only if a unique name cannot be generated by this
policy to allow manual changes only in the situation where a
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policy-generated name is already assigned to a different user
account.

Click Next.

3. Onthe Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

4. Click Next, and then click Finish.

To complete the Configure Value dialog box

Click Add.

2. Configure an entry to include in the value (for instructions, see Steps for
configuring entries).

3. Inthe Configure Value dialog box, add more entries, delete or edit existing ones,
and then click OK.

To complete the Advanced dialog box

1. In Maximum length, in characters, set the maximum length of the
generated name.

2. Optionally, select Adjust the case of characters to configure case formatting:
« Click All UPPERCASE to format the name as the uppercase string.
« Click All lowercase to format the name as the lowercase string.
3. Specify the scope in which you want the generated name to be unique:
o Click Domain to make the name unique within the domain.
o Click Forest to make the name unique within the forest.

o Click All managed domains to make the name unique across all
managed domains.

4. Optionally, in the Restricted characters area, specify the characters you want the
policy to remove from the generated name.

The policy always removes the following characters: "@ *+ | =\:;?[], <>/

To specify additional characters, type them one by one, without any separator
character, in the provided text box.

Scenario 1: Using uniqueness number

The policy described in this scenario generates the pre-Windows 2000 user logon name in
accordance with this rule: the first character of the user first name, optionally followed by
a uniqueness number, followed by the user last name. The length of the policy-generated
name is at most eight characters. If the name is longer, trailing characters are truncated
as needed. Examples of names generated by this policy are as follows:
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e JSmitson
e J1Smitso
e J2Smitso

The policy generates the name J1Smitso for the user John Smitson if the name JSmitson
is in use. If both JSmitson and J1Smitso are in use, the policy generates the name
J2Smitso, and so on.

To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when assigning a pre-Windows 2000 user logon name to a user account in
the container you selected in Step 2, the Active Roles user interfaces provide a
Generate button to create a name in accordance with the policy rule. In the event of a
naming conflict, clicking the Generate button causes the policy to add a uniqueness
number to the name.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Provisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click User Logon Name Generation on the Select Policy Type
page of the wizard. Then, click Next.

On the User Logon Name (pre-Windows 2000) Generation Rules page, click Add.
Then, complete the Configure Value dialog box as follows:

1. Click Add.

2. Configure the entry to include the first character of the user first name:
a. Under Entry type, click User Property.
b. Under Entry properties, click Select.

c. Inthe Select Object Property window, click First Name in the Object
property list, and then click OK.

d. Under Entry properties, click The first, and make sure the box next to that
option reads 1.

e. Click OK.
3. Click Add.
4. Configure the entry to optionally include a uniqueness number:

a. Under Entry type, click Uniqueness Number.
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b. Under Entry properties, click Add if the property value is in use,
and make sure the Fixed-length nhumber, with leading zeroes check
box is cleared.

c. Click OK.

5. Click Add.

6. Configure the entry to include the user last name:
a. Under Entry type, click User Property.
b. Under Entry properties, click Select.

c. Inthe Select Object Property window, click Last Name in the Object
property list, and then click OK.

d. Click OK.

After you complete these steps, the list of entries in the Configure Value dialog box
should look like the following figure.

Figure 59: Configure Value

¥ Configure Yalue 2lx

'Logaon Mare ' must be:

First character of 'First Mame {giventlame)', Followed by
Uniqueness number - add if the property value is in use, Followed by
‘Last Mame (sn)' Remove

Edit. ..

Configured walue:

B lels U_

%1 <givenhlame={@counter{optional) e <sn >

Click OK to close the Configure Value dialog box.

You also need to set up the limitation on the length of the name. On the User Logon
Name (pre-Windows 2000) Generation Rules page, click the Advanced button. In
the Advanced dialog box, in the Maximum length, in characters box, type 8, and
then click OK.

Click Next and follow the instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New Provisioning
Policy Object wizard, or you can complete the wizard and then use the Enforce Policy
command on the domain, OU, or Managed Unit where you want to apply the policy.
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For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Scenario 2: Using multiple rules

The policy described in this scenario uses multiple rules to generate the pre-Windows 2000
user logon name. The rules are as follows:

1. The first character of the user first name, followed by the user last name
2. The first two characters of the user first name, followed by the user last name

3. The first three characters of the user first name, followed by the user last name

The length of the policy-generated name is at most eight characters. If the name is longer,
trailing characters are truncated as needed.

Examples of names generated by this policy are as follows:

e JSmitson
e JoSmitso
o JohSmits

The policy generates the name JoSmitso for the user John Smitson if the name JSmitson is
in use. If both JSmitson and JoSmitso are in use, the policy generates the name JohSmits.

To implement this scenario, you must perform the following actions:

1. Configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when assigning a pre-Windows 2000 user logon nhame to a user account in the
container you selected in Step 2, the Active Roles user interfaces provide a Generate
button to create the name in accordance with the policy rules. In the event of a naming
conflict, clicking the Generate button causes the policy to apply a subsequent rule.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Configuring the Policy Object

You can configure the Policy Object you need by modifying the Policy Object that
implements the previous scenario; see Scenario 1: Using uniqueness number earlier in
this section.

Display the Properties dialog box for that Policy Object and go to the Policies tab. Then,
select the policy from the list, and click View/Edit to display the User Logon Name
Generation Policy Properties dialog box.

The Generation Rules tab in the User Logon Name Generation Policy Properties
dialog box looks similar to the User Logon Name (pre-Windows 2000) Generation
Rules page in the wizard you used to configure the policy. You can use that tab to add or
modify policy rules.
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First, modify the rule to remove the uniqueness number entry. On the Generation Rules
tab, select the rule and click View/Edit to display the Configure Value dialog box. Then,
select the uniqueness number entry as shown in the following figure, and click Remove.

Figure 60: Configure Value

¥/ Configure Yalue e |

‘Logon MName ' must be:

First character of 'First Mame {giventlame), Followed by add
:Unigueness number - add if the property value is in use, Followed by
"Last Mame {sn)' Remove

Edit...

Configured walue:

B |el» u
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oK I Cancel

Click OK to close the Configure Value dialog box.

Next, configure the additional policy rules as follows.

1. On the Generation Rules tab, click Add to display the Configure Value
dialog box.

In the Configure Value dialog box, click Add to display the Add Entry window.
Configure the entry to include the first two character of the user first name:

a. Under Entry type, click User Property.

b. Under Entry properties, click Select.

c. Inthe Select Object Property window, click First Name in the Object
property list, and then click OK.

d. Under Entry properties, click The first, and enter 2 in the box next to
that option.

e. Click OK to close the Add Entry window.
4. Inthe Configure Value dialog box, click Add to display the Add Entry window.
5. Configure the entry to include the user last name:

a. Under Entry type, click User Property.

b. Under Entry properties, click Select.

c. Inthe Select Object Property window, click Last Name in the Object
property list, and then click OK.

d. Click OK to close the Add Entry window.

N B Active Roles 7.6 Administration Guide
(GNE IDENTITY 256

Rule-based AutoProvisioning and Deprovisioning



6. Click OK to close the Configure Value dialog box.
7. Repeat Steps 1 through 6 with the following alteration:
In Step 3, sub-step d), enter 3 in the box next to the The first option.

After you complete these steps, the list of rules on the Generation Rules tab should look
as follows:

Figure 61: Generation rules

User Logon Name Generation Policy Properties ﬂﬂ

General ‘=eneration Rules |
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@ To ensure the unigueness of the name, vou can configure multiple
rules or add unigueness number to a rule, Rules are applied in the
order of their priority. If the name generated by a rule is in use, the
policy applies the next rule from the list.

[~ @liow manual edits of pre-\Windows 2000 logan name:

& alyays

£ Only if & unigue mame canmot be generated by this palicy:

(a]'4 | Cancel I Help |

Click OK to close the User Logon Name Generation Policy Properties dialog box.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Scope tab in the Properties dialog box for
that Policy Object:

1. Onthe Scope tab, click the Scope button to display the Active Roles Policy Scope
window for the Policy Object you are managing.

2. Click Add and select the domain, OU, or Managed Unit where you want to
apply the policy.
You can also use the Remove button to remove items where you want the policy to
no longer be applied.

3. Click OK to close the Active Roles Policy Scope window.

4. Click OK to close the Properties dialog box for the Policy Object.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.
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Group Membership AutoProvisioning

Group Membership Autoprovisioning policies help you automate adding or removing the
specified objects (such as user objects) to or from the specified groups.

In case of cloud-only Azure objects, you can use the Group Membership Autoprovisioning
policy to automatically assign (or unassign) Azure users and Azure guest users to (or from)
the specified 0365 group(s) in the same Azure tenant.

NOTE: Policy Object settings specific to Azure cloud-only objects (such as cloud-only
Azure users, guest users, or contacts) are available only if your Active Roles deployment
is licensed for managing cloud-only Azure objects. Contact One Identity support for more
information.

Also, Policy Objects specific to Azure cloud-only objects will work correctly only if an
Azure tenant is already configured in the AD of the organization, and Active Roles is
already set as a consented Azure application for that Azure tenant. For more information
on these settings, see Configuring a new Azure tenant and consenting Active Roles as an
Azure application.

To set up a policy, select the type of objects you want to provision, select the affected
group(s), and then configure the policy rules. Once set up, the policy adds (or removes)
directory objects to (or from) the selected groups depending on whether the provisioned
objects meet the specified rules.

To help you get started with configuring policy-based administration in your organization,
Active Roles includes a set of built-in Policy Objects that offer provisioning and depro-
visioning rules to the most typical administrative use cases. To find the built-in Policy
Objects, navigate to the following node of the Active Roles MMC console:

Configuration > Policies > Administration > Builtin

NOTE: Active Roles does not automatically check for changes in directory objects,
containers or groups specified for provisioning in the configured Policy Objects. This
means that if any changes are made in any directory resources in use in a policy, you
must update the impacted policies manually. For example, if a directory group used by a
Group Membership AutoProvisioning Policy Group is deleted, the Policy Group must be
updated manually to reflect the changes.

How this policy works

A Group Membership AutoProvisioning policy performs provisioning tasks such as adding or
removing users from groups. A policy can be configured to define a list of groups and
conditions so that a user account is automatically added to, or removed from, those groups
depending on whether the properties of the user account meet the policy conditions.

Active Roles automatically checks users against conditions, and adds or removes users
from specified groups based on the check results. Although the capabilities of this policy
are similar to those provided by Dynamic Groups, a Group Membership AutoProvisioning
policy gives the administrator extra flexibility and control over group memberships.
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Whereas the Dynamic Groups feature delivers a rules-based mechanism for managing a
group membership list as a whole, a Group Membership AutoProvisioning policy allows the
administrator to define membership rules on a per-user basis. This policy automates the
process of adding particular users to particular groups without affecting the other members
of those groups.

How to configure a Group Membership
AutoProvisioning policy

To configure a Group Membership AutoProvisioning policy, select Group Membership
AutoProvisioning on the Policy to Configure page in the New Provisioning Policy
Object wizard or in the Add Provisioning Policy wizard. Then, click Next to display the
Object Type Selection page.

Figure 62: Object type selection

Mew Provisioning Policy Object Wizard 2l

- - -1
Object Type Selection " i
‘You can select the bvpe of objects wou want this policy to add or remove from ] &1
groups, ]

Object bype:

I User {user)

To choose a different object bvpe, click Select. Select. .. |

Cancel | Help |

On this page, you can choose the type of objects you want the policy to add or remove from
groups. By default, the object type is set to User. If you need to change this setting, click
Select to display the Select Object Type dialog box.
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Figure 63: Object types
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From the Object types list, select the type of objects you want the policy to
control. Click OK.

On the Object Type Selection page, click Next to display the Policy Conditions page.

Figure 64: Policy conditions

MNew Provisioning Policy Object Wizard

Policy Conditions

-1
Ly
Policy conditions are criteria the policy uses to determine what objects are ko be .‘

added or removed From groups,

‘fou can configure conditions For the policy to control group memberships of only the objects

satisfying the conditions.

Conditions:

all 'User {user)' objects

Remayve Wigw Edit, ..

Cancel | Help |

On this page, you can set up policy conditions—criteria the policy uses to determine what
objects are to be added or removed from groups. If you specify no conditions, the policy

affects any objects of the type you have selected on the previous page. Otherwise, it only
affects the objects matching the conditions you specify using this page.

To configure a condition, click Add on the Policy Conditions page. This displays the Set

Up Condition dialog box.
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Figure 65: Set up condition

¥/ set Up Condition A |
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Configured condition:
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In this dialog, you can configure a condition in the same way as you do for a Property
Generation and Validation policy. A condition includes an object property (for example,
City or Department), a requirement (for example, equals or begins with), and a value.
The term value has the same meaning as for a Property Generation and Validation policy.

First, click the Property button to display the Select Object Property dialog box where
you can select the object property you want to include in the condition.

Next, from the Operation list, select the requirement you want to apply to the
selected property.

Next, click the Configure value button to compose the value for which you want to apply
the selected requirement. This displays the Configure Value dialog box, discussed earlier
in this chapter (see How to configure a Property Generation and Validation policy). You can
use that dialog box to set up a value in the same way as for a Property Generation and
Validation Policy.

If you specify multiple conditions, you can combine them with a logical AND or OR operator
by clicking the AND or OR option, respectively.

Finally, click OK to close the Set Up Condition dialog box.

After you complete the list on the Policy Conditions page, click Next to display the
Policy Action page.
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Figure 66: Policy action
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On this page, you can configure the policy to either add objects to groups or remove
objects from groups. For example, if you select the option Add object to groups if
object satisfies policy conditions, the policy populates groups with the objects that
match the conditions you set up in the previous step. Click Next to specify the groups you
want the policy to populate. This displays the Group Selection page.

Figure 67: Group selection

New Provisioning Policy Dbject Wizard 2|

Group Selection P
‘fou can set up a lisk of groups vou want the policy to add objects to or remove "
objects from,

Groups:

Mame | In Folder |
Add... Remove | Eroperties |
< Back I [ext = | Cancel Help
@NE IDENTITY Active Roles 7.6 Administration Guide
262

Rule-based AutoProvisioning and Deprovisioning



On the Group Selection page, you can set up a list of groups you want the policy to
control. Depending on the option you select in the previous step, the policy either adds or
removes objects from each of the groups you specify on this page. You can manage the
list by using the Add and Remove buttons. Clicking Add displays the Select Objects
dialog box to select and add groups to the list. Clicking Remove deletes the selected
entries from the list.

Once you have set up the list of groups, click Next and follow the instructions in the wizard
to create the Policy Object.

Steps for configuring a Group Membership
AutoProvisioning policy

To configure a Group Membership AutoProvisioning policy via the Active Roles MMC
console, perform the following procedure.

To configure a Group Membership AutoProvisioning policy

1. Navigate to Configuration > Policies > Administration.

2. To open the New Provisioning Policy Object Wizard dialog, right-click in
the middle pane to open the context menu, and then select New >
Provisioning Policy.
¥ Active Roles [AR1.roles1.net] Mame
v ﬁ Configuration =9 Builtin

0 Access Rules
B Access Templates
&gl Managed Units

w g Policies
v = Administratinn
i=d Built Delegate Control...
I=p .W'Z'fkﬂm Enforce Policy...
[ Script Mady Find...
g}ﬁ Server Confi | +
. ) mport...
g i;tf;SD;f[;tﬁig Check Policy Roles Security for: Administration (Policy Ot
ﬁ Applications Change History ‘ee Act
MNew > Provisioning Policy
All Tasks * Deprovisioning Policy
View y Container

Mew Window from Here

3. Onthe Name and Description page, provide a unique Name for the new policy
object. Optionally, also provide a Description. To continue, click Next.
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10.

11.

12.
13.

14,

On the Policy to Configure page, select Group Membership AutoProvisioning,
and then click Next.

On the Object Type Selection page, to specify the type of object you want the
policy to add or remove from groups, click Select, then click OK.

TIP: If you do not see the object type you need, expand the list by selecting Show
all possible object types.

On the Policy Conditions page, set up conditions that specify how the policy adds
or removes the selected object types to or from groups. To create a new condition
with the Set Up Condition dialog, click Add.

To select the object property on which you want to set up the condition, click
Property to open the Object property page.

Select the property you want the condition to check, then click OK.

TIP: If you do not see the object type you need, expand the list by selecting Show
all possible object types.

In Operation, click the operation type you want to assign to the condition.

To specify additional configuration for the condition, enter a variable into the Value
field, then click OK to close the Add Value dialog.

Alternatively, click Configure Value, then click Add, and configure an entry
manually in the Add Entry dialog. For more information on manual configuration,
see Steps for configuring entries. To close the Add Value dialog, click OK.

(Optional) To modify or remove an existing condition, click View/Edit or Remove
on the Policy Conditions page, respectively.

Click Next on the Policy Conditions page to continue onto the Policy Action page.

On the Policy Action page, specify whether you want the policy to add or remove
objects if the configured conditions are met.

« Select Add object to groups if object satisfies policy conditions if you
want Active Roles to add the object to the specified group(s) if the configured
conditions are met.

« Select Remove object from groups if object satisfies policy conditions
if you want Active Roles to remove the object from the specified group(s) if the
configured conditions are met.

Click Next to continue.

On the Group Selection page, specify the group(s) you want the policy to add the
objects to (or remove from, depending on your choice on the Policy Action page).
Click Add to open the Select Objects dialog, and then use either the Look in:
drop-down or click Browse to specify the group(s). Once you are ready, click Next
to continue.

NOTE: Consider the following limitations when configuring a Group Membership
Autoprovisioning policy for cloud-only Azure objects:
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o When provisioning cloud-only Azure users or Azure guest users, you must
specify an 0365 Group (or O365 Groups) in this step. To do so, click Browse
to open the Browse for Container dialog, and then navigate to the
following node for the list of 0365 Groups in the organization:

Azure > <azure-tenant-name> > Office 365 Groups

o The Group Membership AutoProvisioning policy can only add or remove
cloud-only Azure users and guest users to or from 0365 Groups that are
located in the same Azure tenant as the Azure users and guest users.
Selecting 0365 Groups located in another Azure tenant causes the configured
Policy Object to not work properly.

15. On the Enforce Policy page, specify the objects to which the configured Policy
Object will be applied. Click Add, and then use the Select Objects dialog to locate
and select the objects.

TIP: When provisioning cloud-only Azure users or guest users, you can either
select the respective object category (such as the Azure user or Azure guest
user node) in this step, or the Azure tenant that contains the Azure objects.

16. Click Next, and then click Finish to create the new policy.

Scenario: Adding users to a specified group

The policy described in this scenario automatically adds user accounts to the specified
groups depending on the Department property of user accounts. If the Department
property of a user account is set to Sales, the policy adds the account to the Sales group.

To implement this scenario, you must perform the following actions:

1. Create and configure a Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when a user account in the container you selected in Step 2 has the
Department property set to Sales, Active Roles automatically adds that account in the
Sales group.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Provisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click Group Memberships AutoProvisioning on the Select
Policy Type page of the wizard. Then, click Next.

On the Object Type Selection page, click Next to accept the default setting for the
object type—User.

On the Policy Conditions page, click Add to display the Set Up Condition dialog box.
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Configure the condition as follows:

1. Click the Property button; then, select the Department property and click OK.
2. Inthe Value box, type Sales.

After you complete these steps, the Set Up Condition dialog box looks as shown in the
following figure.

Figure 68: Set up condition
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Cancel |

P

Click OK to close the Set Up Condition dialog box.
On the Policy Conditions page, click Next.

On the Policy Action page, click Add object to groups if object satisfies policy
conditions, and then click Next.

On the Group Selection page, click Add and use the Select Objects dialog box to locate
the Sales group. After you add the Sales group to the list on the Group Selection page,
click Next and follow the instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New Provisioning
Policy Object wizard, or you can complete the wizard and then use the Enforce Policy
command on the domain, OU, or Managed Unit where you want to apply the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Email Alias Generation

Policies in this category are intended to automate the assignment of the e-mail alias when
designating a user as mailbox-enabled on Microsoft Exchange Server. By default, Microsoft
Exchange Server provides for the following recipient e-mail address format: <email
alias>@<domain name>

You can use pre-defined rules to generate e-mail aliases, or configure custom rules. For
example, you can configure a policy to compose the e-mail alias of the first initial followed
by the last name of the user. Custom rules provide for the addition of an incremental
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numeric value to ensure uniqueness of the alias. You can also specify whether the alias can
be modified by the operator who creates or updates the user account.

How this policy works

When making a user mailbox-enabled, Active Roles relies on this policy to assign a certain
e-mail alias to the user account. The policy generates the alias based on user properties,
such as the pre-Windows 2000 user logon name, first name, initials, and last name. A
custom rule can be configured to use other properties.

A custom rule can also be configured to add so-called uniqueness number. A uniqueness
number is @ numeric value the policy includes into the alias, incrementing that value in the
event of an alias naming conflict. For example, the policy can automatically change the
generated alias from John.Smith to John1.Smith if a mailbox with the alias John.Smith
already exists. If the alias John1.Smith is also in use, the new alias will be changed to
John2.Smith, and so on.

The policy configuration provides the option to allow or disallow manual edits of policy-
generated aliases. Permission to modify a policy-generated alias can be restricted to the
case where the alias is in use by another mailbox.

Some specific features of the policy behavior are as follows:

« With a rule that does not use a uniqueness number, Active Roles simply attempts to
assign the generated alias to the user account. The operation may fail if the
generated alias is not unique, that is, the alias is already assigned to a different user
account. If the policy allows manual edits of policy-generated aliases, the alias can
be corrected by the operator who creates the user account.

« With a custom rule that uses a uniqueness number, Active Roles adds a button at the
client side, next to the Alias field on the user creation and modification forms.

To generate an alias, the client user (operator) must click that button, which also
applies if the generated alias is in use. Clicking the Generate button increases the
uniqgueness number by one, thereby allowing the alias to be made unique.

o With a custom rule configured to include user properties that are normally not
displayed on the user creation forms, an extra page is added to the New Object -
User wizard in the Active Roles console, thus making it possible to specify the user
properties required to generate the alias.

« The policy defines a list of characters that are unacceptable in
e-mail aliases. Space characters and the following characters are not accepted :
@*+|=\;:?[1,<>/

« The policy denies processing of operation requests that assign the empty value to the
e-mail alias.

« When checking user accounts for Active Roles policy compliance (described later in
this document), Active Roles detects, and reports on, the aliases that are not set up
as prescribed by the alias generation policy.
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How to configure an E-mail Alias Generation
policy

To configure an E-mail Alias Generation policy, select E-mail Alias Generation on
the Policy to Configure page in the New Provisioning Policy Object wizard or in the

Add Provisioning Policy wizard. Then, click Next to display the E-mail Alias
Generation Rule page:

Figure 69: E-mail Alias Generation Rule

Mew Provisioning Policy Object Wizard 2lxl
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On the E-mail Alias Generation Rule page, you can select a pre-configured rule or
create a custom alias-generation rule. The first four options on the page are self-
explanatory. For example, the first option makes the e-mail alias the same as the user
logon name (pre-Windows 2000). The option Other combination of user properties,
discussed later in this section, allows you to configure a custom rule, including the addition
of uniqueness number.

By selecting the Allow manual edits of e-mail alias check box, you authorize the
operator who creates or updates the user account to make changes to the policy-generated
alias. If this check box is cleared, Active Roles displays the Alias field as read-only on the
user creation and modification forms.

By selecting the Always option, you authorize the operator to modify the alias at their
discretion. With the Only if a unique alias cannot be generated by this policy
option, you limit manual changes to the situation where a unique alias cannot be generated
in accordance with the policy rules.
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Configuring a custom generation rule

To configure a custom rule, click Other combination of user properties, and then click
the Configure button. This displays the Configure Value dialog box, discussed earlier in
this chapter (see How to configure a Property Generation and Validation policy). You can
use that dialog box to set up a value for the *Alias’ must be condition, the same way you
configure a Property Generation and Validation policy.

To start configuring a value, click Add in the Configure Value dialog box. This displays
the Add Entry window.

A value is a concatenation of one or more entries. In the Add Entry window, you can
select the type of the entry to add, and then configure the entry. The following table
summarizes the available types of entries.

Table 20: Available entries

Type of entry Description

Text Adds a text string to the value.

Unigueness Number  Adds a numeric value the policy will increment in the event of an
alias naming conflict.

User Property Adds a selected property (or a part of a property) of the user
account to which the policy will assign the alias.

Parent OU Property Adds a selected property (or a part of a property) of an
organizational unit in the hierarchy of containers above the user
account to which the policy will assign the alias.

Parent Domain Adds a selected property (or a part of a property) of the domain
Property of the user account to which the policy will assign the alias.

Instructions on how to configure an entry depend on the type of the entry. For each type of
an entry, you can find the instructions earlier in this chapter:

o Text. Refer to the Entry type: Text subsection in the How to configure a Property
Generation and Validation policy section.

. Uniqueness Number. Refer to the Entry type: Uniqueness Number subsection in
the How to configure a User Logon Name Generation policy section.

o User Property. Refer to the Entry type: <Object> Property subsection in the How
to configure a Property Generation and Validation policy section.

. Parent OU Property. Refer to the Entry type: Parent OU Property subsection in the
How to configure a Property Generation and Validation policy section.

. Parent Domain Property. Refer to the Entry type: Parent Domain Property
subsection in the How to configure a Property Generation and Validation policy
section.

When you are done configuring a value, click OK to close the Configure Value dialog box.
This will add the value to the policy rule. If necessary, you can modify the value by clicking
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button and then managing the list of entries in the Configure Value dialog box.

When you are done configuring the policy rule, click Next on the E-mail Alias
Generation Rule page and follow the instructions in the wizard to create the
Policy Object.

Steps for configuring an E-mail Alias Generation
policy

To configure an E-mail Alias Generation policy

1. On the Policy to Configure page, select E-mail Alias Generation, and
then click Next.
2. On the E-mail Alias Generation Rule page, do the following:

« Select one of the pre-configured generation rules, or create a custom alias-
generation rule. To create a custom rule, click Other combination of user
properties, click Configure, and complete the Configure Value dialog box
by using the procedure outlined later in this topic.

. If you want the e-mail alias to be allowed for manual edit, select Allow
manual edits of e-mail alias. Then, do one the following:

« Click Always to authorize the operator who creates or updates the user
account to modify the e-mail alias.

« Click Only if a unique alias cannot be generated by this policy to
allow manual changes only in the situation where a policy-generated
alias is already assigned to a different user account.

Click Next.

3. On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

4. Click Next, and then click Finish.

To complete the Configure Value dialog box
Click Add.

2. Configure an entry to include in the value (for instructions, see Steps for
configuring entries).

3. Inthe Configure Value dialog box, add more entries, delete or edit existing ones,
and then click OK.
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Scenario: Generating e-mail alias based on user
names

The policy described in this scenario generates the e-mail alias in accordance with this
rule: user first name, optionally followed by a three-digit uniqueness number, followed
by a period, followed by the user last name. Examples of aliases generated by this rule
are as follows:

o John.Smith
o John001.Smith
o John002.Smith

The policy generates the alias John001.Smith for the user John Smith if the alias
John.Smith is in use. If both John.Smith and John001.Smith are in use, the policy generates
the alias John002.Smith, and so on.

To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when assigning an e-mail alias to a user account in the container you selected
in Step 2, the Active Roles user interfaces provide a Generate button to create the alias in
accordance with the policy rule. In the event of an alias naming conflict, clicking the
Generate button causes the policy to add a uniqueness number to the alias.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Provisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click E-mail Alias Generation on the Select Policy Type page
of the wizard. Then, click Next.

On the E-mail Alias Generation Rule page, click Other combination of user
properties, and then click Configure.

Complete the Configure Value dialog box as follows:

1. Click Add.
2. Configure the entry to include the user first name:
a. Under Entry type, click User Property.
b. Under Entry properties, click Select.
c. Inthe Select Object Property window, click First Name in the Object
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list, and then click OK.
d. Click OK.
3. Click Add.
4. Configure the entry to optionally include a uniqueness number:
a. Under Entry type, click Uniqueness Number.
b. Under Entry properties, set the entry options:
o Click Add if the property value is in use.
« Select the Fixed-length number, with leading zeroes check box.

. Inthe box next to Length of the number, in digits, type 3.

c. Click OK.

5. Click Add.

6. Configure the entry to include the period character:
a. In Text value under Entry properties, type the period character.
b. Click OK.

7. Click Add.

8. Configure the entry to include the user last name:

a. Under Entry type, click User Property.
b. Under Entry properties, click Select.

c. Inthe Select Object Property window, click Last Name in the Object
property list, and then click OK.

d. Click OK.

After you complete these steps, the list of entries in the Configure Value dialog box
should look like the following figure.

1 Configure Yalue |

‘Alias’ must be:

'Firsk Mame (givertarme), followed by

3-digit uniqueness number - add if the property value is in use, Followed by

"', Follawed by Remove

‘Last Mame {sn)'
Edit...

Configured walue;

%Yo giventanme={@counter{optional, 3}, % <sn>

B lels U_
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9. Click OK to close the Configure Value dialog box. Then, click Next and follow the
instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New
Provisioning Policy Object wizard, or you can complete the wizard and then use the
Enforce Policy command on the domain, OU, or Managed Unit where you want to apply
the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Exchange Mailbox AutoProvisioning

Policies in this category are intended to automate the selection of a mailbox store or
database when designating a user as mailbox-enabled or creating a mailbox on Microsoft
Exchange Server.

You can specify Exchange Servers and mailbox stores or databases where mailbox
creation is allowed, and specify rules to distribute mailboxes among multiple stores. For
example, you can configure a policy to automatically choose a store that holds the least
number of mailboxes.

How this policy works

When making a user mailbox-enabled or creating a mailbox, Active Roles relies on this
policy to select the mailbox store or database. The policy defines a single store, or a set of
stores, in which creation of mailboxes is allowed. Some specific features of the policy
behavior are as follows:

« If the policy specifies a single store, mailboxes are created in that store. A different
store cannot be selected by the operator who creates or updates the user account.

« If the policy specifies multiple stores, the store is selected either automatically (by
Active Roles) or manually (by the operator who creates or updates the user account),
depending on policy options.

In case of multiple stores, the policy provides these options to govern the selection
of a store:

« Manually. Allows the operator to select a store from the list defined by the policy.

« By using the round-robin method. Redirects mailbox creation requests
sequentially across the stores, selecting the first store for the first request, the
second store for the second request and so on. After the last store is reached, the
next request is passed to the first store in the sequence.
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. Containing the least humber of mailboxes. Forwards mailbox creation
requests to the store that holds the least amount of mailboxes.

How to configure an Exchange Mailbox

AutoProvisioning policy

To configure an Exchange Mailbox AutoProvisioning policy, select Exchange Mailbox
AutoProvisioning on the Policy to Configure page in the New Provisioning Policy
Object wizard or in the Add Provisioning Policy wizard. Then, click Next to display the

Allowed Mailbox Stores page.

Figure 70: Allowed mailbox stores

Mew Provisioning Policy Object Wizard

Allowed Mailbox Stores
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Specify how to pick a store when creating a mailboz:,
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anus
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On this page, you can select the servers and mailbox stores or databases to be allowed for
mailbox creation. Select mailbox stores from a single Exchange organization. If you select
multiple stores, you can specify how to choose a store upon a mailbox creation request.
From the Pick a store list, select one of these options:

« Manually

« By using the round-robin method

« Containing the least number of mailboxes

When you are done, click Next and follow the instruction in the wizard to create the

Policy Object.
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Steps for configuring an Exchange Mailbox
AutoProvisioning policy

To configure an Exchange Mailbox AutoProvisioning Policy

1. On the Policy to Configure page, select Exchange Mailbox AutoProvisioning,
and then click Next.

2. Under Select allowed mailbox stores, select servers and stores to be allowed for
mailbox creation, and then click Next.

In case of multiple stores, select a method of picking a store from the Pick a store
list. For information about the methods of picking a store in case of multiple stores,
see How this policy works earlier in this chapter.

3. Onthe Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

4. Click Next, and then click Finish.

Scenario: Mailbox store load balancing

The policy described in this scenario allows multiple stores to be used for mailbox
creation, and forces Active Roles to automatically select the store that holds the least
amount of mailboxes.

To implement this scenario, you must perform the following actions:

1. Create and configure a Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when creating a mailbox for a user account that resides in the container you
selected in Step 2, Active Roles chooses the least loaded store among those where mailbox
creation is allowed.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Provisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click Exchange Mailbox AutoProvisioning on the Select
Policy Type page of the wizard. Then, click Next.
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On the Allowed Mailbox Stores page, select the stores in which you want mailbox
creation to be allowed. Then, under Pick a store, click Containing the least number of
mailboxes, as shown in the following figure.

Figure 71: Allowed mailbox stores
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Click Next, and follow the instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New Provisioning
Policy Object wizard, or you can complete the wizard and then use the Enforce Policy
command on the domain, OU, or Managed Unit where you want to apply the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Default creation options for Exchange mailbox

In the wizard for creating user accounts, whether in the Active Roles console or Web
Interface, the Create an Exchange mailbox option is selected by default, causing the
user mailbox to be created upon creation of a user account. This behavior can be
changed by applying an appropriately crafted policy of the Exchange Mailbox
AutoProvisioning category.

A policy can be configured so that the Create an Exchange mailbox option is not
selected by default but the administrator who uses the wizard to create a user account can
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select that option if necessary. It is also possible to configure a policy that forces the
Create an Exchange mailbox option to be selected.

To set default creation options for Exchange mailbox

Create a Policy Object containing an Exchange Mailbox AutoProvisioning policy.
Open the Properties dialog box for the Policy Object you created.

On the Policies tab in the Properties dialog box, double-click the Exchange Mailbox
AutoProvisioning policy entry.

4. On the Mailbox Creation tab in the Exchange Mailbox AutoProvisioning Policy
Properties dialog box, set policy options as appropriate for your situation:

o Create the user mailbox by default. Determines whether the Create an
Exchange mailbox option is selected by default in the wizard for creating
user accounts. If you want user mailboxes not to be created by default,
unselect this policy option.

. Enforce creation of the mailbox. Causes the Create an Exchange
mailbox option to be selected and unavailable so that the administrator who
creates a user account cannot unselect that option.

5. Click OK to close the dialog boxes you opened.

6. Apply the Policy Object to the scope (domains, containers, or Managed Units) where
you want this policy to be in effect.

AutoProvisioning for SaaS products

Policies of this category are intended to automate the provisioning of users and groups in
the selected Saa$S products using Starling Connectors.

You can specify the Starling Connect connectors to be validated for the users or groups for
which the policy is applied.

How this policy works

Active Roles relies on this policy during user creation to provision the users for connected
systems based on the registered Starling Connectors that are selected based on the
configured policy.
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Create Provisioning policy for Starling Connect

To create a Policy Object for Starling Connect

1. Inthe console tree, under Configuration | Policies | Administration, locate and
select the folder in which you want to add the Policy Object.

You can create a new folder as follows: Right-click Administration and select New
| Container. Similarly, you can create a sub-folder in a folder: Right-click the folder
and select New | Container.

2. Right-click the folder, point to New, and then click Provisioning Policy.
On the Welcome page of the wizard, click Next.
On the Name and Description page, do the following, and then click Next:
a. Inthe Name box, type a name for the Policy Object.
b. Under Description, type any optional information about the Policy Object.

5. Onthe Policy to Configure page, select Autoprovisioning in SaaS products,
and click Next to configure policy settings.

6. On the Object Type Selection page, click Select.

a. On the Select Object Type, from the Object types list, select User or Group,
and click OK.

b. Click Next.

c. Onthe Policy Conditions page, from the Starling Connect Connectors list,
select the connectors to be provisioned for the user or group as part of the
policy. Click Next.

7. On the Enforce Policy page, you can specify the containers on which this Policy
Object is to be applied:

a. Click Add, and use the Select Objects to locate and select the objects
you want.

b. Click Next.
8. Click Finish.

©® | IMPORTANT: Starling Connect policy have to be applied on the container for any SaaS
operations to take place.

SaaS operations for each connector may vary from each other. Each connector may
have a set of mandatory attributes to perform any operation.

The operation will fail in case any of the mandatory attributes are missing in the
particular request. The notification will report the information of all the mandatory
attributes missing in that event which caused the failure.

In that case, you must create the corresponding virtual attributes, customize the Web
Interface to enter the value for the virtual attribute during the specified operation.
Using this approach, the attribute value is passed as a part of the request.
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OneDrive Provisioning

Policies of this category are intended to provision access to OneDrive for Azure AD users.
Provisioning of OneDrive is controlled or restricted by creating a new provisioning policy
and applying the policy to the Organizational Unit.

How this policy works

Active Roles relies on this policy during user creation to provision Azure AD users for
OneDrive access.

Creating provisioning policy for OneDrive

Provisioning access to OneDrive for Azure AD users is controlled or restricted by creating a
new provisioning policy and applying the policy to the Organizational Unit.

To create and apply the new policy

1.

From the Active Roles Console, create a Policy Object. For instructions on creating a
policy object, see the section Creating a Policy Object, in the Active Roles
Administration Guide.

In Active Roles Console, on the Policy to Configure page, select OneDrive
Provisioning.

In the New Provisioning Policy Object Wizard > OneDrive folder Management page,
enter the SharePoint Admin URL and the storage size, and click Next.

O [ NOTE:

« If the policy conditions are not satisfied, such as an incorrect SharePoint
Admin URL or a storage size that is not within the acceptable range, an
error is displayed.

« Policy accepts a minimum storage size of 1GB and it can spanup to a
maximum of 10TB.

4. Inthe Enforce Policy page, select the Organizational Unit (OU) on which the policy
must be applied.

5. Click Next.

6. Click Finish.
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Home Folder AutoProvisioning

Policies in this category are intended to automate the creation or renaming of user home
folders and home shares upon user accounts creation or renaming through Active Roles.

You can specify a server on which to create home folders and home shares, define how
to set permissions for new home folders and shares, specify naming conventions for
new home folders and home shares, and limit the number of concurrent connections to
home shares.

For example, using this type of policy, a corporate rule can be defined so that every time
Active Roles creates a user account, it also creates a folder on a network file share, and
assigns it as the user’s home folder.

How this policy works

When executing a Home Folder AutoProvisioning policy, Active Roles performs various
actions depending on whether a user is created, copied, or renamed.

Creating home folders and shares when creating user
accounts

When Active Roles creates a user account (whether from scratch or by copying an existing

account), the policy can cause Active Roles to create a home folder and, optionally, a home
share for the account using the path specified in the policy. The name of the home share is

composed of the user name, and the prefix and suffix specified in the policy.

The policy provides the option to enable creation of home folders with paths and names
that differ from the path and name prescribed by the policy. For example, a Property
Generation and Validation policy can be configured to generate the Home Drive and
Home Directory properties on user accounts. When making changes to those
properties, Active Roles verifies that the specified home folder exists, and creates the
home folder if necessary.

A special policy is implemented in Active Roles that restricts the folders on the network file
shares in which home folders can be created. The Policy Object containing that policy is
located in the Configuration/Policies/Administration/Builtin container. The name of
the Policy Object is Built-in Policy - Home Folder Location Restriction. You can
access it by using the Active Roles console. The policy settings include a list of the folders
on the network file shares in which creation of home folders is allowed. For instructions on
how to view or modify that list, see Configuring the Home Folder Location Restriction policy
later in this section.

Renaming home folders when renaming user accounts

When Active Roles modifies the user logon name (pre-Windows 2000) of a user account,
the policy can rename the home folder and, optionally, re-create the home share for that
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user account. The name of the new home share is set up in accordance with the naming
convention specified in the policy.

The policy renames the existing home folder based on the new user logon name (pre-
Windows 2000). However, if the home folder is in use, Active Roles cannot rename the
folder. In this case, Active Roles creates a new home folder with the new name and does
not affect the existing home folder.

Option to prevent operation on file server

By default, Active Roles attempts to create or rename a (non-local) home folder on the file
server when the Home Directory property is set or modified on a user account in Active
Directory. If creation or renaming of the home folder fails (for example, because the file
server is inaccessible), then the creation or modification of the user account fails, as well.
To prevent such an error condition, a Home Folder AutoProvisioning policy can be
configured so that Active Roles applies the changes to the Home Drive and Home
Directory properties in Active Directory without attempting an operation on the file
server. This policy option enables the use of a tool other than Active Roles for creating
home folders on the file server.

Active Roles comes with a pre-configured Policy Object that allows the creation or
renaming of home folders when setting home folder properties on user accounts in Active
Directory. The Policy Object is located in the
Configuration/Policies/Administration/Builtin container in Active Roles console tree.
The name of the Policy Object is Built-in Policy - Default Rules to Provision Home
Folders. If you want to prevent Active Roles from attempting to create or rename home
folders, you can modify the policy in the built-in Policy Object or configure and apply
another Home Folder AutoProvisioning policy with the respective option turned off.

How to configure a Home Folder
AutoProvisioning policy

To configure a Home Folder AutoProvisioning policy, select Home Folder
AutoProvisioning on the Policy to Configure page in the New Provisioning Policy
Object wizard or in the Add Provisioning Policy wizard. Then, click Next to display the
Home Folder Management page.
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Figure 72: Home folder management
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On this page, you can configure the following options.

Connect <Drive Letter> To <Network Path>

Upon creation or renaming of a user account, the policy can configure the user accountin
Active Directory to connect the home folder to the specified network path. From the

Connect list, select the drive letter to which you want the policy to map the home folder.
In the To box, specify a network path to the home folder. Ensure that the path meets the

following requirements:

« A valid network path must begin with the UNC name of a network file share, such as
\\Server\Share\, and should normally include the %username% notation. For
example, with the Connect: Z: To: \\Server\Share\%username®o option, the
policy can configure a user account in Active Directory so that the Home Drive
property of the user account is set to Z: and the Home Directory property of the
user account is set to \\Server\Share\LogonName where LogonName stands for the
pre-Windows 2000 logon name of the user account.

o The path must include a common share at one level above the home folders. For
example, if you type \\Comp\Home\%username®bo, the policy creates home
folders on the share Home on the server Comp, with the nhame of the folder being
the same as the user logon name (pre-Windows 2000). The path

\\Comp\%username®bo is invalid.

« The folder on the network file share in which you want the policy to create home
folders must be listed in the Home Folder Location Restriction policy. For instructions
on how to view or modify the list see Configuring the Home Folder Location

Restriction policy later in this section.
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« If you want the policy to create home shares (see information about the Home
Share Management page later in this section), you should not specify an
administrative share, such as C$, as the common share in the To box. Otherwise,
the policy may be unable to create home shares when creating home folders. Thus,
if you specify \\Comp\C$\%username®%o, the policy can successfully create
home folders in the folder C:\ on the computer Comp, but it may fail to create
home shares.

Enforce this home folder setting in Active Directory

Use this option to have Active Roles verify whether the Home Drive and Home
Directory properties on user accounts in Active Directory are in compliance with the
Connect: <drive letter> To: <network path> setting specified by this policy.

For example, with the Connect: Z: To: \\Server\Share\%username®%bo policy setting,
this option causes a policy violation condition in Active Roles upon an attempt to modify a
user account so that the Home Drive property is assigned a drive letter other than Z: or
the Home Directory property is assigned a network path other than
\\Server\Share\LogonName where LogonName stands for the pre-Windows 2000 logon
name of the user account.

When this option is turned off, the policy allows a home folder path and name that differs
from the path and name prescribed by this policy. A Property Generation and Validation
policy can be configured to generate the Home Drive and Home Directory properties on
user accounts, or those properties can be specified manually. In either case, Active Roles
updates the user account so that the folder with the specified path and name is set as the
user home folder. If necessary, Active Roles creates the folder.

When this option is turned on, the policy behaves as follows:

« It ensures that the path and name of the home folder is in compliance the policy
settings. If a different path or name is specified upon creation or modification of a
user account, the policy does not allow the changes to the home folder path and
name to be committed to the directory.

« The Check Policy command causes the policy to verify the existing home folder
settings. The policy check results inform about policy violations, if any, and provide
the ability to fix the home folder path and name settings on user accounts so as to
bring them into compliance with the policy settings.

By selecting the Enforce this home folder setting in Active Directory check box, you
ensure that the home folders on user accounts are set in compliance with this policy.

By clearing the check box, you get the option of applying a Property Generation and
Validation policy in order to generate and validate the Home Drive and Home Directory
properties, and thus have Active Roles create and assign home folders in accordance
with the flexible, highly customizable rules provided by a Property Generation and
Validation policy.
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© | IMPORTANT: When setting the Home Drive and Home Directory properties, Active
Roles does not create the home folder if the network path of the folder to hold the
home folder is not listed in the Home Folder Location Restriction policy. The policy
defines a list of the folders on network file shares in which creation of home folders is
allowed, and prevents Active Roles from creating home folders in other network
locations. For instructions on how to view or modify the policy settings, see
Configuring the Home Folder Location Restriction policy later in this section.

Apply this home folder setting when user account is
created

Upon creation of a user account, this option causes Active Roles to configure the user
account in Active Directory in accord with the Connect: <drive letter> To: <network
path> setting specified by this policy.

For example, with the Connect: Z: To: \\Server\Share\%username%o policy setting,
selecting this check box ensures that a newly created user account has the Home Drive
property set to Z: and the Home Directory property set to \\Server\Share\LogonName
where LogonName stands for the pre-Windows 2000 logon name of the user account.

Apply this home folder setting when user account is
renamed

Upon renaming a user account, this option causes Active Roles to configure the user
account in Active Directory in accord with the Connect: <drive letter> To: <network
path> setting specified by this policy.

For example, with the Connect: Z: To: \\Server\Share\%username%bo policy setting,
renaming a user account causes the policy to set the Home Directory property to
\\Server\Share\NewLogonName where NewLogonName stands for the pre-Windows 2000
logon name that is assigned to the user account by the rename operation.

Create or rename home folder on file server as needed

When selected, this option directs Active Roles to attempt the creation or renaming of a
(non-local) home folder on the file server when the Home Directory property is set or
modified on a user account in Active Directory. The renaming of the home folder is
attempted if the Home Directory property value contains the %username% notation and
the changes to the user account include modification of the pre-Windows 2000 logon name
of the user account. In other cases, the creation of a new home folder is attempted.

For example, with the Connect: Z: To: \\Server\Share\%username%bo policy setting,
selecting this check box together with the option to apply the policy setting upon creation of
a user account causes Active Roles to attempt the creation of the home folder for the user
account. Active Roles attempts to create the holder with the following network path:
\\Server\Share\LogonName, where LogonName stands for the pre-Windows 2000 logon
name of the user account.
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Another example is setting the Home Drive and Home Directory properties on an
existing user account in Active Directory: With this check box selected, Active Roles
attempts to create the folder specified by the network path that is assigned to the Home
Directory property.

If creation or renaming of the home folder fails on the file server, then the creation or
modification of the user account fails as well. To prevent such an error condition, you could
clear this check box.

The result is that Active Roles applies the changes to the Home Drive and Home
Directory properties in Active Directory without attempting an operation on the file
server, which allows the use of a different tool for creating home folders on the file server.

Copy user permissions on home folder from parent folder

Upon creation or renaming of a home folder for a particular user account, this option
ensures that the user account has the same rights on the home folder as it has on the folder
in which the home folder resides.

Set user as home folder owner

Upon creation or renaming of a home folder for a particular user account, this option
ensures that the user account is set as the owner of the home folder.

An owner of a folder is authorized to make any changes to permission settings on the
folder. For example, an owner can authorize other persons to access the folder.

Set user permissions on home folder

Upon creation or renaming of a home folder for a particular user account, this option
ensures that the user account has the specified access rights on the home folder.

With the Grant Full Access setting, the user account is authorized to perform any
operation on the folder and its contents except for making changes to permission settings.
With the Grant Change Access setting, the user account is authorized to view and modify
the contents of the folder.

When finished, click Next to display the Home Share Management page. This page lets
you configure policy options for creating home shares.
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Figure 73: Home share management
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To have the policy create home shares, select the Create home share when home
folder is created or renamed check box.

When you configure the policy to create home shares, you can specify the prefix and suffix
for the home share names.

Specifying a prefix and suffix allows you to establish a naming convention for home shares.
Suppose you want home shares to be displayed at the top of the list of shares. To do so,
you can use an underscore as the prefix. You may also assign a suffix to distinguish home
shares created by the policy. For example, to distinguish the home shares of users from
the Sales department, you could use the suffix _s. Then, when you create a user account
with the pre-Windows 2000 logon name set to JohnB, the policy will map the user’s home
folder to the selected drive and specify \\Server\_JohnB_s as the path to the home
folder. The policy will also create the share _JohnB_s that points to the folder
\\Server\Home\JohnB.

Optionally, in the Description box, you can type a comment about the home share. The
users will see it when viewing share properties.

You can also limit the number of users that can connect to the share at one time. Click
Maximum allowed or Allow this number of users. With the latter option, specify a
number in the box next to the option.
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Steps for configuring a Home Folder
AutoProvisioning policy

To configure a Home Folder AutoProvisioning policy

1. On the Policy to Configure page, select Home Folder AutoProvisioning, and
then click Next.

2. On the Home Folder Management page, do the following:

From the Connect list, select the drive letter to which you want the policy to
map the home folder.

In the To box, specify a network path to the home folder.

The path must include a common share at one level above the home folders.
For example, you might specify \\Ant\Home\%username% for the policy to
create home folders on the share Home on the server Ant. The path such as
\\SERVER\%username%% is not valid.

To have the policy verify that the home folder path and name on user accounts
are set in compliance with this policy, select Enforce this home folder
setting in Active Directory.

When this check box is cleared, the policy allows home folder paths and names
that differ from the path and name prescribed by the policy.

To have Active Roles automatically set the home folder properties in accord
with this policy upon user account creation in Active Directory, select Apply
this home folder setting when user account is created.

To have Active Roles automatically set the home folder properties in accord
with this policy upon user account renaming in Active Directory, select Apply
this home folder setting when user account is renamed.

To have Active Roles attempt creation or renaming of a (non-local) home
folder on the file server when home folder properties are set or changed on a
user account in Active Directory, select Create or rename home folder on
file server as needed.

If you want to configure the policy so that it not only sets home folder
properties on user accounts in Active Directory but also creates or renames
home folders and home shares in accord with the policy settings, you must
keep the Create or rename home folder on file server as needed
check box selected (this is the default setting). If the check box is cleared,
then the policy can only set or verify home folder properties on user accounts
in Active Directory.

Specify how you want the policy to configure permission settings on home
folders. You can choose from the following options:

« Copy user permissions on home folder from parent folder. Upon
creation or renaming of a home folder for a user account, ensures that
the user account has the same rights on the home folder as on the folder
in which the home folder resides.
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. Set user as home folder owner. Upon creation or renaming of a
home folder for a user account, ensures that the user account is set as
the owner of the home folder.

. Set user permissions on home folder. Upon creation or renaming
of a home folder for a user account, ensures that the user account has
the specified access rights on the home folder (such as Change Access
or Full Access).

Click Next.

3. Onthe Home Share Management page, specify settings for user home shares. Do
the following:

« Select Create home share when home folder is created or renamed for
the policy to create or rename the home share when creating or renaming the
home folder.

. Optionally, in Share name prefix and Share name suffix, type a prefix and
suffix for the name of the home share. For details, see How to configure a
Home Folder AutoProvisioning policy earlier in this chapter.

« Optionally, in Description, type a comment to add to the home share.

« If you want to limit the number of users that can connect to the share at a
time, click Allow this number of users and specify the maximum number of
users in the box next to that option. Otherwise, click Maximum allowed.

Click Next.

4. On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

5. Click Next, and then click Finish.

© | NOTE: For more information about the Home Folder AutoProvisioning policy
configuration options, see How to configure a Home Folder AutoProvisioning policy
earlier in this chapter.

Using the built-in policy for home folder
provisioning

If you want to configure Active Roles so that setting or changing home folder related
properties on any user account in any managed domain does not result in an attempt to
create or rename a folder on a file server, then you can use the Active Roles console to
modify the built-in Policy Object:

1. Inthe console tree, select Configuration | Policies | Administration | Builtin.

2. Inthe details pane, double-click Built-in Policy - Default Rules to Provision
Home Folders.
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On the Policies tab, select the policy from the list and then click View/Edit.

On the Home Folder tab, clear the Create or rename home folder on file
server as needed check box.

5. Click OK to close the dialog boxes you opened.

If you have any other Policy Objects containing policies of the Home Folder
AutoProvisioning category, then you need to configure them as appropriate: Select or clear
the Create or rename home folder on file server as needed check box in each of
those policies depending on whether or not Active Roles should attempt creation or
renaming of home folders for user accounts that fall within the scope of the respective
Policy Object.

Another scenario may require Active Roles to create or rename home folders for user
accounts that are outside a certain scope (such as a certain domain, organizational unit,
or Managed Unit), whereas creation or renaming of home folders should not be
attempted on user accounts that fall within that particular scope. In this scenario, ensure
that the Create or rename home folder on file server as needed option is selected
in the built-in Policy Object. Then, create and configure a Policy Object containing a
policy of the Home Folder AutoProvisioning category with the Create or rename home
folder on file server as needed option un-selected, and apply that Policy Object to
the scope in question.

Configuring the Home Folder Location
Restriction policy

When creating home folders, Active Roles operates in the security context of the service
account under which the Administration Service is running, so the service account must
have sufficient rights to create home folders. Normally, the service account has
administrative rights on an entire file server, which enables Active Roles to create home
folders in any folder on any network file share that exists on that server. The Home Folder
Location Restriction is used to restrict to a certain list the network file shares and folders in
which Active Roles is authorized to create home folders.

The Home Folder Location Restriction policy determines the folders on the network file
shares in which Active Roles is allowed to create home folders, and prevents Active Roles
from creating home folders in other locations. The restrictions imposed by this policy do
not apply if the home folder creation operation is performed by an Active Roles Admin role
holder (normally, these are the users that have membership in the Administrators local
group on the computer running the Active Roles Administration Service). Thus, when an
Active Roles Admin role holder creates a user account, and a certain policy is in effect to
facilitate home folder provisioning, the home folder is created regardless of the Home
Folder Location Restriction policy settings.

By default, no network file shares and folders are listed in the policy. This means that
Active Roles cannot create a home folder unless the user management operation that
involves creation of the home folder is performed by the Active Roles Admin role holder. In
order to allow delegated administrators to create home folders, you have to configure the
policy so that it lists the folders on the network file shares in which creation of home
folders is allowed. You can do this by using the Active Roles console as follows.
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To configure the Home Folder Location Restriction policy

1. Inthe console tree, expand Configuration | Policies | Administration, and
select Builtin under Administration.

2. Inthe details pane, double-click Built-in Policy - Home Folder Location
Restriction.

3. On the Policies tab, double-click the list item under Policy Description.

4. Onthe Allowed Locations tab, view or modify the list of folders on the network file
shares where creation of home folders is allowed.

When adding a folder to the list, specify the UNC name of the folder. If you specify
the name in the form \\<Server>\<Share>, home folders can be created in any
folder on the network file share specified. If you specify the name in the form
\\<Server>\<Share>\<PathtoFolder>, home folders can be created in any sub-
folder of the folder.

Scenario: Creating and assigning home folders

In this scenario, you configure a policy to create home folders when creating user
accounts. The policy assigns home folders to newly created accounts and grants the users
change access to their home folders.

To implement this scenario, you must perform the following actions:

1. Verify that the network file share on which you want the policy to create home
folders is listed in the Home Folder Location Restriction policy.

2. Create and configure a Policy Object that defines the appropriate policy.
3. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when creating a user account in the container you selected in Step 3, Active
Roles creates the user home folder and assigns that folder to the user account.

The following sub-sections elaborate on the steps to implement this scenario.

Step 1: Verifying the Home Folder Location Restriction
policy

The network file share to hold home folders must be listed in the Home Folder
Location Restriction policy. Use the Configuring the Home Folder Location Restriction
policy instructions to verify that the policy allows creation of home folders on the
network file share.

Step 2: Creating and Configuring the Policy Object

You can create and configure the Policy Object you need by using the New Provisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
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Policy Object management tasks section earlier in this chapter.

To configure the policy, click Home Folder AutoProvisioning on the Policy to
Configure page of the wizard. Then, click Next.

On the Home Folder Management page, set up the following options:
« Inthe Connect box, select the drive letter to assign to the home folder (for
example, Z:).

« Inthe To box, type the path in the form \\server\share\%username®% where
\\server\share is a valid UNC path to a network file share. For example, if you have
a network file share set up on the comp server, with the share name set to home,
you may specify the following path: \\comp\home\%username%

. Select the Apply this home folder setting when user account is
created check box.

As a result, the Home Folder Management page should look like the following figure.

Figure 74: Policy Object: Home folder management
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Click Next and follow the steps in the wizard to create the Policy Object.

Step 3: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New Provisioning
Policy Object wizard, or you can complete the wizard and then use the Enforce Policy
command on the domain, OU, or Managed Unit where you want to apply the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.
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Script Execution

Script execution policies help you run supplementary PowerShell (or other) script
modules in Active Roles during or after performing certain administrative operations.
When linking a custom script to an administrative operation via a Script Execution
policy, the script will receive control in Active Roles either when the operation is
requested or when it is completed.

Use Script Execution policies to set up custom scripts (residing in Script Modules in the
Active Roles MMC console) to:

« Trigger additional actions when performing directory object provisioning.

» Regulate object data format and requirements (such as for generating user
passwords).

o Further automate administrative tasks.

Example use case for a Script Execution policy

Consider a scenario where employees of an organization are frequently transferred
among its office branches temporarily due to various projects.

To administer such temporary assignments quickly and efficiently, write and apply a
custom script that automatically reassigns the employee's user account from the OU
of their original office to the OU of their new office, whenever their City or Office
Location attributes are updated in Active Roles.

For more information on how to set up a Script Execution policy, see Steps for configuring
a Script Execution policy

TIP: Consider the following when planning to use custom scripts for your provi-
sioning policies:

« To help you configure Script Execution policies, Active Roles also ships with several
built-in Script Modules that you can use to set up your own Script Execution
policies. Find these built-in Script Modules in the following node of the Active
Roles MMC console:

Configuration > Script Modules > Builtin

« If the directory of your organization contains any cloud-only Azure users, then
use the built-in Generate User Password - Azure only script module to set
up a password generation policy for cloud-only Azure users that meets the
password strength criteria of both your organization and Microsoft Azure Active
Directory (AD).

NOTE: Policy Object settings specific to Azure cloud-only objects (such as cloud-only
Azure users, guest users, or contacts) are available only if your Active Roles deployment
is licensed for managing cloud-only Azure objects. Contact One Identity support for more
information.
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Also, Policy Objects specific to Azure cloud-only objects will work correctly only if an
Azure tenant is already configured in the AD of the organization, and Active Roles is
already set as a consented Azure application for that Azure tenant. For more information
on these settings, see Configuring a new Azure tenant and consenting Active Roles as an
Azure application.

How this policy works

Active Roles executes the script module specified in the policy when the operation is
requested or after the operation is completed. The script module is stored in the Active
Roles configuration database.

How to configure Script Execution policy

When configuring a Script Execution policy, you can prepare a script module beforehand.
Alternatively, you can create an empty script module when configuring a policy, and later
you can edit the module and add a script to be used by the policy.

You can import a script from a file or write a new script using the Active Roles console. The
console displays script modules in the Script Modules container under Configuration.

Importing a script

To import a script file, in the console tree, right-click Script Modules, and click Import.
This displays the Import Script dialog box where you can select and open a script file.

Creating a script

To create a new script module, in the console tree, right-click Script Modules and select
New | Script Module. This opens the New Object - Script Module wizard.

© | TIP: It is advisable to store custom script modules in a separate container. You can
create a container as follows: Right-click Script Modules in the console tree, and
select New | Scripts Container. After you have created a container, you can have
the wizard add a script module to that container rather than directly to Script
Modules: right-click the container in the console tree and select New | Script
Module.

The first page of the wizard looks as shown in the following figure.
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Figure 75: Script module: Creating a script
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Type a name and description for the new script module, and select script language. Then
click Next. The next page looks as shown in the following figure.

Figure 76: Script Module: Policy script
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On this page, select a type of the script module. Select Policy script to create a script that
will be used as part of the Policy Object. The other options are:

o Scheduled Task script. Script that you can schedule to run on the
Administration Service.

. Library script. Script to be used by other script modules. You can collect
commonly used functions into a standalone script module and include it in other
modules requiring those functions. This allows you to re-use some pieces of existing
scripts, thus reducing development effort and time.
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Select Policy script and click Next. This displays the page with a list of event handler
functions shown in the following figure.

Figure 77: Script Module: Event handler functions
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On this page, select functions to be used in the script, and click Next. Then, click Finish to
create the script module.

For instructions and guidelines on how to develop policy scripts, refer to the Active Roles
Software Development Kit (SDK).

In the Active Roles console, you can view and modify scripts, both imported and
newly created.

Editing a script

To edit a script, select it in the console tree under Configuration/Script Modules. You
can view and modify the script in the details pane. To start editing the script, right-click the
script module and click Edit Script. Then, click Yes to confirm the operation. You can
make changes to the script in the details pane.

When you are editing the script, a red asterisk is displayed next to the name of the script
module in the console tree. This indicates the changes you are making to the script are not
saved. You can undo your changes or save them:

o To undo changes, press CTRL+Z. (The redo function is also available: press CTRL+Y.)

« To undo all unsaved changes, right-click the script module and click Discard
Changes. (This operation is irreversible: if you perform this command, your
changes to the script are lost.)

« To save the changes, right-click the script module and click Save Script on Server.

When the script module is ready, you can proceed to configuring a script policy that will use
the prepared script module.

Active Roles 7.6 Administration Guide

(ONE IDENTITY 295

Rule-based AutoProvisioning and Deprovisioning



Active Roles allows you to attach a debugger to the Administration Service’s script host for
a given policy script or scheduled task script. When the script is being executed by the
specified Administration Service, the debugger may help you identify and isolate problems,
if any, with the policy or task based on that script.

To enable debugging of a script in the Active Roles console, display the Properties dialog
box for the script module containing the script, go to the Debugging tab, and select the
Enable debugging check box. From the Debug on server list, select the Administration
Service where you want the debugger to run.

Configuring a policy to execute a script

To configure a script-based policy, select Script Execution on the Select Policy Type
page in the New Provisioning Policy Object wizard, in the New Deprovisioning Policy Object
wizard, or in the Add Policy wizard. Then, click Next to display the Script Module page.

Figure 78: Script Module: Executing a script
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On this page, click Select a script module and select the script module. Then, click Next
and follow the instructions in the wizard to create the Policy Object.
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Steps for configuring a Script Execution policy

To configure a Script Execution policy

1. Onthe Policy to Configure page, select Script Execution, and then click Next.
2. On the Script Module page, do one of the following:

« To use an existing script module, click Select a script module, and select the
script module in the box beneath this option.

« To create a new script module, click Create a new script module, and click
Next. Then, specify a name for the script module, and click Next. Then, select
the event handlers you want the script module to include.

3. Click Next.
4. On the Policy Parameters page, do the following:

a. If necessary, from the Function to declare parameters list, choose the
function that defines the parameters specific to this policy.

The list contains the names of all script functions found in the selected Script
Module. The policy has the parameters that are defined by the function
specified in the Function to declare parameters box. Normally, thisis a
function named onInit.

a. Under Parameter values, view or change the values of the policy
parameters. To change the value of a parameter, select the name of the
parameter and click Edit.

Clicking Edit displays a page where you can add, remove, or select a value or
values for the selected parameter. For each parameter, the function that is
used to declare parameters defines the name of the parameter and other
characteristics, such as a description, a list of possible values, the default
value, and whether a value is required. If a list of possible values is defined,
then you can only select values from that list.

5. On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

6. Click Next, and then click Finish.

To create a script module

1. Inthe console tree, under Configuration | Script Modules, locate and select the
folder in which you want to add the script module.

You can create a new folder as follows: Right-click Script Modules and select New
| Scripts Container. Similarly, you can create a sub-folder in a folder: Right-click
the folder and select New | Scripts Container.

2. Right-click the folder and select New | Script Module.

Specify the name and language of the module to create. Then, click Next.
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4. In Select a script module type, click the type of the module to create.
Then, click Next.

5. If you selected the Policy script type for the module, select the event handlers you
want the module to include, and then click Next.

6. Click Finish.

To edit a script module

In the console tree, expand Configuration | Script Modules.

2. Under Script Modules, click the folder that contains the script module you
want to edit.

3. Inthe details pane, right-click the script module, and then click Edit Script.
Use the details pane to make changes to the script.

5. Right-click the script module in the console tree, and do one of the following:

« To commit the changes you have made, click Save Script on Server.

« To quit the script editor without saving your changes, click Discard Changes.

To import a script module

1. Inthe console tree, under Configuration | Script Modules, locate and select the
folder in which you want to add the script module.

You can create a new folder as follows: Right-click Script Modules and select New
| Scripts Container. Similarly, you can create a sub-folder in a folder: Right-click
the folder and select New | Scripts Container.

2. Right-click the folder, and click Import.

Locate and select the file containing the script to import, and click Open.

To export a script module

In the console tree, expand Configuration | Script Modules.

2. Under Script Modules, select the folder that contains the script module you
want to export.

3. Inthe details pane, right-click the script module, and select All Tasks | Export.

Specify the file to which you want to save the script, and then click Save.

Scenario: Restricting group scope

This scenario describes how to configure a policy that prevents creation of universal
groups. With this policy, the Active Roles console or Web Interface does not allow an
administrator to create a new universal group or convert an existing group to a
universal group.

To implement this scenario, you must perform the following actions:
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1. Prepare the script that implements this scenario.
2. Create and configure the Policy Object to run that script.

3. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, the Active Roles console or Web Interface cannot be used to set the universal
group scope option when creating a new group or changing an existing group in the
container you selected in Step 3. For example, if you choose the Universal option under
Group scope and then click Next in the New Object - Group wizard, the Active Roles
console presents you with an error message stating that creation of universal groups is
not allowed.

The following sections elaborate on the steps to implement this scenario.

Step 1: Preparing the script module

The script used in this scenario is installed with the Active Roles SDK. By default, the path
and name of the script file is as follows:

%ProgramFiles%\One Identity\Active Roles\Active
Roles\SDK\Samples\RestrictGroupScope\RestrictGroupScope.psl.

The script receives control upon a request to check the property values submitted to the
Administration Service, and analyzes the value of the groupType attribute to determine if
the universal group scope option is attempted. If the script detects that the assumed
groupType value would cause a group to be configured as a universal group, it raises a
policy violation event in the Administration Service. As a result, the application that
initiated the request (such as the Active Roles console or Web Interface) displays an error
message provided by the script. For more information, see the “Restricting the Scope of
Groups” topic in the Active Roles SDK documentation.

To import the script, right-click the Script Modules container in the Active Roles console,
and click Import. Then, select and open the RestrictGroupScope.ps1 file.

Step 2: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Provisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click Script Execution on the Policy to Configure page of the
wizard. Then, click Next.

On the Script Module page, click Select a script module, and select
RestrictGroupScope from the list of script modules, as shown in the following figure.
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Figure 79: Script Module: Creating/configuring policy object

Script Module
Select an existing script module or create a new one. The policy will execute the r

script contained in that script module.

The policy runs the script found in the selected script module.

™ Create a new script module
(¥ Select a script module:
E-E Seript Modules
E=-{E) Builtin
i..(¢ [E= RestrictGroupScope

Script description:

2|

< Back

Click Next and follow the instructions in the wizard to create the Policy Object.

Step 3: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New Provisioning
Policy Object wizard, or you can complete the wizard and then use the Enforce Policy
command on the domain, OU, or Managed Unit where you want to apply the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Office 365 and Azure Tenant Selection

Policies in this category are intended to manage the tenant selection, license selection, and
roles selection, and OneDrive provisioning for Azure AD.

How this policy works

The provisioning policy 0365 and Azure Tenant Selection is a unified policy for Azure
Office 365 management for users, controlled or restricted by creating a new provisioning
policy and applying the policy to the Organizational Unit. This policy is used for tenant
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selection, Office 365 license selection, and Office 365 roles selection, and OneDrive
provisioning for Azure AD users.

This policy is also used for tenant selection for Groups and contacts.

Configuring an 0365 and Azure Tenant Selection
policy

You can configure an 0365 and Azure Tenant Selection policy in the Active Roles
Console (also known as the MMC Interface) to:

o Validate the selected Azure tenants for Azure users, guest users, 0365 Groups
and contacts.

o Select 0365 Licenses for Azure users and guest users.
o Select 0365 Roles for Azure users and guest users.

o Preprovision OneDrive for Azure users.

Prerequisites

Consider the following before configuring an 0365 and Azure Tenant Selection policy:

« The OneDrive settings of this policy are applicable to hybrid Azure users only, and
will work only if you have already enabled OneDrive for your Azure tenant in the
Azure AD Configuration > Modify (Tenant details) window of the Active Roles
Configuration Center. For more information on enabling OneDrive for Azure users in
an Azure tenant, see Enabling OneDrive in an Azure tenant.

« To configure an 0365 and Azure Tenant Selection policy, your Organizational
Unit (OU) must already have the Azure - Default Rules to Generate Properties
built-in policy configured. For more information on configuring the policy, see
Configuring the Azure - Default Rules to Generate Properties policy.

To configure an 0365 and Azure Tenant Selection policy

Navigate to Configuration > Policies > Administration.

2. To open the New Provisioning Policy Object Wizard dialog, right-click in
the middle pane to open the context menu, and then select New >
Provisioning Policy.
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3. Onthe Name and Description page, provide a unique Name for the new policy
object. Optionally, also provide a Description. To continue, click Next.

4. On the Policy to Configure page, select 0365 and Azure Tenant Selection, and
click Next.
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Mew Provisioning Policy Object Wizard

Policy to Configure
Select a policy you want to configure and incude in this Pravisioning Palicy Object.

Select a policy to configure:

Active Roles Community

Read a brief description of the policy you have selected:

This paolicy enables the administrator to specify the Azure tenant in which the Hyhbrid
ohjects can be created.

< Back |I Mext = || Cancel | | Help

5. On the Object Type Selection page, to specify the type of object you want the
policy to provision, click Select, then click OK.

TIP: If you do not see the object type you need, expand the list by selecting Show
all possible object types.

NOTE: If you want to assign and validate Office 365 licenses and roles, or provision
OneDrive storage as part of the configured policy, select the User (user) object
type in this step. Office 365 license and role validation, and OneDrive provisioning
are not applicable to Azure Groups and Azure Contacts.

6. Onthe Policy Conditions page, select your Azure tenant for which you want to set
up the policy. To continue, click Next.
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Mew Provisioning Pelicy Object Wizard

Policy Conditions
Configure the policy to select the Azure 0365 tenant assigned to the hybrid object

Select the Azure 0365 Tenant for Policy validation

= 1=

- activerolestest, onmicrosoft, com

<Back || mewt> | | cancel | | Heb

7. (Optional) On the next Policy Conditions page, select the licenses to validate and
assign to new Azure users in the Azure tenant. To continue, click Next.

NOTE: If OneDrive storage is planned to be provisioned in the selected Azure
tenant for Azure users, make sure that you select the SharePoint Online license
in this step. Otherwise, the configured OneDrive storage cannot be provisioned for
Azure users created later. For more information, see Creating a new cloud-only
Azure user.

8. (Optional) On the next Policy Conditions page, select the Office 365 roles to
validate and assign to new Azure users in the Azure tenant. To continue, click Next.

9. (Optional) To configure OneDrive storage for the Azure users of the Azure tenant,
configure the following attributes on the OneDrive Folder Management page:
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Mew Provisioning Policy Object Wizard

OneDrive Folder Management
IUpon creation or renaming of user accounts, the policy manages user Onelrive
folders as you spedify in this step,

Mote : If the below fields are left empty, the OneDrive folder will not be provisioned.

Sharepoint Admin Url : https: ffactiverolestest-admin. sharepoint. com/

Size(in GE) : 4

Before provisioning OneDrive for users:

» SharePoint Online license must be assigned to users to provision
Onelrive for the users.

« SharePoint Online Management Shell must be installed.

< Back |I Mext = || Cancel || Help

. SharePoint Admin URL: Specify the URL of the SharePoint administration
site of your Azure tenant. The URL has the following syntax: <azure-tenant-
name>-admin.sharepoint.com

» Size (in GB): Specify the default OneDrive storage size allocated for each
Azure user in the Azure tenant.

If you do not need to provision OneDrive storage for users in the Azure tenant, leave
the settings empty and click Next.

NOTE: If the wizard shows an error when clicking Next after configuring the
OneDrive settings:
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o Check that the specified SharePoint Admin URL is correct.

« Make sure that the specified OneDrive storage size is correct (that is, itis
within the range of the individual cloud storage allowed for users in your
organization).

10. On the Enforce Policy page, select the Organizational Unit (OU) for which the policy
will be applied. To do so, click Add to open the Select Objects window, then select
the OU from the list. To continue, click OK then Next.

11. To complete the wizard, click Finish.

Applying a new policy

Office 365 user license management

1. From the Web interface, assign, or modify the Office 365 license for an Azure
AD User.

The Policy is triggered for any Azure AD user in the Organization Unit for which the
0365 and Azure Tenant selection policy is applied.

If the policy conditions are not satisfied while assigning or modifying Azure AD User
licenses, the following policy violation error is displayed:

Provisioning policy failure. The 'O365 and Azure Tenant Selection' policy encountered
an error. Exception in Azure Tenant Management Policy violation: The Azure user
License(s) 0365_BUSINESS_ESSENTIALS-PROJECTWORKMANAGEMENT, cannot be
assigned. The policy prescribes that this Azure User requires only the specified
license in the policy object to be assigned.

2. Right-click and click Check Policy to check if there are any policy violations

For a container object, this displays the Check Policy dialog box.

3. Review the options in the Check Policy dialog box and click OK.
The Policy Check Results window is displayed.

IMPORTANT: Office 365 user license management now allows Administrator to
select a subset of the licenses selected in policy during user creation or
modification.

Office 365 user roles management through provisioning policy
From the Web interface, assign or modify the Office 365 roles for an Azure AD User.

While creating an Azure AD user from the Active Roles Web interface, if the policy
conditions are not satisfied while assigning Azure AD User roles, the following policy
violation error is displayed:

Provisioning policy failure. The 'O365 and Azure Tenant Selection' policy encountered an
error. Exception in Azure Tenant Management Policy violation: The Azure user Role(s)
cannot be assigned. The policy prescribes that this Azure User requires only the specified
role in the policy object to be assigned.
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Figure 80: OneDrive folder management wizard

OneDrive Folder Management
Upon creation or renaming of user accounts, the policy manages user OneDrive y
folders as you spedfy in this step.

Note : If the below fields are left empty, the OneDrive folder will not be provisioned.

Sharepoint Admin Url : ||

Size(in GB) :

Before provisioning OneDrive for users:

» SharePoint Online license must be assigned to users to provision
OneDrive for the users.

« SharePoint Online Management Shell must be installed.

Provisioning OneDrive for Azure AD users

1. From the Web interface, create an Azure AD User, and assign a valid SharePoint
Online license.

2. After the user is created, the OneDrive provisioning process is performed in the
background and after some time the process is completed.

NOTE:
« If the SharePoint Admin URL is incorrect then the OneDrive provisioning is
not successful.
« For an existing Azure AD user, during modification of user properties:
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« If OneDrive is not provisioned, then OneDrive provisioning is triggered.

« If OneDrive is provisioned, and any changes are made to the OneDrive
provisioning policy, then the policy changes are applied on the user.

3. To check the provisioning result, open Azure Properties window for the user from the
Web interface, navigate to OneDrive tab.

On successful provisioning of the user, the OneDrive URL, the used storage size, and
the total storage size are displayed.

NOTE: The storage size indicated in the policy gets synchronized to the Azure AD
user's OneDrive.

User Account Deprovisioning

Policies in this category are intended to automate the following deprovisioning-related
tasks on user accounts:

« Disable the user account.

o Set the user password to a random value.

o Set the user’s logon nhames to random values.
« Rename the user account.

« Modify other properties of the user account.

When configuring a policy of this category, you specify how you want Active Roles to
modify the user’s account in Active Directory upon a request to deprovision a user so
that once the deprovision operation is completed, the deprovisioned user cannot log on to
the network.

You may also configure a policy to update any user properties, such as those that regulate
users’ membership in Active Roles Managed Units. In this way, the policy can automate the
addition or removal of deprovisioned users from Managed Units.

How this policy works

When processing a request to deprovision a user, Active Roles uses this policy to modify
the user’s account so that once the user has been deprovisioned, they cannot log on to
the network.

A policy can also be configured to update user accounts. Depending on the policy
configuration, each policy-based update results in the following:

« Certain portions of account information are removed from the directory by resetting
specified properties to empty values.

« Certain properties of user accounts are set to new, non-empty values.

A policy can be configured so that new property values include:
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« Properties of the user account being deprovisioned, retrieved from the directory
prior to starting the process of the user deprovisioning

« Properties of the user who originated the deprovisioning request

« Date and time when the user was deprovisioned

Thus, when deprovisioning a user, Active Roles modifies the user’s account in Active
Directory as determined by the User Account Deprovisioning policy that is in effect.

How to configure a User Account

Deprovisioning policy

To configure a User Account Deprovisioning policy, select User Account Deprovisioning
on the Policy to Configure page in the New Deprovisioning Policy Object wizard or in the

Add Deprovisioning Policy wizard. Then, click Next to display the Options to Prevent
Logon page.

Figure 81: User Account Deprovisioning

New Deprovisioning Policy Object Wizard 3 e |

Options ko Prevent Logon
You can select policy options to prevent deprovisioned users from logging on ko
the network,

Once a user is deprovisioned, the selected options are applied to the user's account,

v Disable the user account

Iv¥ Set the user's password ko a random value

[ Sekthe user lngon name to a random value

[™ Setthe user lngon name {pre-Windows 2000) ko a random value

v Rename the user account to;

I % <name= - Deprovisioned {@dated M dlywwy it

Configure. .. |

< Back

Cancel | Help |

On this page, you can select options that make the account ineligible for logon. The option
names are self-explanatory:

« Disable the user account
« Set the user’s password to a random value
« Set the user logon name to a random value

« Set the user logon name (pre-Windows 2000) to a random value

Select check boxes next to the options you want the policy to apply.
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By selecting the Rename the user account to check box, you direct the policy to change
the user name of the account. This option allows you to configure a property update rule
that specifies how to modify the user name. The following subsection provides instructions
on how to configure a property update rule, taking the user name as the example.

Configuring a property update rule

To configure a property update rule for the user name, click the Configure button. This
displays the Configure Value dialog box, discussed earlier in this chapter (see How to
configure a Property Generation and Validation policy). You can use that dialog box to set
up a value for the ‘name’ must be condition, in the same way as you do when configuring
a Property Generation and Validation policy.

To start configuring a value, click Add in the Configure Value dialog box. This displays
the Add Entry window.

A value is a concatenation of one or more entries. In the Add Entry window, you can
select the type of the entry to add, and then configure the entry. The following table
summarizes the available types of entries.

Table 21: Types of entries: Configuring a property update rule

Type of entry Description
Text Adds a text string to the value.
User Property Adds a selected property (or a part of a property) of the user

account being deprovisioned.

Parent OU Property Adds a selected property (or a part of a property) of an
organizational unit in the hierarchy of containers above the user
account being deprovisioned.

Parent Domain Adds a selected property (or a part of a property) of the domain
Property of the user account being deprovisioned.

Date and Time Adds the date and time when the account was deprovisioned.
Initiator ID Adds a string that identifies the Initiator, that is, the user who

originated the deprovisioning request. This entry is composed of
Initiator-related properties, retrieved from the directory.

Instructions on how to configure an entry depend on the type of the entry. You can use the
instructions outlined in the How to configure a Property Generation and Validation policy
section earlier in this chapter to configure an entry of any of these types:

. Text. Refer to the Entry type: Text subsection.
. User Property. Refer to the Entry type: <Object> Property subsection.
. Parent OU Property. Refer to the Entry type: Parent OU Property subsection.

. Parent Domain Property. Refer to the Entry type: Parent Domain Property
subsection.
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The following subsections elaborate on the Date and Time and Initiator ID entries.

Entry type: Date and Time

When you select Date and Time under Entry type in the Add Entry window, the Entry
properties area looks like the following figure.

Figure 82: Entry type: Date and Time

¥ add Entry i |
Enkey bype —— Enkry properties
Al Text Configure walue ko include the date and time when the user was deprovisioned. Select the Format
in which ta represent the date and time.
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Descripkion:
Adds the date and time when the user was deprovisioned

Cancel |
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Using this entry type, you can add an entry that represents the date and time when the
user account was deprovisioned.

In the list under Date and time format, click the date or time format you want. Then,
click OK to close the Add Entry window.

Entry type: Initiator ID

When you select Initiator ID under Entry type in the Add Entry window, the Entry
properties area looks like the following figure.
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Figure 83: Entry type: Initiator ID
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Cancel |
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With this entry type, you can add a string that identifies the Initiator, that is, the user who
originated the deprovisioning request. The policy generates the Initiator ID based on
certain properties of the Initiator’s account, such as the user logon name. A custom rule
can be configured to use other properties.

You can choose a pre-configured rule or configure a custom rule to generate the Initiator
ID. The pre-configured rules allow you to set the Initiator ID to one of the following:

o The pre-Windows 2000 user logon name of the Initiator, in the form
DomainName\UserName

« The user logon name of the Initiator

A custom rule allows you to compose the Initiator ID of other Initiator-related properties.

Configuring a custom rule to build the Initiator ID

To configure a custom rule for Initiator ID, click the lowermost option under Entry
properties, and then click the Configure button. This displays the Configure Value
dialog box, discussed earlier in this chapter (see How to configure a Property Generation
and Validation policy). You can use that dialog box to set up a value for the ‘Initiator ID’
must be condition, in the same way as you do when configuring a Property Generation and
Validation policy.

To start configuring a value, click Add in the Configure Value dialog box. This displays
the Add Entry window.
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A value is a concatenation of one or more entries. In the Add Entry window, you can
select the type of the entry to add, and then configure the entry. The following table
summarizes the available types of entries.

Table 22: Available entries for Configuring a custom rule to build the Initiator
ID

Type of entry Description
Text Adds a text string to the value.
Initiator Property Adds a selected property (or a part of a property) of the

Initiator’s user account.

Parent OU Property Adds a selected property (or a part of a property) of an
organizational unit in the hierarchy of containers above the
Initiator’s user account.

Parent Domain Adds a selected property (or a part of a property) of the domain
Property of the Initiator’s user account.

Instructions on how to configure an entry depend on the type of the entry. For each type of
entry, you can find the instructions in the How to configure a Property Generation and
Validation policy section, earlier in this chapter:

« Text. Refer to the Entry type: Text subsection.
. Initiator Property. Refer to the Entry type: <Object> Property subsection.
. Parent OU Property. Refer to the Entry type: Parent OU Property subsection.

. Parent Domain Property. Refer to the Entry type: Parent Domain Property
subsection.

When you are done configuring a value for the ‘Initiator ID’ must be condition, click
OK to close the Configure Value dialog box. This will add the value to the Initiator ID
entry properties. If necessary, you can modify the value by clicking the Configure
button in the Add Entry window and then managing the list of entries in the Configure
Value dialog box.

When you are done configuring the Initiator ID entry, click OK to close the Add Entry
window. The entry is added to the Configure Value dialog box for the ‘name’ must
be condition.

When you are done configuring a value for the ‘name’ must be condition, click OK to
close the Configure Value dialog box. This will add the rule to the Options to Prevent
Logon page of the wizard. If necessary, you can modify the rule by clicking the
Configure button on that page and then managing the list of entries in the Configure
Value dialog box.

Once you have completed the Options to Prevent Logon page, click Next to display the
Properties to Be Updated page.
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Figure 84: Properties to Be Updated
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On this page, you can set up a list of user properties you want the policy to update. Each
entry in the list includes the following information:

o Property. When deprovisioning a user, Active Roles will update this property of the
user’s account.

. LDAP Display Name. Uniquely identifies the property to be updated.

. Value to Assign. After the deprovisioning operation is completed, the property has
the value defined by this syntax.

You can use these buttons to manage the list on this page:

. Add. Allows you to select a user property and configure an update rule for that
property. A property update rule specifies how to generate the new value to assign to
the property.

« Remove. If you want the policy to no longer update a given property, select the
property from the list and click Remove.

o View/Edit. Allows you to modify the update rule for the property you select
from the list.

Clicking the Add button displays the Select Object Property dialog box where you can
choose user properties you want to the policy to update. To choose a property, select the
check box next to the property name, and then click OK.

You can select multiple check boxes. If you do so, the properties you have selected are
added to the list on the wizard page, with the update rule configured to clear those
properties, that is, to assign them the empty value.

If you select a single property in the Select Object Property dialog box, you are
presented with the Add Value dialog box so you can proceed to configuring a property
update rule.
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Figure 85: Add Value
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You can select one of these update options:

o Clear value. Causes the policy to assign the empty value to the property.

. Configure value. Allows you to configure a value for the ‘property’ must
be condition.

With the second option, you must configure a value the policy will assign to the property
upon the user deprovisioning. You can configure a value in the same way as you do
when configuring a property update rule for the user name: Click the Configure button
and follow the instructions provided earlier in this section (see Configuring a property
update rule).

When you are done configuring a value, click OK to close the Add Value dialog box. The
property name along with the property update rule is added to the wizard page. If
necessary, you can modify the update rule by clicking the View/Edit button beneath the
list of properties. This displays a dialog box, similar to the Add Value dialog box, allowing
you to choose a different update option or set up a different value for the ‘property’ must
be condition.

Once you have set up the list on the wizard page, click Next and follow the instructions in
the wizard to create the Policy Object.

Steps for configuring a User Account
Deprovisioning policy

To configure a User Account Deprovisioning policy

1. Onthe Policy to Configure page, select User Account Deprovisioning, and then
click Next.

2. On the Option to Prevent Logon page, select the options you want the policy to
apply when deprovisioning a user account. You can select any combination of these
options:

« Disable the user account

o Set the user’s password to a random value
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« Set the user logon name to a random value
« Set the user logon name (pre-Windows 2000) to a random value
« Rename the user account to

3. If you selected Rename the user account to, click Configure, and then complete
the Configure Value dialog box by using the procedure outlined later in this topic, in
order to specify how you want the policy to update the user name when
deprovisioning a user account.

4. Click Next.

On the Properties to Be Updated page, specify how you want the policy to update
user properties when deprovisioning a user account:

o Click Add, and then complete the Select Object Property dialog box by using
the procedure outlined later in this topic, in order to add property update rules.

« Use View/Edit to modify existing rules.
« Use Remove to delete existing rules.
Click Next.

On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

8. Click Next, and then click Finish.

To complete the Configure Value dialog box

Click Add.
2. Configure an entry to include in the value (for instructions, see Steps for
configuring entries).

3. Inthe Configure Value dialog box, add more entries, delete or edit existing ones,
and then click OK.

To complete Select Object Property dialog box

1. From the Object property list, select an object property, and then click OK. The
Add Value dialog box appears.

If you select multiple properties, the Add Value dialog box is not displayed. The
properties you have selected are added to the list on the Properties to Be
Updated page, with the update rule configured to clear those properties, that s, to
assign them the “empty” value.

2. Inthe Add Value dialog box, do one of the following:
« Select Clear value if you want the update rule to assign the empty value to
the property.

. Select Configure value if you want the update rule to assign a certain, non-
empty value to the property. Then, click Configure and complete the
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Configure Value dialog box by using the instructions given earlier in this
topic.

Scenario 1: Disabling and renaming the user
account upon deprovisioning

The policy described in this scenario performs the following functions during the user
deprovisioning process:

« Disable the user account.

« Append this suffix to the user name: - Deprovisioned, followed by the date that the
user account was deprovisioned.

For example, the policy changes the user name John Smith to John Smith -
Deprovisioned 12/11/2010.

To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when deprovisioning a user account in the container you selected in Step 2,
Active Roles disables and renames the user account as prescribed by this policy.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Deprovisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click User Account Deprovisioning on the Select Policy Type
page of the wizard. Then, click Next.

On the Options to Prevent Logon page, select these check boxes:

« Disable the user account

« Rename the user account to

Then, click the Configure button, and use the following instructions to complete the
Configure Value dialog box.

1. Click Add.

2. Inthe Add Entry window, click User Property under Entry type, and configure
the entry as follows:

a. Click Select and choose the Name property.

b. Click All characters of the property value.
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c. Click OK.
Click Add.

In the Add Entry window, click Text under Entry type, and configure the
entry as follows:

a. Inthe Text value box, type - Deprovisioned.
b. Click OK.
Click Add.

In the Add Entry window, click Date and Time under Entry type, and configure
the entry as follows:

a. From the list under Date and time format, select the format m/d/yyyy.
b. Click OK.

After you complete these steps, the list of entries in the Configure Value dialog box
should look like the following figure.

Figure 86: Configure Value
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Click OK to close the Configure Value dialog box. Then, click Next and follow the
instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New Provisioning
Policy Object wizard, or you can complete the wizard and then use the Enforce Policy
command on the domain, OU, or Managed Unit where you want to apply the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.
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Scenario 2: Managed Unit for deprovisioned
user accounts

This scenario describes how to configure a Managed Unit and a User Account
Deprovisioning policy so that the Managed Unit includes all the deprovisioned user
accounts. The policy sets the Notes property to Deprovisioned upon the user
deprovisioning, whereas the Managed Unit is configured to include user accounts that have
the Notes property set to Deprovisioned.

To implement this scenario, you must perform the following actions:

1. Create and configure the Managed Unit.
2. Configure the Policy Object that defines the appropriate policy.
3. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, after deprovisioning a user account in the container you selected in Step 3,
Active Roles automatically adds that account to the Managed Unit you created in Step 1.

The following sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Managed Unit

You can create and configure the Managed Unit by using the Active Roles console:

1. Inthe console tree, under Configuration, right-click Managed Units, and select
New | Managed Unit.

2. In Name, type a name for the Managed Unit. For example, you might type
Deprovisioned Users.

3. Click Next.

4. Configure the membership rule to have the Managed Unit include the
deprovisioned user accounts from all domains that are registered with Active Roles
(managed domains):

a. Onthe wizard page, click Add.

b. In the Membership Rule Type dialog box, click Include by Query, and
then click OK.

c. Use the Create Membership Rule window to set up the rule:
« In Find, click Users.
« Click Browse and select Active Directory.
« Click the Advanced tab.
o Click the Field button, and then click Notes.
« In Condition, click Is (exactly).
« InValue, type Deprovisioned.

At this stage, the window should look like the following figure.
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Figure 87: Find Groups
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« Click the Add button.
« Click the Add Rule button.

d. Onthe wizard page, click Add.

e. In the Membership Rule Type dialog box, click Retain Deprovisioned, and
then click OK.

5. Click Next, click Next, and then click Finish.

Step 2: Configuring the Policy Object

You can configure the Policy Object you need by modifying the Policy Object that
implements the previous scenario, see Scenario 1: Disabling and renaming the user
account upon deprovisioning earlier in this section.

Display the Properties dialog box for that Policy Object and go to the Policies tab. Then,
select the policy from the list, and click View/Edit to display the Group Object
Deprovisioning Policy Properties dialog box. Click the Change Properties tab.

The Change Properties tab looks similar to the page of the same name in the wizard
you used to create the Policy Object. You can use that tab to add the update rule for the
Notes property:

1. Click Add to display the Select Object Property dialog box.
2. Select the check box next to the Notes property, and then click OK.

3. Inthe Add Value dialog box, type Deprovisioned in the *“Notes’ must be box, and
then click OK.

Click OK to close the Group Object Deprovisioning Policy Properties dialog box.
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Step 3: Applying the Policy Object

You can apply the Policy Object by using the Scope tab in the Properties dialog box for
that Policy Object:

1. Onthe Scope tab, click the Scope button to display the Active Roles Policy Scope
window for the Policy Object you are managing.

2. Click Add and select the domain, OU, or Managed Unit where you want to
apply the policy.

3. Click OK to close the Active Roles Policy Scope window.

4. Click OK to close the Properties dialog box for the Policy Object.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Office 365 Licenses Retention

This policy is intended to automate retention of all or selected Office 365 licenses assigned
to an Azure AD user after the Azure AD user is deprovisioned successfully.

How this policy works

When processing a request to deprovision an Azure AD user, Active Roles uses this policy
to determine if the licenses assigned to the Azure AD user must be retained.

When an Azure AD User is deprovisioned, this policy ensures that the administrator
assigned Office 365 licenses are retained based on the policy configuration.

You can configure the Office 365 Licenses Retention policy to specify how you want Active
Roles to modify the Azure AD user’s licenses in Azure AD upon a request to deprovision the
Azure AD user.

When an Azure user is deprovisioned from the Active Roles Console, Web Interface, or
Management Shell, the Office 365 licenses that were assigned to the user during user
provisioning are retained based on the Office 365 Licenses Retention policy configuration.
As per the policy set, all the licenses or only selected licenses are retained upon the user
deprovision.

The changes that take effect after deprovisioning the user are reflected in the Azure portal
and the Azure Properties | Licenses tab of the Azure AD user in the Web interface

Active Roles Console enables you to create a new Deprovisioning Policy Object or Add to
the existing Built-in Policy — User Default Deprovisioning policy. For instructions on how to
create a Deprovisioning policy object, see the section Creating a Policy Object, in the
Active Roles Administration Guide. The Office 365 Licenses Retention policy from the User
Deprovisioning Policies must be selected to enable retention of the required Office 365
licenses upon Azure AD user deprovisioning.
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© | NOTE: The Office 365 Licenses Retention policy is enabled only when Azure AD is
configured.

How to configure Office 365 License Retention
policy

To configure an Office 365 Licenses Retention policy, select Office 365 Licenses
Retention on the Policy to Configure page in the New Deprovisioning Policy Object wizard
or in the Add Deprovisioning Policy wizard. Then, click Next to display the Office 365
Licenses Retention page.

Figure 88: Office 365 Licenses Retention page
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On the Office 365 Licenses Retention page, you can select the tenant from which the
licenses are required to be retained. You can also configure the policy to retain all the
licenses or selected licenses.

Select the check box corresponding to Retain all the licenses option to enable the
deprovisioned Azure AD user to retain all the Office 365 licenses after successful
deprovisioning.

Select the check boxes corresponding to the specific Office 365 subscription plans and
licenses that the deprovisioned Azure AD must retain after successful deprovisioning.

After configuring the required options for retaining the licenses, click Next and follow the
instructions on the wizard to create the Policy Object.

O | NOTE:

« After performing an Undo Provisioning operation on the deprovisioned Azure
AD User, the original licenses assignment made to the user at the time of User
provisioning is restored to the user.

« In Active Roles with Office365 Licenses Rention policy applied, when a
deprovisioned Azure AD user tries to set licenses, a policy violation error is
displayed.

« For more information on deprovisioning policy objects and creating new depro-
visioning policies see the sections on Deprovisioning Policy Objects and
Creating a Policy Object in the Active Roles Administration Guide.

Steps for configuring an Office 365 License
Retention policy

To configure an Office 365 License Retention policy:

1. On the Policy to Configure page, select Office 365 License Retention, and then
click Next.

2. On the Office 365 Licenses Retention page, select the options you want the policy to
apply when deprovisioning the Azure AD user.

o Select the tenant from which the licenses have to be retained for the user from
the drop-down list.

« Select the check box corresponding to Retain all the licenses option to enable
the deprovisioned Azure AD user to retain all the Office 365 licenses after
successful deprovisioning.

« Select the check boxes corresponding to the specific Office 365 subscription
plans and licenses that the deprovisioned Azure AD must retain after successful
deprovisioning.

3. Click Next.
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The Enforce Policy page is displayed, which enables you to specify objects to which
this Policy Object is to be applied.

4. Click Add, and use the Select Objects dialog box to locate and select the objects on
which you want to enforce the policy.

5. Click Next, and then click Finish.

Report on deprovisioning results

The Deprovisioning Results window displays the deprovision operation results pertaining to
the Office 365 Licenses Retention policy. The results display a report of the success or
failure of the policy.

Table 23: Office 365 License Retention policy

Report item (success) Report item (failure)

In accordance with the policy, the Azure AD N/A
user's Office 365 licenses are retained.

Azure User Office 365 licenses are N/A
retained.

Group Membership Removal

Policies in this category are intended to automate the removal of deprovisioned user
accounts from groups. A policy can be configured to remove user accounts from all groups
with optional exceptions. Individual policy rules can be applied to security groups and to
mail-enabled groups of both the security and distribution type.

How this policy works

When processing a request to deprovision a user, Active Roles uses this policy to determine
what changes are to be made to group memberships of the user’s account. By removing
the account from security groups, the policy revokes user access to resources. By
removing the account from mail-enabled groups, the policy prevents erroneous situations
where e-mail is sent to the deprovisioned mailbox.

© | IMPORTANT: The deprovisioned users are automatically removed from all Dynamic
Groups, regardless of the Group Membership Removal policy settings.

A Group Membership Removal policy includes separate rules for security groups and for
mail-enabled groups. For each category of groups, a rule can instruct Active Roles to
perform one of the actions that are summarized in the following table.
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Table 24: Group Membership Removal policy includes separate rules

Category Action Result
Security Do not remove The deprovisioned user remains in all security groups it
groups from groups. was a member of as of the time of deprovisioning,
except for the Dynamic Groups.
Remove from all The deprovisioned user is removed from all security
groups. groups.
Remove from all The deprovisioned user is not removed from the
groups except specified security groups, with the exception of
for the specified Dynamic Groups. The user is removed from all the
ones. other security groups.
Mail- Do not remove The deprovisioned user is not removed from distribution
enabled from groups. groups or mail-enabled security groups, except for the
groups Dynamic Groups.

Remove from all
groups.

Remove from all
groups except
for the specified
ones.

The deprovisioned user is removed from all distribution
groups and from all mail-enabled security groups.

The deprovisioned user is not removed from the
specified distribution or mail-enabled security groups,
with the exception of Dynamic Groups. The user is
removed from all the other distribution and mail-
enabled security groups.

In the event of a conflict in policy implementation, the remove action takes precedence.
For example, with a rule configured to remove the user account from all security groups,
the user account is removed from all security groups even if there is another rule
according to which Active Roles does not remove the user account from mail-enabled
security groups.

Another conflict may occur in the situation where a policy of this category attempts to
remove a deprovisioned user from a group that is configured as Active Roles’ Dynamic
Group (see the Dynamic Groups chapter, later in this document). The Dynamic Group
policy detects the removal, and might add the deprovisioned user back to the Dynamic
Group. To avoid such a situation, Active Roles does not allow Dynamic Groups to hold

deprovisioned users. Once a user is deprovisioned, the user’s account is removed from all
Dynamic Groups.

How to configure a Group Membership Removal
policy

To configure a Group Membership Removal policy, select Group Membership Removal
on the Policy to Configure page in the New Deprovisioning Policy Object wizard or in the
Add Deprovisioning Policy wizard. Then, click Next to display the Removal from
Security Groups page.
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Figure 89: Removal from Security Groups
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On this page, you can configure a rule on how to remove a deprovisioned user from
security groups.

Select one of these options:

« Click Do not remove from security groups for the policy not to make changes to
security group memberships of the user account.

. Click Remove from all security groups, with optional exceptions for the
policy to remove the user account from all security groups.

With the second option, you can specify whether you want the policy not to remove the
user account from certain security groups. To set up a list of such groups, select the Keep
the user account in these security groups check box, and then click the Add button
and select the groups you want to include in the list.

When you are done configuring the rule for security groups, click Next to display the
Removal from Mail-enabled Groups page.
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Figure 90: Removal from Mail-enabled Groups
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This page is similar to the previous one. It allows you to configure a rule on how to remove
a user account from both distribution groups and mail-enabled security groups, which are
collectively referred to as mail-enabled groups.

Select one of these options:

« Click Do not remove from mail-enabled groups for the policy not to make
changes to mail-enabled group memberships of the user account.

. Click Remove from all mail-enabled groups, with optional exceptions for the
policy to remove the user account from all mail-enabled groups.

With the second option, you can specify whether you want the policy not to remove the
user account from certain mail-enabled groups. To set up a list of such groups, select the
Keep the user account in these mail-enabled groups check box, and then click the
Add button and select the groups you want to include in the list.

When you are done configuring the rule for mail-enabled groups, click Next and follow the
instructions in the wizard to create the Policy Object.

Steps for configuring a Group Membership
Removal policy

To configure a Group Membership Removal policy

1. On the Policy to Configure page, select Group Membership Removal, and then
click Next.
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2. On the Removal from Security Groups page, do one of the following:

« Click Do not remove from security groups for the policy not to make
changes to security group memberships of the user account.

. Click Remove from all security groups, with optional exceptions for
the policy to remove the user account from all security groups.

3. If you selected the second option in Step 2, specify whether you want the policy not
to remove the user account from certain security groups. Do one of the following:

« Select the Keep the user account in these security groups check box and
set up the list of security groups from which you want the policy not to remove
the user account.

« If you want the policy to remove the user account from all security groups,
leave the check box cleared.

4. Click Next.
5. On the Removal from Mail-enabled Groups page, do one of the following:

« Click Do not remove from mail-enabled groups for the policy not to make
changes to mail-enabled group memberships of the user account.

. Click Remove from all mail-enabled groups, with optional exceptions
for the policy to remove the user account from all mail-enabled groups.

6. If you selected the second option in Step 5, specify whether you want the
policy not to remove the user account from certain mail-enabled groups. Do
one of the following:

» Select the Keep the user account in these mail-enabled groups check
box and set up the list of mail-enabled groups from which you want the policy
not to remove the user account.

« If you want the policy to remove the user account from all mail-enabled
groups, leave the check box cleared.

Click Next.

On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

9. Click Next, and then click Finish.

Scenario: Removing deprovisioned users from
all groups

The policy described in this scenario, removes the deprovisioned users from all groups,
both security and distribution.

To implement this scenario, you must perform the following actions:
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1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when deprovisioning a user account in the container you selected in Step 2,
Active Roles removes the user account from all groups.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Deprovisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click Group Membership Removal on the Select Policy Type
page of the wizard. Then, click Next and follow these steps:

1. On the Removal from Security Groups page:
a. Click Remove from all security groups, with optional exceptions.

b. Verify that the Keep the user account in these security groups check box
is cleared.

c. Click Next.
2. Onthe Removal from Mail-enabled Groups page:
a. Click Remove from all mail-enabled groups, with optional exceptions.

b. Verify that the Keep the user account in these mail-enabled groups
check box is cleared.

c. Click Next.

3. Click Next and follow the instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New Provisioning
Policy Object wizard, or you can complete the wizard and then use the Enforce Policy
command on the domain, OU, or Managed Unit where you want to apply the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Exchange Mailbox Deprovisioning

Policies of this category are intended to automate the following tasks on deprovisioning
Microsoft Exchange resources for deprovisioned users:
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« Hide deprovisioned users from address lists.

o Prevent non-delivery reports from being sent.

« Grant designated persons full access to deprovisioned mailboxes.
o Redirect e-mail addressed to deprovisioned users.

« Force the mailbox of the deprovisioned user to send automatic replies (requires
Exchange 2013 or later).

When configuring a policy of this category, you specify how you want Active Roles to
modify the user’s account and mailbox upon a request to deprovision a user. The purpose is
to reduce the volume of e-mail sent to the mailbox of the deprovisioned user, and to
authorize designated persons to monitor such e-mail.

How this policy works

When processing a request to deprovision a user, Active Roles uses this policy to determine
the Exchange mailbox deprovisioning options, and then updates the user’s account and
mailbox accordingly.

The available mailbox-deprovisioning options are summarized in the following table. For
each option, the table outlines the policy effect on a user’s mailbox.

Table 25: Policy effect on a user’s mailbox

Option Policy effect

Hide the mailbox from Prevents the deprovisioned user from appearing in your
the Global Address List  Exchange organization’s address lists. If you select this option,
(GAL) the deprovisioned user is hidden from all address lists.

This option renders the mailbox inaccessible. You cannot log
on to Exchange Server as the mailbox user or otherwise
access the hidden mailbox.

Prevent non-delivery Prevents non-delivery reports from being generated when e-

reports (NDR) from mails are sent to the deprovisioned mailbox. (Non-delivery

being sent report is a notice that a message was not delivered to the
recipient.)

Grant the user’s Provides the person designated as the deprovisioned user’s

manager full access to manager with full access to the mailbox of that user. The

the mailbox manager is determined based on the Manager attribute of the

deprovisioned user account in Active Directory.

Grant the selected users Provides the specified users or groups with full access to the
or groups full access to  deprovisioned user’s mailbox.
the mailbox

Disallow forwarding E-mail addressed to the deprovisioned user is not forwarded to
messages to alternate an alternate recipient.
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Option Policy effect

recipients

Forward all incoming E-mail addressed to the deprovisioned user is forwarded to the

messages to the user’s  user’s manager. The manager is determined based on the

manager Manager attribute of the deprovisioned user account in Active
Directory.

Leave copies in the E-mail addressed to the deprovisioned user is delivered to

mailbox both the mailbox of the user’s manager and the mailbox of the
deprovisioned user. If you do not select this option, such e-
mail is only delivered to the manager’s mailbox.

Don’t change the Active Roles makes no changes to the Automatic Replies

mailbox autoreply configuration of the mailbox. Thus, if the mailbox is configured

settings to send automatic replies, deprovisioning the mailbox user

does not cause the mailbox to stop sending automatic replies.

Automatically reply with Active Roles configures the mailbox to send the Automatic
the following messages Replies messages specified by the policy. This option provides
(once for each sender)  for the following policy settings:

The Automatic Replies message that is sent to senders
within the organization.

Whether to send an Automatic Replies message to
senders outside of the organization (external senders).

Whether to send an Automatic Replies message to all
external senders or only to the user’s contacts.

The Automatic Replies message that is sent to external
senders.

How to configure an Exchange Mailbox
Deprovisioning policy

To configure an Exchange Mailbox Deprovisioning policy, select Exchange Mailbox
Deprovisioning on the Policy to Configure page in the New Deprovisioning Policy
Object wizard or in the Add Deprovisioning Policy wizard. Then, click Next to display the
Options to Deprovision Mailbox page.
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Figure 91: Options to Deprovision Mailbox
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On this page, you can select the Exchange mailbox deprovisioning options you want Active
Roles to apply when deprovisioning a user. The names of the first four options are self-
explanatory (also see the table above):

. Hide the mailbox from the global address list (GAL), to prevent access to the
mailbox.

« Prevent non-delivery reports (NDR) from being sent.
« Grant the user’s manager full access to the mailbox.

« Grant the selected users or groups full access to the mailbox.

Select check boxes next to the options you want to apply. The fourth option requires that
you click the Select button to choose users or groups. The users and groups you select will
be authorized to access the mailboxes of the deprovisioned users.

You can also configure the policy to modify the forwarding address for the deprovisioned
users. If you select the Modify configuration of the e-mail forwarding check box, the
policy sets the forwarding address to one of the following:

« None. To specify that e-mail messages addressed to a deprovisioned user are not to
be forwarded, click Disallow forwarding messages to alternate recipients.

. User’s manager. To specify that e-mail messages addressed to a deprovisioned
user are to be sent to the manager of that user, click Forward all incoming
messages to the user’'s manager.

The second option allows you to specify whether e-mail messages addressed to the
deprovisioned user should be delivered to the mailbox of that user:
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. If you select the Leave copies in the mailbox check box, the messages are
delivered to both the user’s mailbox and the manager’s mailbox.

. If you clear the Leave copies in the mailbox check box, the messages are only
delivered to the manager’s mailbox.

Click Next to display the Automatic Replies, and choose from the following options
on that page:

. Don’t change the mailbox autoreply settings. Leaves the Automatic Replies
configuration of the mailbox intact. Thus, if the mailbox is configured to send
automatic replies, deprovisioning the mailbox user does not cause the mailbox to
stop sending automatic replies.

. Automatically reply with the following messages (once for each sender).
Changes the Automatic Replies configuration of the mailbox to send automatic
replies. You can specify separate autoreply messages for people inside and outside
the user’s organization.

The latter option enables the following policy settings:

. Inside organization. Specifies the Automatic Replies message that is sent to
senders within the organization.

« Auto-reply to people outside organization. Determines whether to send an
Automatic Replies message to senders outside of the organization (external
senders). If you enable this setting, you must specify the autoreply message for
external senders, and choose whether to send the message to the user’s contacts
only or to anyone outside organization.

When you are done, click Next and follow the instructions in the wizard to create the
Policy Object.

Steps for configuring an Exchange Mailbox
Deprovisioning policy

To configure an Exchange Mailbox Deprovisioning policy

1. On the Policy to Configure page, select Exchange Mailbox Deprovisioning, and
then click Next.

2. Onthe Options to Deprovision Mailbox page, select the options you want the
policy to apply when deprovisioning a user account. You can select any combination
of these options to deprovision Microsoft Exchange resources for the deprovisioned
user account:

« Hide the mailbox from the Global Address List (GAL).

« Prevent non-delivery reports (NDR) from being sent

o Grant the user’s manager full access to the mailbox

o Grant the selected users or groups full access to the mailbox

« Modify configuration of the e-mail forwarding
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If you selected the Grant the selected users or groups full access to the
mailbox check box, click Select to specify the users or groups you want.

If you selected the Modify configuration of the e-mail forwarding check box,
do one of the following:

. Click Disallow forwarding messages to alternate recipients to
specify that the e-mail messages sent to the deprovisioned user are not to
be forwarded.

. Click Forward all incoming messages to the user’s manager to specify
that the e-mail messages sent to the deprovisioned user are to be forwarded
to the manager of that user. Then, select or clear the Leave copies in the
mailbox check box to specify whether you want the messages to be delivered
to both the user’s mailbox and the manager’s mailbox or only to the
manager’s mailbox.

Click Next.
On the Automatic Replies page, choose from the following options:
« Don't change the mailbox autoreply settings.
« Automatically reply with the following messages (once for each sender).

If you selected the Automatically reply with the following messages (once
for each sender) option, then do the following:

. Inthe Inside organization box, specify the autoreply message to be sent to
senders within the user’s organization.

« If you want the mailbox to send an autoreply message to external senders,
select the Auto-reply to people outside organization check box, and
specify the message in the area beneath that check box.

« Select the User's contacts only or Anyone outside organization option
depending on whether you want the mailbox to auto-reply only to external
senders that are in the user’s Contacts folder or to all external senders,
respectively.

8. Click Next.

On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

10. Click Next, and then click Finish.

Scenario: Hide mailbox and forward e-mail to
manager

The policy described in this scenario performs the following functions during the user
deprovisioning process:

Active Roles 7.6 Administration Guide

(ONE IDENTITY 334

Rule-based AutoProvisioning and Deprovisioning



« Hides the deprovisioned user from the Exchange organization’s address lists.

« Configures e-mail forwarding so that e-mail messages addressed to the
deprovisioned user are sent to the user’s manager, without delivering them to the
user’s mailbox.

To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when deprovisioning a user account in the container you selected in Step 2,
Active Roles hides the deprovisioned user from the Exchange address lists and configures
the forwarding address for that user as prescribed by this policy.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Deprovisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click Exchange Mailbox Deprovisioning on the Select Policy
Type page of the wizard. Then, click Next.

On the Options to Deprovision Mailbox page, select these check boxes:

. Hide the mailbox from the global address list (GAL), to prevent access to the
mailbox.

« Modify configuration of the e-mail forwarding.

Make sure that no other check boxes on the page are selected. Then, click Forward all
incoming messages to the user’s manager and clear the Leave copies in the
mailbox check box.

When you are done, click Next and follow the instructions in the wizard to create the
Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New
Deprovisioning Policy Object wizard, or you can complete the wizard and then use the
Enforce Policy command on the domain, OU, or Managed Unit where you want to apply
the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.
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Home Folder Deprovisioning

Policies in this category are intended to automate the following tasks on deprovisioning
home folders for deprovisioned users:

« Revoke access to home folders from deprovisioned user accounts.

« Grant designated persons read access to deprovisioned home folders.

o Change ownership on deprovisioned home folders.

o Delete deprovisioned home folders.

When configuring a policy in this category, you specify how you want Active Roles to
modify security on the user’s home folder upon a request to deprovision a user, and
whether you want Active Roles to delete home folders upon user account deletion. The
purpose is to prevent deprovisioned users from accessing their home folders, and to
authorize designated persons to access deprovisioned home folders.

How this policy works

When processing a request to deprovision a user, Active Roles uses this policy to determine
the home folder deprovisioning options, and then updates the configuration of the user’s

home folder accordingly.

The available home folder deprovisioning options are summarized in the following table.
For each option, the table outlines the policy effect on the user’s home folder.

Table 26: Policy effect on the user’s home folder

Option

Policy effect

Remove the user’s
permissions on the home
folder

Grant the user’s manager
read access to the home
folder

Grant selected users or
groups read access to the
home folder

Make the selected user or
group the owner of the
home folder

(ONE IDENTITY

Modifies the home folder security so that the deprovisioned
user cannot access his or her home folder.

Makes it possible for the person designated as the
deprovisioned user’s manager to view and retrieve data
from the home folder of that user. The manager is
determined based on the Manager attribute of the
deprovisioned user account in Active Directory.

Makes it possible for the specified users or groups to view
and retrieve data from the deprovisioned user’s home
folder.

Designates the specified user or group as the owner of the
deprovisioned user’s home folder. The owner is authorized
to control how permissions are set on the folder, and can
grant permissions to others.
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Option Policy effect

Delete the home folder Upon the deletion of a user account, analyzes whether the
when the user account is user’s home folder is empty, and then deletes or retains the
deleted home folder, depending on the policy configuration. A policy

can be configured to only delete empty folders. Another
option is to delete both empty and non-empty folders.

How to configure a Home Folder Deprovisioning
policy

To configure a Home Folder Deprovisioning policy, select Home Folder Deprovisioning
on the Policy to Configure page in the New Deprovisioning Policy Object wizard or in the
Add Deprovisioning Policy wizard. Then, click Next to display the Options to
Deprovision Home Folder page.

Figure 92: Options to Deprovision Home Folder
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On this page, you can select the home folder deprovisioning options you want Active Roles
to apply when deprovisioning a user.

The names of the first four options are self-explanatory. These refer to the policy options
summarized in the table above:

« Remove the user’s permissions on the home folder.

o Grant the user’'s manager read-only access to the home folder.
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« Grant these users or groups read-only access to the home folder.

« Make this user or group the owner of the home folder.

Select check boxes next to the options you want to be applied.

The third option requires that you click the Select button to choose users or groups. The
users or groups you select will be authorized to view and retrieve data from the home
folders of the deprovisioned users.

The fourth option requires that you click the Select button to choose one user or group.
The user or group you select will be authorized to control permissions on the home folders
of the deprovisioned users.

You can also configure the policy to delete home folders. If you select the Delete the
home folder when the user account is deleted check box, the policy causes Active
Roles to delete the home folder once the user account associated with that folder is
deleted. You can refine this behavior by selecting one of these options from the list beneath
the check box:

« If home folder is empty. Prevents Active Roles from deleting not empty
home folders. If a given home folder contains any data, the policy does not
delete that folder.

o Always. Allows Active Roles to delete both empty and not empty home folders.
Regardless of whether a given home folder contains any data, the policy deletes that
folder upon user account deletion.

When you are done, click Next and follow the instructions in the wizard to create the
Policy Object.

Steps for configuring a Home Folder
Deprovisioning policy

To configure a Home Folder Deprovisioning policy

1. On the Policy to Configure page, select Home Folder Deprovisioning, and then
click Next.

2. Onthe Options to Deprovision Home Folder page, select the options you want
the policy to apply when deprovisioning a user account. You can select any
combination of these options to deprovision the home folder for the deprovisioned
user account:

« Remove the user’s permissions on the home folder.

« Grant the user’s manager read-only access to the home folder.

o Grant these users or groups read-only access to the home folder.
« Make this user or group the owner of the home folder.

« Delete the home folder when the user account is deleted.
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3. If you selected the Grant these users or groups read-only access to the home
folder check box, click Select and use the Select Objects dialog box to specify the
users or groups you want.

4. If you selected the Make this user or group the owner of the home folder
check box, click Select and use the Select Objects dialog box to specify the user or
group you want.

5. If you selected the Delete the home folder when the user account is deleted
check box, select one of these options:

« Always to have the policy delete the home folder regardless of whether the
folder contains any files or sub-folders.

. If home folder is empty to prevent the home folder from being deleted if it
contains any files or sub-folders.

6. Click Next.

7. On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

8. Click Next, and then click Finish.

Scenario: Removing access to home folder

The policy described in this scenario performs the following functions during the user
deprovisioning process:

« Removes all permissions the user had to his or her home folder.

» Designates the Administrators group as the owner of deprovisioned home folders.
To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when deprovisioning a user account in the container you selected in Step 2,
Active Roles modifies the security on the user’s home folder as prescribed by this policy.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Deprovisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click Home Folder Deprovisioning on the Select Policy Type
page of the wizard. Then, click Next.
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On the Options to Deprovision Home Folder page, select both the Remove the user’s
permissions on the home folder and Grant the user’s manager read-only access
to the home folder check boxes.

Make sure that no other check boxes on the page are selected. Then, click Next and follow
the instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New
Deprovisioning Policy Object wizard, or you can complete the wizard and then use the
Enforce Policy command on the domain, OU, or Managed Unit where you want to apply
the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

User Account Relocation

Policies in this category automate the movement of deprovisioned user accounts to
specified organizational units. This removes such accounts from the control of
administrators who are responsible for management of the organizational units in which
those accounts originally reside. A policy in this category can also be configured not to
move deprovisioned user accounts.

How this policy works

When processing a request to deprovision a user, Active Roles uses this policy to determine
whether to move the deprovisioned user account to a different organizational unit.

A policy configured to move user accounts also specifies the destination organizational unit
to which Active Roles moves deprovisioned user accounts.

A policy can be configured not to move user accounts. When applied at a certain level of
the directory hierarchy, such a policy overrides any other policy of this category applied at
a higher level of the directory hierarchy.

Let us consider an example to clarify this behavior. Suppose you configure a policy to move
accounts and apply that policy to a certain parent container. In general, the policy is
passed down from parent to child containers, that is, the policy applies to all child
containers beneath the parent container, causing Active Rolests from each container.
However, if you configure a different policy not to move accounts and apply that new policy
to a child container, the child container policy overrides the policy inherited from the
parent container. Active Roles does not move deprovisioned user accounts from that child
container or any container beneath that child container.
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How to configure a User Account Relocation
policy

To configure a User Account Relocation policy, select User Account Relocation on the
Policy to Configure page in the New Deprovisioning Policy Object wizard or in the Add
Deprovisioning Policy wizard. Then, click Next to display the Target Container page.

Figure 93: Target container
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On this page, you can choose whether you want the policy to move deprovisioned user
accounts, and select the destination container for the move operation.

First, select one of these options:

. Click Do not move the object for the policy to leave deprovisioned user accounts
in their original locations. With this option, each deprovisioned user account remains
in the organizational unit it was in when it was deprovisioned.

. Click Move the object to this container for the policy to place deprovisioned user
accounts to a certain container. With this option, each deprovisioned user account is
moved from its original location to a specified organizational unit.

The second option requires that you specify the organizational unit to which you want the
policy to move deprovisioned user accounts. Click the Select button, and then choose the
organizational unit you want.

When you are done, click Next and follow the instructions in the wizard to create the
Policy Object.
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Steps for configuring a User Account Relocation
policy

To configure a User Account Relocation policy

1. On the Policy to Configure page, select User Account Relocation, and
then click Next.

2. On the Target Container page, do one of the following, and then click Next:

« Click Do not move the object if you want the policy to keep deprovisioned
user accounts in their original locations.

o Click Move the object to this container if you want the policy to move
deprovisioned user accounts to a certain container. Then, click Select, and
select the container you want.

3. On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

o Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

4. Click Next, and then click Finish.

Scenario: Organizational Unit for deprovisioned
user accounts

This scenario describes how to configure a policy so that a certain organizational unit
contains all the deprovisioned user accounts.

To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, after deprovisioning a user account in the container you selected in Step 2,

Active Roles automatically moves that account to the organizational unit determined by

the policy configuration. The following two sections elaborate on the steps to implement
this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Deprovisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click User Account Permanent Deletion on the Select Policy
Type page of the wizard. Then, click Next.
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On the Deletion Options page, click Delete the object after retention period. Then,
in the box beneath that option, type 90.

When you are done, click Next and follow the instructions in the wizard to create the
Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New
Deprovisioning Policy Object wizard, or you can complete the wizard and then use the
Enforce Policy command on the domain, OU, or Managed Unit where you want to apply
the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

User Account Permanent Deletion

Policies in this category are intended to automate the deletion of deprovisioned user
accounts. Deprovisioned user accounts are retained for a specified amount of time before
they are permanently deleted. A policy in this category can also be configured not to delete
deprovisioned accounts.

How this policy works

When processing a request to deprovision a user, Active Roles uses this policy to determine
whether to schedule the deprovisioned user account for deletion. When scheduled for
deletion, a user account is permanently deleted after a certain time period, referred to as a
retention period.

A policy configured to delete user accounts specifies the number of days to retain
deprovisioned user accounts. With such a policy, Active Roles permanently deletes a user
account after the specified number of days has passed since the user was deprovisioned.

A policy can be configured not to delete user accounts. When applied at a certain level of
the directory hierarchy, such a policy overrides any other policy of this category applied at
a higher level of the directory hierarchy.

Let us consider an example to clarify this behavior. Suppose you configure a policy to
delete accounts and apply that policy to a certain container. In general, the policy is passed
down from parent to child containers, that is, the policy applies to all child containers
beneath the parent container, causing Active Roles to delete deprovisioned user accounts in
each container. However, if you configure a different policy not to delete accounts and
apply that new policy to a child container, the child container policy overrides the policy
inherited from the parent container. Active Roles does not delete deprovisioned user
accounts in that child container or any container beneath that child container.
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One more option of this policy is intended for domains where Active Directory Recycle Bin
is enabled. The policy can be configured so that once a user account is deprovisioned, the
account is moved to Recycle Bin (which effectively means that the account will be deleted
immediately, without any retention period). Moving deprovisioned user accounts to the
Recycle Bin may be required for security reasons, as an extra security precaution. The
Active Directory Recycle Bin ensures that the account can be restored, if necessary,
without any loss of data. Active Roles provides the ability to un-delete and then un-
deprovision user accounts that were deprovisioned to the Recycle Bin.

How to configure a User Account Permanent
Deletion policy

To configure a User Account Permanent Deletion policy, select User Account Permanent
Deletion on the Policy to Configure page in the New Deprovisioning Policy Object
wizard or in the Add Deprovisioning Policy wizard. Then, click Next to display the Deletion
Options page.

Figure 94: Deletion options
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On this page, you can choose whether you want the policy to schedule deprovisioned
user accounts for deletion, and specify the number of days to retain deprovisioned
user accounts.

First, select one of these options:
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. Click Do not automatically delete the object if you want the policy not to delete
deprovisioned user accounts.

. Click Delete the object after retention period if you want the policy to schedule
deprovisioned user accounts for deletion.

. Click Delete the object to Active Directory Recycle Bin immediately if you
want the policy to move deprovisioned user accounts to Recycle Bin.

If you select the second option, you must specify a number of days in the box beneath that
option. Once a user account has been deprovisioned, and the specified number of days has
passed, the policy causes Active Roles to delete the user account in Active Directory.

If you select the third option, you should apply this policy to domains that have Active
Directory Recycle Bin enabled; otherwise, the policy will have no effect. With this option,
once a user account has been deprovisioned, the policy causes Active Roles to delete the
user account immediately. In a domain where Active Directory Recycle Bin is enabled, this
deletion merely means that the account is marked as deleted and moved to a certain
container from which it can be restored, if necessary, without any data loss.

Steps for configuring a User Account Permanent
Deletion policy

To configure a User Account Permanent Deletion policy

1. On the Policy to Configure page, select User Account Permanent Deletion,
and then click Next.

2. On the Deletion Options page, do one the following, and then click Next:

« Click Do not automatically delete the object if you want the policy not to
delete deprovisioned user accounts.

« Click Delete the object after retention period if you want the policy to
schedule deprovisioned user accounts for deletion. Then, in Retention period
(days), specify the number of days to retain the deprovisioned user account
before it is deleted.

« Click Delete the object to Active Directory Recycle Bin immediately if
you want the policy to move deprovisioned user accounts to Recycle Bin.

Click Next.

If you select the third option, you should apply this policy to domains that have
Active Directory Recycle Bin enabled; otherwise, the policy will have no effect. With
this option, once a user account has been deprovisioned, the policy causes Active
Roles to delete the user account immediately. In a domain where Active Directory
Recycle Bin is enabled, this deletion merely means that the account is marked as
deleted and moved to a certain container from which it can be restored, if necessary,
without any data loss.

3. Onthe Enforce Policy window, you can specify objects to which this Policy Object is
to be applied:
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« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

4. Click Next, and then click Finish.

Scenario: Deleting deprovisioned user accounts

This scenario describes how to configure a policy so that Active Roles permanently deletes
deprovisioned user accounts after the 90-day retention period.

To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, after deprovisioning a user account in the container you selected in Step 2,
Active Roles retains the deprovisioned account for 90 days and then it deletes that account.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Deprovisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.

To configure the policy, click User Account Permanent Deletion on the Select Policy
Type page of the wizard. Then, click Next.

On the Deletion Options page, click Delete the object after retention period. Then,
in the box beneath that option, type 90.

When you are done, click Next and follow the instructions in the wizard to create the
Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New
Deprovisioning Policy Object wizard, or you can complete the wizard and then use the
Enforce Policy command on the domain, OU, or Managed Unit where you want to apply
the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Group Object Deprovisioning

Group object deprovisioning policy specifies the changes to make to the group object in
Active Directory in order to prevent the use of the group. It is intended to perform the
following tasks when deprovisioning a group:

. Active Roles 7.6 Administration Guide
(ONE IDENTITY 346

Rule-based AutoProvisioning and Deprovisioning



« Hide the group from the Global Address List (GAL) to prevent access to the group
from Exchange Server client applications such as Microsoft Outlook.

« Change the type of the group from Security to Distribution to revoke access rights
from the group.

« Rename the group, to distinguish deprovisioned groups by name.

« Remove members from the group to revoke user access to resources controlled by
the group. This task has the option to specify the members that should not be
removed from the group.

In addition, the policy can be configured to change or clear any other properties of a group,
such as the pre-Windows 2000 name, e-mail addresses, or description.

How this policy works

When processing a request to deprovision a group, Active Roles uses this policy to modify
the group object in Active Directory so that once the group has been deprovisioned it
cannot be used.

A policy can also be configured to update individual properties of groups. Depending on the
policy configuration, each policy-based update results in the following:

» Certain portions of group information, such as information about group members,
are removed from the directory.

« Certain properties of groups are changed or cleared.
A policy can be configured so that new property values include:

« Properties of the group being deprovisioned, retrieved from the directory prior to
starting the process of the group deprovisioning

« Properties of the user who originated the deprovisioning request

« Date and time when the group was deprovisioned

Thus, when deprovisioning a group, Active Roles modifies the group object in Active
Directory as determined by the Group Object Deprovisioning policy that is in effect.

How to configure a Group Object
Deprovisioning policy

To configure a Group Object Deprovisioning policy, select Group Object Deprovisioning
on the Policy to Configure page in the New Deprovisioning Policy Object wizard or in the
Add Deprovisioning Policy wizard. Then, click Next to display the Disable Group page.
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Figure 95: Disable Group
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On this page, you can choose from the following options:
« Change the group type from Security to Distribution. Revokes access rights
from deprovisioned groups. This option is applicable only to security groups.

« Hide the group from the Global Address List (GAL). Prevents access to
deprovisioned groups from Exchange Server client applications. This option is
applicable to distribution groups or mail-enabled security groups.

. Rename the group to. Changes the name of the group.
Select the check box next to each option you want the policy to apply.

By selecting the Rename the group to check box, you direct the policy to change the
name of the group. This option allows you to configure a property update rule that specifies
how to modify the group name. Click the Configure button and follow the instructions
provided in the Configuring a property update rule section, earlier in this chapter.

Once you have completed the Disable Group page, click Next to display the Remove
Members page.
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Figure 96: Remove members

Mew Deprovisioning Policy Object Wizard

2
Remove Members e
Yau can specify whether yvou want the policy to remave members Ffrom | &‘

deprovisioned groups,

Once a group is deprovisioned, the selected options are applied to Ehat group.
" Do not remove members from the group

% Remove all members, with optional exceptions

[ Keep these members in the group:

arne | In Folder
fdd, Hemoye Eroperties
< Back Cancel | Help |

On this page, you can configure a rule on how to remove members from
deprovisioned groups.

Select one of these options:

« Click Do not remove members from the group if you want the policy not to
remove members from deprovisioned groups.

. Click Remove all members, with optional exceptions if you want the policy to
remove members from deprovisioned groups.

With the second option, you can specify whether you want the policy not to remove certain
objects from deprovisioned groups. To set up a list of such objects, select the Keep these
objects in the group check box, and then click the Add button and select the objects you
want to include in the list.

Once you have completed the Remove Members page, click Next to display the Change
Properties page.
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Figure 97: Change Properties
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On this page, you can set up a list of group properties you want the policy to update. Each
entry in the list includes the following information:

« Property. When deprovisioning a group, Active Roles will update this property of the
group object in Active Directory.

. LDAP Display Name. Uniquely identifies the property to be updated.

. Value to Assign. After the deprovisioning operation is completed, the property has
the value defined by the rule specified.

You can use these buttons to manage the list on this page:

o Add. Allows you to select a property and configure an update rule for that
property. A property update rule specifies how to generate the new value to assign
to the property.

. Remove. If you want the policy to no longer update a given property, select the
property from the list and click Remove.

. View/Edit. Allows you to modify the update rule for the property you select
from the list.

Clicking the Add button displays the Select Object Property dialog box where you can
choose group properties you want to the policy to update. To choose a property, select the
check box next to the property name, and then click OK.

You can select multiple check boxes. If you do so, the properties you have selected are
added to the list on the wizard page, with the update rule configured to clear those
properties, that is, to assign them the empty value.
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If you select a single property in the Select Object Property dialog box, you are
presented with the Add Value dialog box so you can proceed to configuring a property
update rule.

Figure 98: Add value
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You can select one of these update options:

o Clear value. Causes the policy to assign the “"empty” value to the property.

. Configure value. Allows you to configure a value for the ‘property’ must
be condition.

With the second option, you must configure a value the policy will assign to the property
upon the group deprovisioning. You can configure a value in the same way as you do when
configuring a property update rule for the user name: Click the Configure button and
follow the instructions provided in the Configuring a property update rule section, earlier in
this chapter.

When you are done configuring a value, click OK to close the Add Value dialog box. The
property name along with the property update rule is added to the wizard page. If
necessary, you can modify the update rule by clicking the View/Edit button beneath the
list of properties. This displays a dialog box, similar to the Add Value dialog box, allowing
you to choose a different update option or set up a different value for the ‘property’ must
be condition.

Once you have set up the list on the wizard page, click Next and follow the instructions in
the wizard to create the Policy Object.

Steps for configuring a Group Object
Deprovisioning policy

To configure a Group Object Deprovisioning policy

1. On the Policy to Configure page, select Group Object Deprovisioning, and then
click Next.

2. On the Disable Group page, select the options you want the policy to apply when
deprovisioning a group. You can select any combination of these options to prevent
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the use of the group:
« Change the group type from Security to Distribution.
« Hide the group from the Global Address List (GAL).
« Rename the group.

3. If you selected Rename the group to, click Configure, and then complete the
Configure Value dialog box by using the procedure outlined later in this topic, in
order to specify how you want the policy to update the group name when
deprovisioning a group.

4. Click Next.
5. Onthe Remove Members page, do one of the following:

o Click Do not remove members from the group for the policy not to make
changes to the membership list of the group.

. Click Remove all members, with optional exceptions for the policy to
remove the members from the group.

6. If you selected the second option in Step 5, specify whether you want the policy not
to remove certain objects from deprovisioned groups. Do the following:

« Select the Keep these objects in the group check box and set up the list of
the objects you want the policy not to remove from deprovisioned groups.

« Leave the check box cleared if you want the policy to remove all members
from deprovisioned groups.

7. Onthe Change Properties page, specify how you want the policy to update
properties of the group object when deprovisioning a group:

« Click Add, and then complete the Select Object Property dialog box by using
the procedure outlined later in this topic, in order to add property update rules.

. Use View/Edit to modify existing rules.
. Use Remove to delete existing rules.
8. Click Next.

9. On the Enforce Policy page, you can specify objects to which this Policy Object is to
be applied:

« Click Add, and use the Select Objects dialog box to locate and select the
objects you want.

10. Click Next, and then click Finish.

To complete the Configure Value dialog box

1. Click Add.
2. Configure an entry to include in the value (for instructions, see Steps for
configuring entries).

3. Inthe Configure Value dialog box, add more entries, delete or edit existing ones,
and then click OK.
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To complete the Select Object Property dialog box

1. From the Object property list, select an object property, and then click OK. The
Add Value dialog box appears.

If you select multiple properties, the Add Value dialog box is not displayed. The
properties you have selected are added to the list on the Change Properties page,
with the update rule configured to clear those properties, that is, to assign them the
empty value.

2. Inthe Add Value dialog box, do one of the following:

« Select Clear value if you want the update rule to assign the empty value to
the property.

o Select Configure value if you want the update rule to assign a certain,
non-empty value to the property. Then, click Configure and complete
the Configure Value dialog box by using the instructions given earlier
in this topic.

Scenario 1: Disabling and renaming the group
upon deprovisioning

The policy described in this scenario performs the following functions during the group
deprovisioning process:

« When deprovisioning a security group, change the type of the group to Distribution.

« When deprovisioning a distribution group, remove the group from the Global
Address List.

« Append this suffix to the group name: - Deprovisioned, followed by the date when
the group was deprovisioned.

For example, the policy changes the group name of Partner Marketing to Partner
Marketing - Deprovisioned 12/11/2013.

To implement this scenario, you must perform the following actions:

1. Create and configure the Policy Object that defines the appropriate policy.
2. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, when deprovisioning a group in the container you selected in Step 2, Active
Roles disables and renames the group as prescribed by this policy.

The following two sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Policy Object

You can create and configure the Policy Object you need by using the New Deprovisioning
Policy Object wizard. For information about the wizard, see Creating a Policy Object in the
Policy Object management tasks section earlier in this chapter.
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To configure the policy, click Group Object Deprovisioning on the Select Policy Type
page of the wizard. Then, click Next.

On the Disable Group page, select these check boxes:

« Change the group type from Security to Distribution
o Hide the group from the Global Address List (GAL)

. Rename the group to

Then, type the following text in the box beneath the Rename the group to option:
%<name> - Deprovisioned {@date(M/d/yyyy)}

Click Next and follow the instructions in the wizard to create the Policy Object.

Step 2: Applying the Policy Object

You can apply the Policy Object by using the Enforce Policy page in the New
Deprovisioning Policy Object wizard, or you can complete the wizard and then use the
Enforce Policy command on the domain, OU, or Managed Unit where you want to apply
the policy.

For more information on how to apply a Policy Object, see Applying Policy Objects and
Managing policy scope earlier in this chapter.

Scenario 2: Managed Unit for deprovisioned
groups

This scenario describes how to configure a Managed Unit and a Group Object
Deprovisioning policy so that the Managed Unit includes all deprovisioned groups. The
policy sets the Notes property to Deprovisioned upon the deprovisioning of a group,
whereas the Managed Unit is configured to include the groups that have the Notes property
set to Deprovisioned.

To implement this scenario, you must perform the following actions:
1. Create and configure the Managed Unit.
2. Configure the Policy Object that defines the appropriate policy.
3. Apply the Policy Object to a domain, OU, or Managed Unit.

As a result, after deprovisioning a group in the container you selected in Step 3, Active
Roles automatically adds that group to the Managed Unit you created in Step 1.

The following sections elaborate on the steps to implement this scenario.

Step 1: Creating and configuring the Managed Unit

You can create and configure the Managed Unit by using the Active Roles console:
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1. Inthe console tree, under Configuration, right-click Managed Units, and select
New | Managed Unit.

2. In Name, type a name for the Managed Unit. For example, you might type
Deprovisioned Users.

3. Click Next.

Configure the membership rule to have the Managed Unit include the
deprovisioned user accounts from all domains that are registered with Active Roles
(managed domains):

a. On the wizard page, click Add.

b. In the Membership Rule Type dialog box, click Include by Query, and
then click OK.

c. Use the Create Membership Rule window to set up the rule:
« InFind, click Users.
« Click Browse and select Active Directory.
« Click the Advanced tab.
« Click the Field button, and then click Notes.
« In Condition, click Is (exactly).
« In Value, type Deprovisioned.

At this stage, the window should look like the following figure.

Figure 99: Find Groups
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« Click the Add button.
o Click the Add Rule button.

d. Onthe wizard page, click Add.

e. In the Membership Rule Type dialog box, click Retain Deprovisioned, and
then click OK.

5. Click Next, click Next, and then click Finish.
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Step 2: Configuring the Policy Object

You can configure the Policy Object you need by modifying the Policy Object that
implements the previous scenario, see Scenario 1: Disabling and renaming the user
account upon deprovisioning earlier in this section.

Displa